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6 AWS &£ o] o] E] o1 H| o] 2 [PE A}&3}o] A 1B QA AEAE
TEIULH

ofgffoll A& §1E %2 GitHuboll A AFE-S = Q5 Th w7l = gh &5 ol Alg-g w7 5=
ol &, 7| &4k, s 8E gt R AES Sl ol 2
« infrastructure.yaml — 122} 758 QE3 JYth

* deploy ngfw clusteryaml — 22| 2=H 58 g3 4t}

4

Fa ZFH2H =58 FE) Ao AYE = AWS Q12 E 2 £33 BE5E SRIGMIA Q. o] BE e
deploy_asav_clustering.yaml €12 ¢] InstanceType($] 2~ 81 2~ f+8)) w7} ¥l G=0l] &85 = gk o} 2 ol A]

e 5 qgu,

AWS| 4] GWLBE A1-8-31= ASA 71 28 ~EHH S Y3kt dld oW 1A
AWS2] ASA 7}*& FH2HH S GWLB(AI°| Eglo] 2= WMl )& Al&-3lo] HALE $18] VEH =
WA o] #8L 85t A AH ASA 7MY w2 At GLLBE A == 9] HUd 9w =
S2 FxolHEV MG = A9 At e R Y EY T RS AL AEe s AAE Y

AWSS] B S0 H 715 LG AR E A el B g s 0F Fof = 58] 4
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GWLB7} SSH, SCP, CURL = 7B} L2 EZ S A} &-3510] E9 L g}% = o)
© b B B9 A hFo R P aste il Aol HAY 5 Ak o A9 E
A7 Ezdel AWAY DA AR AT AN

e
=

AWSO| A= AWS ELB APl = AWS £4S5 53 i Al d oW = A8 5= 5 Ut

» AWS API - AWS ELB(Elastic Load Balancing) API - modify-target-group-attributesol] 4 t}& + 7}
A 2= RS FAst E29 A8 54 49 dFUTh
« target_failover.on_unhealthy - t]/3-°] B] 473 el 7} € w] GWLB7} HIEH A 55 * €
=g g,
- target_failover.on_deregistration - t]/3-¢] 55 # 49 wf GWLB7} M EY 4 & &
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https://github.com/CiscoDevNet/cisco-asav/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-asav/blob/master/cluster/aws/templates/deploy_asav_clustering.yaml

528 Feh 9ol ASA Mg 29 2E 1

CloudFormation &1 Z 2] & A}-8-3} ] AWSo]| o] 2~ 8 13 .

aws elbv2 modify-target-group-attributes \

-—-target-group-arn arn:aws:elasticloadbalancing: /my-targets/73e2d6bc24d8a067 \
--attributes \

Key=target failover.on unhealthy, Value=rebalance[no_rebalance] \

Key=target failover.on deregistration, Value=rebalance[no rebalance]

A A gk 82 AWS A 78 A 9] TargetGroupAttribute S 23 Al Q..

« AWS &4 - EC2 %0 A th8 348 14 819 Target Group(t4F L&) | ©] %] o]l A Target
Failover(t)d ol & 2. W) 34 S 44 8te 4= 5 th

Aol i gk 24 g 8- AWSel Al ASA 7Heell th gkt w1 Y

CloudFormation &} Z 31 S A}-83}o] AWSO| A 2~ H1%

AH&2F A4 ¥ CloudFormation ¥ & %5 AFH&-3Fo] AWSe] 285 4531t}

A125}7] Aol

* Python 3°] A X ¥ Linux A FEH 7 2 23}

HERS Fr gy oh
a) 27 &9 github 2] XX E 2] & & A gt} https:/github.com/CiscoDevNet/cisco-asav/tree/master/
cluster/aws= 2314 A] Q..

b) L WS AL-8-51] infrastructureyaml 2 deploy_asav_clustering.yamlS <=7 g1t}

¢) @t} 3ol B4 Python Bho] B2 2] & A 3-817] 140 cluster_layer.zipo] 2t 59 S A4 3
o}
Python 3.97} 24 ]l Amazon LinuxE AF-8-3}] cluster_layer.zip 39S A s 3o EH5UTH

Z+31 Amazon Linux -7 o] I Q3 79 Amazon Linux 2023 AMIZ AF-83}e] EC2 Q1 ~H1AS
A3 AL H 2 ¥ 7 2] Amazon Linux S 21 8 3} AWS Cloudshell S AH-8-8F 5= 9l 51t}

cluster-layer.zip 3 S A3l W WA python 2ho]| B.& 2] 9| 7] 2] Al AW 2 7%
Requirements.txt lﬂ.%% g}\é I;].O xﬂ] )\ﬂ\’—‘JE =2 Al 63 OH o]: 6‘]—]4]:].
1. Python T 7] A] A5 A BE A4 3}o] requirementsitxt 3L S A F ).

-2 requirements.txt I ol A A F = AW E 9|71 #] Al R G

$ cat requirements.txt
pycryptodome

iL

559 2okl A AsA g 2o 28 % ]


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html
https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/aws
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)

d)

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. U4 A ~aYgEE A5 cluger_layer.zip 342 AU}

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python

Fu AR Fo| 2EHA FE (A urllib3 = 9537 A EE= 74, requirements.txt 3¢
Aol A WA I T= WA E 23 et Zlo] EHUTE 29 v AXE v A
Yeto] =S MNAT F AFYTH

A3} cluster_layer.zip ¥} < S lambda python files 2T o] A} T},
configure asav_cluster.zip % Lifecycle asav_cluster.zip 3} A4

make.py 591 & B A8 2] A 22 o] 4H9] vl elol] Q%I th ol A15HY python T &
Zip ) 2 eFEahaL 4k Eriel BALE o,

python3 make.py build

Infrastructureyaml< 7-% 3kl 22l 2H 5ol gk &9 ¢S 7153t

a)
b)
<)

d)
e)

e

AWS 29| A CloudFormation ©. & o] %5&}o] Create stack(2= ¥ A 4)< 2234t} With new
resources (standard)(A 2] 2~2~ 3E3H3ET))E A9 o)

Upload a templatefile(8 =3 3} ¢ 2 =)S A 813}l Choosefile(3td A e)S &
Z o A Infrastructureyaml-S 41 8 gk o},

Next(th) & 2838t A7 AR E AT

Next(th), Create stack(~ 8] A44d)S 2| = 22 U oh

T-Zo] ¢85 Outputs(E )2 o] 53] S3 BucketNameS &-91H t},

)

el

2 2} ol 4] ASA 7HE8 S ~E &
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oA ASA71EE S &2H 15
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CloudFormation & 221 < A}-&-5-c] awsel 4 28} 7% [

219 2: Infrastructure.yaml2) = 2|

Outputs (13)

Q

Key a

AZ

BucketName

BucketUrl

CCLSubnetid

EIPforNATgw

IninterfacesSGid

InsideSubnetids

InstanceSGId

LambdaSecurityGroupld

LambdaSubnetids

MgmtSubnetlds

UseGWLB

VpcName

Value

sa-east-1a

ran-cls-infra-s3bucketcluster-kckr7518u00l

http://ran-cls-infra-s3bucketcluster-
kckr7518u00L.s3-website-sa-east-
T.amazonaws.com

subnet-050feb347e57eba99

52.67.246.95

sg-0333e92f36b2aal0bf

subnet-047c0a2beffb5a70f

sg-0c0c6bfb5ba5f1c10

sg-01771b0d3012a40c5

subnet-0fb24785c687d50e4,subnet-
0f1996a02ffaa2e62

subnet-02d4a757b95a9a5b9

Yes

vpc-003b592ad2518d03d

Description

Availability zone

Name of the Amazon S3
bucket

URL of S3 Bucket Static
Website

CCL subnet ID

EIP reserved for NAT GW

Security Group ID for
Instances Inside Interface

Inside subnet ID

Security Group ID for
Instances Management
Interface

Security Group ID for
Lambda Functions

List of lambda subnet IDs
(comma seperated)

Mangement subnet ID

Use Gateway Load
Balancer

Name of the VPC created

@A 3 cluster_layer.zip, cluster_lifecycle.zip 2
Aol dr=g )
7] 4 deploy_asav_clustering.yaml-S-

cluster_manager.zip< infrastructure.yaml ol 4] A A gk S3 ¥

TEHETH

a) CloudFormation® ©| &3}l Create stack(2>
(standard)(A &) &2~ ESHEF))S A gy D}.

b) Upload atemplatefile(51 &% 3t Y= =)S A8 3}iL Choosefile(THd A e)E S8 & 5
Z ol A deploy_asav_clustering.yaml-3- A & gt}

c) Next(ths)& 2835t T+ 4R E AT Pt

d) Next(th), Create stack(= 8] AA3)< 2hel| 2 2 g oh

el A AN)S 22 Y o With new resources
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AT s R Eatal

¥
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Resources (21)

Q

Logical ID a

ASAvVGroup

ASAvLaunchTemplate
CLSmanagerTopic

ClusterManager

ClusterManagerLogGrp
ClusterManagerSNS1

ClusterManagersNs1Permi
ssion

InstanceEvent

InstanceEventinvokeLamb
daPermission

o
=y

Physical ID L4

ran-cls-1 [F

1t-056fd20764270c893 [

arn:aws:sns:sa-east-
1:797661843114:ran-cls-1-
cluster-manager-topic [4

ran-cls-1-manager-lambda

=

/aws/lambda/ran-cls-1-
manager-lambda [

arn:aws:sns:sa-east-
1:797661843114:ran-cls-1-
cluster-manager-
topic:e13bfcb0-d698-4215-
88a5-278474e22c32

ran-cls-
ClusterManagerSNS1Permis
sion-S6BQAEO50G6U

ran-cls-1-notify-instance-
event [

ran-cls-
InstanceEventinvokeLambda
Permission-
1XPS21Q4G2DY6

=B F sl 21915ka show cluster info ™ 3 & 4 &

show cluster info
Cluster oneclicktest-cluster: On
Interface mode: individual

Cluster Member Limit : 16

This is "200" in state CONTROL_NODE

ID : O

Version : 9.19.1

Serial No.: 9AU42ENS5SDIE

CCL IP : 1.1.1.200

CCL MAC : 4201.0a0a.0fc?

Module : ASAv

Resource : 4 cores / 8192 MB RAM

Last join : 15:26:22 UTC Jul 17 2022
Last leave: N/A

Other members in the cluster:

Unit "204" in state DATA NODE

ID : 1

Version : 9.19.1

Serial No.: 9AJ9N46947R

CCL IP : 1.1.1.204

CCL MAC : 4201.0a0a.0fcb

Module : ASAv

Resource : 4 cores / 8192 MB RAM

jﬂl‘aﬁ—ﬂﬂ

= "1

Type A4
AWS::AutoScaling::A
utoScalingGroup

AWS:EC2:LaunchTe
mplate

AWS:SNS:Topic
AWS::Lambda:Funct

ion

AWS::Logs::LogGrou
P

AWS::SNS:Subscripti
on

Aws:Lambda::Permi
ssion

AWS::Events::Rule

AWS:Lambda::Permi
ssion

ol

=

to S8 2H 75

2h9-=oll A ASA 7138 Fel 2~ T

Status v

@ CREATE_COMPLE
TE

® CREATE_COMPLE
TE

& CREATE_COMPLE
TE

®© CREATE_COMPLE
TE

& CREATE_COMPLE
TE

® CREATE_COMPLE
TE

® CREATE_COMPLE
TE

® CREATE_COMPLE
TE

© CREATE_COMPLE
TE

7} CREATE_IN_PROGRESS®| 4] CREATE COMPLETE® ¥ 7 o] 150 A

o
J

1t

Hpo

Status reason

P22 vt

e}
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Last join : 16:57:42 UTC Jul 17 2022
Last leave: 16:03:25 UTC Jul 17 2022

AWSol| X =5 2 E

=a

[
L)
P>
N

_r\g
i

$0.2 P53}e W Day0 TS FHISH 24 e EE PEF

AWSe] th 3} Dayd -4 A

obele] Wel S Abgatol 7 Fel e wmE ] REXEY THS AT F .

Aol Ego] 2= Wl A o

o2 23 A o= U-turn E &2 8 Geneve Q1 E]Ho] 2 1 7] & S8 2F #]o] & -8 VXLAN 21 E
o]z~ 1717} = Aol ESo] 2= Ao tjet 45 A FY

cluster interface-mode individual force
policy-map global policy

class inspection default

no inspect h323 h225

no inspect h323 ras

no inspect rtsp

no inspect skinny

int m0/0

management-only

nameif management
security-level 100

ip address dhcp setroute
no shut

interface TenGigabitEthernet0/0
nameif geneve-vtep-ifc
security-level O

ip address dhcp

no shutdown

interface TenGigabitEthernet0/1
nve-only cluster

nameif ccl link

security-level O

ip address dhcp

no shutdown

interface wvnil

description Clustering Interface
segment-id 1

vtep-nve 1

interface vni2
proxy single-arm
nameif ge
security-level 0O
vtep-nve 2

object network ccl link
range 10.1.90.4 10.1.90.254 //Mandatory user input, use same range on all nodes

M
ilid
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object-group network cluster group
network-object object ccl link

nve 2

encapsulation geneve
source-interface geneve-vtep-ifc
nve 1

encapsulation vxlan
source-interface ccl link
peer—-group cluster group

cluster group asav-cluster // Mandatory user input, use same cluster name on all nodes
local-unit 1 //Value in bold here must be unique to each node

cluster-interface vnil ip 1.1.1.1 255.255.255.0 //Value in bold here must be unique to each
node

priority 1

enable noconfirm

mtu geneve-vtep-ifc 1806

mtu ccl _link 1960

aaa authentication listener http geneve-vtep-ifc port 7575 //Use same port number on all
nodes

jumbo-frame reservation

wr mem

\}

)

)

214

ol

o] 74§~ of 7] of| A 4 7 3} aaa authentication listener http 2 E & =] A 3l oF 34

ot

I AWS AHE)
t}

H] 713 2= i A of

The o= e, Wi 3 9] B VXLAN Q1B o] 27} 9l 1] 7]
= o] 2F] Alo] ¥ A8 VXLAN SIg #Hlo]| 25 A FH o

e
i
It
i)
rV\J
2
=2
>~
=
o
o
-
2
u

cluster interface-mode individual force
interface Management0/0

management-only

nameif management

ip address dhcp

interface GigabitEthernet0/0
no shutdown

nameif outside

ip address dhcp

interface GigabitEthernet0/1
no shutdown

nameif inside

ip address dhcp

interface GigabitEthernet0/2
nve-only cluster

nameif ccl link

ip address dhcp

no shutdown

interface vnil

description Clustering Interface
segment-id 1

vtep-nve 1

e
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jumbo-frame reservation

mtu ccl link 1654

object network ccl link

range 10.1.90.4 10.1.90.254
object-group network cluster group
network-object object ccl link

nve 1

encapsulation vxlan
source-interface ccl link
peer-group cluster group

cluster group asav-cluster
local-unit 1

cluster-interface vnil ip 10.1.1.1 255.255.255.0

priority 1

CEPSCREEEEN |

//mandatory user input

//mandatory user input
//mandatory user input
//mandatory user input

enable
“
WAL 9o MYS BALste] Bol Wi B0l A5 AHEA S TANA AAS ok FLTh,
T

A1 23 e o] 2 (A ESo] 2= HA(GWLB)E AF8-8h= 45 Qe o] 2371, 1] 712 =
= WA E ARESHE A9 QI Hlo] 2~ a7l 2 S 2] 2~ Day 0 74 2 AH&-3to] ASA 71 I~E 2~
= 5} o] €A ¥ Configure Instance Details(91 2281 2~ Al - 4 B -4) > Advanced
Details(aLw A5 A 1) Ao Day 0 4= £ @5 4Th
o oY SAURE A2 2 Qe o] 25 A7

« AWS Alo]E9o] 2= WA - Qe Ho] 2~ 37 - #He], &7 9 S22~ Alo] H A
H 7132 22 Wi A - 1g # o] 2~ 470 - ], Y&, 9] 5 9 S22 Alo] P4,
AWSO A ASA 7HgS 758t W ol di gk Ak §F W82 AWSol| Al ASA 7Hd 758 34 A
o

A2 o35 7 m B S FEEHY 19 S gyt

A3 ASA 713 &l A show cluster info H & & AF-8-3lo] & =27 S8 2Ho 3402 25
A=A srolghy )

74 AWS Alo| Efo] == MM S At
a) U 21F 2 GWLBE Ayt
b) GWLBel| i) 15 & A43Hoh

Fa SupE He OF, gy A 2 A E G AA S A S E S GWLBE TS AL

S o 4] ASA 78 Fel A &



https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/asav/getting-started/asa-virtual-919-gsg/asav_aws.html
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B Awsol 1 Asa 7bo) diat ol sl om 245

¢) IPFa2E ARESte] t ZLwell dioly QlE Flo] (1B #H o] 2= Wi E 5Ttk AHAIRE U
B2 Al Efe] R WA S Fast Al L

A

AWSol| 4| ASA 7} ol tf st t A d| & @ ¥ g4 3}

SR AA

(AUBNAURNAU

(AUBNAURN AU

ASA 7132] dlo] €] S1E 3 o] 2= AWS©ll A GWLBS] th 159l 5= Utk ASA 71 Z2] 2
BollA 2 It e o 2 AAg YTk GWLB_ A 2l Y wem AE ALY
2y o] A A AR EE S 2 WH A 21 AL},

Al 287 Aol

& WH O 2 E = CloudFormation 513515 AF&-31o AWSol| ASA 71 2815 53] of g o},

CloudFormation §15 81 & AL8-3lo] S8 ~HE F531 45 S8 2H 5 9
deploy asav_clustering.yaml® GWLB 74 Al/d | A A& 7}5 ¢t rebalance £73 &
o i Ao /s S5 T AdFH Tk &5l A] o] 7] g2 7] 4]
rebalance® A AU th Tejvt AWS & 4] o] v 7 9] 7] 232 no_rebalance®= A
=

o] 7] A1,
* no_rebalance- GWLB7} A3l AL 55 FH 4" g2 ES T 3535 A% A5
* rebalance- GWLBE 7] tl o] AdofjetAv &5 H 49 4 UEH AL 35S e 44 Ui
o8 HEdyh
AWSO A 285 58k W ol gk 2hA & W &2 thas FEsh Al 2.
* AWSO A 5 0% e ~H

* CloudFormation ¥l 515 AF-8-3}o AWSol| A =8 -5

A1 AWS &0l A Services(AH] 2=2) > EC2

A2 td 15 H o)A E B Target Groups(tl e 157) 8 28 ot

A3 ASA 7HE QIR TP Fa7E S5 o 1= Agste] Gyt ol T1E Al A5 0% 7}

FEAFHY .

Al 4 Attributes(:74) ¥l 2 o] 5 gt}

A5 45 Asked Edit(AH)E S Fh

76 Rebalanceflows(Z=F- 28 e1) Eetolt] HE& LEFHo = A3t o] &7 spwl o =<
FHARA VIS UEN L AR S AL A B2 A2

=)

e

S5 &4 stete] B AL e e T
etal et e s GWLBE 774 9

2 2} ol 4] ASA 7HE8 S ~E &


https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html
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Azureol| A S8 A~ 13 .

Azureol| A E8 ~H 5

Azure A H] 2= A Q1o A ASA 7FAF= o1 Ul 3} 8 A n] 2 7ke] 97 S o1 A E S 4= 9)
olE¢lo] A& FUT) Azureo| A ASA 71 1B A5 S8 AH YW HE == ASAv
tulo]l 28 FAsteto] Aews 44 = s

ASAvE QIE Y A sk 95 lE o] 29 117 "1 H| A S AA sk i A H o] Aek= F 7N
o] =g I H o] 2= AU o]t I H o]~ Hloj P H ZEA A VXLAN A THEE
AL-8-31o] ASAvE] T NIC(Network Interface Card)®l| H A o] =5 Yt}

r1r
a4

I‘_Q of
e

Azure 7/|°|E9o] 2= WAA] HH

Azure GWLB(Gateway Load Balancer)© E | ¥ FAALE $13] VXLAN Al 2THE & 53 ASAVE 2%
Qato] Qlup= gl oopgub = Eg o] @S FAIetL ¥ skl o] HU T ASAv Y
2F 3o A Azure GLLBE Ed| ¥ 2= ] LE}E} ASAv =E9] A7 2k S A E o 7 :oj.;(].-g]_qq_
GWLBE 42 & 502 Yuo|EstA] ik YEY A 7Hd o] Zefold 2ol tigh o 229 &
v dPE AEE HEE T AdF5UH 9 7]**0“*}*3‘3}?4_ s 7lo] FHFOFE FUAIFUE Jﬂﬁi

= T4 UdEFUH
T 2o A= & 7 VXLAN Al T E 9] 3§ Alo| Ego] 2= Wi o] X4 Azure GWLBE & 5]
v Ef ¥ S HosUth Aol Edlo] 2= MHlA = T2 o ASAVZ_]'OH Ef S s, o]
& A AU U VXLAN Al TH E G| A GWLBE A AE3t7] dell Ed g & AA Yo 19
T3 Azure GWLBE ¥ £ Alo]|Edo] 2E A B i o= Eg TS thA] AEFH T

oS 298 Azure®] GWLBSF ASAv 7Ho] U E T 388 HojF Ut
19 4: GWLBE A}-&31= Azureo)| ~] ASAv 22 2~E ¥
Managed by Customer Created & Configured by Cisco ARM Templates
1
1
1
w H Security vNet

i
1
: Cisco ASAv
! Cluster
1

: : VXLAN |
<> ELB - GWLB Assbciation @ Tunnel | Gi80/0
O 2 —_—
! —
: Mgmt

-
Q 1
E 1 a
c i GWLB
0 Exterhal Load i \/
- 1
8 balancer !
I3 :
< : Security i Azure
\ Network q
. i Groups e Function
Application H
1
: Health Probel | Storage | | IAM Role
1
1
1
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WY FehSmol A ASA G 2ol 2B TF

. Azure®] S| ~H &

Azure] S| ~FH -5 GH
ARM(Azure Resource Manager) 513 513 AF-8-310] Azure GWLB & 71 Al 28l 4 M EE

BEY
TE
2o 28 7% F Day0 742 AHE3H0] 25 0.2 1= Azure £9 9] Function §§S 53] Ze] ¥ 9]
7t eEg AT S dHUh

Azure Resource Manager 5 = 3% S A}-8-35lo] 22|~ 5
SFHAE 2= WA 2AY F3HE 5351 ARM(Azure Resource Manager, Azure 2] 42~ ¥H2]
2 B Z 8 S Algate] S~ E AT

A 2517] 700l
« Azure S 2HE 502 A5 H day0 THA o] 23HE A HAE 38 s oF Y
t}. Azureol A %31 —’—’IH% Adet7] st -4 sl S| EERSHA Al L

A1 JHEES FH Y
a) =74 ZY 9l GitHub 2] XX E 2] & A 3 t}. https://github.com/CiscoDevNet/cisco-asav/tree/master/
cluster/azure2] W82 3234 A L.
b) GWLB®| 4% = wj 7| HFE A3l azure asav _gwlb cluster.json %
asav-gwlb-cluster-config.txts T4 %L‘/] t}.
A2 Azure "o 21213t} https:/portal.azure.com.
A3  Resourcegroup(d 22 18)S AA U
Home > Resource groups >

Create a resource group

o

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more &'

Project details
Subscription * © MSDN Dev/Test Pay-As-You-Go(Converted to EA) v

Resource group * @ asav-cluster»demo|

Resource details
Region * © (US) East US
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https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/azure
https://portal.azure.com

M

o2 Fehgmol M ASA 7HE FelsE T

S

Azure Resource Manager 8] 23] S A-8-3}o] S| ~H +% .

SGA 4 ASAv 2 2~ E] o] Management(¥+2]), Outside(£] ) 2 CCL (Cluster Control Link, 2 2] 2~F #)|¢]
Py ABu 37} 9 7P M EY S AT o] 2 P U ED TS AT
Home > Resource groups > asav-cluster-demo > Marketplace > Virtual network >

Create virtual network

Basics  IP Addresses Security Tags  Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription * © ‘ MSDN Dev/Test Pay-As-You-Go(Converted to EA) v
Resource group * © ‘ asav-cluster-demo v
Create new

Instance details

Name * ‘ asav-cluster-vnet v

Region * | East US v

< Previous Next : IP Addresses > Download a template for automation
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Home > Resource groups > asav-cluster-demo > Marketplace > Virtual network >

Create virtual network

Basics  IP Addresses  Security Tags  Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).
IPv4 address space

10.0.0.0/16  10.0.0.0 - 10.0.255.255 (65536 addresses) [il]

A\ Address space '10.0.0.0/16 (10.0.0.0 - 10.0.255.255)" overlaps with address space '10.0.0.0/16 (10.0.0.0 - 10.0.255.255)" of virtual
network ‘'waweb-eastu-4034838410-vnet'. Virtual networks with overlapping address space cannot be peered. If you intend to peer
these virtual networks, change address space '10.0.0.0/16 (10.0.0.0 - 10.0.255.255)". Learn more 7'

[:l Add IPv6 address space ®

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

-+ Add subnet Ren

[:] Subnet name Subnet address range NAT gateway
D Management 10.0.0.0/24 -
() pata 10.0.1.0/24 =
J ca 10.0.2.0/24 -

o A NAT gateway is recommended for outbound internet access from subnets. Edit the subnet to add a NAT gateway. Learn more '

I < Previous l i Next : Security > Download a template for automation

96 BEE HEYS TSI
a) Create(A7d) >> Template deployment(81 =3 5)(25 3 &
Eh=
b) Build your own template in the editor(3H 7] | A] XA R1E38 4+5)& &34
¢) Load File(y¥ )& 8t v IS ==y
d) Save(HHE =Yt
& AU

A1
O
2 5} 11 Review + create(A & + A4S Z8 g

aGA7 <
A8 FAe
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Home > Microsoft.VirtualNetwork-20230119131203 | Overview > asav-cluster-vnet > asav-cluster-demo > Marketplace > Template deployment (deploy using custom templates) >
Custom deployment
Deploy from a custom template

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © [ MSDN Dev/Test Pay-As-You-Go(Converted to EA) v ‘
Resource group * © [ asav-cluster-demo v ‘
Create new

Instance details

Region* @ [ ws) East us |
Resource Name Prefix © [‘asaveluster 7]
Virtual Network Rg © l asav-cluster-demo v I
Virtual Network Name @ [ asav-cluster-vnet 7]
Mgmt Subnet © [ Management \/I
Data Interface Subnet © l Data v I
Gateway Load Balancer P © [10024 7]
Ccl Subnet © [ca V]
Internal Port Number © [ 2000 7]
External Port Number © [ 2001 v ‘
Internal Segment Id © [ 800 7]
External Segment Id © [ 801 v‘

[ <Previous | [ Next:Review + create > |
719 o] EhE v Create(44) & S T
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Custom deployment

Deploy from a custom template

Q Validation Passed

If any Microsoft products are included in a Marketplace offering (e.g. Windows Server or SQL Server), such products are
licensed by Microsoft and not by any third party.

Basics

Subscription
Resource group
Region

Resource Name Prefix
Virtual Network Rg
Virtual Network Name
Mgmt Subnet

Data Interface Subnet

Gateway Load Balancer IP

Ccl Subnet

Internal Port Number
External Port Number
Internal Segment Id
External Segment Id
Cluster Group Name
Image Id

Vm Size

Asa Admin User Name

Asa Admin User Password

Asav Node Count

Asav Config File Url

MSDN Dev/Test Pay-As-You-Go(Converted to EA)
sumis-asav-clustering

East US

asacluster

asav-demo-clustering

asav-clustering-vnet

Mgmt

Data

172.23.24

CCL

2000

2001

800

801

asav-gwlb-cluster
/subscriptions/33d2517e-ca88-46aa-beb2-74ff1dd61b41/resourceGroups/su...
Standard_D3_v2
cisco

B —

4

https://asavconfigsa.blob.core.windows.net/asav-configfiles/asav-configurati...

Cluster gwlb-cluster-template-with-AN: On
Interface mode:
Cluster Member Limit :

This is "12" 1in
ID
Version
Serial Mo.:
CcCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

individual
16
state CONTROL_NODE

)
1 99.19(1)180

9AKGFVBVH4G
L T s s

: 908d.3a55.5478

NGFWwv

8 cores / 28160 ME RAM
11:13:24 UTC Sep 5 2022
NAA
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ol #4349
Azureol| A Ze] ¥ T4, 27 H| o] A.

Azureol| A &2 2~¥ 1A
Azure2] ASAv =04 Y AHE A HH 74 1312 == Azure Function ¢S AF&31e] 5
o7 FAT = AdSFYT 71 E GWLB & A S 2HE AS S = IS5 U

Azureol| A 28] 2~HE A5 8 4 3 1
Azure 8 9] Function ¢ B2+ 74 312 & A}&310] ASA 7P =0l S AHE 5o 2 1A
gk 4= )5yt

ASA 71} B M FHAHE 5O R 1A% M asav-gowlb-cluster-config.txt & T
K810 G T, o] Shelol A 419 1A, Dayd, 221 <F 18 o] &, Bhol A4 §8 So] 2l 2B o
ASA 7P o A ¥ b B E B oSl oF it

o] Aol 4= GWLB S AH&-310] Azureol| A ASA 713 =8 AA 817 913 FejxE 74 51
A 2g ol disf A gy ot

A1 Cisco GitHub A4 t] & ¥ 2] asav-cluster/sample-config-file oA
asav-gwlb-cluster-config.txt & th 2 =31t}

A1 2 Day0 7= =H 8t S8 AH A S AT £HE & sy
&

5 Day0 744 M =S 53] GWLBE AF&-319] Azureol| A &
= ot = sy

*« GWLB & 2=H A& 93t A= Day0 7

2HE sk v 23 vz

52 GWLB 23 2 Ao AF85 = asav-gwlb-cluster-config.txt 3o H Q3
A Day0 7-/d Y Yt}

cluster interface-mode individual force
policy-map global policy
class inspection default
no inspect h323 h225
no inspect h323 ras
no inspect rtsp
no inspect skinny

interface GigabitEthernet0/0
nameif vxlan tunnel
security-level 0
ip address dhcp
no shutdown

interface GigabitEthernet0/1
nve-only cluster
nameif ccl link
security-level 0
ip address dhcp
no shutdown

=)
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interface vnil
description ClusterInterface
segment-id 1
vtep-nve 1

interface vni2
proxy paired
nameif GWLB-backend-pool
internal-segment-id 800
external-segment-id 801
internal-port 2000
external-port 2001
security-level 0O
vtep-nve 2

object network ccl#link
range <CCLSubnetStartAddress> <CClSubnetEndAddress>
object-group network cluster#group
network-object object ccl#link

nve 1
encapsulation vxlan
source-interface ccl link
peer-group cluster#group

nve 2
encapsulation vxlan
source-interface vxlan tunnel
peer ip <GatewayLoadbalancerIp>

mtu vxlan_ tunnel 1454

mtu ccl link 1374

cluster group <ClusterGroupName>

local-unit <Last Octet of CCL Interface IP>

cluster-interface vnil ip 1.1.1.<Last Octet of CCL Interface IP> 255.255.255.0

priority 1
enable

9] 2] AE Day0 Aol A &3} Fd o] vxlan o2 2T 5 o] 1o GWLB ¥# A o] &4 3k Y]
t}. InternalPort 3 ExternalPorti= vxlan E]'d Q1 E{# o] 2 A o] AF-&-5] = WHH | InternalSegld 2
ExternalSegld+ Ul 2 95 QlEj#| o] 2~ 9] A H A= AE-H Yt

a Dayo :rL/\q Oﬂ /H aﬁ )\H ZﬂO] E:_:/_‘O/] }\];gl' "zl"—/‘\—-(<CCLSubnetStartAddress>) ‘;‘l %JEJ_
AUl mh2bA startaddressi @ x.x.x. 42 A| 23 oF 3} Endaddressi 4 9] H
of JofoF Futh B FAaE Frletd ool &= € ez dadF
1670 A 3k Aol 4k

e

B>
e
i)

o Z 5] CCLAE 0] 192.168.3.0/24%] 79~ Startaddress +=192.168.3.47} 5 I endaddress

= 192.168.3.304 & YHFY

.fi

&€ vni QE 0] 220l W WE T
interface vni2
proxy paired
nameif GWLB-backend-pool
internal-segment-id 800
external-segment-id 801
internal-port 2000
external-port 2001

2 2} ol 4] ASA 7HE8 S ~E &
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security-level O
vtep-nve 2

A3 A A S Azure 2E ] Ao fd Z=35}aL o] 91X 9] H Z(URL)E 4 o] F Ut o] URL 74 2 ASA
7P B A S AHE FEoE sk u B

A Y& FE R Aol Ze e 4

TA 3 & ALEEFo] Azure] ASAV Tl FHAHE o A

A #kek7) Aol

Z2AA

GA1 Azure gl 2103 T}

Al 2 Azuredl 755 ASAv QIAH AE U],

A3 Azure 2~E A AH oo R 91 o] URLS Al&38te] thg W H & A ste] Fe28 74
v} & ASAv == o HALgY T}
copy <Config File URL > running-config

A4 v B E S Ao ASAv Q1A 2o A FEAHE A YT

cluster group <ClusterGroupName>

local-unit <Last Octet of the Management Interface IP>

cluster-interface vnil ip 1.1.1.<Last Octet of the Management Interface IP>
255.255.255.0

priority 1

enable

CHA 5 24 THA 2 uHE 51o] B E ASAy =0 A S 2 E A A g )

Azure Function S A}-83lo] S8 ~H 74

Azure Function ¢ A1 8] 25 AF&3F] Azure?] ASAv ==0) 3 A~HE A Yo

L ZAA

A1 Azure O = 2AF
@A 2 Function App(Function )& 3 3y},

7] 3 Deployment Center (7-5 AlE]) > FTPScredential(FTPS A4 %7§) > User scope(AH-8-<F ¥ 9]) >
Configure Username and Password(AF-8-2F o] & 2 B S +4)> & 283t Save(A )& &

g,

A
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& Swe X Docard O Browse [EY Manage publish peofile T 7 Leave Feedback

Saitings FTPS erpdantialy &
App Service supports multiple technologies bo acoess, publish and modity the content of your app. FTPS credentials can
be scoped 1o the applcation o the user

FTPS sndpaint iy}

Application scope

Applicatsan scape credentisls are sto-genevated snd prowde scoess only 1o this specilic apg or deployment slot Thewe
tredentials can be used with FTPS. Local Git and WebDeploy. They cannat be configured manaally, but can be neset
arytime. Leam mone

Username 1)

Passward o [ O Reset

User scope

User scope credentials sre defined by you. the wer, and can be uted with sl the spps to which you hawe sccess. These
tredentials can be used with FTPS, Local Git and WebDeploy. Authenticating to an FTPS endpoint using user-level
credentials requines a username in the following format: “gwiban-function -appisusmis’. Authenbicating with Git requires
only the usemamss ‘summis” defined below. Learn maone

Usernarmse
Password R — L]
Confirm Password |_.........-... E) i

A4 24 Hudo A v HH S 283t Cluster Function.zip 3% S Function ol Y= =3
[Bh=5

curl -X POST -u <Userscope_Username> --data-binary @" Cluster_Function.zip"
https.//<Function_App_Name>.scm.azurewebsites.net/api/zipdeploy

Oy gItg R

IS gwlban-function-app | Functions

Furcticn App
A Search (Cmd /) « + Create ) Refresh | [I] Delete
e k. ¥our aps is curmently In read anly made because you are g from & package file, To make amy changes upcate the content in vour £ file and WEBSTTE_RUN_FRGA_PACKAGE aga setting.
B Activity log

B Access contrel (LAM)

[ Filter by name

Tags
Diagnase and soive preblems [ Name = Triggm 1y Status To

Microsoft Defender for Cloud [ eluster-function Qi Enabled

@ 3 e

Events [preview)

Functions

11| Functions

i
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12 6: 7t
m gwibanb4x5mqdvkpces | Queues <
[
Queve () Refresh
= Overview
@ Activity log
Queue urd
@ Tags
[ outqueve https core windows.
 Diagnose and solve problems
[ resourcesctionsuccessqueve hetps pecs queve
% Access Control (AM
& Data migration
Events
B Storage browser
Data storage
= Containers
@ File shares
T3 Queves
1% 7: Outqueue
r outqueue
oy q
Cmd+ () Refresh -+ Addmessage [l Dequeve message )< Clear queve
T3 Overview Authentication method: Access key (Switch 1o Azure AD User A
& Diagnose and solve problems
5
R Access Control (AM) W Message text Insertion time Expiration time Dequeue count
Settings Event thread: 16059830-975d-4414-9a3a-beebTc09b0
Access policy cd0S4bA2-239b-4ae 8272022, 95456 AM #/9/2022, 95456 AM 0
O Metadata ut
Event thread: f605983a-97ad-4414-Sa3a-bbeebTc09ab0
Data: Instances Descriptior
Instance 1D in scale set 0
Name: sumisnib-vmss 0
Status: VM running
Pubiic management P
Private management 1P 1055.14
Instance 1D in scale set:2
ac54339-1318-4ac2 8/2/2022. 95508 AM 8/9/2022, 95508 AM o
P mnwugeme t 1P 1055.1.7
Instance 1D in scale set 4
Name: sumisnib-vmss 4
82166a71-d87e-477. 8272022, 95516 AM /972022, 95516 AM 0
Event thread: 160598329730 4414-9833-beebTc09ab0
Data: Cluster Info

7t 3 ol R =gt F7 A 2 a1 ~E 8 1] A4 9 outquened] Al EI1E B 5 9l

[Rh=
Function A 3 $-o = 2= ASAv =S of| A Z8] 2~ E 7} &4 3hg Y}
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* Network Virtualization Endpomt(NVE A8 Ee]2H AEH o] 29 IP 4. & =2 NVE #

& 282 I H o] =& ping® 7+ A=A &

*NVE d-§& S 28 AH# o] 29 1P F47F A 159 dF-AA A Yok NVEZF A 1
o E A A=A Gl
S 2H 259 A JAEHA o] 2o SulE VNI QI H o] 27} 9l =4] &2lgUt} o] VNI
e o] 2ol = 3 T 7H A TF o] A= NVEZ}F 54T

e Zt === AA P QI H FH o] 27 Qo8B =TT AR pingS Tl S AFHQ =& 71
A4S 2GS A=A FAF

cHEY S Toll duE CCL A B A28 T8 FA47F SalEA] Sldy . A2 4+
AB YA AL 7F5E 3 WA [P F AR A& oF ST o & So] Al B Ylo] 192.168.1.0/24
o1 7§~ A& T2 E 192.168.1.491 oF ShUTHA| 2F A] 370 2] IP =4 Azureol| A o 9F5).

SR

TUS B hn OFNA GarE A FEHE 5o g B L/ S A9 s 8
.

54 Atz fEE EAF Q= A9 LF wAA 7 BAE YT

02 AE o F wAAY YL

"error(2-)": {
"code(=Z =)": "RoleAssignmentUpdateNotPer mitted”,
"message("l Al A1) "EI A E 1D, o Z2] A o] A ID, B.oF FA ID, B9l & el ET 4= glryth}
Eujdol A v W At tha Jd& A
c 2B A 7] HolE 7oA G &E AlA G G

az role assignment delete --resour ce-group <Resource Group Name> --role " Storage Queue Data
Contributor"

UEEERER BT

az role assignment delete --resour ce-group <Resource Group Name> --role " Contributor™
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= O o =3
= FH }\Ei Eg - g T
Day 0 17 2] -2 = I AHE F53 Fo S AHY A8 ZUEY, TCP A4 54 A<

7] ASA E & =8 vtetul g A

Aol oA FefsE A4S RESHT 5 AHU

EERES

SA1 S aE A RER Sojyth
cluster group name

G 2 (A8 AL B0l E] mEoll A Alo] wER #& B FgsFhch
console-replicate

o] 7T 7IEA ez g st o] Ut ASAC A= T aF 54 o[ HE R Al AF- wA]A]

g Z&d A4 28dUT Z& 54 S 245 45, dolH oAM= Z& wAAE Al =

Col AEHDE Tl sEe) Sa XE s U e s Fuc
W43 FesEY ol MES A4 A A0S AT

trace-level @2

Aot gw As dMe 4T,

s critical— T & oM E (M Z==1)

A 4 Z29- Akl A T E] H Wl Q) AR AR o] Z 29 A E) A= 313 W AT X (clu_keepalive 2 clu_update
H Al 2])ell o & keepalive {2 % AR

clu-keepalive-interval seconds
© X -15~55 71832 159 Y Tk

S 2H Aol A9 EYY & Eol7] A8l A S R gt A AAE - sy

M
ilid
1
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B oo =vu2 245 43189 33

& El

EUHE R 2s A7 AEA T4

o] Aafol M= = B I H o] 2 FH BUH Y-S T d Y

D57k obdl QI o] (el he] QLB o) 2yl T AE) mUEPS W B 5 A5
Bl BB 2 & VLAN 819] Q1] o] 20 4 5 el 5] 4] 9245 o), Ze 2 Alo] P 2e] Bl
FAE F gyt ol At g3 mUHYHY

}-

o

Fel2E 4 RER Solyt
cluster group name

o) A

ciscoasa(config)# cluster group test
ciscoasa(cfg-cluster) #

SY2E 2 A AA 7 5 grE sy T
health-check [holdtime Timeout(*] 3+ % 3})]

= AEHE FR15H7] 918 ASA S8 2H oA = thE Eof Uig S8 2~F Ao B Aol A &)

HIE WA A2 BYUT =27} 9 o] =9 StERE w A X = t) 7] Al 7F o] =A1844] & 7

A To] e SEEkA AV SX W e = 7FEE YT

« holdtime Timeout(A] 7+ 23} - == SFEH| E 8] WA A] 7Fe] A7 7HA S 0.3 %0014 45% W S
ol A AUt 7] B ke 324y

o | b

EZRA WA ALl dlolE 1B Ho] 2= 37 }“:E— A7, ASA H= 2912 ol A )1E o] 2 LA
s} = H &g shyo] A S - A AL 752 vl sekar Bl 24 skl Q1 E | o] 2o T 7l <l
B 7 o] 2~ BUH ¥ & 8] g 3} oF 3] th(no health-check monitor-interface). B 2 %] W7 o] ¢t
253 7AW ALEe] BE o) H7)8kE W AE] A 715 S A AFEE 5 Qs Tk

o All:

ciscoasa(cfg-cluster)# health-check holdtime 5

Q1E] 3 o] Z=ofl A] Q1E] 3] o] 2= 238l 7 AbE: n] 24 skt
no health-check monitor-interface interface id

B 0] 2= o) AN G 95 o] -8 RUH LT ASA ) el 280 Wl A1
317] A4 Al AR S9 mEh A el wi e e o] ArhehAo uteh 2ot
QU el A8 e 2 clEso] 2ol tis] /1A o.x B ST o] BH ] no B4 S A8}
of ol 2 QEfsfo] 2 2 W] Y FHE = YLLITh B obl QB o] 2x(el: #e] Q1E o] 2ol
OIS g e B Y-S WS EE 5 el gy o,

B oo2e 2ol A ASA b 2o aE 5
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- interface_id- 21} 0] 0] W B9 & W] 24 g Tk A E] R E 9 VLAN &}9] 918 5 o]
2ol A FaE A gk 2o Ao] Ba UHR S FAS S gy o Ak
2 wE g Ry

EZ2A U AR wlol 8 e Fo] 2 F7F B A 7], ASA B 9] A ol A Q1B | o] 2 &g

s} = v A shyo] DA D A9 AAL 7152 ¥ 274 3H(no health-check)ataL B] 2/ 3l <1
glo] o Bk QI o] A~ XY Y= v 2 stafof Gtk EE 24 WA o] R w4 WA

ARl R= o) 575t A E A 7 es vhA AR R 5 slss U T

o) A

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

A 4 ] Aol AR Sl Abs v Z7F S E 2E A S shE sy v
health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation
* system— W4 @ 5ol g A vhA] F7F A S AU ok W oF £33 o ZEl Aol F
718} A7 23, AR EHA] ek el E g Aol A

« unlimited — (cluster-interface®] 7]&¢h) thA] #7F A % 8145 A gl A] 5 T

« auto-rejoin-max — tHA| 7} /\]J_ 3152 065535 AFo] & A At} 08 AFE thA] 7L n)
841 343U U data-interface 2 systemell th &k 7] 27k 391U T}

« auto_rejoin_interval — TFA] 37} A & 7o) 7HA 7] 3H(AE) S 2~603E AFo] & A o ghu o), 7] 24k
SS5E YU =T S 2Hd oA Qe AL Al ek FH o F AR mRA Aol A ZE
O R EE 14400%-(109) 2.2 A g Y o).

auto_rejoin_interval_variation — 7+2 7]7ko] S71ek=A] o H-5 Aol g} 1~3 AFo] 9] 3t A
41087 §18), 22 x °1 A 713 = 33 x o] 7Ith YT el & 5o, 14 717&3 5Ro %
AT HEE 22 /\4240].134 A A A L7} 5E Fo)] dojibal F A A== 1052 x 5), Al
A A= 20822 x 10) 7ol dofdy ek 712 gk2 S8 &H dE o] 2] 491011 o] H
AE o] 2 B A 2E o] - 20 Lt

o A
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

WA 5 ASAZ} QB 0] 2B s} A e HF ek =k Fef 2ol A A A 7] Aol Tluke 2 A7
FA g

health-check monitor-interface debounce-time & 2] %

o) A

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

=)
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(A8 Aeh EdE 2= RUBYH S g Yo
load-monitor [frequency %] [intervals 7+2]
« frequency seconds(%)- B U E & WA A] AFo] &f A TH(Z)S 10~3603 Abo] = A A gt 7] gk
2204t
« intervalsinterval (7+2})- ASA7} B 0] E] & #-#] ¥ 3l=
Ytk 7] &8k 309 Ytk

e
)

7 o] 5 1~60 Aol €] gho = A A3t

A %, CPU R W e ALGE, W AR S £EE T2 Bee) e 2E8 RUHY S
FUTL ZEAUT 5 49 U4 w20 228 A28 5 Qi P9 msol A Fel
FEoz MBYLLES APt AL Y 2929 wE WAY S 24T 5 Agvth o 7]
w0 FYTE o] gt Y 28 Fr1H 02 nUHYT S LUt 220
A9 wEoN FEOR FHAHYS HBYHAES NG 5 A5

oo ot ) of
-d rlo o %0 2

show cluster info load-monitor & & & Al-835te] Ejd =5 g2lshyt}.

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 a1l
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
o]

o2 ool A= A H 891 BF A HS 03% 2 4 3} 3L, Management 0/0 S1E] 3] o] 2~of| A &
YE " v & stab, doly 1B # o] 2o th3h 2b5 thA] 7S 240l A 2Fah= 43] A
=R ARSI, 7S 3x ol AR Sy, S &E Alo] G A tE AE v 7t
& 2% nbr} 63] Al =2 Ao

ciscoasa (config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3

ciscoasa (cfg-cluster)# no health-check monitor-interface management0/0
(

ciscoasa (cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
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ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1
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oF futt.

LA A

SA1 Se2E T RER Sojgith
cluster group name

o) A

ciscoasa (config)# cluster group podl

GAl2 SHAHY S 2 s ey

no enable
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Aks F sy EYY S55 AstEE Y AH Y-S v @A sk T e QI E o]~
M= S IP EAA =2 AFE P F4E5 ARS8 7He ZHE AT 22 v
B % 2Tt S AE 1 o] 3] w2 el A9-(ellE 50l Sl Fol v std
e AT Aol e JdE ol A7 n A s Y Y U A S e = 2E REE AR
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=

FH AN =S AT
cluster remove unit node_name
PEAEY T o] ol 4§75 npA v AR R fAH 2w el FA o] fa

= A ol =ES UA FhE F dF U o] WREE HolE ko] A Ao =g Al
ot A= E Al =T Ay,

e 2E A7)

=)

e

W o] 55 X cluster remove unit 22 ¢ 84 L} show cluster info ™ 32 9§ & g o).

o Al:

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:

asaz

ciscoasa(config)# cluster remove unit asa2

WARNING: Clustering will be disabled on unit asa2. To bring it back

to the cluster please logon to that unit and re-enable clustering

ek 2 el A AN E A, o F Eol Ao QlEso) 2e) Ay mE W FEoR g

AER A4S, B AHE S om oA el o g

oA 28 T REE A A,
cluster group name

o Al

ciscoasa (config)# cluster group podl

g Zel-=ol A ASA 71 el AE T F



| #1238 2a9=cx ASA7I8 S 2 75

o128 ol |

FHUAHE BT Blojue = A, A S 2 FEAER Ay ol d e AA Ok ST 24
iE1mﬂﬁﬁk?ﬁﬂ%°ﬂuiﬁ“ﬂouﬂﬂiﬂﬂg)ﬂﬂﬂﬂeﬁﬂ%

A FHEHE S FLsAY IP T2 SEe ] A8 TS AL A=
A gyt
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e

dlolE] =) 49 o] AE e

cluster group cluster_name no enable

LIk

chieg

o) A

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

HolBl = S A Yol &8t o] = eetoll= 7S WA E o sl U

e 7S Ay

clear configure cluster

ASAC A= e QlE o] 2 Bl S e AF Alo] A5 e L QE o] AE FRIYH
Zel2H dE ol 2 RES v A sy

no cluster interface-mode

== A0 AFEA Fom e om QA oF

g FAo) Y A, AW F T W) 7S Bk,

copy backup_cfg running-config

o) A

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa(config) #

N ztel T4 AR,

write memory

E‘
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ZRAA

A w2 E Ao mEg A
cluster control-node unitnode_name

o Al:
ciscoasa(config)# cluster control-node unit asa?2

P 7ol thA] Ao g e,

H1
W o] &S X2 ™ cluster control-node unit 28 H UG (A =
7%, =+ show cluster info ™ 3 S ) 33 D}.

RE B HES A A, == ol AAHT AT 5H ==
cluster exec [ unit node_name] 4 &

o) A

ciscoasa# cluster exec show xlate
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= o5& 1.7 duster execunit 2% S8 I TH (@A) B E A9 BE o 52 w49,
+ show cluster info B & & =gy}

b

o] ELZ A IS TFTP Aol T Aol FHAFsh ™ v ™

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

Z 5l Q1 of 2] PCAP 3} o] TETP A B o] BALE U T 22 %] 713 52l o] o] 2 o]
= o] Fo] X}E © 2 A4 capturel asal.pcap, capturel asa2.pcap -2 &2 o] 1]
o] ool A asal @ asa2= FE] AEH =5 o] )

iuf r1r PF

« show cluster info [health [details]]
71 =7} 1= 735 show cluster info 8 & & AF&-5HH S 2] =E 9 & HH A E7F £AE Y
o},
show cluster info health ™8 % & AF&-3lH E H o] 2=, ==, S8 Zdke] & A e 7} 1A
AU details 7| ) =5 AF&8HA 2 2F SFEH|E w| A A] Aol 7F EA U T
show cluster info g B oll thah W82 th 35 F2s A L.
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

ID : 0
Site ID HE.

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl92

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID HE.

Version : 9.4(1)
Serial No.: P3000000001
CCL IP : 10.0.0.4

=)
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CCL MAC 000b.fcf8.cl62
Last join 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL_NODE
ID 2
Site ID 2
Version 9.4 (1)
Serial No.: JABO815R0JY
CCL IP 10.0.0.1
CCL MAC 000f.£775.541e
Last join 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE
ID 3
Site ID 2
Version 9.4 (1)
Serial No.: P3000000191
CCL IP 10.0.0.2
CCL MAC 000b.fcf8.cble
Last join 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011
* show cluster info auto-join
AR A A o] Froll FelAE =T AE o= S| AE o thA] bek=A] of H B Q@ A E (el
ehold 2 t)7] %, A FH AAL 95 S7F ANREA o R 2 BATY L == g o
5 = [} o o = O A= 2=
20848 E A9 werloln FE A JE A o] WH e 288 A4 g5y
show cluster info auto-join 8 & of] th sk W82 th5 &9 & A Al S
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)
* show cluster info transport {asp | cp [detail]}
A1) b9 oA ASA hakg 2o 4
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=1

P2 TFH

SEECRLESELN
ol st A A BAE BAFYT
casp— tlolH HWA A% FAJYC
ecp— Aol HH AF SAYY
detail 7191 =5 st A9, FH2H AT F A= AF L2EZ AEHS & F
Aol W 7} Ao FH o A 75 3 A5 A7 AA EAE A 05 Y T show cluster
info transport cp detail "8 & ol gk W82 th5 = 2& a4 Al Q.

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:

0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R reliable messages
RE reliable messages error
RDC reliable message deliveries confirmed
RA reliable ack packets received
RFR reliable fast retransmits
RTR reliable timer-based retransmits
RDP reliable message dropped
RDPR reliable message drops reported
RI reliable message with old sequence number
RO reliable message with out of order sequence number
ROW reliable message with out of window sequence number
ROB out of order reliable messages buffered
RAS reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb26fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0
RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384
RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages
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0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
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F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
TEEE mETF ol ehA] X7 o]
Aok A S AE V1S5S FATU

e Eat= I R I EARA B
228 97 AAGE e e &L o BEe FxaalA L.
cluster exec capture

Ze) 2~ AA o FA= s Ast7] 930 cluster exec capture H 8 S A}-g-3to] Alo] ol A S
HH EY o] A5 &3 5 AdFUTh o] A5 S8 2~H Y BE HolE oA X7} AE
o2 Azt

Fo 2 Zlas HYEY
Zel2E Blas mUE Pl ga e o 3Y A2 L.

show cluster {cpu | memory | resource} [options]
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* show conn [detail], cluster exec show conn

show conn ™ & & A}-8-31H B 50] 7] X}, W] = G E51A] Bof FUH 2o

cluster execshow conn HH &ALl REAA S B F Gt o] HE S FHAHe g

ASAC) Y Z2 9-of tigk EgjTo] o ‘%“—‘.P—E S =AE BAE 5 AUt FH
bz B S AFS-ehH A A o

Hel Aelze 2o mee) gyt Pl o

@ a5 5o] 2o|2EE Fa oW o] Fol A=A

559 5ol o | G m A=A seshs ol 783
|

show conn detail 8 & S AL-8-3lH 229 29

oo

=
-2 show conn detail & o] M= &HAY

ciscoasa/ASA2/data node# show conn detail
12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7Z - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime

Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface

NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

AA 35 FAE s 235, =9 cluster exec show conn B H & Y&l & =9 gt
AAS 90 ElsfoF Yk g EE (YY), W(y) R A2 217 v &5 E17Y
o} t}L o = A ASA E 5ol th3k 172.18.124.187:222} 192.168.103.131:44727 7+ SSH A2 &
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b= Whako A o] A 9] HF12 ASA29] Ul A EFlo] =2 Eoi7) LN IEFHo] 5
At olupe= Wbk A o] A 9] 3|71 ASAT X ASA39] & F ClE| Ho]| A7 S0l 7} Ze
2B Alo] A5 3l ASA2E HEE T ASA29] U F QlE Ho] A& vt

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :‘k‘k***‘k******‘k***‘k*********‘k‘k******************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASAZ¢‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k********‘k‘k******************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3¢‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k********‘k‘k******************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s]

show cluster info conn-distribution 2 show cluster info packet-distribution ™8 & & A}-&-3}H &
© o2 == dA 0 EYY £ FAEY T o] 23 i E & o5 2= WA E P Tst
ALz sk d gy Tk

show cluster info loadbalance 8 ¥ & AF-&-3t A4 2] W4 EA17F A F U

show cluster info flow-mobility counters ™ & & AF&3}H EID ©| 53 T2 A o5 A1

7} A% Y T} show cluster info flow-mobility counters & & o] t) 3+ y-&-& t}S &2 & 3 %3}
Al }\] o
i=] .

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2

show cluster info load-monitor [details]

show cluster info load-monitor 4 2 v} 2 714 5oto] S ~F W tist Egly] 2 =5
FEAISHY, A E F 18 1A 2.2 3071) 0l B $F F 1t = A Y T details 7] 91 =& AFE
sto] 2y 2b Aol A 2y S 7k #hs gl gy

ciscoasa(cfg-cluster)# show cluster info load-monitor

ID Unit Name

0 B

1 A1

Information from all units with 20 second interval:

Unit Connections Buffer Drops Memory Used CPU Used
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Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1

2 2} ol 4] ASA 7HE8 S ~E &
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Memory usage (%) captured over

Unit ID

Unit ID

CPU usage (%)

Unit ID

Unit ID

0

25

25

25

30

25

30

25

30

25

20

0

25

25

25

30

25

30

25

30

25

25
25
25
30

20

25
25
30
20

30

captured over 30

25
25
25
30

20

25
25
30

20

0 0
0 0
0 0
0 0
0 0
30 intervals:
30 30
35 30
30 25
30 25
30 30
35 25
35 25
35 30
30 25
35 30
intervals:

30 30
35 30
30 25
30 25
30 30
35 25
35 25
35 30
30 25
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30

30

25

25

30

30

30

30

25

30

30

30

25

25

30

30

30

30

25

o~ ASA 7138 2 ¢

35

30

35

25

30

30

35

30

30

35

35

30

35

25

30

30

35

30

30




i

e

7 8e Febmol A ASA 7hg 2 75|

20 30 35 30 30 35

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]

A S aHel e ZAE el S FATYT A 7 @ 542 vlolE F3dl whe 2

SRR

show cluster access-list & ol tf g+ 1] -&

(

o

S RADAR

- .

rlo

e 2

at

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0xe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedf4947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) Ox5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxced£f281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfea4d

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

BE wsd A A S0 Ao AAY £E 4G E BeS Qg

ciscoasa# show cluster conn count
Usage Summary In Cluster:*********************************************

200 in use (cluster-wide aggregated)
Cl2(LOCAL):***********************************************************

100 in use, 100 most used

Cll:******************************************************************

100 in use, 100 most used
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* show asp cluster counter

ol Yy volE] A= BAE At ol F8FUTh
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* show route cluster
* debug route cluster
gl et S22 RS FAFU
* show lisp eid
EID 2 A}o] E IDE H.0] 5% ASA EID H 0] &8 At}

H Al L.

o]

cluster exec show lisp eid B H o] v} &S =

ciscoasa# cluster exec show lisp eid
.1 (LOCAL) :************************************************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, ¢ kK ok ok K ok ok K Kk kK K ok kK ok ok K ok kK ok ok K ok ok K Kk K K ok kK ok ok K ok ok K ok ok K ok ok K K ok K K ok kK ok ok Kk kK ok k Kk kK K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

+ show asp table classify domain inspect-lisp
o] W& BByl -8 ik,

Y 2HE Y 24 4
SelzE "o =24 g e W82 v B S sk Al e
logging device-id

S 2~E 9 7F mro i A28 2 mAA S YA o2 AU} logging device-id H E
AFE3hH tlulo] 4 ID7F B A AL 2 A A8 21 WA X2 WA Ee] S AE e Edd e
T2 T A WA X 7} ZAHEE & 5= Q)& T
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« show cluster interface-mode
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* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
FeAH Yol e vu 2 WA A 7F A Y
debug cluster flow-mobility

THAEY T2 ZUE s i E oJilES FAE Y

debug lisp eid-notify-inter cept
eid-notify WA A 7} 2kl 7 §- oI EE A3 T

show cluster info trace

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP _MSG KEEPALIVE from 80-1 at
CONTROL_NODE

& 591 local-unit °]F°] A3 F =7t Alo] mER 2HE8tal e ol F s U v
A7F #AE T, F =29 local-unit o] F o] & LA LA 1)), =0l A A BREA
ZE WAAE FAME] A FestaL JlaS o o dssHHh

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data_ node
May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED
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* Virtual Tunnel Interface(VTI)
C T 2 o el Ao A R
« CTIQBE
* H323, H225, RAS
s [Psec =3}
* MGCP
* MMP
* RTSP
» SCCP(Skinny)
* WAAS

* WCCP
CRUE Edg 0
* Auto Update Server
* DHCP S 2}o| 1 E, A, 5 A] DHCP & ¢ o] 7} A A g Y v}
« VPN 2= W7
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* FIPS mode(FIPS 2. =
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» NetBIOS
- PPTP

« RADIUS
« RSH

* SNMP

* SQLNET
» SUNRPC
« TFTP

* XDMCP
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