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ping system 208.67.222.222

PING 208.67.222.222 (208.67.222.222) 56(84) bytes of data.

64 bytes from 208.67.222.222: icmp_seg=1 ttl=48 time=22.10 ms
64 bytes from 208.67.222.222: icmp_seg=2 ttl=48 time=22.10 ms
64 bytes from 208.67.222.222: icmp_seg=3 ttl=48 time=22.8 ms
64 bytes from 208.67.222.222: icmp_seg=4 ttl=48 time=22.6 ms
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--- 208.67.222.222 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 22.588/22.841/22.995/0.223 ms
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ping system cdo-acclO.app.us.cdo.cisco.com

PING cdo-acclO.app.us.cdo.cisco.com (54.187.125.161) 56(84) bytes of data.
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--- cdo-acclO.app.us.cdo.cisco.com ping statistics ---

2 packets transmitted, 0 received, 100% packet loss, time 64ms

Ao Aol A= TAE o] Fol IPFA R ]l 5o Hebdd S5l &

Al 5= "100% packet loss(100% = %! =2 HA] X & F-A] 84 A] Q..

L)
2
e
b
=2
o,
o

74 - configure network dns <address> = A}-&&}] CLI®| 4] DNS

A 2F8E7] F el

L ZA|2=E A ZSH) ol e AP 87 AS S8k
« X2 0] A Y ¥ CDO HAE] ]
*+ CDOO| 2=H}E glo] A 2of 555 o] 9t

* management center®] CDO®I| & X % ¥ 1 T} management center <= %% < 3J] ' management center
o EoE wE Y ol trpol 2 & )

Secure Firewall Threat Defense = = 2}-9-= = vlo] 1ejo] 4 [


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-onboard-devices-and-services.html#Onboarding_Procedure

| PEREERREES

Secure Firewall Threat Defense S 2 2}-9-= 2 vjo] 1gjo] 4 |

%

e
K

management center®l] 4] =X S 9|5 T A} G = "rjujo] A H A

sE Aol 9 WEY SR e A A AE AT

¢ &3 gu] X Management CenterS CDOOl| =X Y3l 5 Aol 5 U3 ALE
2} o] F 0. & 3 g "] 2 Management Center management center®l| = 1913}
W enso] Aag

5 oF 3tv] WH 391 W7 Abge] glofoF Tt CcDO7F vl ute]
}%HEEzm@@4@%&%&%@%@%dﬂﬂiﬂﬂﬂﬂlﬂﬂﬁ&ﬁﬂﬁﬁﬁ

e,

Management Center-< ©}--H}-%= HTTP/HTTPS”} 742 Amazon S3°] Y =31 =5 5] -&-3f oF
Gyt

CDO= management center®l] 4] "—‘.Jlﬂi Ao} A Aol AbE-H A 2~8l 271 o] J|AE 7EA S U T
CDOO °] 52 LA aFA T & (SNMP, o] v d)o] th-2 &= 7| A 7} o] v] £3HE o] glow 73
7FA 2.7] ol AAAS-E Y.

AFE A A28 277 7] 4] o] 0] CDOS] 7] SNMP H-+= o] | & 7 A o A x| 3}=~] &
A3l oF gyt o] 5ol dA et A, vho] 1# o] TR A AE A AFel7] Holl &3 dn]
management center®l] A A| 28] 2 71 7| A &] o] F-& W &l of .

T ¥ Al 2=l A ] FlexConfig 8] ~E 7l A7} o)+ W8l ¥ & 232 8| 1] 2~ Management Center?]|

A Z2}9-= AFE Firewall Management Center = v}o] 18| o] A 3} 31 31, =4 & A| 2~ A 9]

FlexConfig ] 2~ E 7] A ] 3t2 & 2}-9-& AL Firewall Management Center = 7}-o] “1#] o] A | %]

gow 5ol Aoyt

o] & WA st ¥ who] 1 o] A& A Ztst 7] Mol vk A S
~E 7H

o« mlo] 18 o] A Aol = ¥ Al 28l A ] FlexConfig 8] 2~ E 7l 2| 315 3 2| 1] 2~ Management
Center®l] 4] 2 2}-9-= A}-&- Firewall Management Center 2 - AF3HL T},

O:O(:,"
ol
ol
hivad
>,
to

. /\].XJ 7(44Q FlexConfig €] HXE 7HZ]E ;].o] 3F 5 23
|

o3
$-Z= A}-& Firewall Management Center 2 Vo] 18] o] A& A| 23+ o},

ZEAA
Y& o] g2l 1 &0 A Tools& Services(E 2 A H] ) > Migrations(vle] 28 o] A) > FTDE &%

=2 nho] Teo] A% Fe gt

ofol & Festo] 919 o) nho] Lajo] A e

E 2 A 4G,
i @ o] shube) mo]Leo]d 2k Al F ek 4 U,

[l Secure Firewall Threat Defense S 2 2}-9-= & vho] 12 o] A



| Secure Firewall Threat Defense S = 2}-5-= & vho] 1 o] A

@A 3

7 4

LS EENEEEE

=ZYu 2~ FMC A8 G o A g U T

1. o}& 38l x] g2 4 -?‘ Onboard FMC(FMC 2 1.9) 9§ A5 239 3}9] < ¢ 7] 2~ management
centerE =R Y F AFUTH FMC 2129 & F2H4 A 2.

2. A& 7153 5= o A management centerS A B3} Next(Uh)E &8 Ut
Select Devices(t] Hl-©] 2= A BY) &l 7] o] A] = management centerol| A #2]3l= 91§ o tufo] » & &
o1&} 2= 9l 1]},
Last Synced time("}#] 2} ‘5 7] 8} A|7}) E =+= t]ulo] 22 52/ ©] management center®l] -5 7] 3} o] &
7 38k A1 7+-& HERE Y T Syne from OnPrem FM C Now(*] & OnPrem FMColl A 571 3h) & &3 &}
o] 41 tlvho] 2 WA A S AL F gL,
tuto] 2~ A8 GA o A the& AT o
a) vhol Leo] A tlute] 2 A B

Migrate FTD to Cloud

o Select OnPrem FMC OnPrem FMC: FMC_OnPrem
Select Devices Select FTD devices to migrate to cloud from OnPrem FMC to CDO and specify an action in bulk or
per device.
1 device(s) selected Multi-Device Action | Retain on OnPrem FMC for Analytics b
= Name Domain Action
FMC_OnPrem_192.168.0.31 Globa Retain on OnPrem FMC for Analytics x
FMC_OnPrem_192.168.0.32 Global Retain on OnPrem FMC for Analytics ]

splaying 2 of 2 results

A4 e oA A8 Q) dbel 2t A e d S glgyth
=

e
Kl

* management center®] 4] 0

= Hrto]l 2= mlo] 1ol A e = gl U T

« CDOON A = 27F8-40 2] HEJ B tlnfo] 2~nk M el st 4= gl 5o}, HE] B ofn}
o] 2= o] FeE|ATF A F A o ]

o2 WAL tnfo] 2o

L it
=
)
ofo
oX,
-
oX,
to rlr
Ho [
N
it
i
Auiu)

b) Multi-Device Action(th Tl HFo] 2 2Q]) H-F ol A L& t]nfo] 2o 2 &8 38 A& A eed

F QU

Secure Firewall Threat Defense = = 2}-9-= = vlo] 1ejo] 4 [


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-onboard-devices-and-services.html#Onboarding_Procedure
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* Actions(24d):

* Workflows($1 ZE2F): A4S EHUHE E T A= A E2F Ao AR AL = FAE
ATFUT AAEZF H o)A F FxHH A L.

» Download Report(E.iA] th&- 2 E). A A 02 98 RE 249l o] WA E QA sl v}
CREET T JFUTH 917 Wol mlo] 1o B A, 15 #| o] A& 19

« Commit Manager Changes(#H2] 2} 17 AL Anl). 7} 7] 7o) E17] Aol M7 ALgS
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STATUS Additional configuration needed. Leamn
more

Successfully deleted device from FMC. (Device is registered successfully.) @ %

1. =9 oto]ZS ZY g ths Learn more(ZHA| g A H)E =8 YT
2. Configure Proxy(==A] 7-41) #oll A Configuremy realms(H] &< +4)= &2 gt
2

X EA| AP 2E F718H M Firepower Management Center T) HFO] 2~ FA4] 7}o] = 7,
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Inventory Q o & O-

Y Devices | Templates Q Displaying 6 of 6 results c o n
Al FMC FTD
Name & Version ¢ Location ¢ Access Policy LastDeploy ¢ Configuration Status & Connectivity ¢

10.10.16.13 7.20 - test-policy-1855 - © Synced Online

FMC_Beta2_OnPremFTD-141 i) e g © Synced Online

dr FMC_Beta2_OnPremFTD-146 7.20 403 - O Synced Online

FMC_Beta2_OnPremFTD136 2o 443 = © Synced Online

FMC_Beta2_eventsFtd-16-83
7.2.0 :443 - © Synced Online

ventsFid-16-83
Sxeni=st 7.20 - OnPremACPolicy - O Synced ® Online

Z~¥122= management center”} i

FMC FTD % AnalyticsOnly(34] &) o] &-o] el
= A2 2= CDO7E A& wel e e
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Defense Orqhestrator Monitoring ~ Policies  Devices ~ Objects  Integration “ Retum to Inventory  Deploy  Q % @ v
Device Management
Deployment History
ViewBy: | Group v
Al(1)  ®Emor(0)  ® Warning (0) Offiine (0) Normal (1) Deployment Pending (0) @ Upgrade (0) @ Snort 3 (1) Q_ Search Device m
Collapse All
Name Model Version Chassis Licenses Access Control Policy Auto RollBack
 Ungrouped (1)
ersatshtd e N FTDV for VMware 7.20 N/A Base, Threat (2 more...) OnPremACPolicy s

% N/A
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Firewall Management Center
T . agement Overview  Analysis  Policies ~ Devices  Objects Integration peploy Q. @ $* @ adminv b
Deployment History
View By: | Group v
Al(4)  ®Emor(0)  ® Warning (0) Offline (0) Normal (4) Deployment Pending (1) ® Upgrade (0) ~ ® Snort3(4) @ CDO (1) Q_ Search Device m
Collapse All
Name Model Version Chassis Licenses Access Control Policy Auto RollBack
~ Ungrouped (4)
eventsFid-16-63 [ECHy FTDV for VMware 7.20 N/A CDO Managed CDO Managed Su
10.10.16.83
?F'":’z'r:?fm i FTDv for VMware 7.20 N/A Base, Threat (2 more...) OnPremACPolicy ]
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* Retain on OnPrem FMC for Analytics(:=21-S 91 3ll OnPrem FMCell -A]): ® 7 AFeH-& ANlS
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oA 1 who] e o] A 2] o] Aol A] Actions(2F4]) & ofEle] T & 223 t}-S Remove Migration
Job(nto] 1 o] A 2 A A)S P T
7 2 Delete(2HA)E Z2l5lo] 29 S gl gt}

S =2 0] FID who e o] A &4 3| 2

T 5Y o RE BA AAS] 9

]

o] Ao A= FTDE S} == vlo]ago]dE uj wHA)
3 AW = A g}

FMC -3 ol A HTTP e == 201(A8 A ) 24

CDO+= tulo] 2 gl A o] @ /& A F YT

A

SDC(Secure Device Connector) H % 0] &8+ 2] gF 51 t).

Number of FTDs Status
1 devices © O Change FTD Manager job failed
IP ADDRESS STATUS
10.10.80.32 @ Device Connectivity with CDO failed. (HTTP status code 201 (Created) found in FMC response.)
H}H
34

SDC7} "202205191350" o] 4F B} A o 2 ¢ 17 o] =5 ¢l =% &l ),
1. Admin(3+2]) > Secure Connector (E.¢+ 7| ¥ E]) & o] 51t}
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2. SDCE F9 3o 2E5 9| Details(Al - G 1) ol A 7] SDC W d & &It

3. Eetyule]a AYHE JHolEH T

CDO°l| th 3k tupo] = A2 o)

Displaying 0 of 101 results

Name Number of FTDs Status Last Updated

1771Fme_change-management_2022-02-28-104213 2 devices © Change FTD Manager job failed Feb 28, 2022, 4:14:12 PM

DEVICE NAME 1P ADDRESS STATUS

© Device Connectivity with CDO failed

1771Fmc_10.10.16.84 10.10.16.84

s HEY T A 953 D
* PPPoE ¢150] E a3},

 tute] 27k 2 A] Hof g,

€00 74 #he A2 ek R alG LT

CDOZFUIES] A EA 2 Qls] Hupo] 29} BAIE = §l= A5 Soh9-5 Al 8 W3ty

43} configure manager 8 & 2 A s 5} %] 3t}

Displaying 0 of 101 results

Name Number of FTDs Status Last Updated

1771Fme_change-management_2022-03-04-055700 2 devices ii: Change FTD Manager job is in progress Mar 4, 2022, 11:33:07 AM

DEVICE NAME 1P ADDRESS STATUS

1771Fmc_10.10.16.86 10.10.16.86 i Syncing ©

LAST UPDATED

Feb 28, 2022, 4:12:53 PM

1771Fmc_10.10.16.84 10.10.16.84

© Failed to configure GDO as Configuration Manager

3. FTD7} IEJYlo] AAZ o] Q)31 DNS F47FIP 4= S0 A=A 813y
Firewall Management Center2}2] Threat Defense 9172 &+21, 8 | o] %] & 23141 A
4. A ¥ el Ak Aol A CDO o] FTDOY th &k nfo] Z1ef| o] -2 thA] A =3} 4] A
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/basics-of-cisco-defense-orchestrator.html#Update_your_OnPremises_Secure_Device_Connector
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o] Q= ol #gdol Ml U W A 2GS AT W HAYF T

Migrate FTD to Cloud
Change FTD Manager from Firewall Management Center to CDO

o Select OnPrem FMC OnPrem FMC: fmc-beta2-18-3

o Select Devices (%) change ftd management already exists or in progress for source manager fmc-beta2-18-3

Select FTD devices to migrate to cloud from OnPrem FMC to CDO and specify an action in bulk or

per device.
1 device(s) selected Multi-Device Action | Retain on OnPrem FMC for Analytics v
a Name Domair Action
fmc-beta2-18-3_10.10.16.20 Global Retain on OnPrem FMC for Analytics -
fmc-beta2-18-3_10.10.16.25  Global Retain on OnPrem FMC for Analytics v
fmc-beta2-18-3_10.10.16.9 Global Retain on OnPrem FMC for Analytics -

Displaying 3 of 3 results

Migrate FTD to Cloud
e Finish
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