=9 a8 AL

U} A ol A = TLS/SSL(Transport Layer Security/Secure Sockets Layer) 73 AF2] 7]l @ ¢} TLS/SSL 7 A}
T AP 208 A st 5 Al 28 ZAE] A g T

N

o

al ns%s&ﬂﬁ&ﬁﬂﬁ%%ﬂﬂ%&ﬁﬂﬂﬂ%ﬂgi5§%ﬁh%%ﬂﬂ%4 A& e
7] 913 4 TLYSILS AHg-3Uth SSL X 2 E =& BT} obd 8k TLS 2 2 E =S 913 [ETFol| A t
q@@%ﬂﬂ%QEE%%agiﬂﬁﬁﬁ¢&%dgiﬂﬂ$ﬁ%ﬂﬁ§T° syt
SSL 7 A2 of] 2] 91 1 T} management center 7-/3 54 ©] Policies("d 2]) > Access Control (<} Al 2= A
o])>SSLo| B2 S G A oleh= &o] F A F YT o] 21 g A -2 TLS 2 SSL E ¥ o o &t
T2 & Aok vl AHEE  dF YT

SSL ¥ TLS Z & EZo] th 3k 2}A| 3k 8-S SSL¥} TLS H] 3l - xfo] & el 7124} 2+
5 FxsAAIL

flo

YA

cEdY 5 s Ay, 1w

« TLS/SSL &l =Ajo] = A &, 3 5 o] A]

* TLS/SSL &9 AL#], 9 5 o] #]

« TLS ¢+ 5.3} 7)< 17 # o] %

« SSL A& 9 25 LA 3= B 20 H o] A

AE ] th i) E 3 = 5o YA FEUTh 284 &2
Aol B ARE st o B U EYANA AdE 5= A5t
LK

cEYNE ek A% dAte] AA ojdlolE A &g
* AMP(Advanced Malware Protection)
BRI EEE

* Threat Intelligence Director

(m
&
)
o2
fol
312
it
=
ko



https://www.globalsign.com/en/blog/ssl-vs-tls-difference/

[m

99 ds A% Ae |

I
=
5
e
fol
)
et
i
of.

« of =2 Aol B 7]

«URL ¥ ¥ 2H¥

GoshE AR AL v Fol A A o2 Apad A 2 Ao BLSsSL A& A

o 2= Ao A e SSL A A Ml E e 9] A % ek PALS TEFHE 718 P AU SSLA
A o412 Aol o} LAk A=ie o SSL A A& AHgste] sk A8 AR F o
2 Ao g 2& AFE3le] dlE Al S H 7Y th TLS/SSL HAFS T4 81HA] 8 A Y Tl ufo] o) A
ﬂ%ﬂﬂ%t%%ﬂtﬂﬂéﬂﬂﬁﬂﬂ%iﬂ%&%éﬂ%%ﬂﬂﬁww

TLS/SSL A AF A A G E5H Ee)e) Bhg 8 §5Hs 4ol % 942 Aof 75 o] PE s
o el it el L G Alo] 14 £ 710l 95 515 A e Ejslo] W astn
2 gsohe B QR s itHe] § A4S 5 A EUh EE /| RH 0% A 2 G55
ojZEo] A9 2 o HALE H BB G ol 55 Ade] A L el GAE T o
A2 Ao 7} AA S A5, 0 8e Fol 3 S ol ¥ Bge] Hulth

Ao EE &35 dfHo] DRdhA| G AFeol = A2l % & 5S mH Aldl 2 Ao
5, 9A] Fe ol ZE Ao, s OF LA A g2 TEREZS 3 1 $18] 2 7}A] TLS/SSL 7
2 AA s oF ULt o2l dk 8 9] 722 E o vlolHE dl 53 e glon, EH o]
2] 3k npeh 2] 31 1] oo B4 o] 9li=A] &lslr| vt b H )

Notes(% 1)
wj 2| = tufo] 27t ha st EE S A et A v 4 & &l = o F S Ay TLS/SSL
TFHRAAN= 5ol TS = 5 = Ag

wj U A = T ufo] 226 4

S
T} SSL g F o] a1 F/d oA TLS 1.3 &3
I 5 YES Fxsd A Q.

13 E8Y o35 =52 1 dety
”‘1/]\:} ZFA 3 ] &8 SSL A =)

}d
%
It
o
2]
o,
ot
]
¥
34‘0

Firepower System-<= A& 915 X 31A] 25U =, 2 F/} |91 E 91541 E management center©]]
A Z =3} Decrypt - Resign(¥ < 3l 5-thA] A1) == Decrypt - Known Key(& < 3l 5-2# % 7]
) TLS/SSL 71 & 2ol AF&-3 = l5 U Th AHAI g -8-2 Sk el &5 2 9b7] (2l Efa)), 11 3 o]
A g e 7] G sl (Al E), 12 Hlo] X o] W8-S A AL
FlexConfigE AH-8-8te] TCP Hth Al TR E A 7|(MSS) #t= A sh= 45 d2d MSs7F 2 vt
2 7 JFUTE ZA g U182 TCP MSS A H.& FHarst Al L.
& &

TLS/SSL H=Ao] = A 2], 3 5] A]

TLS/SSL =¥ Atel, 9 o o] #]

r:i

(m
i)
o2
fol
K
it
=
to

.


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1957
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1957
https://cheapsslsecurity.com/blog/client-certificate-vs-server-certificate-simplifying-the-difference/
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter28.pdf#nameddest=unique_660

[m
&
5
o2
fol
S
It
=
to

DRV EEEEN |

TLS/SSL g = Ajo] = A &
o] A A TLYSIL = Ajo] A e}i= fo]=SSL T2 EF 7} 34 TLS T2 E oA ¢ta sl QA
S A s kel e Alo] A S VhEb L )

EES b D} wte}A] ClientHello W] A] 4]

4l o= B

g A g 4 9lom, & Ao TCp 5 A An] d e & 4 gl
the ol Qlekel o] thek %L Th
Client Threat Defense

‘ Traffic p.__;,q Traffic

‘--—'

eIl TCP VY Aol 28 A g AR A F AN TCr A S A dskn i o
k)

LA = tnko] 3= TCP AlAT ol A °*§§}9 A& Az = A =S EUEE Y Tk TLS/SSL 3l
Eﬁloli% FeholAE S} M 3ke] S5 37 Jﬂi‘ra Abg-sto] hashe Al S Ao SSL
L TLS TREFAME 0131fi S 2l A=A o] A WA A 2L gyt A=A o] A M A A =

011

tols s £ e e,
Q5 8} &0l e A QE)E e ik Ao

« ServerHello - A B 7} 2} 2+ 5.3} A4 of] o8l A = += 3k 3hyS X &Yt} ServerHello -8 5=
HOok A A Fol] Al ~Eo] A&} oF 53t Al S AA g T}

a‘j)ro]oqur/qmﬂ ALY
* ClientHello - Z&}o] A E 7}

—li

0

O

TLS/SSL @ =Ajo] 7} 98 ¥ a1 Hq ] E]H}OléE o} 33t Al A dlo]H = A A g o} wh
2hA] A d=Ao] A 73 5HA] % TS GA A AE 4 dF U g mlY X = tufo]
= A8 Q1ZEA HolE & /A st i%%” 3l ZHE AHE S & A Aol A A=A o] 25 O u
2A Heled 5= A5y

ClientHello ™ A] #] | g]

FZolAdEE Het AAS AT F e F5-
Z 1y th S0l A EE=TLS/SSL sl =4 o] =
A A o] th3F SO 2 HAIA S Byt

e

g 1YL oS HolF Ut RFC 8446, A4 4 &= 234 Al 2. cheapsslshop.com©l| 4] SSL/TLS @i
EHola TREZ olF9 F2 a2 E 2T FE JFYTH

(m
&
)
o2
ol
31:
it
=
ko



https://www.pcmag.com/encyclopedia/term/tcp-handshake
https://datatracker.ietf.org/doc/html/rfc8446#page-23
https://www.cheapsslshop.com/blog/understanding-ssl-tls-handshake-protocol
https://www.cheapsslshop.com/blog/understanding-ssl-tls-handshake-protocol

EdE gz as e |
B ciienttelio w117 512

Client

A 2 T o] Aok 4 gyt

1. ClientHello7} ZZ &2 A ~E A 23 o},

ClientHello ™| A] #] ol == 2411 2] FQDN(Fully Qualified Domain Name)©| 3 }% SNI(Server Name
Indication)”} 3£ 8= o] JFU T

2. WY A = tjuto] 27} ClientHello M A A& A 2]t H4 A AW E AFstal YH AW = &
OJAET} WA X of] 2] gk 5 3l =5 &40 o] AP u] =X o F-E gAYt d HAd o] A+
A o H A= Seto]AE EAo] o Aol ¢S HyUTh |G &4 o] A= A=
ServerHello H] A A & By Ut} 3Fo] 5 7] w8k BF o] A Q1 =0 Q1 Z=4] & A} = 7 9- ServerHello
WA A 7} A E 2 ol AW AF5A WA A 7F A YT

Ar] AFA o= AFstE Er ) o] Z L [P F4E 7HE 48 = SANGA A o] &)o] E3HY]
o] 5Tl SANol| g AFA g ] 8-2 314 o] 52 8-S HZ23HA L.

3. WURA = tjuto] A o] 2] ek WA X & wk o Al 2wl A ¥ TLS/SSL 1 2] o] U x| of =
ghelghut}, o] ) 8k v Al %] of| i= ClientHello WA A L Al A "ol E] A o= §1 e A w7} 23
HUt} &3] A28 o] 2 3k WA %] 7} TLS/SSL 7+ 3] ¢] 115 o] E(DN), ¢l5A AHH), ¢t5 13
2D A 243 A=A S g e = sy

o

A ZRA| 27 2 s Yo

dloe gl

TLS/SSL &% e 55 A A&t 749, wlu A = t]ulo] 27} ClientHello WA A & HWF o A] ~ .S
Decrypt - Resign(& & 3l &5 - ThA] A ) TE& Decrypt - Known Key(4 3 a5 - &8 % 7]) 2Fd o] &
g%l TLS/SSL 1 2 2} WA A 7} L x| 3h=A] & &3 o 7| Al | A Q154 d] o] E] £} ClientHello
A Z] o] w]o]E o] whep I 2] of 77 A H T o] uf ARE 75 gk Hlo] H = tha 3 &5 Tt

(m
&
18
o2
}O{t
=oé
it
=
fo



https://datatracker.ietf.org/doc/html/rfc6066#page-6
https://datatracker.ietf.org/doc/html/rfc6066#page-6
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_1088

ful
)

fol

ClientHello ™| 2] %] =] & .

3 1:TLS/SSLT2) 27100 gk vl o] H AbE-7}5 of F-

TLS/SSL 2 =71 HlolE #14]

S ClientHello

HEY A ClientHello

VLAN Ej 1 ClientHello

XE ClientHello

A8z} ClientHello

of Ze] Ao A ClientHello(A ¥ o] & 3% A|7] g4
W ClientHello(A ¥ ©] & X A]7] &4
ISA ME ASAFRAIE 7 A5)

AL ©]&(DN) AE ASAFAE F )
A5 e AH ASAERAIE 5 0+)

olF 1 ServerHello

] ServerHello

3 Block(XF¥H) 5= Block with reaet(i}% S AT E Zd ol U= Al AT
A 20 S AHEFUT B E A A 3 A A el A o] H 7k 2 S AR sk
A& allste] 472 & sl AT g S

5 15 9
AE 4 ClientHello

n_\.,

ClientHello <=4

ClientHello 1141217} Decrypt - Resign( - 315 - £} 4] 4]19) 5= Decrypt - Known Key(¢)
ske] 7l 7)) 72 3 DA 3 A9, Al 229 b} 2ol ClientHello W A1 4 & =4 g oh.
* (TLS 127+ 313 TLS 1.3 45 S A YA %SHT‘%)O Z 9 - Zetol A BV X sk ¢t
= HJ'E\E X] A 0]"_ compression methods JJ_ Z—]] 7% 6]'1/] ‘:}‘ /\]V_EKI_O‘: %%% /H]/“j‘% ?:}'i 3]

fal%s

fols
o
i

R - A 2280l AR S B I capnes suires A AAT T, A2
M AGE T AFS ALSA Fe AT AEHS FAHEA F2 Y 8425 AEFHT o]
o} 7ko] Hj A A = ’\;ﬂ 3t o3 & =8 5 ¢l E gl 9] Unknown Cipher Suite(2 = $le 4 &

13%) % Unsupported Cipher Suite(A] 9 5 #| &= 4% 15) o] A}

A A A 2] IR A A A dl o) B 9 A X8} A] &= 7S session Tdentifier 8.4 X SessionTicket
S (RFC 5077, A4 3.2)0l 4 Al A Y T}, ClientHello ko] 7HA1 4 dl o] B ¢} A %] 5}= 4 $-ol =

(m
&
)
o2
fol
312
iy
ko

Ne I


https://datatracker.ietf.org/doc/html/rfc5077#section-3.2
https://datatracker.ietf.org/doc/html/rfc5077#section-3.2

Edg gz s e |

B ciienttelio w117 512

ol

SetoldES AH 7L A A TLS/SSL A=A o] A5 3 etA] edotle Tobd Al S thAl A4
2= 9)&Ut) o] 9} o] WA X = A E A A A Z s A I s FEE 5 gl E

=2 T BAT
3 9] Session Not Cached(A| A o] A H A &85) o] AT 7FsAd o] oy},

Elliptic Curve - ] 228l o] %] 913}#] &= Elliptic CurveS #| ] ¥ = Elliptic Curve 2ol A 2| A g
Yt Al2=8lo) A X4 # Elliptic Curve S | 9814] ehi= 49 vy X = tjujo] ~ = & F 345
A A 3 cipher suites S 4 S IS AAFUTCH

L ALPN 517 - A] 22500 4 2| 915] 4] 924 ghe ALPN(} el ]o] A dlolo] T2 =2 §4) 33
o A A AFGYTHel: HTTP2 L2 EZ).
* 7] €} €7 - NPN(Next Protocol Negotiation) 2 TLS | '€ ID &74-& | A gt}

Decrypt - Resign(& & &5 - thA] A1) EE+= Decrypt - Known Key(% & 85 - 24e 7l 7)) 2+
o] EZ3}+¥ TLS/SSL 71 &2 ©] Al ClientHello & %ol EMS(Extended Master Secret)S 7] %]
Bt R T4 Wk 43 4 9l U th EMS 8788 RFC 7627¢ <3 4 o] gt}

A 2B € ClientHello ] A1 % & 4= 3 Th&- v A %] o] oA 2= Al o] 74 % RALE 232 4 99
3} o) ng S Th WA 7} ST B BaehE A 2He B4 AR A4S A5E
g

ClientHello ™| A] #] 7} Decrypt - Resign(& & 3l 5 - thA] A1) T+= Decrypt - Known Key(% < 3l &5 -
A7 7)) 727} AR SA o A 2B WA A E FASA ek e v WA K o] A
2~ Alo] FHA T AXNE 2 e 3 o FE GRIgY T HIAA 7 HAE FHEhH Al

B B A2 AWM E AR E dEF )
E g2 o] Monitor (LU EI ) 72 23 U2 8k= 7 $- ClientHello= 574 5 #] <51t}
7157 34

TLS/SSL I =AMlo] A Foll = Eefo] A EL A7}t o] A 214 FA1E 4= gl5 Ut HA]#] =4 o]
]. (o))

Fol = et AE of M 7L AAkel = MAC(IAIA Q1% 3E)7} T o] 4 A X8 7] 0]
. RE 5% A= Ao) 2 WA A sk A4 5 ot m by Aol tla] WA = o] 2 o] 5]

27 o ag g} Feo] A E o} vl x| = tiufo] = b, Wl A = T]ujo] 22 0h A8 Thol] 747} G
# 27)9] TLS/SSL A4S WA FUITh 7 A3k 7k Al Aol A2 the obs Al Al 5Ab o] gk

A aFel S T e dE 2E2 A5 Qo] EF W TLS/SSL 7 221l A A&
A= fm el A P EA FEUTh dE 8l s vhe et he o] HAl 555 lskE
Cisco TACO =234 Al Q..

ad g

ols FHEL 3 2

ServerHello 2 /\111% 1S WA A] A 2], 7 #H o] A]

(m
RO
)
o2
fol
%
i
=
o



https://tools.ietf.org/html/rfc7627
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1963

| Eag asa=Me

ServerHello ! A1 1] Q15-4] WA %] 2] €] .

ServerHello 2! A Q154 HA] X] A g

e

g 198 o 2 K olF Ut RFC 8446, A4 4 &= 3+ %314] A .. cheapsslshop.com®l] 4] SSL/TLS &
]

EAold R EF ofssh e Bl hnE FEL FE Y

Client

= A se gt 2ol gokd 4 Auyth

1

ClientHello7} 2 A 2~5 A] 2k T},

ClientHello ™| A] #] ol == A1 ¥ 2] FQDN(Fully Qualified Domain Name)©| 3 $}% SNI(Server Name
Indication)”7} 3 3F5] o} QlHF Ut

ufj U %] = t]H}o] 2~ 7} ClientHello H| A A1 & A 2] 8fo] B4 2] AW 2 M E38kal H AH = 2

O] AET} A A of] XA &k & sl =5 £ o] A YH=A] 55 EAFUTE a| T &4 o] Xy
A o A= FefolAE e o] ol dHS muth s S o] A YEH A ¥ =
ServerHello W] A1 A & Bt} go] 5 7] L3k Hb of] 4 ¢12=0]] 12X & A}-&-3}+= 74 9- ServerHello
H A 2] 7} E 2 Sol] A QIFA] # A A 7F HE 5 o

A 1A el = B tste =rlQl o] & L IP F4E 7HE F 9lE SANGFA A o] §)o] 3
o] 9h55 Ut SANOI gt A4 g -8-2 1 o] 5] f8-& A L.

U A = Hupo] 2= o] 2 g wA| A & WO Al ~Elo] -4l TLS/SSL 71 2 2] Y] o H-5
SFlgt o, o] 2 &k w2 A ol = ClientHello H] A1 A1t Al A dlo]H A Al el = fIAE AR 7} 3}
Huth 53] Al2=ge o] el & WA X 7} TLS/SSL 71 2 &) AL o] F(DN), 54 e, & 15
DA 207 A=A E 1 F AFYh

QA =2 A 27} sy,

Eqg gz = Ae i


https://datatracker.ietf.org/doc/html/rfc8446#page-23
https://www.cheapsslshop.com/blog/understanding-ssl-tls-handshake-protocol
https://www.cheapsslshop.com/blog/understanding-ssl-tls-handshake-protocol
https://datatracker.ietf.org/doc/html/rfc6066#page-6
https://datatracker.ietf.org/doc/html/rfc6066#page-6
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_1088

EEEREL ERE

B servertelio = 40 154 W44 A2

TLS/SSL -2 2+

| A] %] 7} o] @ TLS/SSL 7+ 2 3} 5= & %] 3}#] 9F 0. 1 v U] %] = t]u}o] A= SSL A &) 7] 5 291 S 5= 3)
gt

Bl A A 7k oAl 2 Alo] A A} A H SSL A Aol &k 312 7 A ahs A9, w2 = Tlufo] Ak
A8l 714 A F .

249} wU

ok

I

At e A 2019
A2

rRO

bl w7 A% AR U olU A = jute] At ok 5 s =

TLS/SSL = A ]ﬂt—
32 3ld EYY S 554 = &5yt

= T8t 2735

mj U 2] = v uke] 223= TLS/SSL Al A& 2hakshar, -4 9 239 TCP A4S A F F .

A% 4 5 T Y

TLS/SSL A =AMo] A= = w71x] Al J g Yt} vy 2] = ojulo] 2~ &= TLS/SSL Al A &5
of My = o ZE| Ao HolHE Y& &l 5314 5T

R RIS R = R

U A = T upo] 2= AW 15 A] Bl o] 9} o] o] management center= 7FA & Ul 5 Q154 Tl
Ao A o3 1S A E U TE AR N AZA AAE YT 5 A A9 A E 2
ook 8] wliel Ciscot= AFBA7} e %1 7] 5 AFESHE A M & 2 fsha ok P
.

1247} oFel7l Q1245 A A sh A9, TLS/SSL A= Alo] 27h izl w7 AL
Uy A= gupo] A Q2 EH 79l 7] 2 AF&-8Fo] TLS/SSL Al A Soll m8hy) = off Z2] A o] A
POl S o & %3 ok ThA 9B 8ha o,

oISt 2] A5} A Aolo] Bl AT AN B, BF A
3l =5 913 management center®l A A Q1FA & 744 efoF gt

A%} 9FE 3% - kA A1

4

U X = glupo] A7 A B Q1ZA] HA| A & A2l stal o] A 7FA @ ALt A A 8 CA(Certificate
Authority)i AH] Q15 Aol thA] gy tl TLS/SSL N =Alo] A g5 u7h#] Al 213

AUtk 28 Fof v = tlufo] A= 2 7)<l 7] 2 AF&3ke] TLS/SSL A4 ol 1.3
= o E Aol vlolHE ¢ a5 3 v v Al sty o

Y
=

)

Gl

Firepower System<- 5. Q155 A YakA] 5T =, S¢to] A E 2154 & management center®l]
A Z=3}o] Decrypt - Resign(Y & 3l 5-thA] A1) B Decrypt - Known Key(& % 3 5-&8 % 7]
) TLS/SSL 71#] 2-d ol AH-8&& &= YUtk AR 82 s sl &5 2 37| (2al E ), 11 # o]
AR dE ] 7] o s S (A B, 12 d| o] A o] &S FEAHA L

oot

b2

ClientHello M| A| ] =] 2], 3 #| o] %]


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1965
https://cheapsslsecurity.com/blog/client-certificate-vs-server-certificate-simplifying-the-difference/

[m
&
5
o2
fol
S
At
=
to

nsyssL = Akl ]

TLS/SSL =3 Al

o] Aol A= SSL A B 7S A off o

gg

(]
)
P‘L
rir
ox
%
il
X
o,
o
A
v

%

3 TLS 9 sstel A Wzl el A5 AFg 7] @l ol Z2EE F sl ddl o) FUE ek
7] Y&l A TLYSSL S AFE-3Yth SSL L2 E &2 Bl QA 8 TLS X2 EF-& 9|3l IETFolA] Hf
V\]-/\]_Q.Qz olowm g O]H]’;GOETLSU]’?L ].%7)\ iTLS/SS_Q 3}]@,@-5,‘—01’\141:]—

SSL 4 22 of| 2] 9 Y t}. management center 73 %41 ©] Policies("d ) > Access Control () A 2~ A|

Oﬂ)>SSL°]“’iSSL AAoletE S0 & /\}%@W‘:} ool gk A2 TLS 2 SSL E &= o tj &t
= Aot b AHEE = sy

SSL % TLS Z 2 E ol tf g AFA & W] -&-& SSL¥} TLS H] i - XFo] -2 -l f U 7b29} & g s

g F2FUA L

=

A& 9t 3l Halof sk A t-oF &t oF = A9, 10 T o] X
E} TLS/SSL 7% 24, 12 #| o] ]
TLS/SSL 1% 144 8.2, 13 | o] ]
TLS/SSL 72| =41 7}, 14 # 0] #]
TLS 1.3 & 3= 21 Abe

A3 el 55 AR, 9 H el
E
7]

5 3= Al

Azgle ol 5 aE e B e 8 S AT 5 QAW AF WA EE 39 8
S A A=A Ao tao] H A= B

BE gEshE A4e vt gah

il
b |
9_‘(' u!
=
2

5 3% ol sk B glo] et SAE AP BT L Az Ao} AN ol HF S § EE
o527k A4k,
2

A=8 Sl w oot 2o A2 A el L A A 75 AT AU
* AMP(Advanced Malware Protection)
SRR R

* Threat Intelligence Director

(m
&
)
o2
fol
312
iy
=
ko



https://www.globalsign.com/en/blog/ssl-vs-tls-difference/

[m

99 ds A% Ae |

*URL 'Y 97 23

EYH S 4T o 53 v At steld tinfo] 0] A Ralrt Srbst R A Al ~E Aol
Aagvhs doll folsid Al
A2 Alo] FA 4 F AALE Hojgh st H A o2 Egfd S 53t slo] FH5UT
[eqe)=
o
c ke B2 GAS o] &3 88 e A s dsstE B HAE
AT
< AT AT EAY 2 Y To] 2 A Al ] G wHUTh ds anE B2 A
o] &3l &8st AFekdt = glF U Th
7 g

o Zfo| WA A
< QISA AL (FEE TLYSSL L A) S AHEote Edj 2 Ao A G st AHE #
=] &f oF g+ ).

(Snort2.) 578 T8 2 EF L2 43 55 F3st e ¥t 4%, g Edi ol = A2 2
o] 8w %] rUth o5 st E 9o WA SSL A Aol whet 5 7bg 5 A Alo] Aoz A
galo] HE e B A 2L Sk
(Snort 3.) ET| I & AP AE HsHA] & g A2 Ao - 3 Al =], 2bdk e A2 A 2be 2}
ﬁ“%ﬂ*%ﬁ%ﬁ o thsh ssL A %Oﬂﬂﬂ“*ﬂﬂmaﬂEEwé%ﬂﬂs&ﬂﬂ

dzstd B theS £ a0 ofo] T3 A Qs WE TLY/SSL 178 2704 8¢ Ei= 2
w4 < dsU T



managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter54.pdf#nameddest=unique_1400

[m
&
5
o2
fol
S
At
=
to

cHEQIHS G IPF4, VLAN Bl 5)
« 483 URL =+ URL 7}H 128
* Port(LE)

AN R

TLS/SSL 37 3 & o] Ee ol vk §hE o5 34 A1) & AF5HA BTk A4 )& TLS/SSL
T 5 A G A WG FEAAAL

\)

o] gEo Fo Qe wH AW YIS o] &5 7 e tpkd Sl ik A e e 4
A5 UTHURL 2 o ZAlo] A e 28 2= daste Egie ## A 3lo] 45t} o]
2 gk Al S o] | 3}aL 9lofoF T
Do Not Decrypt(¢ & 3l = <t &) 7+ 2 ol 4] URL ZE %S AH&3F= W ol ek 2h A 8k j8-&
TLS/SSL 712 &% &l &5 <F 3 21 o] Ul &5 32 Al L
EY S 43 dl 5ok st 45
_Q_ =] =)

[e]

dz3lE EYH S AT s Salor Al B 9 He D A A Y 7 5E A 5 sy
U A = gupo] 2 7F (W B e o A 2] s wheh) EdE ¢S s 58 583k, WE o]
Aol ol FA = E T2 E s Saof duth de sl =T E TS AA e
A A EfT L B gatE ol dE2E 9P ngo R A4S YeldA e A28 URL B, o
3, 22 EZ W Ve g 8 A4AF X8 1 2108 AHESte] EE
zy AT E AT
a4a g5

HE s B g E

aeizl 7] & E (5l

TLS/SSL 712 A% 2 At

SSL 7% =M

URL Z71(URL ZH %)

o Ze Aol A 73 A

TLS 1.3 &% &l =5 21 Abd|

e
o
M
S
ol
rlr
Ho
re
o o

), 11 # o] #]

2
E9)), 12 F o] A
]_

A= &l B w2 EE)

Decrypt - Resign($F & 1% - 3}7]) TLS/SSL 71 2] 2F]-& Al 2wlo] F 7k} o k-8 &) 2pdt ok 3 &

= (BT 371 885 = A9 AL AYEstE kAl Yt Decrypt - Resign($F & 3 5 -
70) 72 2L dal E i) A AR YT S O A8 BB = U E A 2 ol
ISh=

threat defense T] W}o] 2~+= 7 2 o] X A & W] F- CA(Certificate Authority) 7] 3| & o] &3] Z&}o] A E 9}
Hdstm, Seto] A E ¢ threat defense Tl HFo] 2~ 1He] TLS/SSL B €& 75 U T & Aol o] tHjo]
2= A ) Abo]l Eol] A <r38to] A H] 9} threat defense T HEo] 2= Fhol] SSL B @& A4 T

(m
&
)
o2
fol
312
iy
ko

o = A
I 1


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1972
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1972
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1972
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1538
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter54.pdf#nameddest=unique_1427

EfY o3 &= e |

ukebA Fetol A E= thd Anfol A )15 A thAl TLS/SSL ﬁLZ] of thall 7% CAITME BA 4
Utk AZ25 gasted Seto] A E7 st o /ISA S Al # e oF § v 121 threat defense T
Hpo] ol A= Fehol A E S} v AW o] e EEH%MW G2 e m/ G sE FF T

AR 8.5 AV

Decrypt - Resign($+ & 3l = - 9}7]) 712 2 S AH&-3he W CA 3+ 2 Floj & ¥ 7)<l 7] 3 & o]
&3 W CAZIAIE "rEo]oF huth CA 2 7HR1 717} §lohH Al 2~wlof| A A st g o).

\}

2

3L Firepower System<- ‘&% 1 5S A H3sh#] gFHFU T é o] A E 1S54 S management center©]
A 2 =35}o] Decrypt - Resgn(‘*& 3 55-thA] A7) Hi= Decrypt - Known Key(% 2 3 5-2 e 31 7]
) TLS/SSL 712} 2t oll AF8-& = iUtk A4 W82 42 el = 3 947](24] B =), 11 9]
A R AH R 7] 4F A5 GFA EG), 12 Ho] A o] S FREHAA S

}=
TLS/SSL 712 ¢35 &l &5 2+
QH el A A

dE 7] d2 Al E(A] B )

Decrypt - Known Key( <. 3l 55 - &e1 71 7]) TLS/SSL 713 2Fd-2 A ¥ 2] 7)<l 7] & A-&-3lof Ed
35 3 5 Y T Decrypt - Known Key(% & 355 - el 3l 7]) 112 2H4 2 741 Eg 2 3} 347 AFE-
Ut S A A7 RS E = W EY T ol 5

B 72 GE HES S T BH L 9 FH ORIV AW S nESE AU
AR .5 AV

Decrypt - Known Key(% 2 3l 55 - 4213l 7]) 72 215 AF&-ahe i AW o] /154 9+ B # o] ¥
| 7091 7] 9hdE o] &8l Wi 1S A ANAE whE o oF Futh

\}

i

d

00"

3L Firepower System< 74 % 152 A H8hA] 5y th 5, E¢te] A E <154 S management centerl]
o = = 3}o] Decrypt - Resign(¢h& 3l 5-UhA] A ™) 3= Decrypt - Known Key(3h % 8 5-2He] 7 7]
) TLS/SSL 7+ 2kqioll AF8-8 5= AU Th AFAI 3 W82 915 &l 35 2 9b7] (24l Bl =), 11 7]

A2 G 7] 4E (A Ed), 12 o] Ao -85 FEIH Al L.
v e
a7 7] Gz (Al EE), 12 Hl o] A

TLS/SSL 112 &% 3l &5 2+
Y5 154 7R A

7] €} TLS/SSL =] 2+
thg A A of| A= th2 TLS/SSL 712 2Hedol] thal A9 g}

(m
)
o2
fol
%
it
=
to

) |


https://cheapsslsecurity.com/blog/client-certificate-vs-server-certificate-simplifying-the-difference/
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1973
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_1134
https://cheapsslsecurity.com/blog/client-certificate-vs-server-certificate-simplifying-the-difference/
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1973
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_1136

[m
&
5
o2
fol
r
=
fo

IERENERN |

=)

J
°-|~

r

TLS/SSL 7+ 2 =}t 2]
TLS/SSL 73 U E & 2]

TLS 1.3 A ID A A}

RFC 8446 A1 % 2] g+ TLS(Transport Layer Security) 22 23 1.39] 34/\] W A2 Bt S Al-gs)
7] A8l B Y A AEete TREZFAYTL TLS 1.3 TREEFLS 71 Beks 918 A8 9
ASAME Fastsl, A2 Alo] -2 ¢f o Ze]Alo] A B URL BHE 7|3 A8k s
7} & 2 3} 2 2 Firepower System-< A W71 9] A5 & 5614 i A JAFAE FE5= U
& Al

A2 Ao} Aol et alm AB S A B TLSAH ID Mol gal sh+= 7] 5 &3t e
T Assyth

ol Z g Alo]4d = URL 7]l A YA A 7] 8= Eg ol EH:GH 53] Egig S AT AAkstE = 4
5, ol & @A stshe= Zlo] FHUTE SSL A Aol = A Q154
== A Fom s SSL Aol d kA 5yt

TS 2ol AA 2 Alo] AR o] g Aol A TLS A1 ID M-S &4 318l o 7} ve} 5]
o},

TLS Server ldentity Discovery (7]

Early application detection and URL categorization

We recommend that you enable early application detection and server identity.
Since TLS 1.3 certificates are encrypted, for traffic encrypted with TLS to match
access rules that use application or URL filtering, the system must decrypt it. The
setting decrypts the certificate only; the connection remains encrypted. Enabling
this option is sufficient to decrypt TLS 1.3 certificates; you do not need to create

a corresponding S5L decryption rule.

A G
7] SSL A 3 A3 A
oAz Aol ThE 4 A7

-
il

TLS/SSL F 2] +4 8.4
ZF TLS/SSL & ol = th& 3 22 74 847 54t
S el

7)9H 0.2 2 o] ASE Y 72 W BB A9 A 2ol M 72 & ALg el WD
Edge BrhekA 2, A Aol e An L 0 F A4S FAGU

(m
)
i)
o2
fol
%
iy



managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1467
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1974
https://tools.ietf.org/html/rfc8446
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1632
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter55.pdf#nameddest=unique_698

[m

A s = |

B nsissuirn 4 w90

TLS/SSL -2

(m

.

2| oo o 2

o
WEA AR HH AAGUD, NG QRAE 7Y YE 4 S
1]_ %]‘]3}&1: ]e ;g].o]fﬂ—qq_ _,_L]H
8 Ao 54T

oE
JN'
tio
2
o
_org
fE
(m
Ay
5
2
e
R (e}
p‘L
rlr

2L Aol APt 54 EYT S AU 212 Het GG v EY T = A A,
VLAN, L E o ZgAlo] A, 8 d U ° Z3) wis WA}, o124 Abe), o
T IAFEe UGS IREST HAER g UFHT 2] A2 ]
& tupol 2 ghold el wpet drebd = gl

2

A o] e A 2lo] A5}
& U, 38, AT £E 5 s
EH}J—o]qq_ }\]/\541_0_ x].r/]—ﬂ %

N oY,
z0 £ o)
B
o
N rle
u|i
o

o
e
i
f ®

R 9)9] 9o whel A 25o] 953 AL AWAAY
S 2T 7 3}1%‘4‘1} gk Al ~Elo] Lol ERd &

< &35 57 7S SEl Al ="lo] #5535t
=2 A4 =% 915 YT} Secure Firewall Management Center U] ©] E] H] o]
1(syslog)4 SNMP Ef§ Aol A4S 27 F JFHTH

AR 2ol tjs) Alzwel A fA et @ w52 5 o)
[ = L

i o X g (m
o J

> (%
P |r

o o 1 1o

o
T >
ol
o
rir
o
i)
=]
i
N
g0,
o,
12
)
[
2
92
=l
_1&

)

(Gl
ku HU
%
K
J
f
E
_{
F

TLS/SSL 7+ & Snl=2 A A sl o4 = x| Q5= A
3514 Fow o] thE F2 & M-S ALY, 37} glo] A~
T JdE5YT A 2dHo] EFIE G R A 5 A%

= ivi o =
98 P L OF S A2 25 g

A 7}

SSL 4 Aol A TLS/SSL 712 & A & uf = 7+ 2] A7) o 4 555 ALE51] 1A E A H :
SSL 7 A of| 4] TLS/SSL 71 22 158 A 23Ut} A ~8l2 ¢ F2f 2] s ol uhe} 312 T4
2 Eg|o] TLS/SSL 713 ¥ U A s}=A & &l g},

o= 7o A xEle pH o BE 27 0] anurfﬂi];}%&% A TLS/SSL 7t & o] whe} vl E
A= Eﬂ]‘”# 2] 2] &Y o}, Monitor(EHE &) 7 (EHH S 27 sHA vk EF,H.JJ -aeoﬂ oJafo =
2] okoye] Ae = ]940}—, Eg) o] 727} ol x5 /\]/\u—ﬁ——iﬂ}?ﬁ, oli - =7 S 7—1”‘]
of sl Al&si A Edf & FrhetA] FEurh 242 tdd ?E JaL H3E s syt B
AdIIMEN L B X]E]ﬁx] VLAN, XE, o ZF2] Ao, 84 ¥ URL, AH-&AL, 154, 154
aLf+ ] F(DN), A AH, ¢% 1% e 4ot JEE—L WA e BT S AT 5 s

£

)
o2
fol
K
it
N
==
to



[m
&
5
o2
fol
S
At
=
to

% it oA

iz 74 a4

ﬂ*ﬂﬂi

iﬁwﬂﬂE%i“WFﬁLEM%a%ﬁa%%%ia(]H%aﬂqm34&4 %
Bt} okol mf x] g4 T} OSI(Open Systems Interconnect) X2 ol ©] &3

LU Al 2m 3(EHA, HolH Fa L UEY )l st §7d°l 9,15 T2 3 ¢ %ll"i—
o o] A zl o

%]ﬂ]iqqﬁ] 6 B 7(AA, Al o] A 5L off & 2] Al yol ek =712 42 o] A7+
ﬂWTquOﬂmﬂﬂﬂﬁﬂﬂﬂm%gﬂﬂﬂAQ@fﬁeQiaﬁ”i
L
Y HAET TLS/SSL 713 &A= U EY T EdT Ao ZRd glAans o 13 AH S UAF
ok AREA7E /‘g’é?}ﬁ’i}o] RE A A el alfelr et AFE Y] 8 E At st AT
= AT g A A S A AA DA O ] B FA] whekol & 2 H o] AlF U T
Ho 2 28] A& A Gk A ool e 7he| atg] 2 3 S 153k = AdSU T 72 A 0= A
2Ho| = Admmlstrator(JdrE] Z}), Standard(<7) “22] 2 Root(F-E) 2| 3714] 7HH| L8] & Al &3y
o} o= Jhe| F71e 7= UARE A 2" A A FstE 7| AL & A A Y A E W
A= 8l A‘/]‘:]r
o 3
M| 2~ Ao} 112 A ol T gk B Al
o dEs @ g el EAI tig 72 Ay 54

ohi Alvhe] @3 Qlekel FF ol A TLS/SSL 71 2 o] E el & A 2lsh= w2 & aoF

rot
S,
iR/
i
v

(m
&
)
o2
ol
%
iy
=
ko



https://en.wikipedia.org/wiki/OSI_model
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter54.pdf#nameddest=unique_134
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1963

B o290

o] Alute]l ol A, E

(m
)

[m

99 ds A% Ae |

encrypted
trafﬁcl
Block, Block Do not remains G
with reset: no —| Undecryptable | ... o0 _encrypted | |
inspection traffic action encrypted if passed
' traffic | |
decryptable traffic
I I
TLS/SSL rule 1: | |
Monitor | |
T
matching traffic continues | |
i I I
TLS/SSLrule 2: | encrypte LELDAINS
Do not decrypt traffic + — fancrypted... |
: if passed
no match | |
' Access I I
I—no inspection—1 TLS/SSL rule 3: control | Dest. |
Block rules
no rlnatch | |
¥ I I
TLS/SSL rule 3: decrypted _re-encrypted | |
Decrypt - Known " traffic if passed
=) | |
no match | |
I I
_ | decrypted | re-encrypted
TLS/SSL rule 5 traffic - if passed > | |
Decrypt - Resign
. I I
no match I I
Block, Block L Do not remains
with reset: no—| SSL policy — decrypt: —encrypted = | |
inspection default action encrypted if passed
traffic [

I vt ol Frk Y

. UndecryptableTraffchctlono do st EHTS WA HIE U Al =Hlof A 5T S gle
E 2 37 A flo] A st AL JA 2 Alo] HALS flal Dy v a4 ¥ g
st EYE S v ara o g gy

« TLSY/SSL 713 1: Monitor (U E )7} th&- 0 2 ¢35 3} E S 3 7} o} Monitor(5H E]
D) A Gt Eg TS FA6ta 2A AW BT £ 50 QS FA FEUT Al
B2 383 %] ofH AR o RE AAst7] el AlGalA] EAT S F7F A F ol A A

A4,

9

« TLS/SSL 7% 2: Do Not Decrypt(¢& 3l 5 <F &H)7F Al Al 2 b5 st Edfju S H eyt ¢
Aok E T ¢ s 55 A ebrh Al 2Ee o] Eela g o)A Alo] & 7 ALeA] ek v

A = A A shA] FF U dAISHA] B B v arH o2 AlS gy

o2
}O{i
Ed)
It
=
to



[m
&
5
o2
fol
S
At
=
to

nssss 1 [

8
flo

« TLS/SSL 712 3: Block(zFeh)ell A vl Al =2 k58t E| & H7gU o Y A8t EE
271721 glo] AU, A A e B L e FH o A% AR

TLS/SSL 113 4: Decrypt - Known Key(& 3. &5 - & %1 7])ell A oAl Al = 5.8t Eg

S F7MY T M EY ol 218 v Ejo e d2 = el 715 ARE-she] sl sg T
oS Sl S B2 A 2 A o] A o whet F7F U ok A2 Ao A 2l =E E
I3} a3t A > EdT S s UsH APt o] 571 AAF Aol uhe Al ~Fo] EE
& A F AdFUTE A B EYT S tA dastE Foll A E 4 5 dFUTh

TLS/SSL 712 7 A X317 @b Edf & vhd 7F 2 o &2 Al gyt

TLS/SSL 7% 5: Decrypt - Resign(3 & 1% - thA] M@)ol H% 51}, 22 o] o] 573
Aot A age G REH CAJASAR AN AEHE A 4B @ g B2
(man-in-the-middle) & 2 & sho] Eal¥ k52 % vk, 19 ohg oS E e o a2
o] 2ol W BB Az Ao F2L S 20 e e A e s e
ol ab A A2 T o] F7F 7AL Asbel whek Al wlo] =g Akt 4 Qg T U A

wE B e A obEahE So] BAAR 24 olayT o sSLFE 7 W el e =
Be vhg itH o2 Aa g

* SSL A A 7]+ #Hd> TLS/SSL ?ri@ ol tA I E AR SHA] =
A1 e ha st 22 Sk 24t glo] AekatA L s

rE o

_I

; - 2<
TLS ¢} 5 3} 7}<
TLS o8t 7 v o] S5 9Tk
« TLS/SSL ¢33} @ 23 3}

« TLS/SSL % IPsecS ¥ 33F VPN

A =] = =4 o
o st=dlo] R8-S TLS &8} 74458 A 9y o
« Firepower 3100(Secure Firewall Threat Defense £ $})
* Secure Firewall Threat Defense S A}-8-3}+= Firepower 2100
* Secure Firewall Threat Defense & A}-8-5}+= Firepower 4100/9300
Flrepower 4100/9300 913 & AE oY A28l 2=9] TLS ¢E 3} 714 X ol v gk 2pA 3k 4 1

= FXOS3H7 A A 7tol e x4 A L.

M AR 7S o Eekol 2 B st of 9] oll= TLS 42 3} 7157 Al = A4] @51

i TLS 3.3} 715 2 4100/930001 o 3k A4 8+ A W= FXOS 34 A A Alo] =&

i
n&

25N S

(m
&
)
o2
fol
312
iy
ko

o = A
I 7



[m

A s = |

B nsasatsan a8y

TLS &5 3} 71

(m

.

= ohgel gy
CE RIS BRSNS I RPN

o] AAS AT FAE I AAF el F o] 7] #] &
w) 7} 2] TLS/SSLE 2|9 o] Fehg )
T

Z1-o- configure snort preserve-connection {enable | disable} ™ & o] Ao} gt}

ﬂ ]1/1 o]/\Ei/\o]

1A A5 sk 75 Azle] A A

3 5 A T A

w1 A = t]ulo] 2o A TLS ¢33} 7}4:0] 2

mﬂ‘l

ek 7%, vhol FelsaA 2.

vl o}
=

=7 e e v A=
%%

Eutol o] A TLS 953} 7145 AHE-ShE 450l 9 %S

5
=5

w

o)
2R

FIPS(Federal Information Processing Standards)

TLS &% 3} 7} 2 FIPS(Federal Information Processing Standard) 7} .7
shol Q17 & A9 g,
« 17|17} 2,048 H}o] EH T} 2F2- RSA 7]

27 3+

i

* RC4(Rivest Cpher 4)
- &<l dloly ¢k 3} (Y DES)
* MD5(Merkle-Damgard 5)
* SSL v3
HololS A Z o] A B o A 255} =5 management center 2 | U X = t]Hlo] A5 G 5=

A FIPSL BT 59 ol 5 % QAL HSAAW W LASA T AT &
HNENsk 22 o 2 °J1 EE}—?——Xi% :r—L/B] ?;5:]]—]/] ‘:}

LT E T R

A RE 8-

« FIPSo| A A Q%= 9+ 3. SSL A A K

rﬁf

e

ﬂlO

cHF T HETo|A A RE
R i P e e
TLS SIERE
A5 of F 2] A o] A2 TLS3FHE H] E & TLS(Transport Layer Security) 2 DTLS(Datagram Transport Layer

Security) Z2EZ 2 3T} o] L2 EF-2 RFC652001 4 ALYtk TLS StER|E&= A2 4

)
o2
fol
K
it
N
==
to


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter33.pdf#nameddest=unique_752
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter13.pdf#nameddest=unique_245
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/common-criteria.html
https://tools.ietf.org/html/rfc6520

[m
&
5
o2
fol
S
It
=
to

Ts st 714 e wo)

Zlo] A E w Au 7t E4 Hlo] E ¢ o] Bl E Al A
35, Az ste vlolH7E dEH U Th

s U A = tlufo] 27} TLS SHEH| E 85-& AF§-3f= 3 7l o] A3}
tjrlo] 2= SSL A A 2] UndecryptableActions(?}i 3l = &7 2F9) <] Decryption
F)oll thek Aol A A A A Fdd Tk

* Block(Z}ch)

* Block with Reset(X}+ - 2} A4 )

AA g &2 45 i 5S g gl Bl oigk 71 A e FAE Fast Al L.

o Ze] Aol d o] TLS stEH|EE ARE 5914 &<l TLS FEH|E 4] s 2 & x5t A Q.
Max Heartbeat Length(Z t] s} EH] E Z o])E NAP(Network Analysis Policy)ll 4] -4 3} 3L TLS 3+ E
HIEE Agote S 24 55Uk AR U182 SSL A A 2] 7] & sk Al .
TLS/SSL =3 M H 2~ HA

TLYSSL @ HA B2~ YA 2 mj LA = tjupo] 2~ 7} TLS/SSL E 2

E U A = tlupo] 2o A TLS/SSLY B A B3 @ o] iy st 5= 0‘21
st mly R = gulel 2nk o] & A s 74 WS ATy e

TLS 3.3} 714:7F 24 31 vy A = tufo] A7F @ A B AT P H = 49, vy A = tjufe] 2~
7} Al sk 2B 9712 SSL A F UndecryptableActions($F & 8l = &7} 2+¢1) 2] HandshakeError (3l
EAol A Q.5F) Al uhet Pk

r‘r‘ }0
= E

E ﬂﬂﬁa1ﬂ

iy
hind

&5
* Do not decrypt(& = &l = <+ gh
* Block(2}%h)
* Block with Reset(X}+ - 2] A =)
SSL 74 2] Undecryptable Actions(¢} & 3155 £-7} 249d)©] Handsake Errors(3 =4 ¢] 2 @ el tj &

4] Do Not decrypt(2}5: 1% o ol ™ 7l o4l Alo] 4 Ao] E o= & HALSIES 45}
= A5, AL o Fol A n % a5 e A E A ey,

ZI BT Pl ol WA= A9, v RS AR Y T
« A = Huto] 25 g 2 o] =ako] TLS/SSL A 2] %S S HU T

+SSL A A S WAl 4 A $H #9075 2o
) A F AU

(m
=

3 ] Do Not Decrypt(¢Hs. 3l = <t

TLS ¢t o s} 7H e B7)
o] FA ol A& TLS &5 8} 714 &4 3} o] 72 39l a}

management centerol] A Th5- 241 S Y SFA Al &

rlr
ok
o
tio
i
of
%
i
vl

(m
&
)
o2
fol
312
it
=
ko



managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1963
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter97.pdf#nameddest=unique_1980

W ossuea e sy

L 2AIA

@Al 1 management centerol] 2 1913 T},

7] 2 Devices(t] v}o] 22) > Device Management(t] vlo] 2~ #2)) S 28 gyt

GA 3 (S FYske] wUA = tiufe] 25 AP P o)

) 4 Device(t]ulo] ) Hlo] x| & ZE gt} TLS Y53} 71 4Bl 7} General(Q HH) A A of] A U T},

SSL A = 1l =8 LA S = H]j

o] &Eo A= Y| E S Fo| A TLS/SSL E &=
TLS/SSL 7+ < A4 ale]w 9k g g of &t 2t

o] 2t & st wel A}, AL A A B UIES] A e ko] of

ZRAA
gy wE 5% =S
SGAIT|SSL A H vH=7] SSL A =& &l} o] o] - o th 3k Z el o]

Y uich Az Aol 2 98] sSL A 2
A T4 ALgetel Y, gl SSLA AL
oAl 2= o] 74 2} o A8 of Gk, <Al o
8- 713 SSL A A A e 8-S Bzl
HAe.

A2 SSL A Ao gk 7] AR AT | 7] A2 EdF o] SSL A A el A o] of

GA3| S =7t EdA S At U AT [ HEF ZREZ A RS TRl ds 2
[e]

Yt} B Aol Y o] fr wj o], & A=A o]
AEE 4TS A o F R Egge
FTE FEe A R e dHUTh ¢ 5§
522 7 e EYe gig 7] 2 &
Aol &g Fxshilrle
7 4| Decrypt - Known Key(% 2 a5 - 21 | i3 Q154 714 = AFS A A8 9] 154 9}
INUIEYG T Aol B0 & EF S S| /]2 712 A& th )3 9124 /A <] u)
% Sl 53k 8 52) TLS/SSL 7F 2 9] A 9-oll &= | 88 x4 A L.

H 1S4 ZHAE A gy

75| Decrypt - Resign(¢ 3 3l = - S7)) M E Y | W5 CA R A= CA = 721 7] 2 A& ).
oo = AWM E 7he EdE S 4 = | T 15 7] H JHAl o] W85 RS A L.

Shi= 8- 5) TLS/SSL 113 9] 7 9-of = Ul 5- <l
= 713 CA) NAE B3 F T



managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1632
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1965
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1963
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1963
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1963
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_1136
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_1120

[m
)
fol

ol

rir
oZ
i
|

SSLA 4 2 552 74

]_

L=
Y EE B 24

A6 | TLS/SSL 712 & A A g o).

A 7| SSL A A& A2 Alo] Aol AAZ T | SSL G &S A 2~ Alo] H A} AASHA] %

o o}l el Fab walElA] &) o] 2
%%*@aﬁﬂ%ﬁmimﬂ%awaﬂ

st Ed Y S 38 AU Akdsta, v &
ﬁ%?ﬁ%?%fsut}.%ﬂixﬂow e
A AA &S A2 L
A8 AT dl5E EYS 38 B APt e® | AAl 2 Alo] A F 4] 240 Y88 23]
MA| 22 Ao 5F 2] & FAF YR AL
A9 | AA 2 Ao A v A = tfnfo] 2o G- | g 25 W3] ele W H AL v X = tfnlo)
ERiasi=] 2o FE o FYTh 4 A AV 59
&S Fxsdr e
e 3
TLS/SSL 7%

(m
&
)
o2
fol
312
it
=
ko



managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter55.pdf#nameddest=unique_698
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter55.pdf#nameddest=unique_698
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter55.pdf#nameddest=unique_1433
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_126
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_723

[m

¥ ol& HE_
N
Eﬂﬂ "2 o5 7H_8_ I

D
o
_L]
ox
o
rir
o
z
i

ssL4 ) 8 7t

(m
RO
)
o2
fol
K
L

:\r:“,
to




|W__

3
El

ar
Tl

— =
E
=

Mo



