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S AT EH5UY. F, 549 A T AR = 94 S

LS|

= o
TR QA A e S T AAE CDOCl faEHA] & IS E Al gt A
KR 7}
= =

ASA A A

CDO7} gulo] A8 21 Y slx] 33 4= 9)= 9 74| o]-§-7} 95Ul Ul "CDO cannot connect to
the device using the certificate presented(A| 3 ¥ ASA1 & AFE3Fo] Tlnfo] 2o AAT = gl b=
AL A 7F FAE W Q1A ol ZAI7F Sh= AU vk Ulell o] WA A7} FA 5 4] o 7 24 (H
npo] 2~of AAT = §le) E= 7B U EY A 279 #H o] S 7HsAd o] =54t

CDO7F A H JIGM & AF-81= o] 5 Felsted™ SDC & 4~E Ham 3 Hujo] 2ol A 4
9= ThE Z 2B A openssl B HE B2 A S 5 YTk T RS AHEShe] T nhe] 2o A
A ohs ASAE Bl dd & A dY

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

o] BH e AB A B AHE AT EE P 2 Fo FR3helW Cul-o AL§oF Gk,

oAl vt #E EE o] g vhdo] AAdH Y.

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA

verify return:1

depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2

verify return:1

depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED (00000003)

Certificate chain

0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com

[ EREE
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PEESEREEN

i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41yz0H7V84dJzjA1BOoa+Y 7/mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes

New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4AF5A25BI5C37EFT7C6870F8C5DD3755A9A7B4CCE4A535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABLIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 f1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$S.E.A....J.6.C
00a0 - 72 a4 ad

00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)
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2X509 V_ERR_UNABLE TO GET ISSUER CERT A& & 4= Q1= 54 o dF A 15 = 2HS
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7 X509 V_ERR_CERT SIGNATURE FAILURE ¢154 o] A Ho] fashA ZHUTh

A 55Ut

9 X509 V_ERR_CERT NOT _YET VALID {15417} o}2] &8} 4] %<5 th. notBefore &4 7} & A
AlZE ol F- Yot AHA & &2 o 2l o] Wk T = SRl 9(1 T A 7 ob A - EsHA] ) E FESHA
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8 X509 V_ERR_CRL_SIGNATURE_FAILURE ¢ 54 2] Aol f3&
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10 X509 V_ERR_CERT HAS EXPIRED %1547} T2 5 915U T 5, notAfter G4 & A A7 9]
AJUrh 2RA g U]-8-2 ofgfj o] wkek = &1 10154 7F TEEH A F U ThS 254 Al L.

11 X509 V_ERR_CRL NOT YET VALID CRL©| o} & 3}#] ek th

T;Il-

12 X509 V_ERR CRL HAS EXPIRED CRL®] ?+& ¥ {5 th

13 X509 V_ERR_ERROR IN CERT NOT BEFORE FIELD ¢15 4] notBefore & =0l 23 A] 7o)
EEE o] QlF YTk

14 X509 V_ERR _ERROR IN CERT NOT AFTER FIELD %154 notAfter B =0l f & 3}4] &2 A
Zko] Z3E o 54Ut

15X509 V_ERR_ERROR_IN CRL LAST UPDATE FIELD CRL lastUpdate & =0l Z3-% A|7lo] £
sty o} 5y

16 X509 V_ERR ERROR71N7CRLﬁNEXTﬁUPDATEﬁFIELD CRL nextUpdate I =] & 3}#] &
Alzrol 3y o] QlHF Ut

17 X509 V_ERR_OUT OF MEM | 2. 2] & st3}l= 5ok {7}
A= < HY

18 X509 V_ERR_DEPTH ZERO SELF SIGNED CERT A2 Q15 7} 24| AW 5} o Al st
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19 X509 V_ERR_SELF SIGNED CERT IN CHAIN A& = gl Q155 AL8-3ho] Q154 A<l
ST S AR FES 2 A 2 4= glHU T

20 X509 V_ERR_UNABLE TO GET ISSUER CERT LOCALLY 7 % %3]% Q1Z4] o] wgx} <l
TAE RS F Sy ol Yk o2 AR e gl S A FEo] A 2eS onFHY

o},

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE #|¢1¢] &}1}¢] o1& qt 35 o
o ZHA M E A oo & S Fled = gl A S U8 ol o] ket 3= &
203 A ISA & 1 = gla)"E s A Q. A W &2 ob g o] kel 51 = &2l 2
A

5
HA JASHE 2l AL
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S

S 2= O\ O > =
& e st

22 X509 V_ERR_CERT_CHAIN_TOO LONG 154 A1 A o] 7} Al & FH o) zlo]®r} FYTh A
| A g5

23 X509 V_ERR_CERT REVOKED %1% A 7} &l x] 5] 9155 U T},

24 X509_V_ERR_INVALID_CA CA 215X 7} fr &84 5tk CA7}F of AL g o] Al &4
43 AR 8HA] FE T

25 X509 V_ERR PATH LENGTH_EXCEEDED basicConstraints pathlength vi 7l ¥ <=7} % 35 91 51
o},

26 X509 V_ERR_INVALID PURPOSE Al ¥ ¥ A5A & A H €52 AFES = gl5U T

27 X509 _V_ERR_CERT UNTRUSTED FE CA7} A/ A H € L2 A8 E 5 Q= A o2 FA| 5 A &
UFH T

28 X509 V_ERR _CERT REJECTED FE CA7} A A E §522 AR =S A Y

29X509 V_ERR _SUBJECT ISSUER MISMATCH &5 54| o] &o] A QA5A 2] WA}t o] 52 A
A5} A] kol A A R g A} A 7 AF-E A E5 YT -issuer_checks ¥4 0] A7 E A9 7k 31
Al Y

30 X509 V_ERR_AKID SKID MISMATCH & #] 1. 32} Q154 7 A= 5 Ut el g 54
7] 28 A7E QAL 15 713 7] A E A A A Q1A o DA EEA] @ 7] w9 Y T -issuer_checks &
Mol A A9t AP YT

31 X509 V_ERR _AKID ISSUER SERIAL MISMATCH 234} o] & 4 A&
ASA 9 713 7] 2 atet AR eHA] eF o B2 A A g At 154 7F AR5
Aol AA R 9o vk A H YT

HS 7} ZAekaL A A
5 Y T} -issuer_checks

32 X509 V_ERR KEYUSAGE NO CERTSIGN keyUsage Z+730] Q154 A& 5] 8314 fom=z
A 57 IS4 7 AT H AF U

50 X509 V_ERR_APPLICATION VERIFICATION ol Z | Alo] A #&d Q@ F Aol AH-85 A ¢

A A A E

AHA A Q1SA7F A= Huto]l 25 g adle]l =akal o] = TR A2 S0l A Q15A 7 A
%= 7 9- CDO+= Configuration Status(7-43 &) 2 Connectivity(1 2 4J) 4} Bl 2 "New Certificate
Detected(A] Q154 B4 )" WA A& A E 4= A5 U CDOON A Al #HejsteH o] £A1E




A a2 |
| IEEESEEEE

= Sholehat s dslof itk 9% A7k 571518 51 tlufo] 27k Ak el 7L H W Tube] 2%
_/’\__

Note == 7 o]/fo] mj x| = tjulo] =5 DOl 5 Aol ko & A1 A 8k= 4§, CDOT tluke] 2xo) A
A ASAE A or HE Y Feeta AlSaA vha] A2

& AAE ARESk A /1S A E S

Inventory(# 31 = %) 5 0] 2| = o] % g},

)

N

2 = 218319 New Certificate Detected(A] Q154 €41 9) 92 &= 74 AHe| 9] tiujo] 22
FABFaL 95l tnfo]| A2 Ao

3. 2ol A Review Certificate(Q1 24 A E)E 283 th CDOY A = AEE 98] Q15 & o}
wRESHL A RISAE e 5 AdFU

4. Device Sync(T]H}o] 2 57 8}) Zol| A Accept(5-2H)E 2215} 7] L} Reconnecting to Device(T] v}
20 ThA] A2 F) Aol A Continue(A14)E ¢ g4t}

CDO Fluko] 25 A 2] A 91241 sk 450 2 %78 ek, dupel 271 £713hel 1
Hio] 25 Rl W Hlo| A & 5 o2 A& 1A oF & 4 dHFUTh
ATH &7 A=
WHek 5= 21<1: 0 (k) 3HAIRF CDOOI A )15A @ 7E& REghet
CDO® S15-A 7] 1 2. "https://<device ip>:<port>"°l] GET &&= }¢] URLY| A A& A =3t}
g = A7 A 5411 2 2 CDO Q154 & 77F A FH U QIS A7) &3+ 7 F-(opensslell

A 0ok WHEh AR Sel = LEA THE Al 27k $4 th7lehe BAY 5 9Tk ohg HE S
AHE 5 A,

curl -k -u <username>:<password> https://<device id>:<device port>/admin/exec/show%20version
ASAS} 413131 Qli=A] 8018} aL HTTPS A Bl 7} ASA Q] S0FE FEo| A A3 1% golgyr},

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:%*

SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0

TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0

Wrg A= Bl 9(ASA7E ok frEakA o)

o] & Fri= ATHE AFA | W A v ol nr SefolAET o] B fET Ao A etA ¢
BE AR ol 8% P AT As) WA = on), A Y AGH ) S AS
ME AT o) 3 ko] 4 A)7ho] 91919 4= gL

o]

2154 2] notBefore Y45 E3sl= 7ol 0] A HofoF gt

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid

 EREE
|
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notBefore=0Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

o] ©FE FA AFAVF HED AL AT 5+ AL

]

N
il

A ©] notBefore WA= 1} 7] o] of St} o] A Urapo] o)== A uk
ol °

Sy
E = i olnfo] 2o A AJ7Fo] 2nE A A A E R e 9o

(T o

gkol: 10(01 A1 7 e E A F Y Hh

AFH ASA T 3k o] o] BrE A 5S u YTt 154 2] notBefore A5 23+

o &o] ®A = ofoF gt

error 10 at 0 depth lookup:certificate has expired
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kg Ul 012 A BRo) 94T

A B
27
AT AR WA A AT DY WYL T ATHE A2 AL, AFA
A7} o} ] w] g o] 21 7k openssl©] 7
el 0] 25417 2050l bt A o] A HHHS) 1A 202101 e
A9 ATAE HaE dow A
=

H
Ak S 2l 213 WA RIS A& 1 = §l)

o] 9.5t A1FA] ASlol A7 9-S LHERY ™, openssl&: T ko] 2o 4] Al F 3z 9154 415
@5 QA B d = gEUh A Aelo] A WAL Fstel W 919 oo A 154
A& A A T,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE
.lots of base6t4...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAJQSMAOGCSGGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
.lots of base6t4...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
.lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y7mHyhD8S
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ASH AL Auel A Algahs AT HEFom Aulo] AA ASHTE AJdetel 44 o &&
FE FATAHE EFte] M AFHE AT V]3] AH9 AT APk 7} AT
Aol sl FA (2 A AR F) RS AR A Ak F)7F Ry

SAE A= EE YU o] 7)ol = 24 o] Fo] Xk Ao wpet 1FA 7 L
o] F& o] Fol gt

W32 el FA S e lE E] QU T o] 7] ol = Organization(% %) 2 =5 X 3HE] w7 9-of w}a}
Common Name(Q HF o] 5)%= X H Y}

Aol A2 8 9= 1T 7] el A AR HF e ASAE AE A9 AT A ALl thE 1SA
X D et synh o 2 JASAE AT

-—-- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/O=Trusted Authority/CN=Trusted Authority

i 2
e Ir
Rue)
oy

s

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
..lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

o] Q15 A1 7} A& = A openssl-> *.example.comell o 3k ExampleCo ¢1 541 7} Al & & 4= 9l &= 7] 3% 2l
ZA el o) SutE A A E A=A gt o] Q154 openssle] 7] Al A F] Aol Q)
FH . &1 % opensslo] TjHfo] 2ol A F A 0 &2 AAF YT

vk o] Aol = A E S = A= CAA AR A e 1547 LU T thal 3 H A o

o A &} o] X&) QIFA 7L st o] e T 3F AT A el sl A E AL, H A S IS A ol = Al
o 4 A= CAZF AP 3 Q154 7F AF Y TE OpenSSLE 7] % 0 =2 o] 2§k 53+ CAE Al 8] 814

gom, A 4 = CAR e b3 QISA Aljle] Alg s = 450t o] & 1T = U5

Ytk

Z7F 71T o] A Z Aol A AW E RE 7 ZAE X Al 2

She BE ASAE AlFslok gyt o] AA AJE A|F8HA] &+ - openssl?] & 22 TS

gy

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1
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2
2

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734
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Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987F64AESF603AAF8E65999BD21B06B116FE9968FB7C62EF7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

o Fe & Au7l shibe) ASAR AFoT AT AT A Y 5
7ol = 4

| o3 M HASTS HolFynh 9

o] T A= Hupo] 2ol A A& stz ]l 1}
tlufo] o) Qb A AA T F A= Ol TXﬂ = oﬂﬁ Cas %" S SukE QT A
Hpo] 2ol Edto] Ad sk Setel<d

EYsE QB $1HCAZ Eaeled ol U3 F UbE 124 A @ (CSRO| ASAC A 44
QA o ol whe),

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

EZE@:O]

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15
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Procedure

A1 WE] Alo] A vl A Inventory (A 3L E-2)E 283t}
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