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router rip
{{#net-group.networkObjects}}
network {{value}}
{{/net-group.networkObjects}}
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snmp-server enable

snmp-server host inside 192.168.1.5
snmp-server community clearTextString
{{#enable-traps}}

snmp-server enable traps all
{{/enable-traps}}
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router eigrp 2
network 192.168.1.0 255.255.255.0
{{"int-inside.managementOnly}}

interface {{int-inside.hardwareName} }
hello interval eigrp 2 60
delay 200

{{/int-inside.managementOnly}}
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Name Description

deerpc_class

CLI Template

Template

access-1list dcerpc class extended
configure access-list-entry permit -
permit network source [ InsideNetworkx -« ] destination [ dmz-network
configure permit port any .
permit port source ANY destination ANY

configure logging default

default log set log-level INFORMATIONAL log-interval 30

o] &S 7|# 0 2 ~ntE CLI /RA|E 7}2] 7]+ FlexConfig 7H A S A4 &t}
01] £ E0] 7lA o]&-©] "deerpe_class"$! 7 $- FlexConfig 7] A & tha-2 25

S0l A= 2<okE CLIAA S B8] A4 e oAl 5558 55 31514 k)
i FlexConfigE &3l A% o] o}y 7] wji&-YJ U ch

Q% P55 Y
o} g AR A

73 g o) A



| 2= Asago14
EEEREERN

Template

class-map dcerpc_inspection
match access-list dcerpc class

policy-map global_policy
class dcerpc inspection
inspect dcerpc

MNegate Template

1 policy-map global_policy

2 no class dcerpc_inspection
no class-map dcerpc_inspection

7] 4 FlexConfig A Aol /A& F7F3U o

wle 7] A A 7

HY 7] A= v S s v 7ke Bxd o)

A 97 817) 913 AbeE Ik,

i - 8 &HaHAl A
FlexConfig 7§ Al B2= 227t E CLI {1 & 3 ol ARS-¥ A & 1 717F WA sk st el g 2t
dol sl v 7] jAE A g
T 2A|A
SAI 1 Ezpol] A Objects(7] ) 2} Secret Keys(H] ™ 7)) 2 x}el & A @1 o}
@A 2 & T stuE I

< NAE AW+ ES ZE R
< MAE St A e 27 obol (@) Ze g

AzE A e AAS A D A ) FAE olel 2 O)e 2 FUt

A1 3 7HA 9] Name(©] &) 2 AH (A8 Aahs 48U

w7 4 Password(H] U 5) 2 Confirm PaSSNOI‘d(H] WUH S o) e BdH S = 7] e A Ex1d
= 9gdy
gy e 9 AET gk A] g sEAE YT

@A 5 OK(ERN)E S8 FUt

a3 Ay el i



L
o
F_A_,

Axagold |

. FlexConfig 4 ¥ E&| &8

Gl = 2]

« A 7H A ©] 7 -9- FlexConfigol| 4] ©] & A}-&-3F2 ¥ FlexConfig W Al & A sk v 7] o] ¥
T2 AT OE AT AAE AG . 2™ vE A £ o] s AL A
A & U182 FlexConfig 7} A ol A ¥ 4= 2440, 17 s o] ] o] &8 Fa13l Al &

. FlexConﬁg 7g A €] A -2l FlexConfig 7§ Al ol 4 AH-&-# 7]E WA S A 8= 45, 9] 19 0]

S 753 tulo] 25 A 28 EAE & o] EfoF F ).

« 2VFE CLI |2 3oll 4 ol v 717F ot 45 vd S48 A4S o s Fsh= 71 9

E-o] AT ofol B A 71 & A8t

FlexConfig 3 ¥ E¢] &4

-

FlexConfig 4 A& AR st YA ths 75 235 79 2 A A EF YT} Pending Changes(H.F &
Q1 ¥17 ALa}) w3} A Akell "Last Deployment Falled(u]-x] 2 -5 A 3 WA A 7F A = H See
Details(Al - AHEF 3 x) F 35 S o] Ba& S8 6tA AL 212 o] oo Aufjs +5
S e AFUTE 5 o7 XA E 2o dd | A4S U th

FlexConfig Al 2 Q1) Zol] A | 3k 74 -§-) M| F- AL}l A = 21 2 %] ¢k 1 & 8- A}-8-3}+= FlexConlfig
Aol el Aset] Asja WeS EAFUT o] AR Agake] AAE S OhA] TEL
NEGYTE ANA o] BL A0l nw, o] Bag Zelata Aol tg AR o3k AR duT.

o & E0°] TCP MSS(H U] TCP M1 E A7))E /438 = 7 -9, sysopt connection tcpmss 8 & S
ALE-3le] o] A& A o1& 4= 915 Y Tt device manager©ll A] :r'"*é gk 79, o] s34 ol o] gk threat defense
7] 322 0 U THASA 7] H g2 1380).

ASA 71 E2HS 7] B MTU(1500) 2 AH&-31= Q1E] 5 0] 2ol A] IPv4 VPN-S 2 8l 3= A 9- H 2] o] 2] ]
T3 T AT AAE dFUTH A Z=Elo A= VPN 8|t of] 1208F0] EE B 8 = $FH T} IPv6
o] 73§, Al2=B A A= 140uke] EE 2 2 T threat defense®] 7] k<] 04 AHE-SHH Al =2
Eoﬂ}\-] MSSE zﬁx\}sﬁ]—f\r 3}\*1/]1;} ] /H;G ke ;QALXJO] Egﬁiﬂoﬂ EH—;;H ] OOE S—E MTUZ H]

FEsto] tuto] 9] Qg | o] 2~ A e A A 2 TFE MTUE A8 45, OWF%%HE} TCP MSS
= ol o]~ o] oyt SR Ao B R A v &9 EEHJJOl VPN< &3t 3%
3l ST 1wl E) ]/ﬂ]o] WA e 7 S-oll vk M A sk 4= 9l Ut o] 9, TCP MSSE MTUOM 120&
Wl ZH(IPv4 2] 73-9-) 3= MTU A 1408 Wl 2HIPv6e] 7)o & A Aslar BE Qe 5 o] 2o tjj&l
Y3 MTUE /‘}%%L“’F AFH T MSSE ”ﬂ*l # 0 2 7 str] et TLS/SSL & 8l &5 B A
A e %W 820 54 MSS7F Qg A9, QI o] 2~ MTUE 7[RES. = &g MSSE A A
skal MSS A A& F At

A E 57) 98] TCPMSSE 3ulo] EZ A A Atha 7FA &) B AGUTH o] 2 $- 3 oA 4810 E
& AU o2 AAE B v 3 fARE 5 @77 RS A Hy

73
(¢}
a1

Deployment Failed: User (admin) Triggered Deployment

“Template” field of sysopt-connection-tcpmss caused an error. ERRCOR: [3 is smaller than minimum allowed MSS of 48 by RFC 791 Config Error -
- sysopt connection tcpmss 3
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> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
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policy-map global policy
class inspection default

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
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inspect
inspect

dns preset_dns_map
ftp

h323 h225
h323 ras
rsh

rtsp
sglnet
skinny
sunrpc
xdmep

sip
netbios
tftp
ip-options
icmp

icmp error
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policy-map global policy
class inspection default
no inspect pptp
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Name

Enable_PPTP_Global_lnspection

Description

Variables

4 ADD VARIABLE

Template

1  policy-map global policy
2 class inspection_default

3 inspect pptp

Negate Template

1 policy-map global policy

2 class inspection default

3 no inspect pptp
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policy-map global policy
class inspection_default
no inspect sip
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policy-map global policy
class inspection default
inspect sip
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Disable_SIP_Global_Inspection

Description

Variables

4 ADD VARIABLE
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1  policy-map global policy
2 class inspection_default

no inspect sip

Negate Template
policy-map global policy
class inspection default
inspect sip
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FlexConfig Policy

Group List

1. Enable_PPTP_Global_Inspection

2. Disable_SIP_Global_Inspection

WE3le] Py oz vlelns)t delo| BT gule o] £A15Ex Helghoh
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1 policy-map global_peolicy

class inspection_default
inspect pptp

4 policy-map global policy
class inspection_default

no inspect sip
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CLI £ = SSH A 4 ol A show running-config policy-map ™ & S A}-&-3}o] A8 F9] Ay 1y
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> show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
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no tcp-inspection
policy-map global policy

class inspection default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect netbios

inspect tftp

inspect ip-options

inspect icmp

inspect icmp error

inspect pptp
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CLI &% %3+ SSH A4 ¢l A show running-config policy-map ™8 &S A}-&-3Fo] 28 o] Au 19
o] A o Zé el W7 Ateko] 485 A=A Y Th
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> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error
inspect pptp
inspect sip
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o] dajel A= 57 Qe o] 2] F =X N E 7F E o tdl] PPTP HAME &4 315t o] ¢
Al e Abolol]l ERIE F EQ1E H o] 445 o] Q& =X ER AL o= A gyt
F A= E 7ho]l PPTP 7AME &4 351 o] 23k CLIol &= th 5o 23yt
1. 229 o] dEFQE 5 2EQ P42 AA% ACL
2. o] ACLS Fxdte= Edfld S9=
3. EYY Se~E st EgE S 26 didl PPTP HAHE &4 shah= & 4 .
4. A W& Yot Qg o] 2o A8k Au] 2 G A o] dhAol| A A A3 AL A A 2 &4
sk h
S
o Ao FAEE A2 g A ] 2A S A T 2 https://www.cisco.com/c/en/us/support/security/
asa-firepower-services/products-installation-and-configuration-guides-list.htmlol| 4] A 3-%] = Cisco ASA
Series WstH Ay 1y o] A Tho| =& FEEA Al 2
ZRAA
A1 Device(t] Blo] 22) > Advanced Configuration(aL 5 71 3] 212 o] A)ell 4] View Configuration(? 3] Z1¢]
ojld BI)& Y FHh
@Al2  Advanced Configuration(aL 71 3] 718 o] A1) &2}l 4 FlexConfig > FlexConfig Objects(FlexConfig 7l
Al % S Rni=
GA3 +HES Y5t A JIAE A FYTH
GA 4 A9 o] &S JE ) o S E°] Enable PPTP_Inspection_on_InterfaceS 1 & gt}
GA s U QIE H o] 20 gist & F7FE Y T
a) Variables( L—r) 5 919 +& 83
b) Wo] o] 5 pptp-ifet o] =G
¢) Type(+3)C 2 Interface(2 B #l o] 2) S A&l gy},
d) Value(zh)E= inside(H1 %) S1E| slo] 22 A el gy},
3} A Ab= v o] A Y TH

CEEEDEE |
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Add New Variable

MName

pptp-if

Description

Type Value

Interface v inside

e) Add(F7hHE Z8 Y

Template(FE3) AR 7| A 52275 L¢3t v 5 =34t

access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1
class-map MATCH_ CMAP
match access-list MATCH ACL
policy-map PPTP_POLICY
class MATCH_CMAP
inspect pptp
service-policy PPTP POLICY interface {{pptp-if.name}}

WHFE ARSI W o] 5 TH I Alojo] M o] 5 8tk ek d 27 Ag-she] e
548 Agaor syt e Hlo] =5 Ao st A= o8] 5 o] 23hE o] gl7] wiiEiy .
O1E] H| o] 2~ o] 52 "name" EAJ ol E 3] o] ¢l o= 2 {{pptp-if.name}}S Y F s M=ol ddE <l
] 7| o] 2~ ] gk name 54 2 gko] A U th PPTP AAME QIE #| o] 25 WA &l of 3}+= 74 §- ¥
ofoll A Tt Q1 | o] =7 A 83k ),
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Negate Template(*" 7 5} 512 51) 71 7]ol o] 71312 o] A& A3 7 23}
o},

o] e A1) 75 PPTP AL A goll vk AL ¥ = Sef 2= W, A2 W) 5L An] 2= g A o] lrkar 7h4 9]
ok wEba] T a sk | Eslel A o2 e s B A Ay

Tt QIE F 0] 29] 7] AfH| 2 A F o] PPTP A4S A A= F7Fsh= 790l = A8 ol A
2 AAE FastebA vtk AA HelM S AE Fasts A, A Wel 2oke I el
A ZAARE FU T - E Sk S S AFE Aol o] =ahA] o2 A7k Ay Ehx

MANA T3k HE-S &5k shetsfof Pt

THE FES A v G FES A D ok i) A 2 A s oF itk mEkA wA A
Bl 2 AR ApA| Sl A 2 552w o]l Aty o] B FA] ef oW AFE- F]l A A

=T e

AE A ESHA Hu' A 2" Q75 wtEst WA S Al = flssH

ol

no service-policy PPTP POLICY interface {{pptp-if.name}}
no policy-map PPTP_POLICY
no class-map MATCH_CMAP
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no access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1

A ohe3) 2ol AP
Name

Enable_PPTP_lnspection_on_Interface

Description

Variables i
MAME TYPE VALUE DESCRIPTION ACTIONS

_ “Itt‘l[r—r_l— m Inbl'd.:

Template = Expand &.:'l Reset

access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.160.1
class-map MATCH CMAP

match access-list MATCH ACL

policy-map PPTP_POLICY

class MATCH CMAP
inspect pptp
service-policy PPTP_POLICY interface

MNegate Template * Expand ) Reset

no service-policy PPTP_POLICY interface {{pptp
no policy-map PPTP_POLICY

no class-map MATCH CMAP
no access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1

G718 OK(ERN)E S8 skl ZiAlE 443t

SA9  FlexConfig g 2ol 7|4 & 71 T}
a) ko A FlexConfig Policy(FlexConfig 4 @) & S8 &
b) Group List(“L5F H5)o A +&5 2 ]
¢) Enable PPTP_Inspection_on_Interface 7] A = A &3} 11 OK (&+2])
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FlexConfig Policy

Group List

1. Enable_PPTP_inspection_on_Interface

glo] gEoR 1ﬂi7l7}°*tﬂ o|EUth th& el A 9f 3Fe] F o gy
? = v 7] A "inside"g} = o] o= E1EY
S A FEHA Lo g MRS 243 &
1 A= w744 FlexConfig 7] A1 & =4 4 o}

access-1ist MATCH ACL permit ip host 192.168.1.55 host
198.51.100.1
class-map MATCH CMAP

match access-list MATCH_ACL
policy-map PPTP_POLICY
class MATCH_CMAP

inspect pptp

service-policy PPTP_POLICY interface inside

d) Save(AhE ZH 3}t

oA AL 5T 5 Ui

WA ARS A Y
a) H do]x 9] 2 2% el 31+= Deploy Changes(*17d AHd 7-5) ofol2& S H YT

b) Deploy Now(A & %) HES 22§t}
FEo| ¢haE W7hA] 7tk AL OK (BN E F et UZ 2y B2 g 12 /)28 3
A AFHH

CLI &% F+= SSH Al Aol A show running-config 8 & 2] W &S AL-&-3slo] A& T2l AT g o)A
o gatgk |7 Algko] A& H A=A FldH T

AN

show running-config(<=)E 9 ® ko] M A CLI 19 L8| o] A& HASHA Y Tt W & S AF8-3ho] o]
Ay golde] 7 F 1S geld 4= glHuyth

* show running-config access-liss MATCH_ACL ACL &2l.
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* show running-config policy-map PPTP_POLICY =] %

« show running-config class S el 2~ 9 221, o] © &

o
o

« show running-config service-policy % & ¥l o] QlE] o] 2o 225 =%] <l o] PH S 23

s mE Au s g o] TAF T,

o] o] AlA2Tt st Qi the EE & Fal A5 1elo o] 3 A g H LS Bl F 5
SERRlcs

> show running-config access-list MATCH_ ACL
access-list MATCH ACL extended permit ip host 192.168.1.55 host 198.51.100.1

> show running-config class
|

class-map MATCH_ CMAP

match access-list MATCH ACL
class-map inspection default

match default-inspection-traffic
|

> show running-config policy-map PPTP_POLICY
|
policy-map PPTP POLICY

class MATCH_CMAP

inspect pptp
|
> show running-config service-policy
service-policy global policy global
service-policy PPTP_POLICY interface inside
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