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| Field | Value |
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| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | ftdv-stack
| description | FTDvtemplate
| creation time | 2020-12-07T14:55:052
| updated time | None
| stack status | CREATE IN PROGRESS
| stack status_reason | Stack CREATE started
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| ID | Stack Name | Project | Stack Status

| Creation Time | Updated Time |
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| 14624afl-e5fa-4096-bd86-c453bc2928ae | ftdv-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE
| 2020-12-07T14:55:05Z | None

| 198336cb-1186-45ab-858f-15ccd3b909¢c8 | infra-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE
| 2020-12-03T10:46:50Z | None

4 y y 4 y 4 '
t t t t t t t

. OpenStack-8 Cisco Secure Firewall Threat Defense Virtual A] 2} 7}-o] =



3

Secure Firewall device manager=. Secure
Firewall Threat Defense Virtual <]

o] &l A = device manager= ¥2] ¥ = 5 ¥ 3 threat defense virtual T H}o] 25 &3+ WHS A
Hayoh 27184 &8 7538 W Cisco Secure Firewall Device Manager 71/“ Tlol = A A 7lol=
& Fxs A L.

« Secure Firewall device managerE A}-83}+= Secure Firewall Threat Defense Virtual 7 1., 13 3| o] #]
« 27] 743, 14 #| o] A]

* Secure Firewall device managerol] 4| Tl vu}o] =5 -4 1= W, 16 3 0] %]

Secure Firewall device manager=- A}-8 S+ Secure Firewall
Threat Defense Virtual 74 &

Secure Firewall Threat Defense Virtual->-(:=) Cisco NGFW & /4 9] 7}dsbe -4 @44 YT} threat
defense virtual> Z~H| o] EZ W3l 2}-9-8) NGIPS(Next-Generation Intrusion Prevention System),
AVC(Application Visibility and Control), URL Z B &, oA = v fll 2~ 9} -8 A off w318 A n] 2~
E ATy

U 5 threat defense F-2 ol 32 3H% 1 7] 8k T ujo] 2~ A A npHARR] Secure Firewall device manager<
AF-8-310] threat defense virtual & 2] & = Q& ‘4 t}. device manager AH&S E3] A7F R U E 9 =0
A 7S BB AL EE AT EY 0 VR VTS ?"‘4 3k 4= 9) 5 Yt} Firepower Device Manager=

tufo] 25 st = E Nk 23k U EY A & Ed3] A 145 U‘rv ool 2~
2 AFE AFE-3l| o] 2 threat defense U] vFo] 27} 33 fﬂﬁ HEAE Ao 0}71 = d3kA &=
-l F83yh.

the2] Hufe] 25 #he] F AL threat defenseoll M 3183k Y H413F 75 B A& ARE-ske] = 4
$-ol = ¥ device manager U] 4] management center<-(£) AF&3}0] tulo] A5 LA SIAI A Q. A}
A ek W82 Secure Firewall Management Center = Secure Firewall Threat Defense Virtual ¥+2], 23 3 o]
A% FETHIA 2

A AAS Al #E] Qe H o] 220 A SSHE A&7 threat defense CLIOY & 4| 228} L, device
manager CLI®| A threat defenseol] <943 4= 915t}

OpenStack-&- Cisco Secure Firewall Threat Defense Virtual A1 % 7-o] = [}


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

Secure Firewall device manager= Secure Firewall Threat Defense Virtual 7] |

threat defense virtual 7] ¥ 71 3] 18| o] Aol A = T2] A FH o] 2} 5 Qg H o] 25 F LT A B
o I A G T, b 2ol ¥ AL85haL Al 28] Blo|El o] £ Q1 Hlo] EE /b 2 e o]
Qe o] 2o A QI Yo AT 5= glofof gttt

wheba] 7] A 3] 18| o] A2 7 =9 A «] 5 3k v E 9] 7 o] Management0-0 2 GigabitEthernet0-1 (1}
M T A2 F UARF AAH S 7] e FaAE R IP FAE Aol Ef o] & AL
SdUT 282 s v Qe Ho] 2= QY o] AA3st7] flal] Wi QIE s o] 2=} 9] - Q1 | o]
25 A 2 F3ato] 2" gk
e el A28 ¢ = U EY TS AR Sobd U5 I E F| o] 2ol ARS8k A 3= o E A E
Jloll Management0-0= 14 & 4= O] FUth o] AU EYTLEo R I Qg FH o]~ P F4
Aol Ef ol & A sHA -4 3l oF F I:‘r.
threat defense virtual-=() o] T35 T 3 58 A H 4 4719 AE o] 25 AR&-3) oF )

< 7FE Al el AL A QIE o o] 2= e 91 E ) o] 2~ (Management0-0) ] L U

« 7P WAl o] A Q1E # o] = X e Q1 #] o] 2~ (Diagnostic0-0) Y Y T

o 7} WAl e] Al A A 21 7 o] 2~ (GigabitEthernet0-0)= 2] 5 Q1E] 7] o] 22 L T},

« 71wl o] o] WA Q1E] H| o] 2(GigabitEthernet0-1)+= W5 Q18 Al o] 2t}

o[t Eef= o] 45 Hh 67] o/d2] I H o] 25 F718le] & 8709 HlolH I H o] AE AHE
T UFU F7F vlolE Qe Ho] 2] B9 28 U E A7E SubE o HIE Aol visg ¥ =
, 32 oY QIEfH| o] 27} A-_F A Bl Hai= VLANC]| w3 5=~ 2+l gt VMware <

El
&
A
B o] & A & s A L.

W8] 0] ek o] ekl o122 E AFH L Q1B V1E} A= B Eo] Ak o 1
3 =0 A S E 33 threat defense virtual 7] 5 ©] U EY T oA 2ul2 A 2E3l= 27 4 &

salof Gtk thg T /A g F s Al sge] 27 FAS £ F g

« device manager ¢} Q1 & | o] (A E A& Dev1ce Manageri= ] H2}-9-# o A] Al g Y
th. o] QIE o] =& ARgato] Al 2~8ls -4, ¥e] H B2 Py

* CLI("8 B & el F o] )
AR vPALE AR
ARE8l o 8] Al =R
AP AR A L

9}

pui

A vFRAALE ARS Y YA B, 7] 74 ol device manager T 2] CLI
o, A 3| A el = CLIE A& & = 55 Yt device manager< (&)
Al
O

A
AU
T4, B, RUE P S 4= A F Y o) (A 8 AL threat defense CLI P}

& FANAE ol B o] 28 AgS) A 2T 7] TS S WEE AT

. OpenStack-8 Cisco Secure Firewall Threat Defense Virtual A] 2} 7}-o] =




I Secure Firewall device manager= Secure Firewall Threat Defense Virtual 7]
%1 &) Device Manager .

21 3l Device Manager

device managerol]l 212 Z1918 uji= tulo] A A A npHALR o] F3)] 27| A2 A4S SR Y

o},

SA1 B4 E €l device manageroll 211U TE CLION A 7] A3 18 o] A& 3 81A] & drtar 7Hd skar
https://FTDV &-& IPv4 54 B3 [FTDV IPv6 &8 F24]oll A device managerS <34t}

@A 2 AFEAF 0] & admin 2 B EH S Admin1232. 2 =2 1203y}

WA 3 A 2Ee] A g0 2aelskm CLIA A PHALE AL S 2 Aol A= fA vhol s AokS el R B
ofstaL gl A W AN 5 S WA s WAA T EA U A% Y o el @ B Sadok Fuu.
74 913 9 ghe) Qe o] ol T kg $4S TS Ne(tH)E 2Tt

A Next(the)E Fshw A o] tjufo] 2o 755U Th. Qe o] 23z o] Fo] "o = A g 5 o]
"outside zone" H.¢F ol FrFg Ut} A A o] nlE%] e 611/]1:}
a) OutsideInterface(®] - Q1E]Ho] 2) - Alo] Ego] R & wi= g} $-Elof] A3 to] ] ZE Ut} 27] t]nfo]
28 Fol = oA % QB o] 22 AEE 5 gLt 3 Al HolE B Ho] 27} 71 )% QlE| o]
E !

IPv4 773 - o] - QIE] 7] 0] 2= 9] [Pv4 =245 74 § U th DHCPE A8t AU 78 0 & 5179 TP T4, A Bl v}

2 B ACEdel & e 4 AFH 1171 & AEste] IPva F4AE TASH &5 T sy

IPv6 -4 - & - Q1E 5] o] 9] IPv6 T4 5 74 Ut DHCPE AHE-SA L 5 2

A Egol & 48 = dHUth 1171 & A8t Pve T45 TASHA &S ?E AFH
b) g AEFH o]~

DNS A H - A] 28] #he] 5248 DNS A H & A AUt o] & 2421 913 DNS A o] =45 shvt o] 4 ¢

sttt 7] 2 7S OpenDNS & 7] DNS A B Ut} B == =4 5o 7]—“&%&3& %= 2] 2™ OpenDNS(OpenDNS

AHE)E SElste] A g P FAE B oA 2T

WY EAE o] F - ALY B FhE BAE O ES AP

Hal tinto] 2~ A7 wpHALES AFE-3) threat defense Tl HFO| 25 G4 & wl) Al 282 o} -1} = H Q1 H}--
= 5ol o) 74 718 O 2 S A TR T 271 8 ol thA] Folo ol oAl
& APT > ALY

ﬂd
R
E
FI
"U
i
mlm
L
oko il
e -
>
Ko}
i
4,
Z
H
av]
>,
i3
O
il
-
offt
o
i
ins
I
ot
B
il
2
)
it
i
v
1=
s

76 Al 228o] U@ 2o gl A% A LT
A 2ol W2 2ol 12T 7hA 0 3 A §3tel W 2nhE who
kol 85 A} oo ] Aoh chol 114 % 445 4 31

tnlo]l A5 vlE 55351 & A5 Z 2 6}9] Smart Software Manager ©] 7} E ol 21213 U} A EZS A 5|
T4 Al FARU

2= o] 72 E7} glofok Futh A gl = 904 3

OpenStack-8- Cisco Secure Firewall Threat Defense Virtual A] 2} 7}-o] = .



Secure Firewall device manager= Secure Firewall Threat Defense Virtual 7] |
. Secure Firewall device managerol| A T]vlo] ~Z A &} Wy

317]-3} 122 A 858 52 ¢lo] 902 H 7 717 A1 2FS- A el t) Lo Yo AE S 253 AnlE g
o] Mg 71A 2.2 W v o] tiule] 2 o] H-& &2 % v} Device Dashboard(T] Hlo] 2 tA| =) 2 o] 53] Smart
Licenses(Z=PHE ko]l 2) 1ol A Ha5 Feghch

@A 7 Finish(H)E S84t}

» device manager< A}-8-3l t]n}o] 2 A A 2 Secure Firewall device managerol] A T] v}o] A~ 5 -4 5
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a9 324 3kE IPSetel A

Threat
@ Enabled

Secure Firewall device managercl A t]u}o] =& 4 3= W .

DISABLE

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion pelicies in access rules. You also must have this license to

apply file policies that control files based on file type.

Includes: Q Intrusion Policy

A2 T2 lE A o] =

T4 3k 74 9- Device(t] vlo] ) S A ¥ 5} L I nter faces( 1 E] 9] ] 2~) Z15-9l| A View Configuration(1
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EEERE! Eﬂ)—%— 9 5 7 g Aol 28 AP
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Edit Physical Interface

Interface Name

dmz

Description

IPvd Address IPv6 Address Advanced Options

Type

Static e

IP Address and Subnet Mask

Status

@

192.168.6.1 ! 24
2 IPv6 25 431l e ™ IPve 12 A B 6lal 114 =5 DHCPE AFE-31] IPve +4 5 AT
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Description

Interfaces
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Add Server

Enabled DHCP Server ()
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192.168.4.50-192.168.4.240
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Add Device (7]

Host:+

ftd-1.cisco.com

Display Name:

. ftd-1.cisco.com

Registration Key:*

Group:

| None v |

Access Control Policy:*

Initial Policy v |

Smart Licensing

Note: All virtual FTDs require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the FTD performance-tiered licensing.

Until you choose a tier, your FTDv defaults to the FTDv50 selection.

Performance Tier (only for FTDv 7.0 and above):
Select a recommended Tier v

. Malware .

Threat

URL Filtering

Advanced
Unique NAT ID:+

ciscé1 2f§hat

Transfer Packets

| Cancel |

« Host(Z. 22 E)—F 713} t]ufo] 9] [P =4 (IPv4 2 IPv6)E 9 2 3t IPve S 8l A Ao A9 5 AE o] &
o Ipvd T Ipv6 S EEE 5 25

* Display Name(3£A] ©] &)—management center®l] 3£ A 8F3LA} 3F= t]ufo] 2 o] &8 ¢ & gt}

* Registration key('s-5 71) - threat defense virtual F-E=E 3] Ao A XA 3 A3} F A3 55 715 4= TY

o},
» Domain(:= ¥ Q) - HE] vl @ o] Qi A5 2 = v lel ufo] A5 g,
* Group(L&) - L& AH&8he 7 Hubol & g ety

* Access Control Policy() Al 2= Alo] 28 &) - 7] A A& Aedyth Abgafof st BH+ ¢ ;ﬁi—‘io] ojm U=
7 $-7} o} 2H Create new policy(A] 2 28 A1), Block all traffic(=E E#| ¥ Aeh S AEg Ut} U5 E
oS F Gt e E WA F AFHTE A= Alo] 24, 37 H o] A& FxeA A L.
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New Policy @

Name:

ftd-ac_policy

Description:

Select Base Policy:

None v
Default Action:
®) Block all traffic
Intrusion Prevention
Network Discovery
Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

Q_ Search by name or value

192.168.0.12 \M\

* Smartlicense(/\E}E o] A7) - Est = 7ol B8 g AntE ol d (ot = Y3l A HALE A5
= o—r Malware(o“éﬁl:—), A WA E AHEstel = 4 Threat($13), 7Fel az2] 71¥F URL EHFE & 77
slel = 49 URL)E &gy}

* Unique NAT ID(2L-f- NAT ID) - threat defense virtual F-E 2~ E 3 LA o] A %] A 3 NAT IDE #] 4 $Hu o}

* Transfer Packets(¥ %! A <) - t] ¥} ©] 227} management centerol] 3| 7] & A %3} =5 & &3t} o] FA o] &4
3} 5] o] IPS <= Snort 71’3 0]‘3*]‘57} EZAEH tujo] A= 74’\}2 1l o] E wEtdo]H HH 2 37 o
©] E] & management centerol] 71531 o} 1] €4 3} 8}H management centerol] o] I E A B uk M F-31a1 7%

olE = HAFskA BEUT

@7 3 Register (5-5)E 283l 434
=l ¥t tufo] 27} B =
S5O AuelA v FES FR1EH A
* Ping - U} " & & A}-8-3) threat defense CLI(Secure Firewall Threat Defense CLIO o Al 2~ 39 #| o] 2] )of] A2~
3} 2 management center IP =291 PingS H Yt}

=
AUt 57 2 AsH o F WA A 7F £ A Yt} threat defense virtual
o

ping system ip_address

Ping©] A 3 o]— 749 show network ™= 2 AFE-3) U E Y 3 A4S &3 threat defense IP =45 W
3j| oF 3}+= 74 -9~ configure network {ipv4 |ipv6} manual or DHCP ™ & & A}-&-314 o,

NTP - NTP A ¥ 7} System(~] 2= &) > Configuration(* ) > Time Synchronization(*] 7t & 7] 8}) | o] %] o] 4] A
“d 3k management center A H &} A x| &F==] &1 3T},

* 5% 7], NAT ID % management center IP =2~ - 5 T]H}o] 20| A 5 U3t 55 7] 9 NAT ID7F AF&-5 a1 9l &=
=] g2l gk t}. configure manager add DONTRESOLVE<reg|strat|onkey> <NATID> " & & A}-&-3l] threat
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