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Add Device (7]

Host:+

ftd-1.cisco.com

Display Name:

. ftd-1.cisco.com

Registration Key:*

Group:

| None v |

Access Control Policy:*

Initial Policy v |

Smart Licensing

Note: All virtual FTDs require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the FTD performance-tiered licensing.

Until you choose a tier, your FTDv defaults to the FTDv50 selection.

Performance Tier (only for FTDv 7.0 and above):
Select a recommended Tier v

. Malware .

Threat

URL Filtering

Advanced
Unique NAT ID:+

ciscé1 2f§hat

Transfer Packets

| Cancel |

« Host(Z. 22 E)—F 713} t]ufo] 9] [P =4 (IPv4 2 IPv6)E 9 2 3t IPve S 8l A Ao A9 5 AE o] &
o Ipvd T Ipv6 S EEE 5 25
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New Policy @

Name:

ftd-ac_policy

Description:

Select Base Policy:

None v
Default Action:
®) Block all traffic
Intrusion Prevention
Network Discovery
Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

Q_ Search by name or value

192.168.0.12 \M\
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Ping©] A 3 o]— 749 show network ™= 2 AFE-3) U E Y 3 A4S &3 threat defense IP =45 W
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cisco s | NGFW Interfaces
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Overview  Analysis  Policies  Devices  Objects ~ AMP Intelligence

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

Q_ Search by name

Interface Logical Name Type Security Zones MAC Address |Active/Standby)

@ Diagnostic0/0 diagnostic Physical

g B o) 0] FH( S

A 3 ol AFE

= =9

oy,

General (¥ Ho] A F YT
Edit Physical Interface [~}
General 1Pv4 IPv6 Advanced Hardware Configuration FMC Access
Name:
Inside
Enabled
Management Only
Description:
Mode:
None v
Security Zone:
inside-zone v
nterface ID:
MTU:
1500
Priority:
0
Propagate Security Group Tag:
‘ Cancel | m
a) Name(©] &) ol o] &5 487 o] W2 Y F gt}
o & 5¢] e F o] 20 insidet}t= o] 5 A H Tt
b) Enable(Z4d3h) 2ol ek Heghch,
¢) Mode(:. =) None(§lS) %Eﬂi FAwYH
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oF FUT, QIEsol 2 Sfe] 0al e S LA, of o Qe Aol 2 25l T
G 9 S S 105 0 A B, oS S0l i el i Gelel, 9 <l
Fo] 2= o °ﬂ°c‘°ﬂ S syt Ed g o] el A o 2= o] gt A Rt 9 Foll A U2 = o] 5

. Secure Firewall Management Center = Secure Firewall Threat Defense Virtual 2+2]

Deploy

Sync Device

Virtual Router

Global

Q ¢ 0 v

Add Interfaces v



I Secure Firewall Management Center = Secure Firewall Threat Defense Virtual 2]

SEEDEER N |

F GES A~ o] B G T 5 AT ) Pel B AL 0k I olu A Ak NAT B3, A
e A2, QoS A ol A oﬂoﬂoluro SED

>
]
il
o
>
ofo
i
¥
o
T
ko)

e) IPv4Z/EEE= IPve BS 28 It

PIPVA—EROHE 550 A Use Static IP(LE 1P ARE)E A HISka £2A)() 7] 552 DHCP 4 o = IP
Fauoh A nd vk a8 g,

dE 50 192.168.1.1/24 = 4 & gt}

Edit Physical Interface (7
General IPvd4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use Static IP v

IP Address:

192.168.1.1/24

« IPv6—"J 8 B A 25 4 2 1Pv6 DHCP 5=+ A 2] 714 2] 79 Autoconfiguration(AHs 7+4J) &H¢l 2k
& dEste] QIE Ao 28 g 8§ et

h OK(FeNE FH T
S 4 9ol A ALgakel = Qe o) 9] 5 (B FE g
General(¥ 5 ®o] gt}
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Edit Physical Interface @

General IPvd4 IPv6 Advanced Hardware Configuration FMC Access

Name:

Outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outsize-zone v

MTU:
1500

Priority:
0

Propagate Security Group Tag:

‘. Cancel ‘ m
a) Name(°|&) =0l o] 55 487} o] U & J Pt}
o & 50, Q18 7| o] 2=0f] outsidet}= ©] &3 A T
b) Enable(27d3}) Sl ehs e gt
¢) Mode(= =)= None(§l2) el = HA5Yth
d) Security Zone(®.qF G %) EETHE 50 A 7]£9] 9% Bt g9 & AE AU New(H = H=7])E S
of A KWt g s F7HE U
ol & E°] outside zone¢| 2ti= 9 9 S F7HE YT}
e) IPv43/E= IPv6 9 28 )
31 Google Cloud Platform®] VPC W E ¢ = IPv6S A Y 3H#] b5t}
* IPv4 - Use DHCP(DHCP A}-8)& Al g ste] tha 34 w75 4 gy
* DHCPOI| A 7] ¥ 7 2 7}4 7] - DHCP Aol A 7] A4 22 7}A {1t}

« DHCP 4 & W E2] - y}otsl 4 2ol tia] 17} 255 Ato] 9] #he] A& Syt vpeted F =9 7]
e A= 14k
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Edit Physical Interface Q
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use DHCP v

Obtain default route

using DHCP:

DHCP route metric:

« IPv6 - A E] B] A& 245 A4S 3Fe W Autoconfiguration(AHs -4)) el @S A Bl g )
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Eo}o] A E7} DHCPE A3} threat defense virtualol 4] IP T4 Z 714 2 A 8l DHCP A H =
g sty o

oAl 1 Devices(t] vlo] 22) > Device Management(t] vlo] &~ ))& A &3l ar tlulo] ~ 0] =4 ( £)S(E) FY T4
7] 2 DHCP > DHCP Server (DHCP A B))& A &g o},
A 3 A Y Flo] Ao A Add(F-7hHE EY 5t s s S AT
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Add Server (7]

Interface*

Inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

o | I

s B H o] 2 - EF T B A e F o] 25 A Bgh T

+ Address Pool(F4> Z) - DHCP Aol A AL&5 = HA L A IP F42 HYS AATYL o] IP T4
e Qe Ho] 29t T U7 A B Yol glojof &k, QIE]Hlo] 2= A o] 1P 4= X3 4= flss Ut

« Enable DHCP Server (DHCP A1 8] &4 3}) - A el 3}k ¢l E] ] o] 2~ o] ] DHCP A ¥ & &4 3}H o},

@7 4 OK(EH)E 29t
@A 5 Save(A ) E ST

A ERSy

7R AR QA o R R QEH o] oA HE 7He s 4AEH 2B E 7Y €5 <l
E] ¥ o] 220l DHCPE A}8-31= A5 tulo] A7} o]n] 7| B A2 2 £A8 S 4= gt 502
BEE F7Ff ok sk A 1 o] AAtE R Y UL DHCP A W ol A 7] 2 73 =& 41 8 7 -7, Devices(t]
H}o] 22) > Device M anagement(t] v}o] 2~ #2]) > Routing(ZH$-8) > Static Route(”d %] 74 =) | o] %] 2]
| Pv4 Routes(I Pv4 7 &) %1= | Pv6 Routes(I Pv6 7 &) Bl o] E-of] A5 Ut}

7 1 Devices(t] Hlo] ) > Device Management(t] vl o] 2= #e])E A &1l ar t]ujo] 2~ o] =4 ( #H)S(E) 8 gt}
7] 2 Routing(2}-$-¥) > Static Route( 4 7 2)E A B 5}31 Add Route(d 2 F=7hHE S8 3 th22 A A
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Add Static Route Configuration 2]
Type: e IPv4 IPv6
Interface*

Outside v

(Interface starting with this icon Eg'signiﬁes it is available for route leak)

Available Network C + Selected Network

Q_ Search any-ipvé4

any-IPv4-10.0.0.1

L 1]

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway
any-IPv4-10.0.0.1 v | 4+
Metric:
1
(1-254
Tunneled: (Used only for default Route)

Route Tracking:

v+
‘ Cancel ‘ m
* Type(F ) - F7atel = A4 B = 3ol ek IPv4 BE= IPv6 2hH] @ Bl &2 29 7Y
« Interface($1 Bl #| 0] ) - o] 1| 2 QE] Hlo] A5 A elghr) Aubz o 2 Q)3 Qg o] A~ Ut}
+ Available Network(A}-& 715 3F U E 9] 21) - IPv4 7] ¥ 7 2ol th3f| any-ipvdS A Bl sl AL, IPv6 7] & 7 29
3l any-ipv6= A gt o},
« Gateway (Al ©] E ¢l o]) TE3= | Pv6 Gateway(IPv6 Al o] E ¢ 0]) - o] A= 9] t}& &9l Alo]EY o] 2$HE ¢
= AEgUth P F42 EE U EYA/ZAE HAS A5 5 5y

rlo

* Metric(MlE8) -t U EN T & F5 =8 FYUTE Fast Hele= 1~2550]3 7] -3k

19,

@713 OK(ERN)E

=
BdE7F g A= HolEel F7HE YT
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B onares

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP
Manage Virtual Routers + Add Route
Global v Network a Interface Leaked from Virtual Router Gateway Tunneled Metric Tracked
Virtual Router Properties ¥ IPv4 Routes
ECMP =
any-ipv4 diagnostic Global test_dhcp false 1 ra

OSPF

OSPFv3 ¥ IPv6 Routes

RIP

47 4 save(AA)E FH AU

NAT 773

AHEH Q] NAT 714 & % F25 9% QB Fo]~ P F2:9] TEZ AHF U} o] 23 £3
NAT 7#2& e} dlo] =2 X E F4 W3HPAT)o] 2}aL ).
A 1 Devices(t] vFo] ) > NAT S A 813}z, New Policy(M 3 @) > Threat Defense NATS 28] gy o},
W72 A o) 5S A H e, AL A3 Duto] 25 A 5 Save(H ) E T Y] B}.
New Policy (]
Name:
Interface_PAT
Description:
Targeted Devices
Select devices to which you want to apply this policy.
Available Devices Selected Devices
Q_ Search by name or value FTDv 7.1.0 Build 1... i
Add to Policy

e |

“J @ ©] management center<= 57} Tk Al &3l Al A Aol 12 S F7tal oF It

@7 3 Add Rule(713 F7h& &8 3yt
Add NAT Rule(NAT f# 5=7}) t 3} &AL YEbE U o
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ER |

W4 )% A f A0S P,

Add NAT Rule

NAT Rule:
| Auto NAT Rule v \

Type:
‘ Dynamic v ‘

Interface Objects Translation PAT Pool Advanced

* NAT Rule(NAT 7F %) - Auto NAT Rule(x5 NAT 7 2)& A& g},
* Type( %) - Dynamic(s )& ¥ g .

7] 5 Interface Objects(S1El #l| o] 2= 7 A) #l| o] %] ol ] Available Interface Objects(AH-& 7} Q1E 5] o] 2= 7§ A) 4 & 2]
1. o3 9 S Degtination | nterface objects(th Ak ¢1E] 3| o] 2~ 7| A)) 9 <ol Z=7}gh o).

Add NAT Rule o

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v |

Interface Objects  Translation ~ PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)

Q, Search by name | outside-zone .

outside-zone [W‘

l Add to Destination ‘

(o ) IR

@7 6 Trandation(FA 3 o] Aol A thg w44 S AP
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B onares

Add NAT Rule @

NAT Rule:
 Auto NAT Rule v

Type:
‘ Dynamic v ‘

Enable

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

QOriginal Source:* Translated Source:
any-IPv4-10.0.0.1 v ‘ =k ‘ Destination Interface IP v
— @ The values selected for

Original Port: Destination Interface Objects in
TCP = 'Interface Objects’ tab will be used

e |

« Original Source(d - 4~2%) - B [Pv4 E219(0.0.0.0/0)0l th s+ Y EL] = 7H A& F7 sk H F7K +)
At

et
ld
i)

New Network Object (7]

Name

| all-ipva |

Description

Network
() Host () Range | (® Network | () FQDN

0.0.0.0/0 |

|| Allow Overrides

o | (D
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EEEEXN

oR
=
of

Ap& NAT 7122 WA A o] o] L2 NATE F7hshal Al =8 Qo) /HAIE 48 5 9l7] wiell A
2~ ®lo] A A o] H any-ipva /) A S AHEE S gl T
w7 2, BLE 1Pve e F ol s 718 B E VIE D [/0]F AHE3ke] NAT B 3& 43 &
AU

* Translated Source(¥ g% A~ ) - Destination Interface |P(Th7g S1E]H o] 2~ IP)E A & g},

WA 7 Save( ) E 2] FH2 A G .
i3 o] Rules(i #) B o] el A3A1 T},

.zllls.élt; FII’BDOW?[ AM\a?agemel;]tr Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q “0 #* @ adminv
evices / NGFW NAT Policy Edi

Interface_PAT You have unsaved changes m

Enter Description

Policy Assignments (1)
Rules

Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
Source Destination . e :
Original Original Original Translated Translated Translated
# | Direction; | “Type: Interface interface Sources Destinations Services Sources Destinations Services Options
Objects Objects
~ NAT Rules Before
» Auto NAT Rules
#. X Di.. any % outsize-z B any-IPv4-10.0.( (@ Interface @ Dnsifa W

V' NAT Rules After

WA 8 W AR A ke NAT 3| o] %] ol A Save(A )5 =yt

oA 2= A of T4

management center< A}-8-3l threat defense virtual & &5 wj] 7] A2~ A EE A 2 2] Block all
traffic(= & E Y Adh)S ‘3"4 A, ‘qﬂ}ol/\ o Eg TS
of Yt} thg Aafol A &= Ul F- GGl A 2 F o e By
Utk o0& g 9ol = A5oll= A4 v E JELOﬂ gk Ega S 58
=3

BHot A 9 5F2 S 4512 ™ Firepower Management Center -4 7}0] = 4] 7o =& 3z
Al Q.

ok
> T{

A1 1 Policy(% ) > Access Policy(24 Al 2= 4 2l1) > Access Policy( Al 2~ 74 )& A1 Bl 3} 31 threat defense®l] ¥ oA~
AEZ GA ol taf 4 e S5 T h
@A 2 Add Rule(t2 F7h& S48t v w7/l sE 24 S
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B
Add Rule Q
Name Insert
inside_to_outside Enabled into Mandatory v
Action Time Range
© Allow v =] None v |+
Zones Networks VLAN Tags A users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
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