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I policy_gap_report.txt - Notepad
File Edit Format View Help
' ISE 1.1 Policy Gap Analysis Report

Date: 2012.01.11:

The Policy Gap Analysis Report is meant to summarize all existing policy
related functionality diffarences between ACS 5.1 / 5.2 and ISEL.1.

source;
ACS 5.2
10.56.13.106

Service: Default Network Access
Policy Type: authentication Policy

Rule: Rule-1

Description: This rule cannot hbe migrated because Compound conditions
which nhave different logical expressing is currently not supported by
ISE policy engine.

Service: Default Metwork Access
Policy Type: authorization Policy

Summary :

wZervice Selection Policy : Supported
wauthentication Policy : Unsupported
*authorization Policy I Supported

Mot all policies are compatible with ISE 1.1. out of security concerns,
the migration application will not migrate any of wyour ACS policies.

g
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CISCO
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Partially Supported Objects Lisk: 0
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0 Secure ACS to Cisco ISE Migration Tool

_ Exit Help
Logged in as: ACS5 Credentials 3 atfeare
Logged in as: c I s C O

ACSS 1Pjhoskname: | |

Migrakion | Settings |
ACSS Lsername |acsadmin |
Export From ACS
B35 Password |

b Process: Exporting |

Migraked Objects ounkt Success “Warnings Efrars
[*-{C Predefined Refer 1] 1] 1] 1]
(- Dictionaries T — 0 0 0 0
[*-|C5 Users and Identity Stares [ | 1} o 1} o
-7 Devices ( ] o 0 0 0
{7 RADILS Server ( ] o 0 0 0
(-5 Policy Elements [ | o i} i} i}
-7 Access policies [ | o 1] 1] 1]

[ Import To ISE ] [ Import Reportis) ] [ Palicy Gap Analysis Repart ] [ View Log Console ]

@A 5 Cisco Secure ACS to Cisco ISE Migration Tool(Cisco Secure ACS-Cisco ISE v}o] 18| o] A &) ol A wfo] 18 o] A
I RANE BYEFSEH, o] Aol = A E e A R W79 A 7F BAIH A B EE L/FE EF AT

A7 gy

M Cisco Secure ACS to Cisco ISE Migration Tool

~ Exit Help
Logged in as:  acsadmin on ACSS5: ol I ol l ]
Logged in as: on ISE: 'c 1 s C 0

Migration | Settings|

Export From &CS Export Repork(s) | Current Running Process: Exporting |

Migrated Objects Progress Count Success Warnings Errors
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[=-{) Dictionaries 392 392 7 5 o W

L. @ YSA Vendors 12 7 s 0
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Exit Help
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Report Type: Exporting from ACS repart

Report File:  C:positron-migrationireportstexport_report, bxt

Migration Report

Migration Phase: Export from ACS
Date: Tue Sel:J-in 16:50:22 IST zZ010
Machine: 10.56.13.112

COhject Group: Predefined Reference Data
Object Type: Generic Attributes
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> 2010.09.28 16:52:31'716 : 'ConfigChangelata': exported sucessfully.
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@A 2 Cisco ISER 714 7] Ao, LDAP ID A 4ol 4418 F=71atetes WA A7) A =W OK(Fe) = 28

ol

.

p
Logged in a !.'I[,'ll
L din ad —t o : S
ogged in a4 (i Usze the_FoIIow?ng dialog to add attributes Far identity stares (LDAP) |_CLS_.CQ
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(=) Dictionaries [ ] o i} o i}
- WSA Yendors Mot Started ] ] a ]
- 4 RADIUS YSAs Mot Started ul o o 1]
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28 Cisco Secure ACS to Cisco ISE Migration Tool - [OX]
Exit Help
Logged in as: Identity Stores Attributes Dictionary
Logged in as:
———— M| LDaP 1dentitv Store: | aC Profil 4| Choose sach LDVP Identity Store fraom
Migration | Settin At | dete) v'| the list and define its attributes in the
[ Add Attribute ] [ Delete Selected Rowls) ] Lo —]
Export From
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- % Iden) ]
=-{C5) Users arj i}
- i se a
- 4 Ider| il
- i Use [ Save & Exit ] [ Cancel ] ]
- # Hoshl 0 bt
Import To ISE [ Import Report(s) ] [ Palicy Gap Analysis Report ] [ Yiew Log Consale ] 8
3
&
Attribute Name(Z54 ©]5) Z =0 o] &S 183}, Attribute Type(54 63) CEOE B5A % 3
el gk o5 Default Value(7] - 4t) Z Eof #hS =3t Save & Exit(Ad 2 T5)& 28 F Y
E& F7 }HP %, Import ToISE(ISEZ 7}4 2.7])& &7 3} 3L Cisco ISE FQDN(Fully Qualified Domain Name), A}
42} o] 2 2 v H Z = ISE Credentials(ISE A2 1) %ol 9 & 3}3L Connect(H 2)Z &8 g}

3
mhol2e o] A -2 SSL 154 ¢ FQDN A X 3h=4] 2ol g d.

o] g 7}A 7] X2 A 2~7}F = 5 W Cisco Secure ACS to Cisco ISE Migration Tool(Cisco Secure ACS-Cisco ISE
mto] g o] &) Aol 7FA 2719 e 7hA 2.7 kR ' FAIE Y

7HA 2 dlolEl o] thak A A BuMZ B eH Import Report(s)(E.aLA 714 2 71) S Z gy}

Cisco Identity Services Engine:=, 1.3 vlo] 120l 4 & 7o] = Az~ ]



4T dolE A% 44 |
. 7}4] 2.7] Cisco ISEZ t| o] ]

[N rrep 2o | ke = -

& I ACS - Identity Services Engme 1.0 Migration Tool

Report Type: Imporking ko ISE report
Report File:  C:\positron-migrationreportsiimpaort_report, bxt
Toeoo Trvrues 0 T L A LT T L R
> 2010.09.28 17:16:42'907 @ Added configuration: Radius
> Z010.09.28 17:16:43'500 @ Added configuration: Radius
> Z010.09.258 17:16:44'110 : Added configuration: Radius
> 2010.09.258 17:16:44'719 : Added configuration: Radius
> 2010.09.258 17:16:45'5344 : Added configuration: Radius
> 2010.09.258 17:16:45'953 : Added configuration: Radius
> 2010.09.28 17:16:46'578 :Ikdded configuration: Radius
> 2010.09.28 17:16:47'203 7 Added configuration: Radius
> Z010.09.258 17:16:47'513 @ Added configuration: Radius
> Z2010.09.28 17:16:45'422 : Added configuration: Radius
> 2010.09.28 17:16:49'032 : Added configuration: Radius
> 2010.09.28 17:16:49'625 : Added configuration: Radius
> 2010.09.28 17:16:50'235 : Added configuration: Radius
> 2010.09.28 17:16:50'875 @ Added configuration: Radius
> Z010.09.28 17:16:51'500 @ Added configuration: Radius
v
]
| Presvious Page ] [ Mext Page s
o

SA8 THA LT ZEAL Foll WA AL B el tiE Z}/‘ﬂ 3 1S oei, Migrations(7heo] el o] ) w ]
Warnings or Errors(7d 1L =+ 2. ) &

U o]
A9 Cisco Secure ACS$} Cisco ISE Alo] o] A2 AxLE F-2433)# W, Policy Gap AnalysisReport( ] 7+ #4 H.11

Report Type: Folicy Gap Analysis Repart
Report File:  C:ipositron-migrationireportsipolicy_gap_report.tt
£y
The Policy Gap Analysisz Report iz meant to summarize all existing policy
related functiconality diffarences between ACS 5.1 / 5.2 and ISEl.Ll.
Source:
ACE E.1
10.10.10.10
Summary:
*Bervice Selection Policy : Bupported
*huthentication Policy : Bupported w
[Ty
" <}
[ Previous Page ] [ MNext Page ] Q
&

G110 View Log Console(2 1 4 H7])S Fgalo], YH 7] £ 714 2 7] 24 o] A 7F B 7S F A8 o)

[l Cisco Identity Services Enginei=, 1.3 7lo] 1@ o] A & 7po] = Hg] ~



| 97 de8 2% 44
Cisco ISE?] 4] }o] 22 o] A5 vjole) 3tal |}

co |SE Migration Tool

Exit Help
Logged in as: acsadmin on ACSS:
Logged in as: admin on ISE:
Migration | Settings|
[ Export From ACS ] [ Export Reporks) ] | Current Running Process: Importing finished...
L 1
Migrated Objects Progress Counk Success ‘Warnings Errors
[#-{5) Predefined Reference Data ill ot Be In 0 0 0 0 ~
=) Dictionaries 1011 1010 o L
- 4 Y34 Vendors 7 7 a a
- RADILS W3as 25 g7 u] L
- 4 RADIUS Attributes 176 176 u] o -
- 4 Identity Attributes 1] i} u] i}
(=I5 Users and Identity Stores 11 10 0 1
- 4 User Password Complesxity 1 1 u] i}
- # Identity Groups 2 2 ] i}
- i Lsers 1} ] a a
- # Hosts 0 0 [u] 1] v
Impoart Ta ISE ] [ Import Report{s) ] [ Palicy Gap Analysis Repart ] | Hide Log Consale |
Log Consale:
INFO Thread-E ISE finis completed: <7xml version="1.0" encoding="UTF-8" B
standalone="yes"?==request-result=<hitp-code=200=http-code=<cpm-code=52001 =/cpm-code==description=Changed &
configuration=/description=<module-name=Migration Tool=module-name=<internal-error-info=<irternal-error-info= <requested-oper
ation=Cperation: Migration Tool
finishing=frequested-operation==resource-id=<resource-id==resource-name=migration_tool=fesource-name==resource-type=hig
rationToolRESTService=tesource-type=<status=SUC CESSFUL=/status=<request-result=
IMFCr Thread-6 Finizhed importing Access policies Batch
INFO Thread-B Finizhed importing Authorization Exception Policies procedure
IMIEA, Tl et © Dbt franbis 1+ bl b Eonembioers Milicion sl oo i
>
>
Clear Log Consale jotd
o
ol

Cisco ISE]| 4] wlo] 18 o] A5 do] g &<l

Cisco Secure ACS 5.5 o] A}2] ©| o] E] 7} Cisco ISE 2. &2 mlo] 1 o] A ¥ =] &<13}# ™, Cisco ISE
o] 21213}o] thk3l Cisco Secure ACS 7HA S & 4= 9l =X%] el gt}

Cisco Identity Services Engine:=, 1.3 "}o] 12 o] A & 7ol = &g~
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A.

it

djol 8] = vl

o] JLZ o] A= Cisco Secure ACS, AT 2~ 5.5 == 5.6 Cisco ISE H ]~ 140 2 nlo]1go] A, JL i
nlo] 71 31017‘4 2 wpo] 1 o] A= A g+ ol E A tigh R E AT T
« dlo]y -3 w33, 43 #H o] A
Tadlo]dE "oy 7hA), 43 #H o] %]
17H2ﬂ7} “}O]Jﬂﬂolﬁﬂ ]‘3%3 44 :ﬂ]o]x]

)
rr 1
|
o,
)
2
: E
oﬁL
£
=,
o
R

Cisco Secure ACS, @8] 2= 5.5 o] ol A CiscoISE, B8] 22 1.4, 0 & HloJH TZXE vjF 3= 7S
HUl7] @A A mo] 18 o] ol A dlolE ANAE A8k HF et Ei*ﬂ Ayt

mlo] 1 o] A Hl o] El A
U} g0 E] 7} A= Cisco Secure ACS Cisco ISE, 0. & v}o] 12 o] A g Yt}
« NDG(Network Device Group) 3 % A%
« Y ES I tulo] 2
* Default Network Device(7] - U] E 9] 3 t]n}o]2x)
+ 9] RADIUS A H]
-ID 1§
o« - ARE-2
c YH- Q=X EFTAE)

* LDAP(Lightweight Directory Access Protocol)

-

-z

-z
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ol 72 v |
- IEBEE R B

* AD(Microsoft Active Directory)
* RSA (F-& A1 ¥, 3% A-19 3 x)

*« RADIUS E (3 A-18 %)

* Authorization Profiles( ¢ - = 2 5} ¢])
* dACL(downloadable Access Control List)

«ID (215) A H

ny

SR CEER PPN

.

* TACACS +°l Tk 215, Ak Fof 2 Agh Fof o <] AA(A A 7|A8)
/\

« 13RO AAMEY] A N8
e A 22 A8 A A E Y T N 28

* RADIUS Z = A] AJH] A

« AR I H T B4

*IDAE~ I RSA ZFZE

« UTF-8 H|©] EJ(UTF-8 A ¥ #H o] #] %)
« EAP ¢l X 2 ¥ 3 PEAP-TLS

s User check(AF-& 2} &21) 44

diol &l 7§ A 7} wio] ZLel| o] A = A] &=

2 gl o] & 7l A= Cisco Secure ACS 2551 T},

[l Cisco Identity Services Enginei=, 1.3 7lo] 1@ o] A & 7po] = Hg] ~



| dolg = i3

EEEEESEN |

Q154 = mho] Lol o] M¥| %] SFe B 2 4% 0 2 shashof FUITh Q1 EA & AHESHE ID A%
420] B9, 7HA € Q1FAE ID Aol ul G oF FUTH ID 222 A P2 F AL FE A5, 9
H

= JA S A A EAE Al oF Fy Tt

* SGACL(Security Group Access Control List)
* SG(Security Group)

A 91 =] = SGA(Security Group Access) Tl H}o] 228 AAA A H]
* Security Group(}.QF 1) w3
« NDAC(Network Device Admission Control) 7 2|
* SGA Egress M| E& 2
« UES A Hufo] 2 U] &] SGA H|oH
* SGA 3+ H-of A2 A3} o] SGT(Security Group Tag)

cHEA] A 2RI 2H ol FE, Hrle] & HH, tnfo] A L E IH)

« t}o] U ¢l (dial-in) &4 A

* TACACS + ZZA]

« TACACS + CHAP ¥ MSCHAP 15

« TACACS + A = 23}l 9] &4 o A

* RSA =E 720U H & FA

o H o ARG A S

0} 7}2-E 0|24 3}

 AFE A R HE 58

M E Y 9 D AGS R AFEake]l AEE o AR
&

o« AW ZANA A} 3+ F7} 44 —NumberOfHoursSinceUserCreation

Cisco Identity Services Engine:=, 1.3 v}o] 20| 4 & 7lol= e~ [}




==
T

dole 7w |

o % uho] 1o A elo]E 74

cTRES YUETE
« YES =L Hupo] 2 W 9]
* OCSP 41| 2~
* SSL/TCPE &3 Syslog ™A1 4]
« A s @ A A Y
T AR RER

« [P F4 A9

Ao 2 wol 1z o] d = "ol E JHA

t}&- gl o] E] 7] A+ Cisco Secure ACS, &) ~ 5.5 o] Aol A Cisco ISE, D] X~ 1402 Y2 o 7 n}
o] 1ol A YTt

eI F O IDH 5 AE £S48 vlo]ag ol A E A gy

* RSA sdopts.rec < 2 B Z AW E vlo] g o] A ¥ x| gk},

* T} Active Directory =9 Q1(7]3l 7191 3+ Active Directory =] 15+ & o] mlo] 12| o] A =
e,

715 ACS ¢l =¥l ~of tfal 4o LDAP Ay 1¢ o] A o] mlo] 17 o] gt}

Al e = 54 R ol 1%

A& 2} 24 o] Cisco Secure ACS, & 2] 2~ 5.5 o] Aol A Cisco ISE 1.4= 7}

ol o] 4
Cisco Secure ACS, 2 2]~ 55 o] gl 4] |4 == |Cisco ISE, 2]~ 1.4 & ) dlo|H +F
AHEAF £
=24 =24
UI32 A DA =
IPv4 A LE A G
ng A A=A =
Date('2 %) A A=A e
Enum A| A= A o2

[l Cisco Identity Services Enginei=, 1.3 7lo] 1@ o] A & 7po] = Hg] ~




| ool 72 w3
A R CEEN

4§ 54 AHERbe} a1

=
Cisco Secure ACS 2 2] 2~ 55 o] 4}2] A8z} &1 |Cisco ISE, & 2] ~ 1.4
29 54
- AE ]
uB2 A DA e
Pva A DA g
T A DHA e
Date(*7) A QA g

Cisco Secure ACS, 2 2] ~ 55 L =5614% nlo| 1@ o] AE T AE £ 4]

Cisco Secure ACS, 2 2] =55 =56 %] 9 == & | Cisco ISE, & 2]~ 1.4 2] U] dlo]H #3

2E 5A4

=A< =A<

UI32 UI32

1Pv4 1Pv4

e e

Date('d) A A A

Enum &85 ghel = A
SARE SIS AEN A4

Cisco Secure ACS, @ 2] ~ 55 0| Ate] T A~Ed] & |CiscoISE, 2 2]~ 1.4

Aw 24

=Ad Al

U132 A A (Fhol AL = W ghg)

IPva A D (ko] EAA = W)

e A DR (Fho] HAE = HEkg)

EEd A dH(Bho] FAL =2 WA ske)

Enum A AR (Fho] HAE = HEkg)

Cisco Identity Services Engine:=, 1.3 v}o] 20| 4 & 7lol= e~ [}



o o] B] 7% wi=3 I
. RADIUS <7 ©] Cisco Secure ACS, & 2] 2~ 5.5 o] %} ol| A Cisco ISE, T 2] 2~ 1.4= vlo] 18 o] A ¢

RADIUS =4 ©] Cisco Secure ACS, = 2] 2~ 5.5 o] 4ol A Cisco ISE, 2 &] =~
145 vlo] 1d o] A ¥

Cisco Secure ACS, 2 2] =~ 55 o] 4ol A 2| )] = | Cisco ISE T dlo] 8 #3, D]~ 14
RADIUS <%

UI32 UI32

Ul64 Ul64

1Pv4 1Pv4

16715 %A o8 B

w2 w2+

Enum &8 5]= ghol = A

RADIUS <-4J: RADIUS A H o] <14

Cisco Secure ACS, = 2] ~ 55 o] %}l 4] RADIUS 4] | Cisco ISE, & 2] ~ 1.4

Hel AAdd £4

UI32 %91

Ul64 e

IPv4 %91

16715 =4+ Al g 16315 TR o] S AN = k)
=24 Al

Enum A A E@FE 38H = 7ol )

djo] & & B w3

o] Ao = WE W] ZREA| 2 Foll vjg == dlo]E 7} YA g Ut} o] B o] &= Cisco Secure
ACS, D] 2 5.5 o122 7)) ¥ 2 Cisco ISE, ]2 1.49] s W57} g5t} o] A4 b
ol e w3 Hl o] Eell= who] e o] A E 2 A 2o YR 7] GA A vo] Bl & wlo] 1 o] A uf vy
B fFaESAY frastA &2 dolg MA ] et gyt

[l Cisco Identity Services Enginei=, 1.3 7lo] 1@ o] A & 7po] = Hg] ~



| dolg = i3
EECERERSPSTEN

U E 9] A tHufo] 2 i

Cisco Secure ACS <7 Cisco ISE Properties
°l& A e = o] L o] A
A A A et = mho] 1y o] A

Network Device Group(W| E 9] = tjuto] 2 157 | @A) el gl & nfo] 18 o] d

< 1P Address AA e = mlo] 1 o] A

G IPH A EY FA & A A o] = o] e o] A

IP 5 A B F4 7 A5 A o

IP Address A| <] A QDA e

TACACS A K. TACACS”} Cisco ISE, D ] 2= 1.490 4] 2] 5] A]

oo m g upo] 1zlo] M % 2] oh.

RADIUS & B U H & AA e = mle] 1# o] A

CTS A et = mlo] 1 o] A

SNMP SNMP H]©] E] & Cisco ISES] A Wk A8 7153} 7]
ol vlo] 1l o] A & t]ufo] 2ol tff gk SNMP
AHE7F lE YT

Model Name(:2- 2 o] &) o] £:4-&- Cisco ISES| A T A& 7153}, 7] &2

Z5& "unknown" 4 Y t}.

AT E o] v A o] &40 Cisco ISECI A jF ARG 7}s8hH, 713
< "unknown" ¢ 1 T},

N

43 TACACSE Y A48 =) 2 tluto] 2= no] Lao] Ho] x| 915 %) skom, mho] 12 o] ¥ <] ¢}
& tubolaz g,

Active Directory 7| ~Z

Cisco Secure ACS <73 Cisco ISE Properties

Domain name(= | ¢1 ©] &) A el = who] e o] A
User name(AH-8-A} ©] &) A e = vo] ZLe o] A
HdH S A e e = mfo] ZLe o] A

Cisco Identity Services Engine:=, 1.3 v}o] 20| 4 & 7lol= e~ [}




B o tacacs 4w w2

dolel 7= g |

Cisco Secure ACS <4

Cisco ISE Properties

Allow password change(H] "2 & ¥ 7 5]-&)

A et = o] e o] A

Allow machine access restrictions(MAR(Machine
Access Restrictions) 3] -&)

A e = mho] el o] A

Aging Time(+#] A]7F)

A et = o] e o] A

AHg7} 44

A Bt = o] Tre o] A

Groups(ZL5&)

A Gt = o] e o] A

U3 =l Al

7138 ACS 122§l 2=0f] 7}Q1 & w19k wlo] 1)

o|d%

<] X TACACS A ¥ v} =3

Cisco Secure ACS 4]

Cisco ISE Properties

o1& °l&

A Description(d )
AW 1P F 2 Hostname

Zo ols T LE

Authentication Port(%1 5 £ E)

Authentication Port(Q1 5 £ E)

Accounting Port(®] 7}-+% X E)

Accounting Port(#] 4 ¥

XE)

Server timeout(A] H Al 7+ %3}

Server timeout(A] H Al 7+ %3}

Connection Attempts($1 2 A = 3147)

Connection Attempts($1 4 A = 3157)

EAE) v
Cisco Secure ACS <4 Cisco ISE Properties
MAC 74 A el & nfo] 1l o] A
Status Not migrated
G A el = vho] e o] A
ID T35 AEFRJE 5ol vk AZE vho] 1o ¢t
l=

[l Cisco Identity Services Enginei=, 1.3 7lo] 1@ o] A & 7po] = Hg] ~



| wlelg 7% =3

IREEEN |

Cisco Secure ACS <4

Cisco ISE Properties

=y A= EINE &4 o] mho] el o] MU o}
A% o] %41 € Cisco ISES] Atk AF8-3 5+ 1= 44

Yok 27 %k "Authenticated").

hines

rr
A
ox

o] £4] L Cisco ISES A Wk AF-&-8 5= 9]
]

P TR 224 gk "TBD").

o] %732 Cisco ISEI A RE AFE- & = Sl (2.1, 5
Yt} o] gk 314 k<l "Unknown (& 4= §12)"¥

g},

o] &4 & Cisco ISEON A W AF& 8 5= gl (o1, &
Yt} o] ke 14 k<l "Unknown (& = §12)"¢

S8

o] %4 Cisco ISEOI A ¥F AFE-8 4= U= 44

AYohEES A gL "0m).

NAS IP Address(NAS IP F-4x)

o
B
ox
o
Q
w
(@}
)
7
es]
2
>
5
>~
>
ofo
ok
¥
°
uls
Iy
ox

OUI

o] &4 2 Cisco ISEA A AbE-F = = &4
P THHE 2 24 2L "TBD" ).

Posture Status(3E 2~ A}El])

o] %43-& Cisco ISESI A 7F AL 88 5= (oM,
U} o] @€ 327 78l "Unknown (2 5+ §18)"S]
Y.

Static Assignment("d 4 )

o] 4/J-& Cisco ISE| A Wk A}-8-3F 4= 9]

AU eHF2 22 3L "False").

rr
A
ox

ID A vl =g

Cisco Secure ACS <4

Cisco ISE <243

Attribute(579)

Attribute Name($4 ©] &)

a4

Description(d ™8)

Internal Name(W - ©] &)

Internal Name(W - ©] &)

Attribute Type(54 3)

Data Type(H| ] E] £3)

Maximum Length(Z] o] Z o])

nho] Leo] ¥4 &

OEE gt

rho] L o] A B A &

Cisco Identity Services Engine:=, 1.3 v}o] 20| 4 & 7lol= e~ [}



| EERE

ID 155 w3

4

dolE 72 2 |

Cisco Secure ACS <4

Cisco ISE <43

kv [y
4 4=

uho] 1ol o M 5] 4] 8

AR

AR 24 0] o] Fh(user) & S g e,

Cisco Secure ACS <73

Cisco ISE <43

ol & ol &

A Description(A ™)

e o] HAH & AT TE AR UFE nlo] 1
Aol A7 o}

e
=

LDAP -3

[l Cisco Identity Services Enginei=, 1.3 7lo] 1@ o] A & 7po] = Hg] ~

Cisco ISE, 2] 2 149 += AF&-A} 4

SEQIE ID g o] L35 0] AFUTh AHgAHE AL A D

5ol gy ofof skl OﬂEi‘ﬂE‘C A= E ID L5l &dEo]of 37| w9, Cisco Secure

ACS, "]~ 55042 ID 1§

Zeeldg Yt

S A EA H A EFXRIE ID 215 S 2 Cisco ISE, B & 22 1.40.2 w}o]

Cisco Secure ACS <4

Cisco ISE Properties

°lF °l&
A Description(4 ™)
A Ad AH A A e = vho] 21 o] A (Server Connection(A]

W A7) ¥, A-10 | 0] A o] 1% A-1F %)

Heee] 24 Jr

A el = mho] 1y o] A (Directory
Organization(T] & 2] Z2]) 51, A-10 # o] %] 2] 1
H A2 xE)

Hege 1F

@A e vol Leo] 4

EEET S

ulo] 1 o] M2 E 0 F 8 5 1 tH(Cisco
Secure ACS-Cisco ISE vlo| Z1g]| o] A & A&,




| dlelg =g

O & 3]
NDG % i3
S‘
21 W - o —
Fal 0 7] ACS 1 =E 2o ti3l] A o] ¥ LDAP 73] 18 o] A vk wlo] 1e o] A .
Z1% 5 Server Connection(’] V] 172 ) ¥
General | Server Connection Directory Organization | Directory Groups | Directory Attributes
Server Connection
[] Enable Secondary Server Always Access Primary Server First
Failback To Primary Server After: Minutes
Primary Server Secondary Server
“ Hostname sdfsdfsdl Hostname:
% Port 389 Port:
(& Anonyrous Access ANOnymous Atcess
O Authenticated Access Authenticated Access
& Admin DM Admin DM
# Passwaord Password:
Use Secure Authentication Use Secure Authentication
Root CA Root CA:
“ Server Timeout: 10 Seconds Server Timeout. Seconds
% Mayx. Admin Connections: a0 Max. Admin Connections: =
TestBind To Server 1]
Y

1% 6: Directory Organization(v] 2} €] 2] Z 2] ) ¥}

General | Server Connection | Directory Organization | Directory Groups | Directory Attributes

Schema

Subject Objectclass Person % Group Ohjectclass: | GroupOfnigueMames
Subject Name Aftribute: (uid Group Map Attribute: | UnigueMember
Certificate Attribute: usercettificate

(O Suhject Ohjects Contain Reference To Groups
(& Group Objects Contain Reference To Subjects
Subjects In Groups Are Stored In Member Atribute As: | distinguished name »
Directory Structure
Subject Search Base: | sdfsdf

Group Search Base: |sdfsdf

Test Configuration

Username Prefix\Suffix Stripping

[ trip start of subject name up to the last occurrence of the separatar: (2.0, if separator setto ', subject name ‘acmelsmith’ hecomes ‘smithy
[ Strip end of subject name from the first occurrence of the separator (e.0. if separator set o '@, subject name 'smith@acme.com’ becomes 'smith’)
MAC Address Format

Search for MAC Address in Format: | eeoceeec e v

282132

NDG =3 w3

Cisco Secure ACS <7 Cisco ISE Properties
E %
A Description(4 ™)

Cisco Identity Services Engine:=, 1.3 7}o] 1# o] A & 7ol = H |~




5 dolel 7= g |
NDG 7|5 2 i3

%

e
=

Cisco Secure ACS, © 2] 2= 5.5 o] ol A= 5L 3 o] 52 Y ES A trto] 2~ TFNDG)S 7 7l o7
A A& 4= A5 YT} Cisco ISE, ] -~ 13142021222324262730—0—0] W A A S | QDA
Z5UTh wEbA] Aol # o] 5o A WA NDG 73 W who] 18 o] g Yt

NDG 7|5 = vi -3

Cisco Secure ACS <73 Cisco ISE Properties
o & o &
A Description(4 ™)

&l o] T2 NDG AF o] 59 dF-=uk 94
o] 443 B E 54 £4S g5
NDG #3& o A7) o] 2] Ay

%

2
Rl

CiscoISE, 48]~ 142 28 (%=1
F 33 NDGE vho] 13 o] A ¥ #] k<51 th

Q4 5HA 7] Wil FE()o] LA TE o] F

o

RADIUS A} %1 (W) o =3

Cisco Secure ACS <4 Cisco ISE Properties

o] & ol F

A Description(d )

HlH 1D o 4| ID

4 AFA o] HA& mto]1eo] A ot glEYth
Hit] do] d= 77] Ao £4 #39 2= Aol

o] 4 2= 7] Wit 54 27 2= Aol

4

=

3l Cisco Secure ACS, 2] 22 5.5 o] 4}2] A =]

T8 7] 98-S RADIUS Hlt] 7t vlo] -1ef o] 4 3 of gh]
o, o] AbgA A o] Mol e e FUT
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| wlelg 7% =3

RADIUS A4 (£:4d) o =3

4

raDius A+ (%) w12 [l

Cisco Secure ACS <73

Cisco ISE Properties

ol & °l&

2] Description(d )

%4 ID o] Z2NDG AT X ol 59 -2k dHy]
= o]l A AAE 54 £40] glsUt
(NDG 8- o] 7l A o] &< HFAFY)

)5} Cisco ISEo| A A Y & %] &S

o5 &8 Cisco ISEC| A A = %] g3

54 73 A e g = mfo] 18 o] A

Cisco ISEo| A A5 %] &L

Cisco ISE9| A A& x| &S

Zka

A}8- 2 3

Cisco Secure ACS, D] 2 5.5 o] 4} A x]9] YRz ¥ 35 X
glol/d sk FU A A J o] 57 vEmpo] ol At ).

o= AH8-AF 4 o] RADIUS 574 1 who] -1
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