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Al A H Al 2 who] e o] A

Ho] x] 2 njo] 1 o] A Lt} RADIUS 7R A= 7| A] o] & kol "RADIUS "2He= HFAF 28
Administration(¥2]) > Network Resources(H] E ¢ . 2] A~2) > External TACACS Servers(94—r
TACACS A 1)) | o] A & mfo] 1l o] g Yt}

Cisco Secure ACST T 2 7y 18 o] dS X Y3HA] gFovn =2 713 971 & a5t &9
ulo] 1 o] A off ] Al o] A& o] £l th3l Cisco ISECN A A ¢ 3= 7]£g}o 2 4% Al 711%1]
£ AT

Al A A 9122 o] 1 o] A

ppo] 2ejo]d B2 ThE 9l ZEA] A u| oA o Aqu] H kS R 5 sy Tk
« TACACS+ |5 L2 A] X H):

Q) H- I EA] AW 7} TACACS+ A Al 22 A EH, TACACS+ 7R A = Work Centers(2H]
AE) > Device Administration(t] 1] 2 #2]) > Networ k Resour ces(U] E ¢ A #] &~ 2~)>TACACS
Server Sequence(TACACS A1 H] Al ) #| o] %] & wlo] 1 o] A g Lt}

* RADIUS &] 5 L5 A] A B

Q) 3 = A] A1 7} RADIUS A ¥ A @2~ 2 A4 5™, RADIUS 7] %= Administration(#2]) >
Network Resources(H] E ¢ 7 2] 4~ 2~) > RADIUS Server Sequence(RADIUS A H A] @ 2=) #] o] X
2 mlo] ae ol dg Yt

Cisco Secure ACS &] F- X = A] A H:

Q)5 Z =] A 8] 7} Cisco Secure ACS(TACACS % RADIUS 57 A ) A o2 AA =,
TACACS 3! RADIUS 7H A7} th& 912 &2 vfo] e o] A g Ytk TACACS+ WA = 7 A o] & <k
o] "TACACS "2}= A2} 8k Work Center (23 A1) > Device Administration(t] B}-©]
2= #2]) > Network Resources(Hl E¢] =L 2] 42 2~) > TACACS Server Sequence(TACACS A1 H A]
F ) H| o] A Z wlo] 1] o] g Yt} RADIUS 7} A= 7} A] o] & kol "RADIUS "#h= who 7}
32 3H¢ Administration(¥+2]) > Network Resources(H| E ¢ =1 2] 4=2~) > RADIUS Server
Sequence(RADIUS A1 Al @) #| o] 2] 2 wfo] Z1g| o] A Yt}

nlo] Z1e o] & K.aLA]

Cisco ISE+= Cisco Secure ACS, E 2] 2 5.5/5.6 t o] E] nlo] 1o A Fof 7} 2. 7], WE W 7] 2 A =
Zpo] A4S 98k HuAME AT

B3 el e ThE Ak Fhel AL the A6 Agstel 45, shol Talol 4 & T Ee o
Reports(1L 3L4) EE o4 the 5491 & 312 5 gLt

* import_report.txt
* export_report.txt

* policy_gap_report.txt
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I Cisco Secure ACS-Cisco ISE 7}o] “1.2]| o] A
EERREN |

el g
EERRFRERIE BE
WA 744 27, 12 # o] A
R R DE

LA W E 7

o] B 314 = 9| o] E| & Cisco Secure ACS "] o] E] H|o] 2o A WH Y= 5 TAst= 54 AH ==
S FE YEPAY Y B A & Hto = Cisco Secure ACS®} Cisco ISE AFo] 2] 7|54 2ol ol t 3| A
g3k ol H 4] Al o] E3tE o] JIF YT WH U 7] H iAo = 74 %] &5 Al ti gk &

FARE £gE T,

¥ 2: Cisco Secure ACS-Cisco ISEv}o] L& o)A & WX 7] B 1A

LRI I H A A m| Al A AT 6

0.

Export(W] =W 7]) AH Aoz YR dolg 7]
o] o] 2 AT

A CiscoISE, & 2] 2~ 1 40| A = d] o]
E A 7F A D= 2] ko w2
HUj7] Ao =i A =8hA] o2
YR 7 E v g ohd,

TACACS 7] R tjujo] 291 7 -,

o] H.314] ]| = Cisco Secure ACS€} Cisco ISE Ao 2] A A Az}l A H 54 HRI7F YL F o] 9l
] ulo] 18 o] A & AFE-A} Q1 E 7 o] 229] A Policy Gap Analysis Report(7d 2 7+ 4] R Ay HE
< S5t R Z2AAE S5 F A 5 dFU T

WHY 7] A A mlo] o] F2 Q15 B Ag o] A9 2ol & At} wlo] 1y o] A
= A e A2 Policy Gap Analysis Repoﬂ(zﬁ,"—ﬂ A BA B A Y guth BaAdE A
I AEE BE 53 A G ot A " 2ol dg YT Y o2 wlo]ago]d & 4 gl
olH] % o] & APt

AT 212 A3 Cisco ISE 801 & AH&-31o] A5 0= o] 1 o] A& = QIG5 U o & 591,
Device Type In(t] B}o] 2~ 58 ] 2)o| 2k -2 Device Type Equals(ﬂ npo] 2~ -3 o] 15 & mlo]

agelAg Ut 240 AYHAY g oz Ml | 5= 9l A, B TAE A HUT
Z719] "Not Supported" == "Partlally supported" = 21 &, A 7‘“ S 7 QA kow WA =7
o] IAFH YT vlo] o] A& Faah= H Ap= e gh Lg Tt AY 2 A A o] QlF

Vo). A o] 44 E A} A4 5 2] ke, 7 26| Cisco ISEER vlo] Lello] 5] ] o] .
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| JEEEREER

19 1: Policy Gap Analysis Report(*3 %) 7v7 2-4] B.314)9] o

I policy_gap_report.txt - Notepad
File Edit Format View Help
' ISE 1.1 Policy Gap Analysis Report

Date: 2012.01.11:

The Policy Gap Analysis Report is meant to summarize all existing policy
related functionality diffarences between ACS 5.1 / 5.2 and ISEL.1.

source;
ACS 5.2
10.56.13.106

Service: Default Network Access
Policy Type: authentication Policy

Rule: Rule-1

Description: This rule cannot hbe migrated because Compound conditions
which nhave different logical expressing is currently not supported by
ISE policy engine.

Service: Default Metwork Access
Policy Type: authorization Policy

Summary :

wZervice Selection Policy : Supported
wauthentication Policy : Unsupported
*authorization Policy I Supported

Mot all policies are compatible with ISE 1.1. out of security concerns,
the migration application will not migrate any of wyour ACS policies.

g
End of Report %
nfo] e o] & K314, 10 H o] X
B 1A 7HA Q7]

©] X314 5= Cisco ISE o] Z o] A== Ho| Bl & 714 Q= & B A6t

Ebd U o

rir
J[m
ox
o
tz
ke
rlr
to
S
il
i
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NIXREN |

3t 3: Cisco Secure ACS-Cisco ISEv}o] Z1E o] A & 714 @ 7] B .aLA]

B3 § CRERS REEET
744 2.7) 4 HEH 02 7hA 8 dolE A
o o) g AP

oz g el Al 27
g

* WA 7} olv] 5

o %

i

C A o) B o] A} A

sk

B

Jn =
4y 2

M &
2L o,
-

o o,

i
%0 §2
oo rr

2 X

X

o TR A o A D] X
B #A7 2 F

_&D‘_l
© 5

yo 1If
oo =,
s

A

lo] 1ej o] A & B.a1A, 10 ¥ 0] X

ry

UTF-8 <] <
Rl
Cisco ISE, B 2] 2= 1.4 5 2] 73] 18 o] Aol o3l UTF-8(8 bit Unicode Transformation Format)
S A Qg thg-o) Ay el 5L UTF-8 Q13 Y 02 Wi 7k 3o
e U EY T M| A AFRA}F A3 18 o] A
* RSA
*« RADIUS B+

T

*ID 1% o]+

FIEEER PR R e R DR

s Username(A &4} o] &)
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B rsa

RSA
RSA ZE 2 E "9l A X &= A 27} & E AFEALoll Al 32AI o}
* Messages( ™| A A])

* Prompts(ZZFZE)

RADIUS =&
RADIUS E& T E I E= HF A2} A1 G 2ol Al A HU T
« Authentication($! %) ¥ > Prompt(ZZFZE)
* Administrator Configuration(32] A} 713 12| o] A)
« A|2=F B A} ARG A} o] F3 HIE R S

* UTF-85 AR&-3ho] wef#k 44

* Authentication(%15)> AV 2] 9] %t

* Authorization( g+ %-¢]) > Other Conditions(7] E} Z=71) > AV 2] ] 4t

* Attribute Value(:4d %h)

* Authentication(%] %°) > simple condition/compound condition(¥+<= Z7/53F Z271)> AV 2] 9] &

« Authorization( g+ 5-¢J) > simple condition/compound condition(Ths™ Z=71/53F Z271) > AV 4] 9]

fils

ISE 802.1X ~] 1] 2~ <] tl 3} FIPS #| ¢

wlo] 1# o] A Z R M| A7) &8 5 7] Aol Cisco ISE FIPS 2 E & &4 3l A = ok},

FIPS(Federal Information Processing Standard)E A ¢ 3}7] 913)], vlo] 1@ o] &2 7| 2 Y EF A ¢
npo] 2 7] o] ¥ & vlo] re o] A gt}

FIPS &5 R A9 T2 &3
* Process Host Lookup(ZZ Z M| 22 T~ E Z3])
* EAP-TLS(Extensible Authentication Protocol-Transport Layer Security)
* PEAP(Protected Extensible Authentication Protocol)

* EAP-FAST(Flexible Authentication via Secure Tunneling)
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Cisco Secure ACS/Cisco ISE ¥ A 715 .

FIPS W] Bl mj Al 22 B3
* EAP-MD5(Message Digest 5)
* PAP(Password Authentication Protocol) % ASCII
* CHAP(Challenge Handshake Authentication Protocol)
* MS-CHAPv1(Microsoft Challenge Handshake Authentication Protocol Version 1)
* MS-CHAPv2(Microsoft Challenge Handshake Authentication Protocol Version 2)

* LEAP(Lightweight Extensible Authentication Protocol)

Cisco Secure ACS/Cisco ISE H{ A =

B2 W 7] SAZF Al ZE 7] Ao, vlo] g o] A E-9] Cisco Secure ACS H 2] 2= WS 2] H g}
Cisco Secure ACS ¥ 71 0] 5.5/5.6/5.7/5.8 .t} S A U} 32 011 wlo] 1o SZE A 27} A 2 E] 2] F <5
Yt} =3 g0 = Cisco ISERE 714 2. 7] Ao, Cisco ISE H 2] 2~ Bl A o] 1.4Q14] &lgt},
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