3T o] 8 A% A}

o] #of| A= mjo] 17| o] A £ AF-83}9] Cisco Secure ACS, 2 2] 2~ 5.5, 5.6 1| ©] E] = Cisco ISE, 2 €]
21402 YR 7 Q&= Hd ol s v gy

« Y X U 7] Cisco Secure ACSo| 4] t]o] g | 1 # o] X

* Cisco ISE®} Cisco Secure ACS AFo] o] 4 H o] F-24] 4 ¥ o] A

» 7} ©.7] Cisco ISE= H| o] E] , 6 H ] #]

* Cisco ISE°| A mlo] 1@ o] A ¥ o] ¥ &<, 9 o] 4]

W] 1] 7] Cisco Secure ACSol| A d] ¢] E

vpo] e o] E& AZEE F, v SIS €8 8ke] HIo]H S Cisco Secure ACSO A who] ZLef o]
SR WEYU

@A1  Cisco Secure ACS to Cisco ISE Migration Tool(Cisco Secure ACS-Cisco ISE v}o] 1g| o] A &) ol A Settings(% )
£ S5t vfo] g o] o AE-3E = = dlolH JNA H5S AU

“Al2 (A8 ARh atel e o] g Falstr] AE S5 A& AR Dot syt 54 oyt et =
745, Wi ol sl A 9] gl & A el al Save(A ) E S8 Ytk

WAI3  Cisco Secure ACS to Cisco ISE Migration Tool(Cisco Secure ACS-Cisco ISE v}o] 1] o] A &) ol A ufo] 1 o] A
S &9 3 )3 Export From ACS(ACSo A 7)) &8 g}

DA P TS SAEYHE Yt HU M S E 9 98kl ACSS Credentials(ACSS A4 5H)ell 4] Connect(<d
A)g 293yt

7 dolg A% 4% i



Q- ol E] M Ak |
. Y& 7] Cisco Secure ACSol| 4] tl| o] E]

0 Secure ACS to Cisco ISE Migration Tool

_ Exit Help
Logged in as: ACS5 Credentials 3 atfeare
Logged in as: c I s C O

ACSS 1Pjhoskname: | |

Migrakion | Settings |
ACSS Lsername |acsadmin |
Export From ACS
B35 Password |

b Process: Exporting |

Migraked Objects ounkt Success “Warnings Efrars
[*-{C Predefined Refer 1] 1] 1] 1]
(- Dictionaries T — 0 0 0 0
[*-|C5 Users and Identity Stares [ | 1} o 1} o
-7 Devices ( ] o 0 0 0
{7 RADILS Server ( ] o 0 0 0
(-5 Policy Elements [ | o i} i} i}
-7 Access policies [ | o 1] 1] 1]

[ Import To ISE ] [ Import Reportis) ] [ Palicy Gap Analysis Repart ] [ View Log Console ]

@A 5 Cisco Secure ACS to Cisco ISE Migration Tool(Cisco Secure ACS-Cisco ISE v}o] 18| o] A &) ol A wfo] 18 o] A
I RANE BYEFSEH, o] Aol = A E e A R W79 A 7F BAIH A B EE L/FE EF AT

A7 gy

M Cisco Secure ACS to Cisco ISE Migration Tool

~ Exit Help
Logged in as:  acsadmin on ACSS5: ol I ol l ]
Logged in as: on ISE: 'c 1 s C 0

Migration | Settings|

Export From &CS Export Repork(s) | Current Running Process: Exporting |

Migrated Objects Progress Count Success Warnings Errors
[#-|L7) Predefined Reference Data 806 806 1] 1] A~
[=-{) Dictionaries 392 392 7 5 o W

L. @ YSA Vendors 12 7 s 0
# RADILUS Y545 360 1] u] 1]
# RADIUS Attributes Mot Started ul o u] o
- Identity Attributes Mok Started i} i] 0 i]
[#-{77) Users and Identity Stares [ | o o i} o
{5 Devices [ ] o i} o i}
[ RADILS Server [ ] o0 0 0 0
[#+{7) Policy Elements [ | o 1] 0 1] =
[+-I.7) Access paolicies [ | o 0 0 0 b
Import To ISE [ Import Report(s) ] [ Policy Gap Analysis Report ] [ View Log Console ]

284592

A6 WEWY] Z2A2 ol AT il B QR g A ARE JdoHH, vlo] o] d o A EE L
7 FollA "EFo] 1017 225 28 Y T} Object Errors and Warnings Details (7] A 27 % 43 A4 1) &
A= WBEWY] T A EE 5 237 AP Y A 1, 78, A1 e 279 ‘é”x}ﬂ' Al ZHS AlE

o},

R REEE e



2} 7] Cisco Secure ACSol| ] tl| o] E] .

isco Secure ACS to Cisco ISE Migration Tool
Exit Help
L Objects Errors and Warnings Details [ I a1 l ]
Loggedin 4 Object Group: Dictionaries Object: Al Info: WaRM c | Sc o
MMigration E Details;
Object Type: WSA Wendors 1
Export F B == == == === d. ]
= EO011.10.1% 12:EF4:37'E38 : 'Cisco': is a predefined wendor, and
Migrated O |+ 2011.10.18 12:24:37'238 : 'Cisco-VEN2000': iz a predefined wend Errars
{E' Pred > Z011.10.1% 12:24:37'238 : 'Cisco-BESM': is a predefined wendor, 1] A
B@ Dvicki > Z011.10.18 12:24:37'23% : 'Airespace': is a predefined wendor, 0
= 2 = E011.10.1%8 1Z:ZF4:37'E38 : 'Microscoft': is a predefined wendor, a
- = == == == ====== e il
[=}+{7) Use < | > 0
! :
Y. [ s — — o @
; : - r~
[ Import To ISE ] [ Import Report(s) ] [ Palicy Gap Analysis Report ] [ Yiew Log Consale ] 4
3
&

AT 2AEske] S A o AR E BAE v, Close(B71)E S8 Yt
SA8  doly WRWY] T2 A A7} &E M, Cisco Secure ACS to Cisco ISE Migration Tool(Cisco Secure ACS-Cisco ISE
pRol g o] A &) Zroll R 7I7F 45 Bel7E A H U TR
m Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help
Loggedin as: acsadmin on ACSS: 'y | I 1sl l 1
Logged in as: on ISE: .c I S c o
Migration | Settings |
Export From ACS Current Running Process: Exporting |
Migrated Objects Progress Counk Success W arnings Errors
{C7) Predefined Reference Data 806 806 1] 1] Q
E‘E] Dictionaries 1287 1011 276 o
- 4 WSA Yendors 1z 7 S i}
- i RADIUS ¥5As 1019 G284 191 0
- 4 RADIJS Attributes 254 176 i1 o
- 4 Identity Attributes i] z2 i] =
[=}+{L5) Users and Identity Stores 10 10 1 o
- 4 ser Password Complexity 1 i i} i]
-4 Identity Groups 2 z i} a
- i Users 0 1] a a
- 4 Hosts al 0 ul 0 b
Import To ISE [ Import Report(s) ] [ Palicy Gap Analysis Report: ] [ Yiew Log Consale ] a
3
&
@719 Export Reports(E.aL4 HEW7])E S &l eto] R 7] B o] f&& Qg
T delE A%

21 i



F7 dole A% 4x |
. Cisco ISE} Cisco Secure ACS A}o] 2] A 2 x}o] 24

B acs - Identity Services Engine 1.0 Migration Tool

Report Type: Exporting from ACS repart

Report File:  C:positron-migrationireportstexport_report, bxt

Migration Report

Migration Phase: Export from ACS
Date: Tue Sel:J-in 16:50:22 IST zZ010
Machine: 10.56.13.112

COhject Group: Predefined Reference Data
Object Type: Generic Attributes

Info Type: INFO
> 2010.09.28 16:52:31'716 : 'ConfigChangelata': exported sucessfully.

[£ | >

| PreviousPage | | MextPage ]

8
&

A 10 Cisco Secure ACSS} Cisco ISE AFo] 9] A & A 2}5 #4181 M, Policy Gap Analysis Report( 2 7+2 4] X4l
ANE Y P

Cisco ISE<} Cisco Secure ACS A} o] 2] A x}o] FA]

ol E & YR To| = A2/ YR 7] R D 42 Axp RS EA5 3, ACS 719 18
ol del Hdd 275 FAHSH, 4L % Ve ZAE e A oF )

Cisco Secure ACS 5.5 ©]7Jol| A Cisco ISE & mlo] 1 o] %= Ay 18 o)A F e 49 -3 &
2 2ol 7k 5yt o] Y gk Apo] F Ao il A= 24 o] Hs iyt

« Identity Group(ID ~L+)
« Internal Users(L] - AF&-4})
* Cisco Secure ACS¢} Cisco ISE Alo] 2] | 2] ] A *}
e
U 2l o vE v s W
«HUWE WA

R DES

* 251D A7) vhol g ol A H 5T o] & A oF Ttk

* Network Devices(U] E 9] 7 t]H}-o] ~) H = Network Device Group(Hl E$] A t]nlo] 2 17

R REEE e



27 dlo]e] g A%
Cisco ISES} Cisco Secure ACS <-o] o] 4 2 z1o] 241 ]

e Cisco ISE 2.19] th3t Y| E ¢ =1 t]v}o] A nfo] 1#o] A 7 a1
e Cisco ISEC A A Y H A &Z=1Pp HY
 IP 5ol )3k A<

< IPV4 A&
o 7] & t]u}o] ~of = RADIUS7} -4 35 o] ¢lo]o} &}

cmpolg ol d Bol 24 I F

* tulo] 27} Cisco ISE® §1+= 74 -F-(IP A ¥ L o] o] T35 A 5o = A ol), T
Hpo] 27}k mpo] g o] A Foll 7yt

« Tupo] 27k 9= A -9-(IP = A B Ylo] A &3] A A]skaL, o] 5ol &8t Al A, nt
o] 1 o] d Eo] TACACS+ &4 % F71gth

* Tufo] 2=7F 9l 7 T(IP/HHLM 4 &3] AAstAY ol 5ol F&stA AT, vhol
o] d EellA L FE Bagth

A A vl sl o] 27F MIES) A A2 ARS A2k &

- Tuo] 2 kel A A o] Aol HEALE ALEEHE Ro] £&

_|_4

« 28 A3} B2] % Cisco Secure ACS 5.x A2~ A 8] 2~

o o 5lA] e AU AE REFT 98
CTRE A2 A TE] oot A 2T HE S 5 98
* Cisco Secure ACS 5.x 15 9
* Cisco Secure ACS 4.x° A 135 9 1 3
o 715 W FEl X+ Cisco ISEQ] 3k Ho] Ao 2 nlo]1d o] Hafof Tt}
% 8§ maED
* Cisco Secure ACS 5.x2] A 0] 2 73] 1 o] A H-i

* Cisco ISE A3 ZAx}o] o1

37 vlolel 1% 24 i



Q7 dole A% 1% |

B 19271 ciscolsE= wloTE

= AaE A3 T, YR Z2A2AS A =38 Y U} Cisco Secure ACSO| A Hlo|H &=
A 2F+= W E U] 7] Cisco Secure ACSO A Hlo]E] , 1 H o] A & 2234 A 2.

7} ©.7] Cisco ISEE ] o] €]

@A 1 Cisco Secure ACS to Cisco ISE Migration Tool %l 4] Import To ISEE £ & &1 T}
@A 2 Cisco ISER 714 2. 7] Aol LDAP ID A Aol A4S 7138 et WA A 7F T A =W OK (B ) E =48

%
I9
o

isco Secure ACS to Cisco ISE Migration Tool

~ Exit Help
Logged in a !.'I[,'ll
L din ad —t o : S
ogged in a4 (i Usze the_FoIIow?ng dialog to add attributes Far identity stares (LDAP) |_CLS_.CQ
T —— before importing themm,
Migration Iﬁ Added attributes will be imparted with the identity stores into ISE,
Expork Fr z51 Importing |
Migrated Chjects Progress Count Success ‘iarnings Errors
-5 Predefined Refersnce Data [ ] o0 1] 1] 1] ~
(=) Dictionaries [ ] o i} o i}
- WSA Yendors Mot Started ] ] a ]
- 4 RADIUS YSAs Mot Started ul o o 1]
- 4 RADIUS Attributes Mot Started ] ] a ] L3
- 4 Identity Attributes Mok Started i} a i} a
[=}+{C7) Users and Identity Stores [ | i} o i} o
- 4 User Password Complexity Mat Started i} a i} a
- 4 Identity Groups Mok Started i} i] i} i]
- i Users Mok Started il 1] u] 1]
- # Hosts Mok Started 1} a 1} a b
Impart Ta ISE [ Import Repark(s) ] [ Palicy Gap Analysis Repart ] [ Yiew Log Console ] Ei;
=
&

@713 LDAPIdentity Store(LDAPID A g 4) Btk 50| A, &4 & F7H3HID A1 44 & 2 © 3} 3 Add Attribute(S;
4 F7hE S99

R REEE e



| 97 de8 2% 44

Exit Help

Logged in as:

BB Cisco Secure ACS to Cisco ISE Migration Tool

Logged in as: Identity Stores Attributes Dictionary

AEa

Migration -Settin

Export From

LDAP Identity Staore: |NAC Prafiler

[ Add Attribute ][ Delete Selected Rowls) ]

table.

v| Choose each LDAP Identity Store from
— the list and define its attributes in the

Migrated Objes
[#)+[7) Predefin
[=-{-5) Dictiona
T
- RAD
- 4 RADY
- Idery
=-{C5) Users arj
- @ Use

Attribute MName

Attribute Type

Drefault Yalue

Skring

Unsigned Integer 32

IPv4 Address

Errars
L]

- 4 Ider|
- i se
- # Host

[ Save & Exit

l

e

o D I A A A R D i

| >

bs

Impork To ISE

[

Import Repart{s) ] [

Palicy Gap Analysis Report

[ Yiew Log Consale ]

A4 Attribute Name(54 o] 5) Z o o] &
A€ gk th5 Default Valug(7]3 1) B =0l k-5 1233 Save & Exit(4 7 2
GA5  EHAS F7He S Import TOISE(ISER 74 7)) &
& £ 2 H]'W W 5 = ISE Credentials(ISE 2+2 1) ol 9123} Connect( 2)E 2l gt}

olo] g o] & SSL 9154 2] FQDN¥} & %] 8F=4] 91

e},

744 <7 ciscoISEZ elol el [}

GA 6 doly 71 7] 2 M| 27 k5 W Cisco Secure ACS to Cisco ISE Migration Tool(Cisco Secure ACS-Cisco ISE
mto] g o] &) Aol 7FA 2719 e 7hA 2.7 kR ' FAIE Y

GAT  7FA2 o]l td AA B E B, Import Report(s)(H.aLA 7 7)) E S84k

G dloly A& dAt .n



4T dolE A% 44 |
. 7}4] 2.7] Cisco ISEZ t| o] ]

[N rrep 2o | ke = -

& I ACS - Identity Services Engme 1.0 Migration Tool

Report Type: Imporking ko ISE report
Report File:  C:\positron-migrationreportsiimpaort_report, bxt
Toeoo Trvrues 0 T L A LT T L R
> 2010.09.28 17:16:42'907 @ Added configuration: Radius
> Z010.09.28 17:16:43'500 @ Added configuration: Radius
> Z010.09.258 17:16:44'110 : Added configuration: Radius
> 2010.09.258 17:16:44'719 : Added configuration: Radius
> 2010.09.258 17:16:45'5344 : Added configuration: Radius
> 2010.09.258 17:16:45'953 : Added configuration: Radius
> 2010.09.28 17:16:46'578 :Ikdded configuration: Radius
> 2010.09.28 17:16:47'203 7 Added configuration: Radius
> Z010.09.258 17:16:47'513 @ Added configuration: Radius
> Z2010.09.28 17:16:45'422 : Added configuration: Radius
> 2010.09.28 17:16:49'032 : Added configuration: Radius
> 2010.09.28 17:16:49'625 : Added configuration: Radius
> 2010.09.28 17:16:50'235 : Added configuration: Radius
> 2010.09.28 17:16:50'875 @ Added configuration: Radius
> Z010.09.28 17:16:51'500 @ Added configuration: Radius
v
]
| Presvious Page ] [ Mext Page s
o

SA8 THA LT ZEAL Foll WA AL B el tiE Z}/‘ﬂ 3 1S oei, Migrations(7heo] el o] ) w ]
Warnings or Errors(7d 1L =+ 2. ) &

U o]
A9 Cisco Secure ACS$} Cisco ISE Alo] o] A2 AxLE F-2433)# W, Policy Gap AnalysisReport( ] 7+ #4 H.11

Report Type: Folicy Gap Analysis Repart
Report File:  C:ipositron-migrationireportsipolicy_gap_report.tt
£y
The Policy Gap Analysisz Report iz meant to summarize all existing policy
related functiconality diffarences between ACS 5.1 / 5.2 and ISEl.Ll.
Source:
ACE E.1
10.10.10.10
Summary:
*Bervice Selection Policy : Bupported
*huthentication Policy : Bupported w
[Ty
" <}
[ Previous Page ] [ MNext Page ] Q
&

G110 View Log Console(2 1 4 H7])S Fgalo], YH 7] £ 714 2 7] 24 o] A 7F B 7S F A8 o)

W 3 velE A% 87
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Cisco ISE?] 4] }o] 22 o] A5 vjole) 3tal |}

co |SE Migration Tool

Exit Help
Logged in as: acsadmin on ACSS:
Logged in as: admin on ISE:
Migration | Settings|
[ Export From ACS ] [ Export Reporks) ] | Current Running Process: Importing finished...
L 1
Migrated Objects Progress Counk Success ‘Warnings Errors
[#-{5) Predefined Reference Data ill ot Be In 0 0 0 0 ~
=) Dictionaries 1011 1010 o L
- 4 Y34 Vendors 7 7 a a
- RADILS W3as 25 g7 u] L
- 4 RADIUS Attributes 176 176 u] o -
- 4 Identity Attributes 1] i} u] i}
(=I5 Users and Identity Stores 11 10 0 1
- 4 User Password Complesxity 1 1 u] i}
- # Identity Groups 2 2 ] i}
- i Lsers 1} ] a a
- # Hosts 0 0 [u] 1] v
Impoart Ta ISE ] [ Import Report{s) ] [ Palicy Gap Analysis Repart ] | Hide Log Consale |
Log Consale:
INFO Thread-E ISE finis completed: <7xml version="1.0" encoding="UTF-8" B
standalone="yes"?==request-result=<hitp-code=200=http-code=<cpm-code=52001 =/cpm-code==description=Changed &
configuration=/description=<module-name=Migration Tool=module-name=<internal-error-info=<irternal-error-info= <requested-oper
ation=Cperation: Migration Tool
finishing=frequested-operation==resource-id=<resource-id==resource-name=migration_tool=fesource-name==resource-type=hig
rationToolRESTService=tesource-type=<status=SUC CESSFUL=/status=<request-result=
IMFCr Thread-6 Finizhed importing Access policies Batch
INFO Thread-B Finizhed importing Authorization Exception Policies procedure
IMIEA, Tl et © Dbt franbis 1+ bl b Eonembioers Milicion sl oo i
>
>
Clear Log Consale jotd
o
ol

Cisco ISE]| 4] wlo] 18 o] A5 do] g &<l

Cisco Secure ACS 5.5 o] A}2] ©| o] E] 7} Cisco ISE 2. &2 mlo] 1 o] A ¥ =] &<13}# ™, Cisco ISE
o] 21213}o] thk3l Cisco Secure ACS 7HA S & 4= 9l =X%] el gt}

5 vlolE) % A}
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