|
Ac)
i)

259

gg FAl AL Ees e e A4as e AR e
EEEELEBEYRE BE
cEdE e a7 AR A 8,5 o]
RO ES EOESRE E
cE7 Za9 44,6 50]A

Edfy 2t 4T

E ¥ =2 3tU-2 PTW(profiling time window) 5% = 3 A4 tlo|H & 7|Ht o & gl U EH A
Efe gyt o] A= AGAIMEY] AL E '%J%‘/]r‘:/]"ﬁ‘/]ﬂr.i%ﬂﬂo] Ay, T2
HdE Ve 2 AR EYY S Gt AR AJ UES A Ed s gAE F A5
713 PTW= 150 AR A= 1ARE Al B 74 WA @ = s yth 7|24 o2 Egg) =
23l e A 2wl A AR A ol Eo] e FAE s 4o AU e} o] 4E
B S o 1AM 5 5 dsy Y

Ciscox= PTWol| 1007} ©]At¢] tlo]E A EV} L3y = AS
o & Goust ko] dlo|E 7} 3 E =2 pTWel MEY &

U 22 PTWZH 1, A5 &7t sl B

i)
[kl

23S Holsyth

(m
&
N
(K
fr
_&‘:_(‘
e




| | = o E:S G
H vocis B vennis W oatasats | » Velocity F brint = ExportData A2 Naw Windaw

Traffic Profile: Sample Traffic Profile
Connections over Time
(2011-11-16 11:50:00 - 2011-11-16 12:45:00)

&0

IS
=}

Connections (5 min)
m
=

Time

B Connections

372249

Eog Z2nol A u @Y AZE AT At Ee9 Z2s & vag 7)1k Bt de)
B8 U AT, TR BAS ANE e D vlolEE ALgEH LT A7 Fo] EdY
SEnh) T o) A v J1kbe] 90 Lhebn,

o F Fo] mE G w0l Mol b ¥ Ao M5 YEN D AL e} ggIeh, WMol of
3080] 2285 WES D Edslo] FET ) ooy we)3 AR SEs Eas w2 vjelo] o
B o8 71302 AT A,

L A 2HE AE T8 A HoHE AFESte] A4 ag e Euf ] L2 ad S AR YT E
3 2 919 & A}-8-31 8 W, management center U 0] EJHjo] o) T3l 1A F 7 A] oM EE V| F3) =
cFel e 41 4] 2

EEEELE SR

Eo9 Z2nel S B skshy, A28 ALE A AR S ZIHPTW) B9 A7 ol e & 5
M3k R o ok 717ke] A, Alsee Ed e Xz vhelel] il A4 E e T H S
Bk,

o2 So] YEYAS A= vlo] B 9] %(F ], KByte T A2 = d9 2 =

2= ﬂ?&it} 9;1 {iH 3k ol wj(F A oL} 7| EF Hot A fute] A5 4= 9l
g Ut 29 g A0EA A Aol S LA A EYY 358

o2 I 2AE T 4 AdF YL

H
SEEEEDERELERSLEESEDER)
By, EE N E2ES RUHYRE




A A= Al 22wl o) v ES A Efeel B 2rud s S

o _YE
=t

b1

=

o

gk 223t 27E o] &5t A HolH & 7Nt o & Sk VS AEste] EfY 29U

A FE dGFUT o & 5ol Edj ZE 0o NIEA] 54 X E ZZES E= of Fg] A o] A

S AREE] A ZEAGY S A ES 229 d 205 AT FE JdFHT

mpAl o B FA g S B g AR E o] &l BT TR IS AT 5 FH T o] H g A

°F-S host profile qualification(2 2~ E Z 2312 ztA)o|gkal Ut of| & Eo] FRE7 58 5 2E
A dlolHrt =48 = dFHTH

B = Lo e s mulele] ATSE 247ke] 5] 2L mujeld] gl 2o f3e Ede
Ao sl & AR A AR 7 2l wolle] ol WEel WEAD e 2
o T el PEe) B9, B9l Abelo] Egjso] g Zastel e A4 o) 71X ke A

A g

STBA A B A A
3] 3 YL ©
EYy ze2atd x4

e Edy] L2 0] 209 S 2E 220 A4S A AY 21S A8t FHAI =

W o2 ol AusHA A S lFyTh

it o] 212 Jhe are], kA, grol b= 37l F o2 gyt
AR A Tt g s EYY A9 ool TR Y 2HQNA] SAE 2R a5 ZAR)
Al wreh ek o
< AR g e AAbE A e S gk ae] ol whet gk YT
« 279 S A AsHE U A 7Fs e S ghE L] o kAt whel dEl Yyt gaE 9
o A5 @S A allof st A% AFUTh L 9o Aol EFThE HE5o A sk o)A
o] k& MY 4 dFyTh

S AE 223 2p4 o] A f-ofl =, o] LAl dflo] | = S S AE #ek A H o] E] & AFE-3}o]

Efy 2295 Algeti=A o] o i = A A s of gt

ole] Mo 2AL F3at 7S AND 2= OR A& 2 A Ao shUt)h S 3 gl o] 278 37
H7Fg Yok
* AND A2EAHE AFE-8HHE o] AXbAE ) Alof st Bl o] BE S T8l oF Pyt

=

+ OR AAHALE ALE51Y o A2EA7 Alojabis elile] 27 & sh} o] 42 S afok gt



management-center-admin-73_chapter39.pdf#nameddest=unique_856

ATE) A o EYY w9y

UE Y s A4 W END A Ee] e Hole % sk =
stels 4% vhe Tt o] 231 gl S W TR A S Ay

Profile Information [ Add Host Profile Qualification }

Profile Name Simple Traffic Profile

Profile Description Collects all connection data on the

Profile Conditions Copy Settings I

Collect connection information for all traffic that matches the following conditions:

[ Add condition ] [_ Add complex condition

L]

v

Profile Conditions [ Copy Settings J

Collect connection information for all traffic that matches the following conditions:

Add condition } [ Add complex condition

W | Either Initiator IP or Responder Il is in v 10.4.0.0/16

2 Edy ey

S Edy 2 0ldo = 2719 Z2710] ANDE A H Ut & o] Egly i
A& F 270l WE 9l Aol vk A7 vlolElE FYFULh o M P FaT 5
ABYo] gl BE S AE ) HTTP 928 3 3t

Profile Conditions ‘ Copy Settings |

Collect connection information for all traffic that matches the following conditions:

[ Add condition ] l Add complex condition
W | Application Protocol v||s v | [ wrTR v
AND v
i Either Initiator IP or Responder Il « isin v 10.4.0.0/16
NI A BY) F Shube] HTTP 250 a7 dlol Bl 8 4 sk the 29 25
230 21 AT, 1% v e B 2 AU

(m
&
)
(&
o
w©

B Vlol 4]k Hlo e Bk Shel i A% ok 2l 7 2ol



Profile Conditions

W | Application Protacol is HTTP

Either Initiator IP or Responder Il + isin

10.4.0.0/16

Either Initiator IP or Responder Il isin

L 1

; IE).? 168.0, O/iS
e how o EdY T e thgat ol BrhhU

(A and (B or C))

B =l

A Application Protocol Name(°l] & 2] 7
o] ZEEF o] F)o| HTTPS!

B IP Address”} 10.4.0.0/16°1 %1+

c IP Address”} 192.168.0.0/16°1 )<

2 g efolm g Ee)) S astele] tla) e AR A A e EAY 5 9l
Gt 7 Ee9 kel o Qi Lekolt i Zastlo] 34 ol n volHE 45t 3
& e e BAES B xasiae) sy ) A e naFU




o= wuje] &0 A A AHE A mr el A AAE EYE T2 S TS, o] F
e AR FAd5sYT A mele] AeiE EYY 20 = A FX| T o] 23 A2 HF
34 glayth ok mrdlel A AgE B estd g na dilsed o weglow
354 4] 2

~

= do] #&o] gliz TrRlel tiet o] Folu viu A = Hule] = 5o JH S g ASh= 4
QS A 2ES A mH¢lo] TR Y-S FAERA FH5H T
S 2 A A]
711 Policies( ) > Correlation(’d ¥ ¥ 71)&(5) A 83} 3L Traffic Profiles(E 2 9 Z 2 1}9)& S 9

o},
A2 Ed T2 g
* Activate/Deactivate(Z/d 8}/ & 3}) - Edfly] L 231U S g4 8} = v & glel i &eol
0E 29yt EdY 22998 v 2k sstd 3 dlo] g7} “2119‘44 ZEuds A
g ahah, S shs PTW 7L A vhok Sshelo] vhal 2 3 3F H o] Ee AR ek,
Create(A4d) - A} Edfje] Z2391AS WA slel W New Profile(] Z231d)8 sl Eg Y
Tkl 44,6 o] Ao Ay e o= 2B ch Copy(Ah) FBE 2 ste] 712 =d

= =2 7
e she] HARE BT S g

* Delete(2}A]) - E&)l T = 2312 S 2143} 2] W Delete(2}A) (W)= 23} 28-S g3,
cEdit(H ) - 71E B Y 229 & 548 W Edit(5A) (HS FHstu E Y 29 A
4,6 d o] Ao AEE = JAPFUth Eja] Zmapdo] G Al GGl = o] 53 A

vk S Qg

+ Graph( 1)) - £ o) 2 afel & o
Wel 5] 2%, el Z ok gl
9 Z2oge) aYe ¥ 5 syt

P2 1w Graph(2 =) ()2 298Uy gx =
Tl A ARE A ST A9 Bl &35 E

I
AC)
i)
| &l
g
e,
i,
o,

Eos T2 39 mrolel At 2zte] 9l Bl wele] Qi g 3 2R
Q78 L2 obel & AR T T AR e 7 2 weelel] e MEe) W= 2 W A4 FY
o T el E0) B, £elQl Abol o] Bl ek e shel S A e of 71X ek Az
RS S YU

(m
RO
)
[kl
o
ne




[m
S
18
[&l
[l
_;_l,
e
N
A
#
N

sz A7

@A 1 Policies("d &) > Correlation(’d# 2 A1) (&) A B 3kaL Traffic Profiles(E &l 2 31)S 283
=3

@7 2 New Profile(A) Z2312)S Z& 3t}

@A 3 ProfileName(ZZ 2 3t o] 5)S Y& 38ta, B 8 3 79 Profile Description (22 3t AH)S 423

Y.

* Copy Settings("d g FAh) - 7] Eg| ¥ Z 2391 o] A A& HA1eke ™ Copy Settings(H A A}
EELF'/]E';]_"I /\],&%L EEH'::J ﬁiﬂ_m.% d(%iﬂ 07])_% aaqux;lr

* Profile Conditions(*Z 2 3} Z71) - +%4] Aol A Fst= AHE ALE5to] EYY T2 31 S
Aeeted, EglE T2 24 F7} 7 H o)X o] A g & 2P

* Host Profile Qualification(& 2~ E X 2 3}¢ 2}7—3.) -FAS S AETVLAF S AR E ALE S E
o2 2wkl & AREke T, B3 Eashole] 52 2 nel 44 F7l, 8 5o Ao A

=z xPs
« PTW(Profiling Time Window) - Profiling Time Window= ¥ 7 &} 2™ A
hour (s)(*] 7F), day(s)(¥) 5=+ week(s)(57) S A &l gyt
* Sampling Rate({] =¥ 4 =) - Sampling Rate(A 2% £%5)2 & 92 Aegyu},
gola =

)
ue)
H
il
2
)
p‘L
£

H o

H=
5 5zl o A 78 B AGA Ba it B xzae
= dlolEE 22t BAlo E3ehA e ch

oAl s EY 22 A

L ZA A

ey
x

Profile Conditions(ZZ =3} 2=71)9] Edjjd] 23t HY 7oA F713 7 = d
condition(%1 57}) &=+ Add complex condition(¥3 271 F7h& S HFU T o] Z& =1
© g7 FrhE
s AR Aol B W] RE &
« A2k} Al B o] 24 5 s




M

e 22 |

S EEEE DESEE X NEEEEEELEDESEE DEEREEE EREERE
g Fhel 322, A4k}, ghS A AT

isin == isnot inS A2 AEstdE, E
HoE g 21 A ofe ghs Age = sy

FH 2] 7HIP 45 e uf isin T isnot ing AR A ESHAE 1P F4ATHIP 54 W §] ol A
isin 2 Ef 21 %] isnotin A Ef Q1A 2 A A& = 5T}

o

& EgY 229d2 54 Al gt AR E U o] 2719 FHH gl =
Initiator/Responder IP, AA2FA}L= isin, a4t 10.4.0.0/16 9 Y T}

Profile Conditions [ Copy Settings
Collect connection information for all traffic that matches the following conditions:
Add condition H Add complex condition
W | Either Initiator IP or Responder Il isin v 10.4.0.0/16
3 SFEL
v B

Firepower System IP 54~ 7f 2]

Efy 2utde] 2 AE 22yt x4 F7}

A1

A 2

R AA
Edg 23 H4 7)ol Add Host Profile Qualification(Z A E 23 27 7S 83
t}.
Host Profile Qualification(2. 2~ E X 2 3 2}24)ol| 4] F7}ak 2k 2719 ) 3] Add condition(Z 7 71
= Add complex condition(38 271 =7h& 2 Y Th o] e 2102 A4 HrkE Y oh

« AT Ao ahe wE o] E 20 S S5 oF 5k 4 9-ol = ANDE At

« ArEA7F Ao Bl B Y] 23 T ohueE 56 H= A 9ol = ORE A8yt
Ey 220 $AE 223 244 47, 10 Ho| A H Ejy] 28k 27,3 #| o] Ao A
BE Rz 200 g S2E F8, 7he e, ALk} ghs A gy o
isin == isnot ings AR AEetd, Egy 2w akel 2ol A of 2] gk AR, 13 Fo] Aol AT
o= dd 2o of 2] gS A9 = AdFH R

(m
RO
)
[kl
o
ne



management-center-admin-73_chapter1.pdf#nameddest=unique_64

o]
U 3 2E 2291 242 g2 9 A9 4 & E7F ojEl 1 A 2] Microsoft Windows
g Ak ol wt A dlolE g FYIES oY mr ot AT,
Host Profile Qualification | Remove Host Profile Qualification
Only collect connection information with the following properties:
‘. Add condition . Add complex condition
Responder Host Operating System has the following properties
_ OS Vendor | is Microsoft
N OS Name is Windows
OS Version| is any
3 3% yil- ©] L=
Efy zead 231 %
U o= Edy 229k 2318 Ao IS AR duY Edg T2 akd 2 ALE
T4 Qe A2 dolel e B 547 B S I OhFe a2l nhe gk
¥ LEYT 225} 27 78
oh& A Eshi., AxAHE M elslar,
NZgAeld 2rEZ  |ofEAlold TREFS s o] gyt
NZ Al T2 EF FH| ol EFe Aol TR EF JHe 1] & sl oA A gyt
12/
ZetollE Zeto] A= 3} o] MElghc),
et AE Fhe g SetoldE e ag] & sk o] A e gy o
A4+ 3z 5 9} ¢ o] Firepower System " L A = T ufo] ~ 2 MU B G ol E g2 o] A4 v o] B & A}

Sh= 2], Ul NetFlow 7] % 8] 17 ool B} 2 A} a1 7 2 A1 el gh o),
A2 FES AAHA F= A EWY Z2ide 35S BF 29
Destination Country(¥5 2] A] | =77} & &1} o] A A 8l gk o},
= 7}) T2 Source
Country(Z~2> = 7})
Tl shit o] o] 1S AERtyth thg =ull -5 Al A9 EdQle] 519 e oA Bt
o]l o} A= A9 Bl S 7 F o2 Algkg )
EEEErEs|




ey =259 |

>

gee duay., A4 5 A ElS} L

oYl o] B IP, & HAHIP | IP 4 B 1P T4 W9 E JF Iy
E= oY Aol H/EHA ) o

- Al 228 ZF 2] 2 e }le] s Mo YIEY A HS A Utk v =HIQl 5ol A g
HY [P F4E ARESto] o] Ayl Lol d & Zﬂdo}‘ﬁ 7] 2] &L A7 A = dFY
}.
NetFlow TjH}o] 2~ tlolBl & AbE-al Edf ¥ T2 utdS A4S NetFlow A =X E S A8 gt
SHA ELE/NCMP ZE |ELEWE EEICMP 25 48
Herdded sy Hek g d 2 HFE skt o] ey
Efjg 2235 x10| EH@E e Az gt e & ARE sk, A= HEE QA
of A 7}el| 312 & Block ©] o} Monitor = A 7 &l oF gt}
SSL ¢t& sl Al A Successfully Decrypted(%d & 2 0. 2 8] 5)S A8 g},
AE T2ES 4% TR EZFE TCP .+ uDPE Y Y
4 o Ze Aol A A o Ze Al o] S st o] g gyt
A o Z g Aol A FHeare] | § e E ] Aol A FHH AL E] & sl o) A Ad Bl g o
v
A2 olWlE d= A5-7] a7 A
Firepower System IP <=4~ 71
3 3 & glolol & H
EfY 22udo] 3 AE X239 24 5
SAE IR A A 20S AT v WA EE 29 d S Agste A E EAES Y
& oF 31t} Responder Host(-§ 57t 3~ E) &= TRE)FIE A
A

=]
=
2
o
=
I
o)
a
=2
9
&N
>
2
9
i

E)
B8k 2 o) LUt S AE 93 MElo] Bud, S AE TR a3}

27 A4 A% AU
NetFlow 7152 AHg-8he] WIESIZ Wo] EAES F748 5 AW, o &) & EAEo] 488 5 9]
EARE AR 6 5o 2E 99 7152 ALgshe]l AT B @, ol TAE

oA o g Al Hlo B = AFE- 3 4 Sl T e B e % 2 259 o] U1l NetFlow 7]
sofl o] A7 Hlo] ¥ % A8 A5, NetFlow 7] % £ 17 9] o]l 52E7} o[1] Ao o] Eo] 31 o]
B2ET SHARN A U S J0E EFehA guIth A2 E NetFlow 7152 A2l & o) 54
B FE ALET] 2 EAEAN AL F9 LE B oY LET} 2 dbel] LEQX of 15 7]

O o] AR E FAF )

QA Fehol el iz ol Fepolol o vl Y shel W, Feko] ol ol S¥hahiz Aulol A AHEsHs

of ZE] Al o] ZTEEF Ul}\“/} S2E 220t 24 & A G o A4 9] initiator

T ERES] STO|AE RN ofd of ZEjAlo]d ZREF o] F thgoll FetelAdET & AF
2ol AEE dAld EE}O]OJEE] T AFUL S A EH2 BFAE STl A E Eg o] oy

g} 3l Setol A Ee] i3] o Ee] Aol ZREFS AL E A S EfY S

o] IEE BT,

(m
)
(&
g
©

T

iz e}

Z|Hko 2 e


management-center-admin-73_chapter32.pdf#nameddest=unique_941
management-center-admin-73_chapter1.pdf#nameddest=unique_64

[
&
His)
[K
fu
i)
e
to
fols
[>
[m
[&
[l
i)
e
>
QY
-
Mo
|

o2 So] AlzElo A EaE] Feho]dER HTTPSdient(HTTPS 220 E)S W w1 st 25
meManG“Uki“ﬂﬂﬂﬂgﬁE4&4“@ S A3k, o] 714 Application

Protocol (el Z ] Al o] TR EF)S HTTPSE AA YT S9A B 54X SAEA] B
HTTPS A ¥ &5 E| o whe} HTTPS Seto] A EVL Ayt Fefold ER B wy] vyt

E2352E X20d QA &

oeg dela.. AR A e el

EEE*wHﬂ%ﬂﬂﬂﬁEiE%

o

8t ol

0%
2
)
%
i
Hu)

of ZE Aol TR EF >of | ZE Al TEEF XE MG
ZEAH X E

il
jinss
v
o
i
fn)

o Z Aol TREL ST | T2 EFS Helghyr)

ZEEF

ol Zel7lol M 2 ez Ahe || B el Ao 22w Ahe el & sl o4 A g )

¢

Sl > FetoldE | ZetoldE S sht ol AEhTh

Sl > Fehol A W | FeholdE WS g g

A

Se}ol Q1= Fhel 1) Zefo]Q1E Fhel 2] 2 sk ol 4 A el g o)

Ere) sht ol el wrlel e Ae gk b3 wulel 75 A 9] 2919 ake) G A 1w

gk dlol B oF A A5k 4] mrlQlS Ve o2 Ay

h= 9o R2ukdd tjulo]

ol
ol
st
)
2
td
i)
o
iR
1B
ot
i
)
2
i
i

e
o
rlr
td
e

£ Apple iPhone2

TRE TSR TAE TALEE YUY

TRE F9 TAE §3G s ol At Ak S AE S AuE AL o] 2] Y EY A o]~
T8 T etuE A9 syt

10C B 1 I0C B} 25 8} o] 4 A gty th

B oMl E L] ZAETF S ukgl tiubo] o Yes(ol), oYW No(ohH )& A =gyt

MAC F24 > MAC 524 SAEQ MAC 4 A e 952 483k




e zzy |

| JEEEEEEREEENSEL TR

oheS A Esh .. AR = A B ) A,

MAC 24 >MAC 4 MAC f+% | ARP/DHCP Detected?1 A, = Tha-Q1 A1 & A & g T
« ] 2Bl MAC 47 EAE0) 43 A 0 & W 33} A <1 3HisARP/DHCP Detected)
« fufo] 28} ST A E Fhof| 2h9-E 7F QltheE 59 o]+ =2, A|=Flo] MAC 47t e o

3k T~ E S 32l gH(isnot ARP/DHCP Detected)

* MAC -3 o] &1t24] &-3(isany)

MAC Hlt] S AEQ A ALEEE e o] o] MAC HIT] A A B RS g}

senk olEe] F22E7} mokel o] 2ol Wl Yes(el), ok W No(oh 2) % A&t

NETBIOS ©] &

S AE Q] NetBIOS ] &< 1&gt}

YEYg =2 ES

HES T X2 EF M EE http://www.iana.org/assignments/ethernet-numbers®l] 3 A] & T 2

92 g,

S A4 > 08 Wty £GAA WL o] 8-S s} o] AEg T,
A4 > 08 ol & $GAA o) 5L sk ol AE g
4 AA >0s WA A AL sht ol A g T

ANETZES http://www.iana.org/assignments/protocol-numbers®l] @A E AE T2 EF O o] F = HE
= oqlé st}
VLAN ID S 22EC VLANID 55 993t
N2 7 ) o qlol vhel HEe] V9 WS < T T e P Ee A
2B 9 VLAN B L& AF8-35hof o] 9] g o] S Al ghald o 71 %] e 2 A 3 rp g s &=
UFHTH
A off Z ] Alo] A A o F g Al o] S ekt o] A e gyt
o= Al el are] | ol E e Aol Fhel g & sk o] A g gyt
ARG 7Hsd RE S2E & | AEEhs S 2E £4 9 3o upet guke ghs A oh
A7) B FAZ 5w~
;@;jﬁﬁ;afﬂ* « BAE S4 o] Integer(F 7)Y A5 L 54 vl HolE Ml A w9
=ESES0 XY gy,
cT1E S FY0] Text(G~E)Y 45 92E 3hS a3yt
cS2E S Fo] List(HE)d A ad 55 4GS At oh
« 52E &4 §3°] URLY 49 URL #4< &gt
EELER

[
RO



http://www.iana.org/assignments/ethernet-numbers
http://www.iana.org/assignments/protocol-numbers

S EETEDENERERE R |

O
2% Y U 27 TREY SHOE 520 g Aue] bed AS, tle BEe) 4 of o g
AHgE S Qg
o F Fo] £2E/FUNIXS 54 MAS ARsoktrhe 21 525 T2nd 4402 Eof

sl

=z nle] F7hekel = 4, ofe] 20 OR AR A vl b AAHE AFE P,

I B S AE T2 ndd A4 2108 A4S o, isin = isnot ing kAR A

=
ato] A e ek P2 Selected = 31U Th




| JEEEEEET

2300 o gk AR

(m
RO
)
[kl
o
ne

e 22 |



|W__

3
El

ar
Tl

— =
E
=

Mo



