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3 AWS & ARzl A H o]~ A2
A AWS 2& wms} el s 2eHEA S g
5 AWS & 7 15 % GLLBE A7 uth TWLBe thd 155
AA
6 AWS & dlolE IE o] & [PE ARS-8Fo] A LiFell JIA'AE
55U
Management Center Aol =5 FE=3Y T}

o,
|
W

ofefjoll A5

ol F, 71 &%, 318 gk 2 e F3) o8

B %21 & GitHubol| A AF&-3F 4=
5 3F
=

[e]

i

« infrastructure.yaml — Q132 2} 75§ Bl Z 3 YT}

« deploy ngfw_cluster.yaml - 2 2] ~FH 75§ HZ 3 ¢

_L:_x
il

AU AR ghe &Sl Al vrpas
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml

¥ 22 Ze}$-So ] Threat Defense Virtual § 221228 73 |
B cloudrormation 512 212 A1 -5l o] AWSEl A

%

u&
f

Y2 =5 5387 doll ADE = AWS Q1A' 2 {3 B55 59l

deploy_ngfw_cluster.yaml &) 22l 9] InstanceType "} 7] M J=0f] ]85 = gk o} &floll A 28 4= 25Ut

CloudFormation Bl =21 S A}-8-5Fo] AWSO| Al ~8 1=

Azrakr] Aol
* Python 3°] A4 %] & Linux A3 7 2 8.3t}
« &% 22 7} management center®l| A& 55 % =5 3} W REST APIE A8 4= 9] &= management

centero]] T g #e] Asto] Q)= AFEAE A 3l oF fFY T} Cisco Secure Firewall Management
Center ¥H] 7Fo]| =& F 234 A 2

* Configuration.JSON®|| A %78 & 74 &) &] o] § 3} A A 5}= 4 A 2~ 73 2| & management center®l] 5=

hgr o,

A HEE S EH S
a) =4 £ 9 github 2] X E 2] & 5 A gt} https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/aws S 33 Al Q..
b) L /¥ FE 2831 Infrastructureyaml 2 deploy_ngfw_cluster.yaml-S- <=7 g4 tf.
c) 7| HAAHo= cIoud-cIuster|ng/ftdv—cluster/lambda—python—flI&s/Conﬂguratlon.j son< 43y

ay

o

b

A ol vk Ay

—~—

"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

* fimcIpforDeviceReg "2 4 - S DONTRESOLVE= 4] &1 t},

« fmcAccessPolicyName-- management center] 4 A2~ 7 2 3} ] X] sf| of g},
#3 FTDv5 % FTDv10 A5 A5 A e th

d) =t} el F 4 Python ho] B2l 2l & A& 7] 8l cluster_layer.zipoleh= & A7 9y

H
e
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http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
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CloudFormation %1% 21 & A}-8-51c] AWS<l A4 =& % [

Python 3.97} A4 X] 1 Amazon LinuxE A}-&3}97 cluster_layer.zip 3} S A A 3= A o] EH5YTh
Zk3 Amazon Linux $+7 ©] & 2 3} 7 - Amazon Linux 2023 AMIE A}-&36Fe] EC2 1AW A E
A EAY 2 A W - 2] Amazon LinuxE 2! 3 3}+= AWS Cloudshell S AF&- S = A F U T}

cluster-layer.zip 3 S A A5l W WA python 2ho] B.& 2] 9| 7] %] Al AW 2 7%
Requirementsitxt 34 -& A4 & th3 Al ~AHEES 2 g of Fch,

1. Python 7] 4] A A K& A4 5o requirementsitxt 3L -& A4 1t}
-2 requirementsitxt I ol A A = W E 9|71 #] Al E- F R G

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. oA AAHEE 235l cluster_layer.zip 342 A o)

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python

Fa AR Fo FHA FE QT wrllib3 £ G 3hy7F S A 3= A, requirements.txt 3t
doll A A A F= 7| A& sk Aol FHUT 19 v AR E v A
Yt TE=S MNAT F AFYTH

A3} cluster_layer.zip 3} S lambda python files 3 T of] AU T},
cluster_manager.zip 2! cluster_lifecyclezip 3} & A A Ut

makepy 392 FAlE gl A Eg o 35Ut o] 2 A6 python 3 & Zip
e E0 ol HAE YT

python3 make.py build

Ei

SERE

A 2 Infrastructureyamls 75813l S8 2~F 59 tigk =49 3t& 7] S

a)
b)
<)

d)
e)

AWS <] A CloudFormation 0.2 o] 3} o] Create stack(Z~¥] 4 41)2 28 gt} With new
resources (standard)(A] 2] &2~ E3HEF))S Al ).

Upload atemplate file(§] &3 3} 2 =) A 815} a1 Choosefile(3HY 4 &)
ZH o)A Infrastructureyaml=- A1 81 gk o},

Next(th)E 2esta 24 4 WE A&t

Next(t}<), Create stack(2= 8} A A)S 24| 2 =83y}

T%o] &3 W Outputs(Z ) 2 o] 53ho] S3 BucketNameS 2+¢1 g1t}

tlo

=
=

)
o

F o
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Outputs (16)

Q

Value Description Export name

AZ me-south-1a Availability zone
ApplInstanceSGIid sg-02b07af19c3e746d9 Security Group ID for Application Instances

ApplicationSubnetlds subnet-03217efc6049e5fee Application subnet ID

Name of the sample Amazon S3 bucket
BucketName neo-cls-infra-s3bucketcluster-13pgzkjjrx66 with Private Static Web hosting
Configuration

http://neo-cls-infra-s3bucketcluster-13pgzkjjrx66.s3-

BucketUrl ;
website.me-south-1.amazonaws.com

URL of S3 Bucket Static Website

CCLSubnetid subnet-Ocaf6c4801922d8b1 CCL subnet ID

EIPforNATgw 15.184.208.231 EIP reserved for NAT GW

Security Group ID for FMC if user would like

FmclnstanceSGID sg-0a0d3797b04370aa3 to launch in this VPC itself

Security Group ID for Instances Inside
IninterfaceSGId sg-0522ebe5ach8a2827

Interface
InsideSubnetlds subnet-056fdc9fe5389bf88 Inside subnet ID

Security Group ID for Instances

InstanceSGId s9-Obe5b62647eb53dec Management Interface

LambdaSecurityGroupld sg-0347d191d724b2574 Security Group ID for Lambda Functions

subnet-0989fbaeb522a906¢,subnet- List of lambda subnet IDs (comma

= 0c728b649d506f930 seperated)

MgmtSubnetlds subnet-08c386d4b06890532 Mangement subnet ID
UseGWLB Yes Use Gateway Load Balancer

VpcName vpc-0d94d3eaaalf1354d Name of the VPC created

@A 3 cluster_layer.zip, cluster_lifecycle.zip 2 cluster_manager.zip<- Infrastructure.yamlol] 4] A4 gk S3
2o e .

A=
e
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CloudFormation 512212 21231 Awsel 4 =8l 7% ]

9 3:83W %

neo-cls-infra-s3bucketcluster-13pgzkjjrx66 .

Objects Properties Permissions Metrics Management Access Points

Objects (3)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll

need to explicitly grant them permissions. Learn more [/}

@© Copy S3 URI Copy URL M Download Open [4 Actions V¥ Create folder

[ Upload

Q

Name Last modified i Storage class v
D cluster_layer.zip i September 30, 2021, 17:49:01 (UTC+05:30) i Standard
[ cluster_lifecycle.zip i September 30, 2021, 17:49:01 (UTC+05:30) N Standard

@ cluster_manager.zip i September 30, 2021, 17:49:01 (UTC+05:30) b Standard

7] 4 deploy_ngfw_cluster.yamlS -5 & T},

a) CloudFormation® ©|& 3} Create stack (2~ 8} A A])S &2 3 t}. With new resources
(standard)(A} 2] &2 ZIHEF)SE Dy E}

b) Upload atemplatefile(¥] =3 91 9 2 =)S A8 &}al Choosefile(3Hd A 8))& S8 3 & Al
Z U A deploy_ngfw_cluster.yamlS- A1 8] gt o},

¢) Next(thS)E 288t I+ AR E A3

d) Next(t}), Create stack(Z= ¥} A4)S 2ba & 2 g},
Lambda % X 2 A 2~ 2] Y X5 32| 3} threat defense virtuali= management centerol] A5
o8 FEHY
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Resources (19)

Q

Logical ID

AsmanagerTopic
ClusterManager
ClusterManagerLogGrp
ClusterManagerSNS1
ClusterManagerSNS1Permission

FTDVGroup

FTDvLaunchTemplate
InstanceEvent
InstanceEventinvokeLambdaPermission
Lambdalayer

LambdaP

LambdaRole

LifeCycleEvent
LifeCycleEventinvokeLambdaPermission
LifeCycleLambda
LifeCycleLambdaLogGrp

awlb

Physical ID

-south-1:79766 1-1-autoscale-manager-topic [4
s-1-1-manager-lambda [
ambda/n -1-1-manay

amn:aws:snsime-south-1:797661843114:neo-cls-1-1-autoscale-manager-topic:ae9962ae-de5a-4274-afa1-b38fb815eedc

neo-cls-stack-ClusterManagerSNS1Permission-1QUGC6QPBYAMM

1t-073774bage52a7e70 [4

1-1-notify-instance-event [

neo-cls-stack-InstanceEventinvokeLambdaPermission-1HIW8J9L3S6E2

arn:aws:ambda:me-south-1:797661843114:layer:neo-cls-1-1-lambda-layer:1
neo-c-Lamb-JNZAR9J36KYQ
5-1-1-Role [3
-1-lifecycle-action [4
neo-cls-stack-LifeCycleEventinvokeLambdaPermission-7036X3FAVFF7
-1-lifecycle-lambda [5
lambda/neo-cls-1-1-lfe

amn:aws:elasticloadbalancing:me-south-1:797661843114:l0adbalancer/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5

Type

AWS::SNS:Topic
AWS::Lambdaz:Function

AWS:Logs:LogGroup

calingGroup

AWS:EC2::LaunchTempl
ate

AWS:Events:Rule

AWS::Lambda::Permissio
n

AWS:Lambda:LayerVers
ion

1AM:Policy

AWS::Lambda::Permissio
n

AWS::Lambda::Function

AWS:Logs:LogGroup

AWS: ElasticLoadBalanci
ngV2:LoadBalancer

= 2}-9-= o A] Threat Defense Virtual-8 5] ~F 7% |

Status

(© CREATE_COMPLETE
@ CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
@ CREATE_COMPLETE

© CREATE_COMPLETE

(© CREATE_COMPLETE
(© CREATE_COMPLETE
© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE

(© CREATE_COMPLETE

listener arn:aws:elasticloadbalancing:me-south-1:797661843114:listener/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5/fF58Ff3f92fcd13 “V‘(/S”Ela;“‘"‘“"“‘a"" © CREATE_COMPLETE
ngV2:Listener

tg arn:aws:elasticloadbalancing:me-south-1:797661843114:targetgroup/neo-cls-1-1-GWLB-tg/009149395247£c955 Rt L b © CREATE_COMPLETE
ngV2:TargetGroup

GA 5 == = 3k}ol] & 1¢138} L show cluster info ™ 8 S AF&3te] S8 A8 55 gl ).

Details Activity Automatic scaling Instance management Monitoring Instance refresh

Instances (2) (@] Actions ¥

Q > @

] Instance ID Lifecycle Instance ty... Vv Weighted capacity v unch template/configuration v

[ ] i-0a8a98d3bda571dc9 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 |\

] i-0f6c3f8ea3ba2b044 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [ | !

Z}-9-=oll Threat Defense Virtual & 2] =~ 5
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1% 6: show cluster info

Copyright 2084—2022, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.13.0 (build 198)
Cisco Firepower Threat Defense for AWS v7.3.8 (build 69)

[>
>
[> show cluster info
Cluster res—cluster: On
Interface mode: individual
Cluster Member Limit : 16
This is "123" in state CONTROL_NODE
1D a
Version 92.19(1)
Serial No.: 9AWDHS75AGV
CcCL IP 1.1.1.123
CCL MAC @642 .3261.alde
Module : NGFWv
Resource : 4 cores / 7680 MB RAM
Last join : ©5:58:46 UTC May 18 223
Last leave: N/A
Other members in the cluster:
Unit "288" in state DATA_NODE
ID g ik
Version : 9.19(1)
Serial No.: 9AX@2RCE9INM
CCL IP : 1.1.1.288
CCL MAC : B687.abhed 4442
Module : NGFwv
Resource : 4 cores / 7680 MB RAM
Last join : 85:5@:47 UTC May 18 2823
Last leave: N/A

AWSOl A 525 0 2 Za] 1 T3

S 2EHE TR 53 H Day 0 7S TH|sH AL 7T ==

ol Ao} =B bR

Ll

T-5 ¥ Th+5 management center

AWS©|| o g} Day0 -4 A A

g T4 ®E

rr

SEY TSRS g dsUT 1 A S ARk Aol E5 YT

AWSOl T3t 14 A4 o= Day0 T4 A

A TAEL SYLH FEZEY S Ao YA

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
[For Gateway Load Balancer] "Geneve": "{Yes | No}",

¥ &8 Z2}-9-=9| Threat Defense Virtual & 221 26 7% ]
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[For Gateway Load Balancer] "HealthProbePort": "port"

BEH o gt 2 v,

"AdminPassword": "Sup3rnatural",

"Hostname": "ciscoftdv",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {

"CclSubnetRange": "10.10.55.4 10.10.55.30", //mandatory user input
"ClusterGroupName": "ftdv-cluster", //mandatory user input
"Geneve": "Yes",

"HealthProbePort": "7777"

D -

B3 90) AL BAbehe] o= Ao 5 ALEA 12 T A A AN oF Gtk

CclSubnetRange ¥ =9l xxx4°l| A A Z}al= 1P T4 WS A AT S8l 28 #H o 1671 o] 49
/\]-% 7]’%“"_:"1' 1P "zr‘iﬂ‘ 9)\%7(] éjf?l@"/] E]’ }\] Zq‘(ip_address_stazrt ‘;l %‘.u.(ip_address_end) 1P “Zr‘_/t

o] 2 71 o= ol ol vob LT,

EINL L FRIPF2 o

CIDR REITESY 2R IP T4
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

AWSOl| o 3 AF-8-2F 2] A -4 & AFE-5Fo] Day0 -8 73

Yol AL gahe] WA Fe2E FEREY T4

o
inSs
JE
]
4
30,
i)y
i
v

-~

"AdminPassword": "password",
"Hostname": "hostname",

2] Z2}9-=0l Threat Defense Virtual-& 22 ~F +%
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"FirewallMode": "Routed",
"ManageLocally": "No",
"run_config": [comma separated threat defense configuration]

}

Ao Eglo] = Wl A o

t}-8 ool A= U-turn E 228 Geneve 21 E]Hl o] 2 17] @ 2] ~F Alo] 8 3-8 VXLAN 21 E] 7| o]
22 1I7F A= Aol Eglo] 2= WA tidk 3-S5 B FUTE HA BAE @S == E LR

afoF gt
WA 7.4 ©]°8 Day 0 74 A& 0] ofefell v} SlF Ut

"AdminPassword": "Sam&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [
"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",
"ip address dhcp",
"no shutdown",
"interface TenGigabitEthernet0/1",
"nve-only cluster",
"nameif ccl_link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy single-arm",
"nameif uturn-ifc",
"vtep-nve 2",
"object network ccl#link",
"range 10.1.90.4 10.1.90.19",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 2",
"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",
"encapsulation vxlan",
"source-interface ccl_link",
"peer-group cluster#group",
"jumbo-frame reservation",
"mtu geneve-vtep-ifc 1826",
"mtu ccl link 1980",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",
"aaa authentication listener http geneve-vtep-ifc port 7777"
]
}

W7 7.3 0]3}18 Day 0 7-43 Al

sl

o] o}zl he} 211,
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"

"AdminPassword": "Sam&Dean"
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc"

"ip address dhcp"

"no shutdown",

"interface TenGigabitEthernet0/1",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp"

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy single-arm",

"nameif uturn-ifc"

"vtep-nve 2",

"object network ccl#link",

"range 10.1.90.4 10.1.90.19",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 2",

"encapsulation geneve",
"source-interface geneve-vtep-ifc"
"nve 1",

"encapsulation vxlan"
"source-interface ccl link",
"peer-group cluster#group",
"jumbo-frame reservation"

"mtu geneve-vtep-ifc 1806",

"mtu ccl link 1960",

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable"

"aaa authentication listener http geneve-vtep-ifc port 7777"

D -

u&
f

=)

e

ASSa P FaE ARG
[©)

..

CCL A B9l # 9] 9] 7§ CCL A B Yl CIDROI| A] ol okl [P 5242
R 7EA el A= 9 5 3 A2 B SR IP T4 oS ALk
AWS 7] gl A o] A -5- o] 7] ol| A /4 A4 g+ aaa authentication listener http 2 E & #] 78 3} oF 1]

o},

lm

H] 7] 2 = A o

b2 alloll M= e, i B o5 QI sl o] 27 Sl H] 7] 2= i Xol] AbgE A 3 F8
Bl Alo] F =8 VXLAN QIE Hlo] 28 AU T 51 Al 418 312 =22 Al s of ek
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"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",
"run config": [
"cluster interface-mode individual force",
"interface Management0/0",
"management-only"
"nameif management",
"ip address dhcp"
"interface GigabitEthernet0/0",
"no shutdown",
"nameif outside"
"ip address dhcp"
"interface GigabitEthernet0/1",
"no shutdown",
"nameif inside"
"ip address dhcp"
"interface GigabitEthernet0/2",
"nve-only cluster",
"nameif ccl link",
"ip address dhcp"
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"jumbo-frame reservation"
"mtu ccl link 1654",
"object network ccl#link",
"range 10.1.90.4 10.1.90.19", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",
"encapsulation vxlan"
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable"
]
}

el Aol YA UEDA A B9, BoF vtFo] FAT AAFUHE W 1670). MA7F =
%

TE AT 4TS F F ASFYLH

™

B 9o AR HApste] el Pt Aol A AL A G A AA s ok Tt
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e
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. AWS<] 4] GWLB=- A}-&3}+= Secure Firewall Threat Defense Virtual 2 2] 2~E] 3 9] 3 t) 4} AL ¢ v 4
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GA 1 Z a3 A F o]~ F(A]Edo] 25 WMRA(GLLB)E AHE-sh= 45 QI Hlo] 2~ 470, v] 7] 2
T WM E AL S Q1 E o] 22 57)) 2 F 2] 22 F] Day 0 -/ & AF8-5} 9 Threat Defense Virtual
Sl A~ElAE FEUT o] 2 A 3} Configure Instance Details(Q1 =812~ Al 5 G 1 G-4) >
Advanced Details(2L 3 Al A K) A Aol Day 0 74 S & €54t
Far ofgf o] EAHE JA2' 2o QIEHo] 25 AA T

« AWS Ale]| Eglo] == A - QIE]Ho] 2= 470 - whe], Xk, - 2 S 2] 2=E] Alo] J 4.
H] 7] 2= A - Qg Ho] & 571 - e, X ek 5, o 5 2 S8 2~ Alo] P,

AWS®I 4] Threat Defense Virtual 2 75 &= W ol o) 3k &} 4| 3k -8 Deploy Threat Defense Virtual
on AWS(AWSO| A Threat Defense Virtual 7-57)5 L3} Al Q.

A2 Q3o F7 EE FESE W 134 E R T

4] 3 Threat Defense Virtual $2<591] 4] show cluster info ™ & & A}-83Fo] & w27} e 2ol A F % o

aey

2 2AE0=A gy

Ald AWS Alo]Efo] 2= Wel X & G4 T,

Al 5 Management Center®l|

a) W 15 2 GWLBE AU
b) GWLBel th4 18-S A4 gy}

Bu SvhE ek 1E, Py P4 % gE Bel M4 A8 ES GWLBE TSI A 2.

¢) IPFAE ARESto] O 5ol vlolEl QI H o] 2(IE o]~ WihE S5 F Yt
ARA g 82 Ale] E o] == lRIA A S Farst Al

o] -
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Internet
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@ Gateway Load

Balancer

Inbound flow uses public IP of
public load balancer.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Public Load
Balancer

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

® ®

Flow is forwarded to an internal
server.
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(VMs or VMSS) Firewalls
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Internet
Outbound flow leaves the
internal server.

@ Gateway Load

Balancer
Public Load @
Balancer >
Flow is returned to the public

@ @ load balancer.

Flow is forwarded to the
internet by the public load
balancer.

Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.
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1 2 | Modify azure_fidv_gwib
Download _cluster.json and azure Upload
Local Host templates and ——_fidv_gwib_cluster_parameters CIusTcrfF.unc:non
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. required parameters to Function app
| I
' 8
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customData field
image
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4 87 iz

1 24 3AE Marketplace ©] 7] A ] 5] VMSSE A8 3HH o},

N

(2) 2 BAE A Ao 2=E AA T}

| ZEAIAE customData & =9l Day 0 7-4-& 57} o}

b Sl

(a) 27 5 E 34 Q" 525 elo g

S

(5) 2 BAE GLLBE T/ 4t}

6 Management Center Aol m=E F7Fg e}

 JE 52 GitHuboll M A& 4= QU ok w7 gk |l &5l A1 v 7ha s

Secure Firewall 4 7.4.15-8 A&k 1 #H| o]~ glo] S 2~HE 75 5 A F YT Outside, Inside,
Management 2 CCL Q1 E] o] 27k AL-8-3lo] Se]~HE :rL:; 3} ¥ WithoutDiagnostic 512 & -
azure_withoutDiagnostic_ftdv_gwlb_cluster J)arameters json 2
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Network: any-ipv4

Interface: vxlan tunnel

Leaked from Virtual Router: Global
Gateway: vxlan tunnel gw

Tunneled: false

Metric: 2

4

3 yxlan_tunnel_gw: Glo]E] A BYle] Ao]Ego] P FA ).
Azure Resource Manager &l = 31 S 53l GWLBE A}-8-3}¢] Azureol| 4] E 2] 2E 15
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a) 27 &9 github 2] LA E 2] & A 3FY U https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure S FZ 3 A 2.

b) < w7 H4E AL-831o] azure ftdv_gwlb_clusterjson 2 azure ftdv_gwib cluster_parametersjson
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http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
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Secure Firewall H 2 7.4.15-E] 2t QIEHo] 2~ glo] SHAHE 75 5 A5 T Outside, Inside,
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azure withoutDiagnostic ftdv_gwlb cluster parameters.json %
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a) 7FFUE]AE B
1. Basics(7]¥ AFE B o] =& U 550l A Subscription(7+5) 2 Resource Group(2] &2~ 1
)= Ay
2. Z 23 Region(# 9)& A B g Tl Next: IP addresses(th2: IP 542)5 A &gy
IP Addresses(| P %) 2ol A Add subnet(A B.Ul =7h & Z 8 star A B, A dlo)E 4
CCL)S F7}g .
et A 7 o] 2= §lo] Threat Defense Virtual 7.4.1 8] 2~H & 531 49 A A B U A&
Aol of gk
b) AHUE F7hgh
AHEA AR MBS FEF
a) Create(*}4)) > Template deployment (8123 1-%)(AF&AF A4 Bl &3S A}-&3} 9]
.
b) Build your own templatein the editor (1 5] 7] ol A ZHA] ©1Z8] 5)2 S8}
o) Ak IHH o)z 75 glo] & MBI 49 Load File(¥d 2E)& S8
azure ftdv_grlb_cluster.json %=+= azure_withoutDiagnostic_ftdv_gwlb_cluster.jsonE ¢ = =3
o
d) Save(14)E L F)
A2 AR GRS T
23} 31 Review + create(A E + 4 4) S Z= gy}
759 Create( )& 22 gt
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1% 10: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure 3 E ol A Function ¢S &3l &2 2~F & Management Centerol] 553t}

Fa g Pe ARE-EA] ¢ o2lW Add(F 71 > Device(t] HEo] 22)(Add(F-7F) > Cluster (2 2] 2= H)
7} ob)E AF8-319] management centerell 25 Alo] =& 55T T JFUTH YA 2
Yy L= A o® TR

) > User scope(A -4 ¥191) >

Deployment Center (-3 AlE]) > FTPS credentials(FTPS A4 5
2] 1'-;1-6]-1:]_0 Save(xixP)e %FJ'

Configure Username and Passwor d(AF-&-#} o] & 2 v H &
ek

24 "o gl v curl ¥ H S 2 8 3}o] Cluster Function.zip ¥} Y-S Function $joll ¥ 2 =3t}
curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

8)=

#curl B AYE ARSE ) BR3P0l 2P 5 dHU

7k g glol AR =gk @97k A28 1 2284 A4 9 outqueuesl A 218 B 5 9l
U t}. Management Centerol] t] 3 tjn}o] 2~ 5=o] Al 2T,
aFMTrE R
£ gwlban -function-app | Functions
' Sez i Create () Refresh
o Overvienr Ak Your aps is curmently In read only mode because you are nimring from a package file. To make ary dhanges upeate the contant in your 2 file and WEBSITE_RUN_FROM_PACKAGE apa setfing
B Adivity log

A Access contrel (1AM)

> Filter by name.

@ Tags

@ Diagnose and sclve problems - L .

&* Diagnese and scive pioblerns ] Mame Trigger T4 Status T
@ microseft Defender for Cloud j T Queus Enabbad

Events [preview)

Functions

fi| Functions
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% 12: 5

rm gwlbanbdx5mqdvkpees | Queues 2

Storage account

£ Search (Cmd+/) \ « ~+ Queue () Refresh

= Overview

JO Search queues by prefix

B Activity log

@ Tags

Queue urd

[ outqueve
£ Diagnose and solve problems
] resourceactionsuccessqueue http: d

Ao Access Control (IAM)
@ Data migration
Events

S Storage browser

Data storage
= Containers
i File shares

™ Queues

719 13: Outqueue

[ outqueue - X

Queue

O Search (Cmd+/) \ « () Refresh -+ Add message [i] Dequeue message X Clear queue

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems
& bieg i P search to filter items.

fa Access Control (IAM)

1d Message text Insertion time Expiration time Dequeue count
Settings Event thread: f605983a-97ad-444-9222-beebTc09ab0
Action: i
Access policy €d054b12-239b-4aSe... Operation: Micr 8/2/2022, 9:54:56 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:48:21 28947772
@ Metadata Started function execution

Event thread: f6b5983a-97ad-44%4-9a2a-beeb7c0%ab0
Data: Instances Description

Instance 1D in scale set: 0
Name: sumisnib-vmss_0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance 1D in scale set: 2
Name: sumisnlb-vmss_2
Status: VM running
c54339e-1318-4ac2..  Public management IP: & - 8/2/2022, 9:55:08 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance 1D in scale set: 3
Name: sumisnib-vmss_3
Status: VM running
Public management IP:
Private management IP: 10.55.1.7
Instance D in scale set: 4
Name: sumisnib-vmss_4
Status: VM running
Public management IP: 4 4
Private management IP: 10.55.1.8
Event thread: f6b5983a-97ad-44f4-9aaa-bbeeb7c09ab0
82166a71-de7e-477.. ol FTD index 0 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f6b5983a-97ad-44f4-9222-beeb7c09ab0
Data: Cluster Info
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Modify azure_fidv

Download _nib_clusterjson and azure Upload
Local Host templates and ——» _ftdv_nib_cluster CIusTcrfF.unc:non
files from GitHub _paramelers.json with -zip file
. required parameters to Function app
| [
+
3)  Create 5) cont 7o Furcti 8
Azure Cloud Resoure Group, |::t;;€:r: Usem l::;\:t)zrapp Create
Vinual N;lwark » Template — details cluster with c :”:13 |
add ;':,bmm management center recentials
6
Cluster Node Verify the
Cluster
Deployment
O =
AT &4 A
~ = . <5 - o) o -
(1) 2EHTAE GitHuboll A |1 &3 2 9t & -2 =9kt
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azure withoutDiagnostic_ftdv nlb cluster parameters.json & azure withoutDiagnostic ftdv nlb_cluster.json
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
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Network: any-ipv4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10
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Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
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a) =4 Z19 9 github 2] £ E & & 5 A gt} https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure S 3314 Al 2.
b) 4= w7 A== A8 azure ftdv_nlb_clusterjson 2 azure ftdv_nlb_cluster_parameters,json<
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5719 A BY(#E], A, 2] 2 CCL(Cluster Control Link))©] 1= 7 HIEH A E AT

Secure Firewall ¥ 1 7.4.15-E] ¢t QlE| A o]~ glo] FHAHE 75T 4= 55Ut} Outside, Inside,

Management 2 Cluster Control Link Q1 E] 3| o] 27k Q)= & 2] ~H & -5 3} ¥ withDiagnostic 512 %

-azure_withoutDiagnostic ftdv nlb_cluster parameters.json 2 azure withoutDiagnostic ftdv nlb_cluster.json
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)= gy

2. b) P23 Region(#] 91)& 41 €1 g1 ). Next: |P addresses(tH&: 1P 5242) 5 A &l g o).
by ABEME F7HY T
IP Addresses(IP 52:) &1l A Add subnet(x 2.9l 271 S et A 8@, v g 9]
now Ze g A4o] YT)S =713
ZF Q1] H o] A Q) ©] Threat Defense Virtual 7.4.1 S ¢ 2B & 3535t A9 A A By AAS
A s ofof .
AR A BEE S T EHEIU L
a) Create("d4]) > Template deployment(¥] =8 -3) (A&} A A Bl Z 8l & AF8-3fo] 13)S Zg
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
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AEAE A 5 == 5 slfo]] ®1918}FAL show cluster info & & AF&-sto] S8 2~H -5

712 14: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure X Eof| A 3t )& 58l 8to] &2 22FH & management centerol] &5 3 T}
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Function $§& A}-83}#] ¢ 221 Add(F7}) > Device(t] vlo] =) (Add(57}) > Cluster (& 2] =
B)7} ob'd)E AH8-3Fo] Management Centerol] 214 Alo] ==& 558 = QU th Y 4]
Y2y mEE Ao SEFH YL
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Deployment Center (-5 Al E]) > FTPS credentialsS(FTPS A4 5-%) > User scope(AH8-AF H ) >
Configure Username and Password(AF-8-#F o] & 2 H U & F4) & 28 ¢ U3 Save(A 4 & 2 &
e

274 guld o) A v curl ¥ # S 4 33}] Cluster_Function.zip ¥+ S Function ol ¢ 2 =3 T,

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy
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"AdminPassword": "password",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",

"FmcNatId": "<NAT ID>",

"Cluster": {

"CclSubnetRange": "ip address start ip_ address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",

"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

o]
Day 0 773 A1 Z©] ot vo} 5Tt

"AdminPassword": "password",

"FirewallMode": "routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.
"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory user input
"ClusterGroupName": "ngfwv-cluster", //mandatory user input
"HealthProbePort": "7777", //mandatory user input
"GatewayLoadBalanceIP": "10.45.2.4", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"
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Azure A E] 321 A o] - of 7)ol A] A 3 HealthProbePort S %] 4 &l ofF gt
CclSubnetRange™ 579l] xxx4ol| A A Ztal= 1P 4 W 9= A Aot F2] A H ol 167) o] <]

A FH5 1P 27 A Sl gh o,

Al ZFE Z2g [P F49 W 7] o7 ofdol et A5

o,

E 4L TR IPFRO o
CIDR A ZHIP 52 FEIPFA
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

Azure & AH8-4F 714 T4 < AHg-5ho] Dayd T4 43
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{

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF",

template, set this parameter to OFF.

"ip address start ip address_end",

"FmcIp": "<FMC IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",

"Cluster": {
"CclSubnetRange":
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port_ number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment_ id"
}

}
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"AdminPassword": "Sup3rnatural",

"

"

Hostname": "clusterftdv",
FirewallMode": "routed",

"ManageLocally": "No",
Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics
template, set this parameter to OFF.

"

"

"

"

"

FmcIp": "<FMC_IP>",

FmcRegKey": "<REGISTRATION_ KEY>",
FmcNatId": "<NAT_ID>",
run_config": [

"cluster interface-mode individual force",

"policy-map global policy",
"class inspection default",
"no inspect h323 h225",

"no inspect h323 ras",

no inspect rtsp",

no inspect skinny",
"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",
"description Clustering Interface"
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",
"range 10.45.3.4 10.45.3.30",

"

"

’

//mandatory user input

"object-group network cluster#group",

"network-object object ccl#link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",

o
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"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu vxlan tunnel 1454",
"mtu ccl link 1454"
]
}

H A 7.3 ©]8H8 Day 0 74 A1Z0] ofefjell v} hFHt

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",
"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0O/0",
"no shutdown",

"nameif vxlan_tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernetO/1",
"no shutdown",

"nve-only cluster",

"nameif ccl_link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",

"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",

H
e
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"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",

"source-interface vxlan tunnel",

"peer ip <GatewayLoadbalancerIP>",

"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu vxlan tunnel 1454",

"mtu ccl link 1554"

(RUBNA)
X,

B 9e] ARG BAbste] Roj Yz 7ol = 1B ALEA Al Aol A A Aok T

az vmss create CLIE AF&-3Fo] QI2E 2 427} 021 »lAl &gl o] 22 o] u] %] o] A} VMSS(Virtual Machine
Scale Set)E 2§ g Tt

az vmss create --r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvlimage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual NetworkName>
--subnet <MgmtSubnetName>

e, dolE W S 2~E Alo] 9] 371 QI Ho]| 25 A4 T

A A 8k VMSS(Virtual Machine Scale Set) 2 ©] 58}l th& @A S =33}

a) Operating system(><3 A #ll) A4 o}2}| 9] customData & =o|| Day 0 74 & F7FgH v

b) Save(A)E ST

c) Scaling(Ed) A Ao A Qg Fe] ~F =R JAAHA S
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az vmsscreate --r esour ce-gr oup <ResourceGroupName> --name <VMSSName> --vm-sku <InstanceSze>
--image <FTDvImage> --instance-count 0 --admin-username <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product

cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual Networ kName>
--subnet <MgmtSubnetName>
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"error": {

"code": "RoleAssignmentUpdateNotPermitted",

"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be
updated."}

« az role assignment delete --resource-group <zl A2~ Z1& °]&5> --role" Storage Queue Data
Contributor"

- az role assignment delete --resource-group <] &~2x 715 ©]&> --role" Contributor"
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp
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ftav_cluster_funtion.zipS 4 ==Yt}
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zip -j ftdv_cluster function.zip ./cluster-function/*
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gsutil cp ftdv_cluster_function.zip gs.//resourceNamePrefix-ftdv-cluster-bucket/

Zel2E g ATeE FEPU,

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
A TP F2 8 AL EHE A S obelle] Bl g S gahalAl 2

a) Threat Defense Virtual #+2] VPCZ Management Center Virtual-S 2 3 3}31 A A o).

b) VPC AYHEE A/ 3+o] Google Cloud 715 Threat Defense Virtual 2] VPCol| 172 3t T
gcloud compute networ ks vpc-access connector s cr eate vpc-connector-name --region us-centrall
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

Management Center”} Threat Defense Virtualoll A €1 A ©] i1 Threat Defense Virtualol] 9] - IP =47} &2
2.3k 79 cluster_function_infra.yamloll 4] deployWithExternall PS True® A A 3 of g1t}
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gcloud deployment-manager deployments create cluster_name --config cluster _function_infra.yaml
Fe|2HE 2EU.
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gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. O|RE.QAE EEZZA] FF2] 9

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml
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"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //Optional user input from version 7.4.1 - use
to deploy cluster without Diagnostic interface
"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
A A= et AEyrh

"AdminPassword": "DeanWlncheS$Ster",

"Hostname": "ciscoftdv",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster"

//mandatory user input
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CclSubnetRange ¥ =0l = A B.Ul 9] & 27 IP =29} vhA| 2 27) 1P 45 AFE-8F 5= Sl Yt &)
Al gE U8 IPv4 A B ] of Okl IP =45 ALt Al 2. S| ~E Pl 167) ©]/d9] AFE- 715 g
IP 527 A &3t Azt 2 F8 1P 49 B 74 o 7} ool et 5t
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EEANE FRIPT 2]

CIDR A ZHIP 52 FTEIPF2
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
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https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
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GCPol t & AF8 2 % 42 283l Dayo 4 44 I

CIDR A ZHIP 52 ZRIPF2
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

GCPoll vl g AF-8-2F 217 4= AH-8-3lo] Day0 4 A3

PR AHgEte] A FelaH REAEY T4 99T 5 Ay
{

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

b2 ool A= e, Wi 2 o5 I dlo] A7) gl A 9 Sl F Alo] Ao thgh VXLAN <)
Huo]2g AU wA 241§ =2 2 anfrsfof Syt

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",

"interface Management0/0",

"management-only",
"nameif management",
"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",
"nameif outside",
"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",
"nameif inside",
"ip address dhcp",

"interface GigabitEthernet0/2",

"nve-only cluster",
"nameif ccl link",
"ip address dhcp",
"no shutdown",
"interface vnil",

"description Clustering Interface",

"segment-id 1",
"vtep-nve 1",

"object network ccl#link",
"range 10.1.90.2 10.1.90.17",

"object-group network cluster#group",
"network-object object ccl#link",
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"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu outside 1400",

"mtu inside 1400"
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w3k A e 8ol E S 169.254.169.2542] Google M EFH| o] ] ¥ &2 U] P A eE 54 =5
NAT 72 & /g 8 of gyt

= 22-A1-9-22(North-South) NAT 2 415 4]

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

byDevice ¥ Fiter Rules X

insice outside. £ GCP-HC  1LB-S0UTH L6 Hoalth Chock a7 T8 ILB-SOUTH Tl METADATA

© 6eP-He B EL8-NORTH "1 gy ELB-nORTH iy METADATA

i Ubuntu-App-VM

9 ¢lle ¢

nside any B EL8-NORTH

insice outside Sy G obiany  obj-any

o] ~E-¢] ~ E (East-West) NAT 7% A= -4

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0
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Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v
Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel
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. Management Centerol| 22 ~E F7H5%5 +5)

o) Registration Key(5-5 7]) B =ol tuko] 22 2] ol ALS3 A3} 53 55 718 I g o,

5% 7)E 998 6 FEQUT

&) (H AR Tl 2 gl Tube] 2% FbEh T

0 5% A tutel 2 E FE3] A3 271 A4 Ao B AL HesAL A F A YT
q

A G AS A SHE A9 718 A AT Ul Beol uhek YA AHgAL ge) 5
RS
‘ New Policy

Name

basic

Description:

Select Base Policy:

None v

Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

g) Hrkel2= A T NAT IDS AHE-sh= 49 alw A& 28hal A/ NAT ID 2=l g
NAT IDE 934t
hy A7 AE A=A w2 E A g ske] Tiuko] 27} management centerdl] 3 71 715 8H == gt

o] £ALE 7| ¥A o 2 &4 3k o] YUt o] {Alo] &3} o] IPS Bt Snort £ oWl E 7}
E gAY H guto] 2= AN 9138l o E v eldo]E A X 2 3% ©] ©] ] & management center
o] A&t} ol EE H| &4 3}3hH o] ¥l E A ¥ = management center®l] A% X7t 3 %] ¢

olBl = AFH A &FUT

i) Register(5%)E8 2934
management center< A o] 515 288 T55taL B HolH FUls AU Alo] frulo]
AeAom THEA R Ay SUZEHFIHEA GFUT 22 gAY HE AE &
A2 F5ol Aujd 4= QlF U o] A Fel2H 5 F7HE A Al A7 & W d o
tupo]l 2 > tjuto] 2 gl Hlo] Ao Fel2y o]Fo] FAFUT F2l2H fY S Bed 29
2H & gyt
a9 16: 22 2=F e

_ ftdcluster (2)
Cluster

lzi.:g.?.sg(mmru\] ot FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
7 5.0.50
A 172.16.0.51 Snort3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51
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Management Centerol| 22| ~E| 371+

+% B

A TE5E = frildle 29 ofo] o] AT
U175 55
M ftdcluster (2)
= Cluster
172.16.0.50(Control) Snort 3
172.16.0.50 - Routed
G:?Z.‘IS.D,S‘I Snort 3
72.16.0.51 louted
Y ool 2 2T 4] el T AE f9 FHE RUHY T 5 s
management center< 7} 5 °] 5FE wjvit} S AH 5 AYS U EFUH Y -5
of AdjstE A9 FH2H k= 24, 66 H o] A o] W& FEHAA L
Deploy Q € % @ admin~
Deployments Upgrades @ Health Tasks (D Show Notifications
m 0 running 3 success 0 warnings 0 failures | Filter |
© 10.10.1.12 Deployment to device successful. 1m 54s
© 1010113 Deployment to device successful 1m 3s
@ TD_Cluster Deployment to device successful. 35s
A 2 S =g dis] B (S 238k tutol 2 A S AT
el 7 Fel s el sk opd FelsE fAlol 448 4 duUTh ol E Bo) wER B
Al olES WA S o AN A S 2F ot ARt Qe Ho] 25 A 5 AF U
A 3 tinfol s > tubo] 2 e > FE 2~F gl A Ak, glold 2, Al EIE e S AU
TD Native Cluster
Cisco Firepower Threat Defense for VMware
Cluster Device Routing Interfaces Inline Sets DHCP VTEP
[ 1010113 v |
‘ General 27 | ‘ System PYe ‘
g Fel e G5 FRIA A S
* General (¢Wh)>Name (°]1 ) - B3 (£HE Y3 Fe2E B4 o5 A4 T
Sk
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster

Transfer s

Packets:

Status:

Control: 10.10.1.13

g:utster Live T
atus:

¥ TS Name(©] §) A= A4 g

General (7]

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel | m

* General(¥4h) > Cluster Live Status(Z 2] 2~ ¥ g}o] B A El)—View(:.7]) ¥ A5 23 5} Cluster
Status(E ¢ =8 %HH]) thst dAE sy
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13

Cluster Live @
Status:

Cluster Status(Z & 2~F “8]) 3} Ao A Reconcile(x=74)S S8 HlolH Y 5%
TA] A g 5 Qs Utk =0l S 2 Alo] JAE ping® 1= A5y S212H A
o] g Aol A ping 73, 75 #l o] A o] W8-S x| AL

Cluster Status (2]

Overall Status: Cluster has all nodes in sync

Nodes details (1) | Refresh | Q, Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

« General(24F) - Troubleshoot(# 7] 31 2) - %4 s 4 215 WA ata the =38 = gl Ze
2H CLIE & F J5Uth S8 28 A4 s 4, 74 #l o] A& 28t Al

[-o
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9 18 %A A

General 'y

Name: © clusterVFTD

Transfer Packets: Yes
Status:
Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

- License(2ho] H22) - B (£)2 Zelsto] thol = 522 443 5 d%Uh

7] 4 Devices(t] v}o] 22) > Device Management(Tt] vlo] 2~ 32]) > t]ufo] A~ (t)ufo] »~) 9] 2 B Aot = F
th wliroll A Sl 2H 9 2 iv & et o A4S A4S F dS5U T

* General(25H) > Name (0] 8) - A% (£)S Zgsto] o2 W)

General @T

i3
=]
>
o
il
o
rE
oM.

o
<
ks

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: None
TLS Crypto Acceleration: Enabled

¢ thS Name(o] 5) 2=5 A g}

General (7]

Name: [ 10.10.1.13 i

Transfer Packets:

Mode: routed

Compliance Mode:  None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

i
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« Management(#2]) > Host(& 2~ E)—Tt]vlo] =~ Ao A #&] 1P +425 WA= A A T4
£ management center®l] & X A] A of Y| E §] 7 9] t]n}o] 29} o A sk 4= 9l 51t} Management (3
2]) ol A Host(E2E) 42 Hg gy},

Management @:ﬁ?

Host: 10.89.5.20

Status: v

FHAH AH EYEHY 24 A

Cluster (Z 2] 2~¥]) 3] o] ®] 2] Cluster Health Monitor Settings(Z 2] 2~F A H] R UEH A 4) A4
ot Fo] A FAFYTH

a9 19: 28 2H dE RUHE 4H

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface -1 2 L
Data Interface = 5 2
3 5 2

System

e A1)
A\7F 23}
PEANES W A 28 e Bhelely] 93] el A o A ThE s )

3 Zel 2 Alo] YA A SEHE HAA S ByUt} =) 9] o]
=B SFEHIE WAIAE 7] Az Yol 2184 & 25, 3 7
o wE= FEEA AV FAH GHE FE YT

_x:,L
e
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B =o-9 w0 2uge 9 74

3= EE

e o] & b2 A 7| QTE H o] 2 T k-2 AJZEE =7} QIE | o] 2o Aol 7F A7 Ao
2 rFehal 27 S A A A A E 7] A7kA] o] AU T

EUHH QB H o]~ AEf | o] 2= A el HARN A = F A &7 55 EUE P vk A8 H
=2 A QIE vo] ol tht BE el H LEVF S mEd M 77
ARAT TE =0l 2= FL T =24 QI H o] 2o &4 £ ET}
A AG ol mue S EHAAM AAF U 2o A S 2E o 7
W E A A 871 A7k el AP )1 | o] 2] {-F ol mhet, e AL
S =7 AR E mEQA] e FE aE o rbsk=A o w2t

Ay,

AR 2 o ZE] Al o] A Snort ¥ disk-full ZZ A~ U oJEE A g

EUE P E A = A8 | BUEF A = o]~ FAE YT
o]~

SR CEREE

FHLH A Aol A FH A Ao] F A Aol et Abs Al 7S FATY
dlol ¥ Q1B #l o] 2~ diolE e H o] Aafjel] thit 245 thA] H7F 24 FA YL

A28 W 2. fol e A 0 B A EAUT R 0 F
ZeA o4 578k A7k 23}, U

ZEAA

r
X

o
.
(2, BN — T VL I V)

UBNSV)
. )

3 A2 A Se1 vl B B A28 g Selo] MBS AL 0 A 41X g Bt E
A5 e e,

REX J 1D, @Y E2 4 Sl H o]~ IDE =& Snort & U 2F AA| T2 AMA2E RUEHYPS
T AFY T AE ZUE S VNI == BVI 28 VLAN 319] Q18 8 o] A T 714k o1 5 o] 20
A FaE A EUTh Sl Al HAY EUHYE S FAE S glsUTh o] 2w Y EY

Devices(H] v}-©] 22) > Device M anagement(T] vlo] 2~ #2])&(E) A & gt o}
AT FYay 4o A3 (S FH I

Cluster (F 222 E) & 2 ).

Cluster Health Monitor Settings(Z & 2~E] 28] ZUEH A4) MM H3] (£ FY It
Health Check (" Ell &Q1) &etelt & &8l 38te] Al 2~8l e &S v ed 315y
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Edit Cluster Health Monitor Settings

Health Check @ )

v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

EERA WA AR HlolE QB o] & FTF B AlA, i Ham 291X 9 QIE M| o]~ &7 3}
T2 v B 5}, FUF 2912 F F7HeEe] VSS = vPC Aol TS A - Al 'l A E AL 7] e
Al &g shebar ]2 shel QI o] 2ol B3k QIE H o] & BB Y e v &g Stefjof St EER
A 7o) ks s g Mg Aol B et 57| ShE 1 A AE] AR AL 7] S B E R
= Aol A E v 243 = gl yTh

A6 B AR AE A o)A Huk s AR A

[e]

« B AP SEE R E AE) WA A] Aol o] AZFS A A Sk B ARFS 0.3% A 45% AL
ol ATt 7 Ef2 32 A

Interface Debounce Time(Q1 B 3 o] 22 T] v} 2 Al ZH—t] ul-$- 2~ A 7HS 300~9000E 2] % H ¢

o Al AT 7] E 4k 500ms P U T, ghol S Qe Hlo] 2~ O F §HX & U W2 A ¢
e AFUT Hub 2 AIRS O WA ek L E ] Ths A o] SR U SlE #l o] &~
FE] Qo] EF A= A, QIE H ol 25 AR FAISH AL BT S8 AE oA A A FH 7]
Ao === A8 H o] e e S U 7Hs S dHlol A 7 dEl R A=
EtherChannel @] 7 5-(¢ll: 22 9] %] thA] =% B+ EtherChannelol| A 2~ 9] X] -4 314)), t]uf& 2
Alztol B o] b2 S 2~H =27 X E W5 A| o Wit o] fRto 2 Qg Ho| A7 &

g2y mEo A Ak Ao 2 FAE = RS WA 5 s YT

AT LR AR AR Foll Abs ThA] 37F S A A e sy Tk
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a2 A4S AAA A

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

Cluster |nterface(%€13:Eﬂ ?_]H Tlﬂ 0] ./:), Datalnterface(tﬂ O] E1 ?_]H “Tﬂ O] -/:) = System(’\]i%‘)"ﬂ EH
3l th ahS A FY T Folol = el Aol A 578 AIE 23, ] A] -2 o E8] A o]
A 3E 5ol 23E)

« Attempts(X] &= 317) — thA] Z7F A &2 B2 11465535 W 9ol A A A G U 08 AFE vhA] F
74 vl ZA U U Cluster Interface(E 2 2 F] Q1E 7 0] 2) 9] 7] 2 gk2 -1(FAIH P H T,
Data I nterface(tl o] €] 21| o] =) & System(A] =81 2] 7] 2 gh-2 3904 o}

« Interval Between Attempts(A] = 7] 1HA)—t}A] 371 Al = 7F2] 7HE 7] 7H(E) S 2~604 AFo]
=gt 712 4kE sE AU T ==t S 2E ol vl ZRletE AL Al sk Ao & Al
THe A Aol AJZEO R ALE] 14400%(109) 2.2 Al g Y T

* Interval Variation(z+24 W-5)—3t4 7|7ko] F7bel=A] o & Aoyt 1~3 Alo] o gk A A
187 ), 22 x o] d 717h) == 33 x o] A 7Ixh P Ut & 50, 1HE 7HE s e E A
At WS 22 A A WA Al =7k 5 Foll Aoyl F i A A= 1082 x 5), Al H
A A EE 2042 x 10) S0l dojdy ot 7] 4k-2 Cluster Interface(E 2 2~F Q1 E 7o} ~)<] 7
- 10] 21 Data Interface(t o] E] Q1E] 5 o] ) 2 System(A] 2~ &) 2] 4 9- 29 Y T}

w78 Monitored Interfaces(= 1 ¥ & ¥ <1 E] 5 o] 2~) == Unmonitored I nterfaces( = U B & =] #] ¢+ 21 H
#| o] =) Frol| A QIE] Hl o] 2 & o] F5to] U E E = I H 7| o] ~ & 543 § 1 o). B= 3k Enable Service
Application Monitoring(A 1] 2= o Z ] Alo] A U E & 84313 A est Ay A8 3 4 3}e] Snort
D oag B3 T2 ALY RUYYY S @48t AY v & 8E 5 dF U T
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SRR |
I 22U P EH = Aol A
v Monitored Interfaces
Monitored Interfaces Unmonitored Interfaces
Add

Enable Service Application Monitoring
AE o] = ) AANA = H A &5 ol -5 RUBF U A€ =g QIE # o] 2ol gt
RE =4 X E7} 5S4 mxol A Q77 HAPAR E =0l Q= LT =y A AE o] &
oA & EEV} = A5 o] mEs S AHAA AAFY mEdlA S E o] S Al

&t7] A7HA A= AE QI Flo] 2] f- o whet, 2 S mEr A E mEQIA e 2
e 2B ol Frbsh=A o whel ek Utk e AR 2 IE Fl o] 29} Snort R B A E LA
ol el 7124 ez dshgdynt

7t o Qe F o] 2o ek Ae] mUE YL v &4 shE 5 9l
EZ A A AR wlolE EFo] & 7t = A, = B A9 A 9] IE Fo] 2~ DA 5}
E= 0288} F7F 29X & F718Fe] VSS = vPC 7)o B E 73% A 2~8) AL e AAL 7SS
] 24 316} oL v 24 31 Q1E A o] o] i El S1E H| o] A~ RUE Y = v & sleof Pt EZ =
A Mol drEal A WG ALl BE e E7] 8t M”ﬂ‘ S A7 R EUE P
= JE ol =E vl 245 5 dF YT
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ulp¥

oy

o

i)
A

2] Z2}-9-=ol| Threat Defense Virtual-&- 221 =8 7% [}




i)
il
JX‘i

Z@}9-= o] A] Threat Defense Virtual 8 52 6 7% |
- IR EEERE!

FH Y A2 5}

L E A E FHEIAY F A BFE 8 YAIA R v =S WSS 5 YT o] Ak =
=5 A A o v gd 5hetr] 91 3F] ™, management center T U} 22 o] = E A S of g
o} =27 H g A7 i RE dlolE S E H|o] A7t e Ut

N\

[N

i S S 9@ ss] dodl == MYS 114 vl L
B2 A]A
A1 1] 84 8Feke] = ol t 8l Devices(t] o] ) > Device Management(t] Ho] = 3-2])E A &l &}aL

%7} (HE 293}l Disable Clustering(E 2] =8 & H| &4 31 A el o),
GA 2 =M S 2H Y S v EA sttt S Rl
=7} Devices(t] H} o] 2~) > Device Management(t] H}-o] 2= ¥2]) B-=o]| A 1 o] & <o (Disabled(H]
243} H) 2 ®AP U

A3 S AE Y thAl DA steted S 2E AL 66 H ol o W8S FEsH A L.

Fe2E A7)

AN F Fol BT o] 2 LF FOE wrt T 2EN A AASAL 5507 Fo] 26 P2 8y
S15 A% Fe) 2EE £5 02 0] F7AD S ATk Fel e Bl 22 AR A S
FAH AR QLA S A . o} Tl 2 el A AA R E ool Bt AR g Fe]
2] ThA] 37k, 84 ol A o) W2 FESHAA L

L2 AIA
A B DA shel e = 5ol ti @l Devices(t] Hko] 2+) > Device Management(t] Hho] 2~ ¥t e]) S 41 & 5}
3L 37} (3)E 225813 Enable Clustering(E 21 =8 & thA] &4 31 A el
GA 2 oA 2 AH YL 343 E A} 8FS ol )

=4

Y2 B 550l 295t t)ufo] 2ol A management centerl] thal 2] ~F WA S A 2
AUt} o & 591, management center®] 57 ZE A2 Fo| AL HE] Aol A7} &= 45, Hl
oY & TFo A& = FH
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Fe 2 EE =22 A% = 3 4)3}aL A Management Centerol] 5 .

LA A

A1 2]~ ol i3l Devices(t] HFo] 2+) > Device Management(t] H}o] 2= #a]) F7} (HE A &3k oh&
Cluster Live Status(Z 2] 2~ 2}o] B AL E)E A 8l 5lo] Cluster Status(Z 2] 2~ E] A El) t 3} AAE ¢
Sh=

W 2 Reconcile All(5F %4)S S8 3

Cluster Status (]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G Q. Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A E
> In Sync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021

S 2E el et AA &2 S BUE Y, 68 v o] A& Farsta Al L.

Ze| AH EE = EE A5 2 # 4)3} 3L A] Management Centerol] 5=

management center| 4] S8 2HE 55 HA4T - AdFUL 2% S8 2HE 2 E g Y
Z 2 2~E] = A management centerol] F7}5tel = A9 FHAHE 55 F 4 5 AdH5Uh
FHAEo| A =5 #2354 &3 management centero| A =25 55 HAE 5 E AFUTH ==
+ management center®]] LA ¥ %] eFA| Rt o] [ 3] Sel ~E o] Yol E & A& ddatm Ao
FEZFE SR AFSUTE A Ao == 55 FHAT F sy managementcenteroﬂfﬂ o o]
AZAT AR B AA FAE A w2 FHAHY AFE AS FASHE BT 25
5 FHAT F AFHH

Y2 5 A4

* management center®} = ¢~ 1 B SAlo] YT
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+ Device Management(t] vlo] 2~ 3-2]) H o] x| o A S| ~E & A A F o}
o T H}o] 27} NTPE A}-83} 4] management centerdl| Al A 7HS Al =& S AH S F AA
Aol 4 E A o] 25 =24 A #AY = HEHY o
s TAS AU E FASIER S 27 ERT S AS APy
NAT 3! VPN, ACL 3 Q18 #|o] 2=~ 5~ 3} -2 AL o = A g Yth
FYLHE sAAY HE o U] T 5 AA o] AAHBR Fe 2 o] A
AYE FAFYUY. 282 FAALS YR fFAFER S 2H JAAE F71E 5 A S5Y

UF.management center &35 A A2 Alo] A S HE e = QAR 55 Fof 2 A S v 4

8313 T4 S FHIAb 28 S b Al 5 gt

A #817) Aol
o] Azpel| A= 1= F shtoll ol CLI A2 7F B 2.3t

A1 Devlces(ﬂ Hlo] 2) > Device Management(T] Hlo] 2~ #e]) S Melal L Se]| A8 Ei =& 37} (5)
o 2¢lel 71 Delete(AH ) S A @ g},
oA 2 %Hiﬂ TE =EE Delete(2H At T FZE 7 A YT Yes(o) S S8 vt}
GA 3 Y EH 9 F shuE Al tule] AR Frhele] S
,«%‘Cﬂ- 2= O] /\]41;}_
S 2H k& 5 shunt tiuto] 22 FrtehA v ] S8 A w27 A U
a) @Y S 2F =9 CLIY 9123}l configure manager add ™8 3 2 AF8-3}¢] A management
centerg 2] Ut}
b) Devices(t] H}o] 2~) > Device Management(t] Hlo] 2~ #2]) S A €13k t}-& Add Device(t) vlo] ~ 3
heE 2934
GA 4 AAE = EE TA] FUFstE A S AH = 24, 66 F o] A o] U-&-S R AL

E & Al (B 5 ¥ gh) management center]]

Ze) ~E RUE Y
management center¥} threat defense CLIYI A S8 2HE ZUHH T 4= A H5Hth

« Cluster Status(Z 2] 2~ el o 3} 421+ Devices(t] HFo] 2~) > Device Management > 57} ( §)
o}o] & I+ Devices(t] B} 0] 2~) > Device Management(t] v} o] 2~ 3#+2]) > Cluster (5 2] 2~ F) #| ©]
2] > General(¥ 1F) &4 9 > Cluster Live Status(Z 21 2=H 2he] B g e]) & Aol A Al-g Yt
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CEECENEDN

O 24: 22 2F A
Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

Ao o= 98-S A= 1 BA77F dFHTH
E Bt e A
« 57|38} ¥ - %==7} management center®l 5= %] 25U}

c TF BT T - Yol FHaH 9 A Y] A7k o} 2] management center®l & 5 %] A| & kY
LB 520 A sk -9 Reconcile(ZA)AI(EF)S E8l6te] 525 thA AlE b

S ~E Y o] v &4 3k - =7} management center®l| &5 % AA| T, S ~E Q] v|EHA
WU 2 2HE AL Ul oA @43 = A FelE Il E A Y

E= EL]:ﬂ/\Eioﬂ}ﬂ o= A]—xﬂtﬂ— 2= 01/\141;}_

S 2E A7 F. - w =T AN o FE 2H | 2o} Fo] X uk o} A AUl SR E A ok
F Yt} 2717 24 management center = 55 34 T}
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Status Device Name Unit Name Chassis URL

Control

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

Status Device Name Unit Name Chassis URL

l Summary H History ]

Timestamp From State To State Event

05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

A 228l (48) > Tasks(2He]) sl o] 4| & o] &g o

Tasks(ZF9)) o] A= 7F & 5ol tigh Sel2~H 55 A9 gHolEE HolFyt
* Devices(t] v}©] =) > Device Management(t] Bl o] 2~ ¥#+2]) > cluster_name.

tuto] 2 B2 Ho] x| A S 2HE 5k
Aol =5 E3ete] RE WY =28 & 5 3
FAFY

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

A 2 =Eel vk fAE dolE T v JEE B show cluster '8 &5 AHS-F Yt

A5 1P Fk ol G G @ o) T
SUT o} 5% 59l 2E 27 ofo] o]

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cp}]

Zel2~E AR E 229 show cluster info & 2 & A}-8-3 )
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Hol e A 2|5 | 2~Eol 3l =4l @ ubal glolE] EH & |ulo]E
ZIERi=
CCL A &% e 2~Eol 3k =4 2 uhAl cCL EHE A [vlo]E
Ay}
AZA FH 2o &4 Ad FUYh A}
NAT 3} e 2~E ol th3 NAT H3F 5= =R}
Hj 23 282 A4 X YY) A}
SIRAl 29 282" 7 x4y} EA}
Ze| e 24 82
CCL Ping £5 AF-8-3Fo] S 22F Ao %‘37} ZuE A 255k A #ed 4= A H Yt gufo] &
2 FY2EH AT e g 22 ESAIE TS R dF YT

e BA A 3 - =7} ] AE o 205X Eald FA A ddo] A5 o7 A=)
T3 Devices(t] vl©] 22) > Device M anagement(t] v} o] 2= #+2]) > Cluster (2] 22 E]) > General (¥
) Geel A #A 1A e A e RED 5 JF

%7} (3 2 #1331 Troubleshoot Files(t24] &2 31¢1) 41¥ o] Device Management(+] vl
2 7)) o] X o A A S AT S Q5T

 CLI =9 - Devices(t] v}o] =) > Device Management(t] 1} o] 2~ #2]) > Cluster (2] 2~ F) >
General(2yh) G ol A S8 28 FAZ sl dets o] o] 2 5 U= A A9 CLI &Y
S E F IdFUL v B8-S S 2Ho| U8l Abs o= Aagyh

* show running-config cluster

* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp
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» show int ip brief

* show blocks

* CPU %A1 B 324

* show interface ccl_interface

« ping ccl_ip 7] ccl_mtu WHE- 2

o) 28 Ao G20l ping 53 [l

Command(d %) =l §1°]©] show B H & Q&&= g1

]2 Alof © Ao A ping =3

pingS F3ste] B E S8 v SEAH Ao HAE
FUh ==t S A 29054 e Fadd
Ut d & 59, 2812 Alo] A MTUZF A2 =

O

o]
914

A 1 Devices(t] v}o] 22) > Device M anagement(t] Blo] 2~ 2] S A &

o}o] &S &}l > Cluster Live Status(> 2] 2] 2fo] H.

a9 27: 28 2~H A
Cluster Status

Overall Status: = Cluster has all nodes in sync

Nodes details (2) Refresh
Status Device Name Unit Name

> In Sync. 172.16.0.50 Control 172.16.0.50

> In Sync. 172.16.0.51 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

23| A= A4 7}53kR] 3kelst
Fohube gxd 2oy Ao g
7 TUEqiﬂ] /\42451 2= olgqu}

=2

oz ali
8 ¥

Ze]2Elo] Ao 9= =71 (5)

Q, Enter node name

Chassis URL
N/A

N/A

Close
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1% 28: CCL Ping
Cluster Status

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l I Reconcile All l Q, Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023
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* Virtual Tunnel Interface(VTI)
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