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Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
B per shared interface

Instance 1
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El 12t =& A3 stH T 24 X E 9 A threat defense CLIO| A& oF gyt =&

-
/3 3 - management centerol] 7} 4= 915U T}
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A 2

FXOSel A& 218t WM 58 WA sk v A A7k EAR .
B NS oln WA E A Het 4 AN EE gk o 2 AU s tote] ~
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **x*xkix

Confirm new password: **kkkxkkx
Your password was updated successfully.

[...1]

firepower#

A4 B o] E B i A v o] U)E SIS A 0. BE
o WE| Q1R (A E o V) BE R MEE 5 Tk

show system detail
o Al:

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50

Secure Firewall 31000 A HE] QI 2EH 2~ B = ALE .

A P LEo|A SSH| AT 4= AR, o8] W A Z o] FolX = AS WA ] H3 24 XEES
AREEE Aol EHUT o] AAfoll A= & X E lﬂ%oﬁ**”é%ﬂﬂ}

MA] & X E AAF

4 L EEFXOS CLIO| 25t

AFEA} o] & admin 2 B EHE Adminl123o. 2 & 1918}


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
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System IPv6 Address: ::

System Owner:

System Site:

Deploy Mode: Native

Description for System:
firepower #

threat defense CLI®l| ¢34 gt}

connect ftd

o) A

firepower# connect ftd
>

threat defense©l] %] & = 1913k

5 79, A= 54 2ho] M 2 A SHEULA)ON & o &t et WA A 7} A 5
Utk 2 ggoll= CLI A 299

E7F #AE U
A 2AHES AHEate] Bl B Fo] 2 1P 4 B Ve A A S AT F lHF U e e
Armlx RER Adehs 49 v 22 A FAg vt

W QaEs mE gy QR Bel P Fa R Aol Eslo] S A Ytk BEl gxu s
W= A3 F FXOS CLIOA #He] A4S WA S 4 94Utk FXOS CLIS A A1A] whe] 47
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2] Ut IPv4 2/ IPv6 1LY F48 AHEE 5 5 U DHCP+= Al Y5 A] g5 Uth W& &
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Utk 2= 7o dsto g A|~do] xR =i g A sk de] yES A A 9 At v
H )
1 Pv4

E?'[‘_ﬂ

5
MA] EAE o] 52 "firepower-model" = A H YT}

il
2
fo
¢}

ol
K
o
=)
u
=
o
B

By
o
N,
i
v

configure multi-instance network ipv4 ip_address network _mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

| Pv6:

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip _address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id
U}2 manager 74 84S FaE A L.
« {hostname | ipv4_address| DONTRESOLVE }—management center®] FQDN == [P T4 5 A4
Yt} shu} o] 2] Tl vlo] 2~ (management center 2= A Aol = - tHlo] &~ 7F Rk SSL 9F
S5t T DS AR g A4 7Hs e IP T A7t lof ok Gt o] WE A T s~
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o] M E] 91 ~%l 2 AfA] 37} Management Center .

%o DONTRESOLVEE ] &gty t}. o] 9 Aja]o] 14
Ao oF & nat_idE A g3 of gtk

EoFEEIPFAE
7Fs3HIP F4 e S AE o]Fo
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E
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. reg_key* A Al 5= Al management centerol] X3 L 3] & 55 715 YH G} o]
37748 23 = < HUth GRAHAZ, a~z, 0-9)9F 3ol Z() S AT & Y E}.

= = AARBHA B2 AT MAE TF

& EAEE A I ]T‘:‘ HeA FA e

2E o5& AAA & B oA SAE o5 EE P F4AE ARt Aol

2} NAT IDE A A8k Zo] 51U NAT IDE= 3742 238 5 %i%ﬂﬁ‘r YRAHA~Z, a~z,

0~9)9} a}o] Z(-)S A} + management center®l| 5% 3= T} T]Hlo] 29

g 5 g

]

Oo{t 1'01'

1

oko
i)
>
30,
oy
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o
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BB g ofEgfoldd s B2 W s e W FXOS CLIE AF-&3}1¢] scopesystem 2 set deploymode
nativeg ¢ = &l oF 1 Th FXOS CLICN A AHA] #He] A4 W7, 62 7| o] A o] W-&-& Fx A L

o All:

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmcl 172.16.0.103 impala67 winchesterl

WARNING: This command will discard any FTD configuration (except admin’s credentials).
Make sure you backup your content. All previous content will be lost. System is going to
be re-initialized.

Type ERASE to confirm:ERASE

Exit...

>

¥

7}Management Center

AR A
HE] Q1 28 A A A] & management centerol] 57131 T}, Management Center2} A} A| = A A] MGMT ¢!
Huo]| 25 ARE st Mo #e] A4S FRFFUTh

management center & AH&3Fo] & AA] A I AE FAA T 4 5T FXOS CLIO| A €

Al ZFE}7] A o)
AMAIE HE JIAE A REr Mgyt e QIA’R A R B4 8 19 d| o] A& FEFA A L.
management center®l| A A A] T2 IP 4 & 3 2E O|F& AFE-3Fo] A A E F71E U T

a) Devices(t]H}o] 22) > Device M anagement(t] vl o] 2~ #2]) & A 815} 3L Add(F7}) > Chassis(A] A])
= A8

Secure Firewall 31000 A HE] QI 2EH 2~ B = ALE .



Secure Firewall 3100 o3t JE] Q1281 x e A8 |

. o] W] 91282 A A] 37} Management Center

b)

19 12: A4 F=7)

Device
a

b High Availability
Cluster

:
Group

™ 13 A4 F7F

Add Chassis 0 X

This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key*

Device Group

Select...

Unigque NAT IDt

winchester

t Either host or NAT ID is required. | Cancel | m

Hostname/I P Address(3. 2~ E o] 2/IP F+4) Do 37} A 9] [P 4 B T AE o] 25 9]

23 e,

management center®l] 3EA] 2 Af A] 2
management center = ¥+2] & A A]

%ﬂb%Eﬂ%ﬁ%HW

it 1o

2
o Ulm
ol mlo

.
A Erlo] €] mwRlQl B9 A= A o AA] mrele] Frhgu Tk @A) mHqle]
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f) (A8 A}3}H) Device Group(tlHlo] 2= L&)l A=
g) AA AA Fo| NAT IDS AFE-3F 4% 11

NAT ID+= A 2

h) Submit(Al&)S &3tk

Device(T] H}o] 2+) > Device M anagement(T] v}-o] 2

9A 2 A S

1% 14: A SoF

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration
f————
Management IP:  192.168.1.34
mm Core Utilization
Faults ive status at: 12-Jan-2023 12:23

Categorized Faults

B3 438k 9 Chassis(*lAl) Dol A Manage(#2])E E8stAU A7 ()< 284t
A Alell o & Chassis Manager (A} A1 2] A1) s o] %] 7} & 2] a1 Summary(2-2F) 3 o] %] 7} 32 A g Yt}

Version: 7.4.0 (build 1572)

PRGEE BN

F7F o
- NAT ID Z =0 523 NAT IDS ¢ H gt}

SOl E ()& 28 - AdF YT

sel) slol <ol 4417} F7hE o).

Last updated:Jan 12, 2023 12:23 PM

Network Module 1
il 172 13 14

=

consocs wnnenn % | ) [ O P W

19 110 111 12 13 114 115 1116

Power Module1 Power Module2
-

Show details

Interfaces Liva status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23

APA] TE | o] 2~ 73

AAT

© 111 - Critical 2/2 - Waming & @ 3 Instances Found
40/0-Major  ® 0/0 - Info Up: 1 Down: 16
0 Dedicated 13 Dedicated
B 2T Mo 0 Shared 3 Shared 3 0 0
View in Health Monitoring @ Good A Eror (D) offine
Hardware Statistics - [7 T t: 12-J0n-2023 12:23
2 1 of 1 operable 1 of 1 operable 8 of 8 operable

Security Engine @ Excellent Power Supplies @ Excellent Fans @ Excellent

Fo A B84 2 H o]~ A’ A2 VLAN 314 ¢l1E #| o] 22 & EtherChannel 1 E] 3| o] =~

o 7)1 oY AR e PG 71 RA 0w Be) 4 SlE A o] A vl EA 35l o] L
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A A AE | o] 2 LA
AE o) 28 BFHow B4 @
:_]_1: gﬂoi /d;g o X];g%a]'

= Rk ok ek QlE o o
?%%Hﬂwﬁﬂ%1

o 3kt o

st o] ol

XTFEE“}\Q,]_j]F/‘I,
Apgate] A Ao iE] 0B o] A2 B A
=g & o 2 34 3l3

Q54T VLAN 519 ¢ o] AL

JoF gt 724 o & 524 Qe o] 2= H]
el el 91 <

/\}\EU]‘:_L

Q1€ 7] o] 220l A AH4 L) )

Devices(t] v}-©] 22) > Device M anagement(t] 1}-©]
gAY AR (AHE SHFUT
2% 15 A A] B

2= $+2]) ] Chassis(* A]) & ol | Manage(#2])& &

=

TPK-4 Firewall 3120 Threat - .
192.168.1.- Defense Multi- 7.4.0 Manage | N/A
i Instance Supervisor e

A ATl Bl g Chassis Manager (X1 4] 2] 2h) =l o] 2] 7} 4 2] 3 Summary(-2-2F) #ll ] A 7} A5 Y vt

Interfaces(21 Bl 3 o] )& & gt}
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FEREEDESE> N |

a4 16:AE F o] =

Chassis Manager: TPK-4 o [ oo |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/AT V- S T S V7 S V- R V/ S Y
e s
. L L LU L L L
W9 10 M N2 13 114 15 16
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethernet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

B3 SR A2 HY (4)g FH P
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a8 17: 84 Qe Hol A~ HA

Edit Physical Interface

Interface ID

Ethernet1/8 Enabled

Port Type
Data

Admin Duplex

Fu v

Admin Speed
1Gbps

LLDP Transmit
LLDP Receive
Auto Negotiation

Flow Control Send

e
)

A9

L0

g},

H
1Gbps ©]7¢] == & FEY AR A AT YT SFP JIH dlo] A= &

SFPe] 74 -9- A X%
A8t ). Duplex(7
Szl UEAA &
S

(A8 AFEH) LLDP A4 2/ LLDP 441 & A 1 &}o] LLDP(Link Layer Discovery Protocol) ¥ %! &
g sk oh

(’1 ¥ AF3)) Flow Control Send (225 Alo] A5)E dE3te] Z25- Aol & 918 UA] =] (Xoff)
s &5k

A3 £ A5k 1 Detect SFP(SFP EPx]) =
g 2)= 3 Full(E)olH Abs @782 33 248k o] AFUH o] 54
ekl £ 5 AF o o] Edtel= 4ol & %
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EtherChannel 7-7%3

EtherChannel -~ .

Flow control(E 5 Alo)& A2 H o|d Y X EE A 3}ste] 43 wurt o & & EollA] F 4 %
AE YA TA G ESF 5] &3t 23 & Oﬂ EH“J 455 Alo] YT} Threat Defense X E of £5}o]

AL I 2917 9] B ekt ARE A H ol B A0S 5 gl A5 A E

=
Et 270 $48 Wb AES FA5 B R AARIA A
A %A Ze e FAHE A% trtol 2= Hlold W3 AES FAste] £ 717 Bk Hloly

o
e

3 threat defense™= YA o7 EgH o £ 5 AT = QY AA] =X ¢ A%
ot
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Ty LA TA 2 A AL E A FE U

A

Ui 22 9] 2] ol &= 717} 250 BFe] E 2] 8000 W 3 o] & Fo] glom, 29X & 7} X E] 5H o2 1
¥ 2 &) o) v AFgake] A 11 229 ﬁ/\] (2MB(80007H W) E Z33HA flowcontrol ©]
g ste BE QJEH o] 20 U A ?Xl o] AEHUth W7t L E ZlJ—Tﬁ FEA
(0.3125MB(1250 Bl ) S 23} U A 54 Jﬂﬂ %] o] 54 g g o] 2ol A AFHUTE A FA
£ J-M W3] ARS-EFo] A 9 9 1.25 MB(5000 H ), .25 MB/port (1000 ¥ ) o] 3} 2 7+A
3 749 XON Z | ¢do] AEE 7 AFUTH A4 FEH7FXON Z# 9 & 2 & Eg9 & thA] A
pzs

A8 A+ Auto Negotiation(Zhs A7d)& A Este] £, = 8 5 225 Aol & A48t =S
AE sl o] 25 A T 1Gbps PIREE] £ Imol A= o] A& BT 5 }l5 Y Th SFP AF #| o] &
o] 7% £IL7F 1Gbps = A4 Aol vt A A4S v g st o syt
Save(A )= = &t Interfaces(S1E} o] ) H| o] x] o] & 25 kol A Save(H )& FH Y
o
oAl AA & AAl FHT F AF U MBATES 75T w7k S s A FEH
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EtherChannel(EE A 9 & <& 7)) 5L 3 Bl ‘3 ol =5 Hdf 87§74

I olon sdt HEH Tcr—‘%ﬂ%Li Aok 3 Tﬂr nt]o] £33 RJ-45 1= SFPY 4
dom Me e FId e 2 B T)e SFPE 3 = AdFHT & 7} Detect SFP(SFP &)
e R R IS i Rl EM] oj oA £=g Y WA A ko] QlE H o] & &&(l: 1IGB %
10GB S1H #lo] )& E8He = Qlsuth o] 45 th& Qe so] = §F& AT = 3o HA &

% &27hAbg gL

LACP(Link Aggregation Control Protocol) ol A i= -+ W] E ¢] 7 tjn}o] 2 7Fe] LACPDU(Link Aggregation
Control Protocol Data Units)E 233} QIE #H| o] ~ & FH T3 th LACPA A = AF8-219] 214 §lo]
EtherChanneloll ¥ A& A5 0.2 7} W 2bA| o= 24 & 25U oh 3t 74 /& A8t
A AE Fo] o] Fio] BF 2ukE A Aol dAH A=A FAFU T "On" BREA A =
AE H o] =7} %EP%‘ 5 AE 5] Adinbo] QI Ho] A8 AME S = glom, A4 B Ay 1y
oldo] A=A FEutt
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Af Al o)l A EtherChannelS A A 3HH &-2] 4 & 371 7% £ 0| 8} & EtherChannel & =¢8] 4] t]n}o] X~
o -2 w7} A] Active LACP(Y E] H. LACP) =21 7-9- Suspended(¥ A S ) AEl 2, On
LACP(LACP #A ) Z=21 Z - Down(ZF ) 8l 2 4 YT} EtherChannel-> 912~ 2~ of =7}=
o] Suspended (YA T ) el A 3f Al 5 H

A28 7) el

224 Qe o] 2% B siata s glo] v AW AR FUTh A4 e H o] & T4, 24 7 o]
A% A 2

Devices(t] B} ©] =) > Device M anagement(t] 1}-o] 2= 3#2])¢] Chassis(2l A]) & ol 4 Manage(#2]) S &
gAY #Y (AHE ZH TP

1% 19: A1) e

Defense Multi- 7.4.0
Instance Supervisor

192.168.1.34 N/A

TPK-4 Firewall 3120 Threat - . .
e

Aol T3 Chassis Manager (A1 4] 221 4}) # o] 2] 7} & 2] 3L Summary(L.F) # o] A 7} A Y v

oA 2 Interfaces(Q1 B H 0] )2 g},
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EtherChannel -4 .

a9 20: B FH o] =

Chassis Manager: TPK-4 Save Gancel
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—

Network Module 1

" -SR-S 17}

o o
CONSOLE unknown  USB @ @@@@@@

ws e 1 112 113 114 115 1416

Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC

® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethernet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

T4 3 Add(571) > Ether Channel Interface(Ether Channel 1B # o] ~)E =8 3t}

1% 21: EtherChannel <=7}

ync Device | [ Add |

C | Sub Interface

EtherChannel Interface

Al 4 T3 Interfaces(Q1E 3 o] 2~) wj 7| =5 A g 3 o}
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Secure Firewall 3100¢]] )3+ HE] A ~El A~ 2= AL |

% 22 e o) 2

Add EtherChannel Interface

Interfaces Configuration

EtherChannel ID: (1-48)
1 Enabled

Port Type
Data

Select Member Interface(s)
Available Interfaces (14) Selected Interfaces (2)

Ethernet1/1 Ethernet1/4
Ethernet1/2 Ethernet1/5
Ethernet1/3 b

Ethernet1/6

Ethernet1/7 «

Ethernet1/8

Ethernet1/9

Ethernet1/10

Cancel Save

a) EtherChannel 1Dl tj3ll 1~489] IDE | A 3t

b) Enable(27d 3h)E A& gt}

¢) XE {3l el vloly == dHolE &5 A
ol o gk 2pAgF U182 T E | o] 2~
d) EtherChanneldl & 2|4 Qe ¥ o] 2~ & F7}3}2H Available Interfaces (A& 715 & Q1E] | o] 2)
Zo] A Add(F-7}) (@) & 29 3}9] Selected Interfaces (X 81 g+ A E] 7| o] ) B2 0 2 o] 5§

H:l

>,
081‘
w
)
©
>
il
Y
N
ol
ol
>
>
to

m

.

2 E Qe sl o) 28 FAhak A A A stel T o] % Sk W ES 2T,
B oln 1’ ze] B Qe ol Ak FAHE S gl e,

(8 ALal) B3 Configuration(7-d) w7 ¥ +& A4 o

olgt A F ‘ﬂr—r(LACP A7 A £])= EtherChannel©l] 3233 QIE] Hlo] ~ 9] § + /\}fé S A3y
1= i ‘ﬂo 1—11] o] 2o AAS AA YA FU T WebA o & 50 LLDP AES A8 et 45
g Aol e AH ] ok 37 }3H°]E gt} Admin Speed (8] £ 5)E leps A8 7
+ 1Gbps Q1H Jﬂ o] 2~k y &3k 4= 9l HF Ut
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EtherChannel -~ .

a7 23: A A0

o

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed

1Gbps

LACP Mode

Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

a) | S1E #H o]0l tial 2 23 Admin Duplex(¥2] 5= 2), Full Duplex(E FZ 8 x) E=
Half Duplex(3} X 7= 2)E A g
AE wEY AR AAE 9y o] ~E Frleld RE Ao A or 2UHA EE
Yt

b) =5THE ol A AH Qe o] 2ol sl E 9 3k Admin Speed(¥H2] &%) E A8 th
A7H FE7Fobd WH QIEH o] =5 Frleld X E A do] A3 A o2 24 eFHy T

¢) LACPMode(LACP E.E) & Active (N E] H) = On(#H 7))o = A g3},

* Active(91E] B) - LACP Y Hlo] EE B3 w51t} N E] H EtherChannel 9 E] H. &= 3
A] B EtherChannel 7+ &] A2 S A e 4 JFUTH LACP E T &S HAs o7t gl
3k NE| B B2 ALg-3f oF ST},

» On(# #) — EtherChannel> &4 74 9l o™ LACPE AFE-5 X &5UT "on"O 2 &
EtherChannel& . 2 A] T T} "on" A 9] EtherChannel¥} 2 -& A%

Zar Onoll A A3l == A3 oA One 2 R =S WSt 7% EtherChannel 7} 2531+
g F o 3:70] 4@t}

d) LACP Rate(LACP % =), Default(7]+% %), Fast(M5) B=+= Normal(¥ vh < 1 &
7] E- 2o Fastql Yt}

mk

S8
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| IEEREE RSy

¢) LLDP Transmit (LLDP A<) /5= LLDP Receive(LLDP TA)E A sto] fin Qe s o] 2o
3 8 3 LLDP(Link Layer Discovery Protocol) A2 7 & 41 8] 3t T},
f) " Qe o] 2o & 23 Flow Control Send (Z &% Alo] A% A4S gelg ),
71 6 Save(Ad)E =9 3 th Interfaces(Q1H 7l o] =) F o] 4] o] @ &% A etell A Save(#47hE S T
o},
o[ A AL AAel 5T 7 AFUTH HAAE 75T 7R st A FHUTH

SRIEE DB
Aol = 39 QTE Hl o] 2 E 500 N 7HA] F71E 4= 55U Th
O1E]F o] 2 VLAN IDE= &3l oF 57 91 281~ Yo A VLAN ID=
a a3l oF Ut VLAN ID7F th2 Q1 2~ e 2of 3w Qv E«l
IDE A EE = dFUY 28 Y 5 L3 IDE AFE-sh e B Al 8 A
A gto] A&t

st Qe o] 2ol o
Bl o] o] 2~ A 3| VLAN
FH9] gl H o] 2ol = o]

N“*m

o] Al o A= FXOSVLAN 35}9] 18 7 o] Z~of tslj A vk A 3t} Q1 A8 2~ Yo A HE= 519
AE o] ~E WE F AF YT AA] AE FHo] 2~ JI~H 2 Q1E #)| o] 2~ H] 1L, 3 ﬂﬂow—% e
/\1/\]_)_

7 1 Devices(t] H}o] 22) > Device M anagement (U] vlo] 2~ 3-2]) €] Chassis(*] A]) € ol 4 Manage(#2]) = &
gaAv A (HE SHF
19 24: Af A #E

TPK-4
192.168.1.34

Defense Multi- 7.4.0 N/A

Firewall 3120 Threat F '
Manage
Instance Supervisor e

A Alell o] gk Chassis Manager (M A] 2] &} | o] X 7} & 2] 31 Summary(8-2F) | o] ] 7} 3z Al Y o},

o7 2 Interfaces(Q1E] 0] )& 28] 3t}
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1%} 25: Q1 o] =

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Network Module 1
VAN V- S V- S V71
= ([
CONSOLE unknown USB :
wa o e am 2 3
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex
® Ethemet1/1 Data instance2 1Gbps Full
@ Ethernet1/2 Data instance1 100Mbps Half
@ Ethernet1/3 Data instance1 100Mbps Half
® Ethernet1/4 Data 1Gbps Full
@ Ethemet1/5 Data instance2 1Gbps Full
® Ethernet1/6 Data Sharing instance2 1Gbps Full
@ Ethernet1/7 Data Sharing instance2 1Gbps Full
® Ethernet1/8 Data Sharing 1Gbps Full
® Ethernet1/9 Data Detect SFP Full
® Ethemet1/10 D@ instance3 10Gbps Ful
® Ethemet1/11 D2 instance3 10Gbps Ful
® Ethemet1/12 D2 instance3 10Gbps Full
® Ethernet1/13 Data instance3 Detect SFP Full
® Ethernet1/14 Diote 10Gbps Full
® Ethernet1/15 Data 10Gbps Full

@A 3 Add(5F7} > Subinterface(sH$] S1E #H o] )& &8 gy}

1% 26: Subinterface <=7}

yne Device H Add l

C § Sub Interface

EtherChannel Interface

A4 G2 vz S A gy e

)
e

WS N6

Admin State

Enabled

Disabled

Disabled

Enabled

Disabled

Enabled

Enabled

Disabled

Disabled

Enabled

Disabled

Disabled

Disabled

Enabled

Disabled

39l QeI o] = 7

-_Sync Device

3

Auto Negotiation Admin FEC

No Auto rd
No Auto rd
No Auto rd
Yes Auto rd
No Auto rd
No Auto rd
No Auto rd
Yes Auto rd
Yes Auto rd
Yes Auto e
Yes Auto rd
Yes Auto rd
Yes Auto rd
Yes Auto rd
Yes cl108-rs rd
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Ol A~ A~ FT)

19 27:319) AE H o]~ A A

Add Sub Interface

Parent Interface

Ethernet1/1

Port Type

Data

Sublnterface 1D

100 (1-4294967295)
VLAN ID
[ 100| | (1-4094)
Cancel | m
a)
A5 Save(A ) E S8 3 U Interfaces(S1 E 3 o] 22) #| o] 2| o] @ 2% A cto| A Save(A )& 28 7Y
}.
ojA] A S AjAo 75T AFUTE AL 75T W7hA] st A F5UTh
2E A FT)
HE JIAE 2 B Eo| A Al Ao alut o] o] I~ AE F7HE = ST A s = A2t A 5
= o] o) iy Th Aad 0] @7 AR AR 2.7, 15 0] A & 24N 2
N 287 Aol
Y Q' B g3} 19 #lo] A B o WE 12~ 2~ A A] F7FManagement Center, 21 | ©] #]
SR A A

@71 Devices(t] who] 2+) > Device Management(t] o] 2= #+2]) 9] Chassis(*l A1) € ol 4] Manage(¥+2]) & 2
gAY A9 ()2 2L
19 28: A1) e
TPK-4 Firewall 3120 Threat

192.168.1.34 Defense Multi- 7.4.0
st Instance Supervisor

TN

A1l o @ Chassis Manager (A1 A] 221 4}) #] o] 2] 7} & 2] AL sSummary(£.2F) ¥ ©] A 7} A Y H
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71 2 Instances()1 = §l %) & 22 8kal Add Instance(Q1 ~H 2~ F7hE 29

9 29:0 2

Y},

t

Chassis Manager: TPK-4 EXl -

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration
—
Add Instance

Name Version Resource Profile Management IP Management Gateway Licenses AC Palicy Platform Settings

v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A £u
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data

> © instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A NA N.A Ea

WA 3 Agreement(A 2F) ol A | agree and accept the Agreement (7] 258 ©] 8l laL 52
Next(The)E 2= U

%
T
3
u
2
i)
P‘L
k
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I
X
~

1% 30: A °F
Add Instance X

o Agreement 2 | Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

End User License Agreement

Effective: May 10, 2022

Secure Firewall Terms and Conditions

By clicking 'Accept’ below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

You also acknowledge that you have read the Cisco Privacy Statement at:

https:/fwww.cisco.com/c/en/us/about/legal/privacy-full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer's use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and
do not use the Cisco Technology.

| understand and accept the agreement.

7 4 Instance Configuration(21 =81 2 A1)l A Q1 2B~ wpejn| E] S A A &} al Next(th2) S 28 Y

o,
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azuaxz7 |
SN B S ]
Add Instance X
Agreement o Instance 3 | Interface 4 | Device 5 | Summary

Configuration Assignment Management

Display Name*
ey e Permit Expert mode for CLI

instance4

Device Version* Resource Profile*

7.4,0.1572 Default-Small +

IPv6 Both

IPva
Management IP*

192.168.1.38
Network Mask*
255.255.255.0

Network Gateway*

192.168.1.254

FQDN Device SSH Password*
ciscocom | [
Firewall Mode* Confirm Password*
Routed || seemene

Show Password
DNS Servers " wer

1.2.2.2,3.3.3.3,5555, 4.4.4.4

R

» Device Version(t] BFo] 2~ M ) - Y 8 A& A A A Aol the2 =% 9 7] A ok A o 7]
A & e o] =3} ™ Devices("d*]) > Chassis Upgrade(Al Al QL@ o] =)E HZ3aH A1 2.
aglel=atd o) WA A W o] wjirel] g Yt o) 371 A & thE 2 =512 H FXOS
CLIE AF-&-3ll oF Yt} Cisco Firepower 1000/2100 % Firepower Threat Defense 7] ©] 91+ Threat
Defense 3100/4200-8- Cisco FXOS &4 8] 2 7}o]| =& F23sH4 Al 2

« IPv4, IPv6EE+= = T - AfA] #HE] IE o] ~9f T Ut U EL] Aol A & IPF4E AA Y
U ES A vpg D Alo]EQo](Af Al 9} L g Alo]Elo]d = )& AA
e Qg H ol 2= 2 I A} FREW, ZH A AH A= U EY Ao IL{SHIP TAE 2
ZUt) 7|2 A o7 o] [P 40l SSHE 43} threat defense CLIO 14 4= 95 )

* (A8 A+&) FQDN
Gebe He - ghed s T

* DNS Servers(DNS A #) - Zt2] Eg| ol vk A}&-3 A 2 7358 DNS A H 535S ] g ).

)

-
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

Secure Firewall 3100 o3t JE] Q1281 x e A8 |

(A1 8 ALl Permit Expert Modefor CLI(CLIO thet A7} = & 8) - A&7 L= i
A A S 9] 3 threat defense <l (shell) & A =5 A &3t}

o] A& g slahd SSH Al A o A Q1 Bl Aol 23] A 2= AL A E7F R EE A&
st = Q5 Ut} vl &4 31k 7 9- FXOS CLION A 91 2| o)) Al A 28 4= 9l &= A& &gt H &
HEEE ALY S AHU 4 ALRAE B WHal A el v of $42 u okt
= o] E5

o] A w0 9l &= A2}l whe} Expert & =71 E @ 3 cbar & 55 7 $- T+= Cisco Technical
Assistance Centerol| A AF&3} =5 QA 3l= 7 -9-o| W Expert L =5 AF&3HU T o] RE=5 A H
3} threat defense CLION A expert ™ ¥ & AF&3U T},

Resource Profile(#] 22~ Z23}) - gl 2 23928 CPU #o] -5 A4t RAMS =
of grof whet T4 02 FE v ]2 FIFS 12T 2T 40GBE A A Ut A Ao = 7] 2
2 A2 3 2 31 91 Default-Small, Default-Medium 2 Default-Large”7} 3 1% o] 154t Add(F
() FYste] o] AN GO TE ZRHFALS F71E F AHUTh dFo] i 2wy
< T8 T elsyTh

a9 328 A TR U}

ml

Add resource profile X
Name*
silver
Description

MNumber of Cores*

24

Cancel Add

#ar Fol rh AL /1A' A Fo] 7Y B CPU AR E R CPU A& 0] 4]
Ao wobd g lsUnh Fo] U e RIAH A By 2 WA v vl
Ayt B AAE Adshs A9 v B 3ol s dde B

« 2ol AURAA H4(6,8, 10,12, 14 5)2 BT 5 Ao,
c b b5 @ sole] Aol i wAo] mheh deb AU Th Q) 2R e] 8T A R A 87,

15 Al o] x| o] W85 Fxst A L.

. Secure Firewall 31000 4] HE] QJJA~EH A~ B = ALE



I Secure Firewall 31001 o 3 HE] Sl ~EH X~ 7 = ALE

» Device SSH Passwor d(Tt] H}o] 2~ S
He A ARG A R 55 A

oAl g,

WA 5 Interface Assignment(2] E] 7] o] 2~

e g,
19 33: 21 Ho] 2~ S

Add Instance

Agreement

Available Interfaces (5)
Ethernet1/7 =
Ethernet1/8 <
Ethernet1/14
Ethernet1/15
Ethernet1/16

r

2

Instance
Configuration

AEEIZ0] AfA] QIE} A o] 25

H| ' H F) - CLI Y Al 2~(SSH = &
t}. Confirm Password(M] ¥ % &Rl) o v|EH S &

Device
Management

Interface 4
Assignment

Selected Interfaces (3)

Ethernet1/4
Ethernet1/6 «
Ethernet1/9

>

K

Cancel

fsig
=

5

QA7 o] 2EgUnh oA 25
el 2717 HE glas 22 vd & dF

Summary

Back

rr

55

he 2

ol

)& 9] ) threat defense

3l Next(th2) S
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19 34:t)ulo] & g

-

Add Instance X

Agreement 2 ) Instance 3 ) Interface o Device 5 Summary
Configuration Assignment Management

Device Group

Access Control Policy*

inside-outside +

Platform Settings

instance-settings <+

Smart Licensing
Malware

Threat

URL Filter

Cancel Back m

« Hnel & 5

» Access Control Policy(2] Al 2~ #lo] ) - 7] A A2 Ao S AelstAY A S AA

ey,
- Platform Settings(Z 3% 474) - /1% ZAF 44 A4 Adal A A AL .

» 22vhE o] 41y

A 7 Summary(L-2F)oll A A A S EF2l35)al Save(A HhHE 28 Eu o)
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19 35 8ok

Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management

Instance Configuration 4 Device Management = This info is required anly during instance creation. 4
instanced Auto registration true
7.4.0.1572 inside-outside

e Profile Default-Small

192.168.1.38 Y instance-settings
255.255.255.0 censes MALWARE THREAT,URLFilter
192.168.1.254
routed

aaaaa

cisco-fw-4.cisco.com
Expert Mode: enabled

Interface Assignment - 2 dedicated and 1 shared interfaces attached Show All ra

Cancel Back Save

2RIAE A7) Aol o] sfol A A S A S = s Ut Ashd 1 2’ 27} Instances(<!
1=

7 8 Instances(Ql 2=l 2) 3} o]l A] Save(H 4 S =& g ).

-

o] g tiulo] 2 B o) Aol Q' 27} tlufo] 22 FobE ),

A28 A AREAF A

SNMPS} 22 A Al il A A S AT = st AA FXOS 745 7H 7 v Wi 1= 9
A~
FU
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B swes

SNMP -4
AA] Al =8l SR ol A A Y o}“ A 2El 2 5 3] dlolE Qe o] =5 Fal AjA] & MIBe] <
Al2=g = 9l H5 U Th AA] SNMP B Hoof] o] ol AEI AnEALR-E 5= gl vk A A] e QlE Ho] A
2=3j SNMPo| @.Jﬂﬁli?%? eean =
Al &et7] el
o1~ Z slitol] o) &) SNMPES 4 3yt

S ZAIA

A1 1 Devices(t] vl ©] 2~) > Device M anagement(t] vl o] 2~ #2]) €] Chassis(A] A]) & ol| 4] Manage(#2]) S &
AL AR (AHE 2P
1% 36: A0 A B
TPK-4 Firewall 3120I:I'hreat .
e

A Aol O &+ Chassis Manager (A A] #H2] &) =] o] 2] 7} &4 2] 2 Summary(8.2F) 3 o] A 7} A g Yt

1% 37: SNMP

Chassis Manager: 192.168.1.42

Cisco Secure Firewall 3110 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP " :
Choose an instance for the SNMP configuration

Import/Export hlone G

figuration will be applied to the chassis.

A T4 7FA © 7] B g B

T4 HEW7] 753 AbEske] Al 4 Aol 5o = XML 3 & =24 AFHZ
AUtk UZoll el A A S 7hA oA A A S A ol w2 A A 8351, 4 2(4)/\0};9]?_]
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A AR AL 5 97U e RMA).

WrE 7S A AR e gyt A aEl s A AL WA A ekt tabo] 2wl
HA 7)5E A4t 9 A~EHAE HEe 2 W) of 3}

T =

ZHA S A o] = V]E v ol o] 7hA 7] sk o] g o' WA YT

1>

Al ZF8E7] el

T T 2w = AL A
s TUT A RZE o] B %
« =2 3} threat defense ©1 <8l A o] 1| %]

s FUIYEYT ZE

Al 1 Devices(t vlo] 2+) > Device Management(T] HFo] 2~ #2]) 9] Chassis(A] A]) & ¢l 4] Manage(#2])& &
gaAv A (HE SHF

1% 38: A1) ¥hE]

S Defense Multi-
192.168.1.34 .
Instance Supervisor

2 Firewall 3120 Threat JP—
TPK-4 740 l Nt | /A
—————

A Aol Ol €+ Chassis Manager (A1 A] #-2] &) 5 0] %] 7} & 2] 31 Summary(£.9F) 3 0] 2] 7} A gy ).
AAE TS Y E Y

Import/Export(7}4] 2.7/ B 7)) & Sl gt}

TS W o S R

a) Export (H27]) 9ol A Click hereto export(H 2 o 71 & F2HE FHF ek

oo
Y. . )
82 0N
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Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Import

This will replace the cu

Download

This will dow

ad the config file exported

+ Download

b) Export file created successfully ™ A] =] o] o

I 40 N B 7] Sl A A

3
“

Dismiss all notifications

Global X
Device Configuration Export
Device Configuration Export
Exporting device configuations
© Global X

Device Configuration Export
Export file created successfully
Download Export Package

o)

M

42

I

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Interfaces

Summary

Instances Sy

»m Configuration

Import

Download

This wi he config file exported

+ Download

. Secure Firewall 31000 4 HE] QI 26l x B =

chassis configuration with m

o}
=

This will replace the current chassis configuration with m
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2} 2] 1| A] %] (Download Export Package(t B.U) 7] =} 7] %] t}-& &= =))E &2 &7 1} Download(th
wR2E)E SFEst] R Gd S e R=g YTk

aw configuration




I Secure Firewall 310001 t 3 HE] QI 2EH 2~ B = ALE

e o AR AT

a

A5 TS 7H W sfo 31U Import(7H4 2. 71) > Drop Filehere(o] 7] & 3} EojthE7]) 492
2 FojFyrth

1% 42: 714 $.7)

Chassis Manager: 192.168.0.116

Clsco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration

SNMP

Import/Export

Import Export

Download

+ Download

AR BRE A A A B S S ThE e )5S AT ol A gl AL FHY
S Qg h AT T2 A S gahs Aol of 2] B AL Ao gt

P E AA A S el sk Y Platform Settings(= 2 3% A 7d) ¥ ©] ] (Devices(t] vlo] 22) > Platform
E ARSI o Hol A= ZF A Ao th & tuto]l 2§ & e YT
of th&k tjuto] 2 o]l EAFH YT

WA 1 Devices(t] vlo] 22) > Platform Settings(= 3 & A A) S () A8 gyt

W72 71E 43 o] A5, Copy(3Ah) (), WA (#) = Delete(AHAl) (W) 4 4 & A3 4= 215U T
Fo T tuol el mpABro g TEF A A A4 FHt b e AAE 5 9L 4

al
(e}
A% b 3] AHAs] Aol the A S S ulel TEe s o] F5Uh

A3 A A A S A/ 8k New Policy(Al 8 )& S =1 Ut
a) =3 th$ Z=o|| A ChassisPlatform Settings (A1 A] =2 E A 4)E A&y},
b) A A o] & Yt dE A o® As YEFTh

!I
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B oons o
A 4
DNS -4
SR AL A
A1
oA 2

. Secure Firewall 31000 4] HE] ¢

Secure Firewall 31000]] th3} HE] Q1 AE X

td

=48 |

EET REERE 245
At =o)L ok

ol A H5S F

Save(xi XL)

Avallable Chassas(/‘}ﬁ Vs a AN E M
3 AA] =

ol 3 Add(F71) 2
Z7e ) Search(F M) 2o AA Expd S

ol
_

d)

CEBE RS RERPEEREE

a)
b)

24 (s 29
Policy Assignment(4 ¥ sth=
4330 A1 4] 2 5121 AvailableChassis(AH§ 71 8 A1 1) 5% ol 4 A1) &
hE FYFUL oh W Tojd $2 FE dgth

A &2 A A 32 W Sdected Chassis (A €] 8F A Al) 22 9] AjA] Dol 9= Delete(21A]) (W)
& 29g.

OK(Hely2 ZE gk

A

N )3} a1 Add(F
©)

d)

AT T AE o] F o 1P F4E gl el of 8= 4% DNS A H S | A sl o St} o] 2 3k A1 A]
DNS 42 tjrpo] 2~ F & Al M A4 == 12w 2~ DNS A4 7= Mol o

o] DNS M Z A e o) AfA &= 9 olo] oM 2 MBS ALt 4702] DNS A 1] 250l 3 i
4700 MU E A 5= JHUTh o B S0 dd A8 5L a7l AR A A 47 2] A
IwE A4 @R A sy

Devices(H Hlo] ) > Platform Settings(E # & A2 74)E A= star A Al A A& A kAL A1 T
o

DNSE A& gt}

1% 43: DNS

MI_chassis_settings #

Enter Description

DNS Resolution Settings

Specify DNS servers groups.
Time Synchronization

Time Zones (:) Enable DNS name resolution by device

Syslog

DNS Server Groups Add

dns1 (default)



I Secure Firewall 310001 t 3 HE] QI 2EH 2~ B = ALE
ons 4 [l

7] 3 Enable DNS name resolution by device(t] vl o] 2~ 2 DNS o] & &<l &4 3}) &elojy =
=3

@7 4 Add(F:7H)E 22 3he] DNS A ¥ 1ES F7Hgh o)
1% 44: DNS AW 15 7}

rum
e
ox,
ot
i
v

Add DNS Server Group X

Select DNS Server Group*

dns1 v | 4+ New Group

_qu:-cc} l m

T 5 7] DNS A H 18-S AEskA Lk DNS A 18 AR A4 Az A ase 299

A L FAhehE A, e oS AL AU T o) 53 A o) 47 ©) DNS A IP F
2T o AF s Add(F hE S

1% 45: | 28 DNS A 1E 7 A

mlm
iy
=3

New DNS Server Group Object X

Name*

dns1

DNS Servers

[10.9.5.4]

(Multiple values in IPv4 or IPv6 addresses can be specified as

comma separated entries)

cancel | [

A6 Save(A )= 22 5he] DNS A B & 220 7181}
AT o] GAE Wt MH 25S F7HY TR
RE IES Ea Al 471 9] DNS A H ek 2 g o)

G 8 Save(A ) E S skl B WA AL S B AU
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SSH 3! SSH Al & &5 +-74]

Secure Firewall 3100 o3t JE] Q1281 x e A8 |

] A F o] 2o A AfA] 2 2] SSH Al S 3] 83l SSH AW & & slstal 3] &5 = U EYA

g T4,

LR A A
: : ST SE = =) N O =] T =
A1 Devices(t] HFo] 2~) > Platform Settings(Z # & A 4)& A8 st A A 2S5 A st AF] Y
GA2 SSHE e g}
- _ 3 = 5 =1\ 2~ = S
GA 3 Aol ek SSH A A= 4] 3}3) 2] W Enable SSH Server (SSH A8 &4 3}) &gto|g & A el
1% 46: SSH
Ml_ChaSSiS_SettingS P You have unsaved changes Cancel ‘ m
EQERiESEr ool Policy Assignments (1)
D SSH Server SSH Client
SSH
Time Synchronization @) Enable SSH Server Strict Host Keycheck disable
Time Zones Algorithms Algorithms rd
Syslog
~ Encryption ~ Encryption
aes128-cbc aes128-cbc
aes128-ctr aes128-ctr
aes128-gcm_openssh_com aes128-gcm_openssh_com
aes192-cbc aes192-cbe
aes192-ctr aes192-ctr
aes256-cbc aes256-cbe
aes256-ctr aes256-ctr
aes256-gcm_openssh_com aes256-gem_openssh_com
chacha20-poly1305_openssh_com chacha20-poly1305_openssh_com
 Key Exchange ~ Key Exchange
ecdh-sha2-nistp256 curve25519-sha256
Host Key* 2048 Volume Rekey Limit : | KB
Volume Rekey Limit KB Time Rekey Limit S | Minutes
Time Rekey Limit Minutes
= p =z O =) = N1 -
G4 38 dudEs A Ay (HE SHIU
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I Secure Firewall 310001 th 3+ HE] Q1 2Bl A BT ALE

a3 47: 0L el S

SSH 5! SSH o Al = 5.5 514

Add Algorithms X
Available Algorithms (17) Selected Algorithms (3)
aes128-cbc ~ Encryption
aes128-ctr aes256-gcm_openssh_com
aes128-gcm_openssh_com  Key Exchange
aes192-cbc ecdh-sha2-nistp521
aes192-ctr ~ Mac
aes256-cbc hmac-sha2-512
aes256-ctr
chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256
curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
~ Mac
hmac-sha-1
hmac-sha2-256
Cancel . Add
a) dsst A FES A
b) 7] ugk daE]FE Ay
7] A= o] ol B0 G 5 jlE TH BE AT, o] 7] wake A
B R SAE 79 AAlet S AE TS AR o] 7] wE AL HAIA A IFE T
A
¢) Mac+2A4 digFS A8yt
95 Host Key(E2~E 7))ol tsl] RSA 7] el tigt REe 2~ 275 gt
SEH 2 GOE S92 10242048 91 9] 89 vl AU TE X A8k 7] BEH A A7)0 F4F
RSA 7] 42 A48 o oo ARuch 295 = ghe 2048 Uk
A6 A1 ] Volume Rekey Limit(E+& A1/ Algh) ol thsll FXOS7F Al ol Al A4S s Alst7] ol A4
= &l 885 BT FKB TS AU
AT A1¥ 9] TimeRekey Limit(A 7 7] A1 A A ghyoll sl FXOS7F Al A ol A 12 -& &) 4181 7] Aol SSH
AR F 5 el 7h S gl AZHE B9 S A g,
A8  SSH Client(SSH 2 gte] A E)ol| tial] th5 A4S 74t

Secure Firewall 31009 #] HE] 2l~e1 = me Ak2 [
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SSH 2! SSH N A =~ &= 14

1% 48: SSH

Policy Assignments (1)

M! ChaSSiS Settings r You have unsaved changes Cancel

Enter Description

DNS

SSH Server SSH Client
SSH
T (:: Enable SSH Server Strict Host Keycheck disable
lnecones Algorithms s Algorithms Vi
Syslog
~ Encryption ~ Encryption
aes128-cbhc aes128-cbc
aes128-ctr aes128-ctr
aes128-gcm_openssh_com aes128-gcm_openssh_com
aes192-che aes192-cbc
aes192-ctr aes192-ctr
aes256-cbhe aes256-che
aes256-ctr aes256-ctr
aes256-gcm_openssh_com aes256-gcm_openssh_com
chacha20-poly1305_openssh_com chacha20-poly1305_openssh_com
~ Key Exchange ~ Key Exchange
ecdh-sha2-nistp256 curve25519-sha256
Host Key* 2048 & Volume Rekey Limit ¢ | KB
Volume Rekey Limit | KB Time Rekey Limit S | Minutes
Time Rekey Limit | Minutes

* enable(Z/ 3}) — T AE 7]7FFX0S9] & 2 E hdo gl - dd o] ARy
U, A] 2~ 6/ 1] 2 W 9] ol A enter ssh-host 8 %<
o2 FI}soF

prompt(ZEIZE)— 3 A E 7|7} A A o] A FE o] QA o AL T AE 7|2 Fekel AL
ARt T2 E L T AP U

disable(H] &4 8} - (7] & ah) ol Aol At T ~E 7|7F gl A5 AA 7 E2E 71 & AHs
©2 S,

« dugE-AY (AHE ZY3 oS Encryption($ 33} , Key Exchange(7] 28H) 2 Mac <12
Z 9O ] el sk
7 =2 Y1y

* Volume Rekey Limit(E-& 7] A1/ Al ) - FXOS7F Al Ao A A2 S sl Alst7] deoll A4S &
3 #1851 Ee9 HKB T AT

» TimeRekey Limit(* 7t 7] A A A A 3H) - FXOS7F Al Aol A A AL A 317] Aol SSH A4 o]
& ZE7E 7 e AN E 99 S Aok

A9 SSH AccessList(SSH A2 5-5)E A9t} SSHE AFESHH W IP 74 == U E9] Aol uish
MA| 25 &) oF T}
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1% 49: SSH A M 2~ 55

MI-chassis #

Enter Description
DNS
SSH

SSH Access List

Time Synchronization

Time Zones

AL AE F718kaL Save(A )= FHEUY FE R 1P

N EILELES T =2 |

SSH Access List

SSH Access will be allowed to the configured networks

MNetwork List 4

any-ipv4

any-ipv6

@ By default, SSH access is denied unless you add a network to the list.

==
h T_/J\_

et
A
)
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. Syslog A7

SA 1M Save(A ) E 93519

Syslog 274

ZRAA

ot

R4

o
o

a8 50: | E A AR A

Add Network Objects

Available Network Objects (14)

Search Network Objects

any

any-ipvd

any-ipv6é

IPva-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPvd4~-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPv6-IPv4-Mapped
IPv6-Link-Local
IPv6-Private-Unique-Local-Addresses
IPv6-to-IPv4-Relay-Anycast

test

& |

Secure Firewall 3100 o3t JE] Q1281 x e A8 |

Selected Network Objects (1)

IPvd-Benchmark-Tests

Enter IP Host or Network

Remove All

@ Only Network Objects of type "Host’ and 'Network’ are supported. "'Range’ and 'FOQDN’' objects are not supported

o
B
o

M A o A syslogS &4 3} 8k &=

U,

[>

AEA

E
o

g

A

&

Al 1 Devices(t]H}o] 22) > Platform Settings(Z 2 &

=3
A2 Sysog(A&=F =)E Ay
7 3 Local Destinations(= 7 th4) 1S

o
tio
[l
=

) AEsta Al 4

o
¢
o
o

=

&

e}

=

Add

Uttt o] 8] 3k Al 28 2 1= AfA ] FXOS &9 A Aol A A 35
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Y 5 A 8 2 2 oAb

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations

SSH

Console

@) Enable Admin State

Time Synchronization

Time Zones

Syslog Level | Critical

Monitor

("I Enable Admin State

Level

File

@ ) Enable Admin State
Level | Critical
Name* | messages

Size* | 4194304 & Bytes

Local Sources

Syslog %

X,

s

m_u
e

S EE

Console(= &) A4

Admin State(¥H2] AHH]) 2=

MA 7} #2420 syslog WA A S A SFEA] of H-

SL20] syslog WA A S FA8FaL RI10)| 718t = 7
Enable(24 5}) €91 ¢h-& A ¥ ghu v} Enable(24 3}) QLE}O]
A g x| ok 7 9- syslog WA A &= 210l F7FE A vE 420

FAH A U,

Level(z]') 2=

Console Admin State(< -

S YA, 2E 1%*1%7}%%%‘}1]4%]?58 e
E‘r AAZE ZEol o7 w0 o] WA A& ZAF UL Y

% s 4= el Tk

* Emergencies

* Alerts

* Critical

Monitor (51 ) A A

Secure Firewall 31000 4] HE] Q1 A~®1 A~ B = AL& .
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. Syslog A A

il

o] 413

Admin State(&] AHE]) 2= A A 7F Y E o syslog HIA A& A SF=A] o] §-

E U o syslog WA A& A8kl =10 F=7beke = 4%
Enable(24d 3}) &<l &S A Bl gyt Enable(E4d 3}) &1 gho]
A A &2 A, syslog P A Al = 2 Lo F71E A W B B 9
FAE A EFH
Monitor - Admin State(= Y B - #2] 2 El) 2] Enable(Z27d &}) <
s AEe A, BUH| ZAE 7P RS wA A s Al
3y T}, Firepower A Al & HEi of A < o]/ HAIA &
Ay v T stu Y s Y

* Emergencies

=

Level(F5) =50

Jf
u

Ho

dl
2]
2
3z

1)
AL

* Alerts

* Critical

* Errors

* Warnings

* Notifications

* Information(% X.)

» Debugging

th7] 4 Remote Destination() 2} ) 4ol A, AR Aol A A | Wl A A 2 A 48k 5= Q)= o) 37) 9] 9%
=0 W&l vy ZEE I

. Secure Firewall 31000 4] HE] QI A~ B = AR



I Secure Firewall 310001 t 3 HE] QI 2EH 2~ B = ALE

I 2N 28 29 B

MI_chassis_settings ~

Enter Description

DNS

SSH

Time Synchronization

Time Zones

Syslog

Local Destinations

X,

s

m.u
e

Syslog %

Remote Destinations Local Sources

Serverl

@) Enable Admin State
Level Critical
Hostname* | 10.89.4.2
Facility Local7
Server2

(M Enable Admin State

Level

Hostname*

Facility

Server3
(I Enable Admin State

Level

Hostname*

Facility c:
DA )7del syslog WA A & 2 538Fo] 2] syslog A1 H 2] A}-& 7153 v 23 7k uhet WA X &
Bast 4 glom, A Sof] =1 oy & 248 F AdFUT d & 59 54§39 syslog 1|
A A7} 7152 o A st 2 & XG5k, R A Hlo|HE FE5hal HalE 9d 7|58 o 9
Aol At AU, ALl EE AT HE S ALE-3le] BAE F48 4 JdHFH T
ol & A
Admin State(z+2] A 2= |97 21 9o syslog WA A= A3t = 7 -$- Enable(Z4

3h) gelgds ey

Secure Firewall 31000 4] HE] Q1 A~®1 A~ B = AL& .



. Syslog A7

Secure Firewall 31009]] 3+ HE] Q1 ~E1 A~ B & ALE |

e Alerts

* Errors

* Critical

* Warnings

» Debugging

* Emergencies

* Notifications

* Information(% X.)

Hostname/I P Address(3 -~ E o]
HIPFA) A=

i

A7 271 50| Q=

IPFA A T A2E

A8l of g,

fol
S
m
©

2~ E

Mo

Facility(7]5)

o=
—

o}

22 | AR o ALg
Fuch b 3 s

Sl syslog A o] 3k A| 28l 215
9] 2= 9l ).

= T XA

Al 5 Local Sources(27 A2~) §1S S 5kal vha

2 HE

g
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i)

il
A
L)

o
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o
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OYBFIA 2R 20 24 A

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations

SSH
Time Synchronization Faults

Time Zones @) Enable Admin State

Syslog

Audits

@) Enable Admin State

Events

f\, Enable Admin State

Local Sources

REESERN |

State(¥he] ) &7 3h

ol & g

Faults(4 &) > Enable Admin | A] =¥l A& 2 7]-S g4 8}3h o},
State(H2] AFE] 24 3}

Audits(7FAH) > Enable Admin | 7HA} 2 12 84 85 o).
State(¥+e] %] 273 3})

Events(°| 41 E) > Enable Admin | A]| ~ 8 oWl E 2 7]-& &4 513k}

NTPE= U= 92 A 28 gholl R 3kalsl] 5718h8 A7e A3

ot Al A AH A

2Rg PRt

o) AT g el BR) 287k E3HE CRL 1% 3} o] Al kol W17k Zhedoll 3= o] 2] gk % &}

Aol ™ol A 4774 NTP A B & A e 4

g

AH§ U .

o 25 NTP A B 9] stratum 4k°] 13 ©] <1
o} 571383k 4= g5 Y th NTP 2 8te]
7hr o}

A NTP A & A A 8 35,
NTP A ¥ €] stratum Ft© ] 13 ©]721 4
25t A Y o= NTP A W (4l pool.ntp.org) S AH&-8 4=

« FXOS+= NTP B 4 3&

SR /etc/ntp conf 3} A o A G A= 4k

4% ntp.conf 3} Y ol 4 stratum LS

=

Ak

KN
=
3

75 ol Z g Al o] A 91 ~El 2= FXOS Af A 2] NTP A B
EZ}NTP A ¥ 9} & 7] 82 wjwlct stratum ko] 14 5

Secure Firewall 31000 4] HE] Q1 AR~ R =
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bt A= A A
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7 1 Devices(t] H}o] ) > Platform Settings(Z 2% A 4)

Secure Firewall 3100 o3t JE] Q1281 x e A8 |

A 2a7] Aol

NTP A H 2] T AE o] 55 AFE-3l= 7 -9- DNS A ¥ = FA &f oF It} DNS 141, 46 o] A &
23 2.

Ll
23
18
o

ERREE DR E R Ik R

o},

@A 2 Time Synchronization(*] 7+ 7] 3}) & A &gk o},

1% 54: A 3 5718}

MI_chassis_settings #

Enter Description

DNS

SH Via NTP from Management Center

Time Synchronization ® Use Custom NTP Server
Time Zones
NTP Servers Add
Syslog |7
ntp1 M

@7 3 management centerol| A A 7FS- 714 @ 2™ Via NTP from Management Center (Management Center

ol A NTPE E3lh)E Sy}

o A& AHE-3hd 2F A1 A] 9] management center B 322 A 7hg 7HE = Qls U T

¢

AN
7] 4 €5 NTP A ¥ = A}-& 612 Use Custom NTP Server (9t 3 NTP A H| AFR) 2 23t}

. Secure Firewall 31000 4 HE] Q1=

2) Add(F7hE st AW E F71gch
19 55: NTP A B 57}

Add NTP Server X

Select NTP Server*

| ntp1 v | -+ New Server

Cancel Add

b) =Frhe vlirel A olv] ol AwlE el a Add(F7h & 22871k T New Server (M)
A g FEske] A A g F7H o,

4

Py
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1%} 56: A NTP AW =7}

Add New NTP Server

NTP Server Name*
ntp1

IP/FQDN*

1.ntp.esl.cisco.com

Authentication Key

Authentication Value

Cancel

o) M AMH B tEB=s At
* NTP X H] o] F— o] qH & 4]

* IP/IFQDN - A B 9] [P 24 = S 1 E o] &)

QZ ) Y A%

N 1 O

#-NTP A ¥ el A 7] ID9} 3h-S 7hA Ut ol &
NTP A8 ¥ A 4.2.8p8 owoﬂﬁ SHA1 712 A4 312 ntp-keygen -M ¥ 8 -<

Add

T
oy

5] OpenSSLo] A %] %
=

ntp.keys I+l A 7] ID E gE-& &A1Y T} message digestE Al4HE uf o ] e A
A& SEHol A E B Aqufol <& o 7] ID7F AR Y T

NTP A1 8] 1% &= SHA1YF A

975 Save(AH)E =

#F A 7
AL EE AR E A YT
ZZAA
7 1 Devices(t] ¥lo] 22) > Platform Settings(Z
o},
A2 FE AR E A9y

Yol o] WA A

U,

& % AP

AR)E Aestn A A A e AL B

Secure Firewall 31000 4] €] <1~

EESCADNENN |
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| EEER RN
Y 57: 3 A k)
MI_chassis_settings #
Enter Description
Time Zone:
o [uTC+00:00) UTC v
nchronization
(UTC-12:00) Etc/GMT+12
Time Zones Zor
S (UTC-11:00) Etc/GMT+11
Syslog
: (UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Adak
(UTC-10:00) America/Atka
NITr_10-AN\ C+a IRAATLIN
EF A7) S AEg o
sto] A3 o] W7 AlaS BT AT
HE] JIAH A B E 3]
o] A0l 4= FXOS CLIS A 47 7 = A Aol @ QlElwo] 2= M7 5 A gol ] e 2}
Hell s ArE o
At 2o S Qe o] 2~ WA
Q1R 2o QIE o] 28 B i AF AT 5 ALtk A QeI 0] 28 FoHsHAY AH-5
A gre QB o] 23 AASH A A28 Ao Bl A AFE ok Azt o8 2ol
& A 931 ¥ EtherChannel ] WA S A& 2 5yt Leiu Btk G Ao AL8-5]
© JE o] 25 AFAlshH T ol G &Fol] v H Yt

MA| 2~ 7F 2], NAT, SSL, ID 712}, VPN, DHCP A ¥ 5 ¢

1812 o] ol 9140 4] e o] 4B

A3 AE 5 Ao AR ol 22 AT S B o] 20} AR BE Fo] Al

t}.

Wek o Al AU JPS WA FHUT

Y

F1 17b442 98 e frilel tsl FLF Qe o] A g WA sloF Tk %A koW 17kgA
o] gutad HEelA g 5 AHUT

1=

L=

1 0= g
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PSP EEEREEDPSEEN

« Q1B 74,18 0] Aol W} QIE o] 2 T T
=K

» ojn] &g Q1] ¥ ©] 2~ & EtherChannel | T7}‘o]—f:‘3] 7 oo = W A 0] ~El 2ol A Ol E] ¥ o] 2
81215 8 4] 3F TS EtherChannelo]l 01 €] 5] o] ~= 37} oF $HU T}, Al EtherChannel®] 7 <- o]
2 7] 8k o] ¢] ~El % 0| EtherChannel-S- 31—1:]—61— 29120},

LA A

7] 1 Devices(t] v}©] 2) > Device M anagement(T] H}-0] 2 2])©] Chassis(*l A1) & ol 4 Manage(#2)) S 2
oA A (4HE ST
1% 58: A1 A ¥he]
TPK-4 Firewall 3120 Threat

192.168.1.34 Defense Multi- 7.4.0 Manage N/A
92.168.1. Instance Supervisor

A Alell o] gk Chassis Manager (M A] 2] &} | o] X 7} & 2] 31 Summary(8-9F) | o] ] 7} 3z A Y T},

@A) 2 Instances( J/;Edi)% ZEsta A o] 25 MAT A2 dof| =

rr
re
o

()= 283k

]I

Chassis Manager: TPK-4 EX
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Add Instance
Name Version Resource Profile Management IP Management Gateway Licenses AC Policy Platform Settings
¥ @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A su
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A NA e

7] 3 Interface Assignment (21 E] o] 2~ &ty st o] E A= w7 A] Next (tFS)E 22 gt}
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-

Edit Instance X
1) Instance Configuration o Interface Assignment 3 Summary
Available Interfaces (13) Selected Interfaces (3)
Ethernet1/1 Ethernet1/2
Ethernet1/3 Ethernet1/4
Ethernet1/5.11 < Ethernet1/5 =

Ethernet1/5.12 <
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12
Ethernet1/13

>>

Ethernet1/14 &
Ethernet1/15
Ethernet1/16

Port-channell =

Cancel Back m
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=
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O
o
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)

?L'
i
O

o = =25 "
A 5 Summary(£-2F) 3} ol A Save(A )= =Y
o $ A3 A Aol s WA o ST 284 Fow A7k

o
(-7)

R
N
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o
Ho
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)
i
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o »L
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o &

FXOS CLIo A A A] 2] A W

A ] IFH o] 2~ 1P F4 B Al E9o] & WA 3F AL, Al 2] AL 2 management center& ¥ 73 3F
Ak, AR HE A S E A A HE 1A' A R E S H| 24 gste] = 7 - FXOS CLIE A&
st o

ZRAIA

SA1 A 2 LE A43 T
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(RUBNAD

o
w N

Fx08 cLiol A 14 wre) 24w ]

4 I EE=FXOS CLIO| 25t}

Fa FE& XEE AREE 2] 5 4T management center®] A A A E A A ol A A& A -
SSHE AH-&-3to] ] e o] 2o AT Fx Fxunh 18y # IP +42E WA T 4
- Aol Folgyrt,

Z7] A A AFEAL o] 5 admind} H U H &5 A3 21915

HE IP FAE WA YT 324 IPv4 = IPv6 T2 F AME S 5 S Th

scope fabric-inter connect

set out-of-band static ip ip_address netmask network_mask gw gateway _ip_address

| PV6:

scope fabric-interconnect

scope ipv6-config

set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
o A

| Pv4:

firepower-3110# scope fabric-interconnect

firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask
255.255.255.0

gw 10.5.23.1

| PVG:

firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipvé6-config

firepower-3110 / fabric-interconnect /ipvé6-config # set out-of-band static ipv6 2001:DB8::34
ipv6-prefix 64 ipvée-gw 2001:DB8::1

management centerS ¥ 73 gh 1 T},

H 2 & 2] management centerol] 4] A} A] 2] 5 FS 3l Al 3l oF gy T}

enter device-manager manager_name[hostname {hostname| ipv4_address|ipv6_address}] [nat-id nat_id]
55 715 dgstets WAIX 7 A8 Y

BE WA o] L AT ATk

* hostname {hostname | ipv4_address | ipv6_address}—management centerg FQDN == 1P 45
A AU}, sk o] /2] tiulo) /\(management center 5= A A])oll & I t]nbo] 2 7t oFulkak
TLS-1.3 &3t AFyAleld Ad& AAs7] 918 A4 7P 47} °‘°1°l: Futt.
hostnames 4] A 8t#] & ot Aol A2 7F5FHIP F4 Hi= 3 A E o] 5ol glo]oF 811 nat-id

= Ao gtk
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Secure Firewall 3100 o3t JE] Q1281 x e A8 |
2 g W7

e nat-id nat_id — $tZo] AZAE F A= IP T4 e TAE o] 55 A QGsHHA] &2 A5 AA &
553 u] management center®l| X] e a3 438 wAE S A AT YT ]E ostnameS- 4|

5 O Ao UG HA T, EAE o] 2 1 A 54 7 o) = 8 NAT IDE

ARk o] FHUW NAT IDE 374 2948 1/]‘:} = AHA~Z, a~z, 0~9) <} 3}o] =

()= AR AF YT o] ID= management centerOﬂ &S0t v Hupo] 2ol AREE = gl

F4t

Registration Key: reg_key—*l A1 & 55 & o management centerol] A4 U3 & 55 715

et wAIA 7 BAE YT o] 55 7] 37408 294 o HUth G2 AHAZ, a~z,
0~9)%t stol E(-)= AH 2 4= AT YR

o A

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z],[A-Z],[0-9],[-]. Length: [2-36]
Registration Key: Impala67

O EESUE RS

scope security

set password
N 5 ¢ ¥ . password
AW 55 gl gyt password

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #

d/d stotal A A"l S o Eetol A RER vhA] AU
scope system

set deploymode native

A etz WA X 7k dhebg o,

o A

firepower-3110# scope system

firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no) :yes

firepower-3110 /system #
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I Secure Firewall 31001 T3+ HE] Q1 2B~ = A}
EERECPEEIECN |

REZ oA HE 2y B E R W72 W set deploymode container £ §) 2§ th. show system

Q.
Q
2.
ol
o
o
>
op
ol
=
o
2
td
[
il
s
r o
et
=
%0,
o
i
a

B Qe W A g QlsE 2 o] Bl S Asha A ek B maol Pyt

°] FXOS %2 dA REo]HE = A o) & AT RE7Fdlo]HHE (o] Zetol A~
Regalk shel A HE ' aH oY) RER M 5 Gt HE QA A REl
zEE E/Ol%% A WA Q1 "firepower-<model> " HHH 01 glo] A2 B 9] 3 =5 E = threat defense

—

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

scope system > show

o] FXOS H @2 A4 R=& HolE P4 o= FAFUTH HE Qdx =
A kA 2l "firepower-<model> " WFH o] Z2}o| Q1 BE 9] X F 3 E = threat defense®l] th 3l A4 3F
SEUA YU

BEA RO ZTETE/|EL

firepower-3110# scope system
firepower-3110 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address

firepower-3110
Stand Alone Container 10.89.5.42

3110-1# scope system
3110-1 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address

Secure Firewall 31000 A HE] QI 2EH 2~ B = ALE .
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3110-1 Stand Alone Native 10.89.5.41
3110-1 /system #

Ol A~H 2 Qe H o]~ Y EH

show portmanager switch forward-rules hardware mac-filter
o] W& 7t 1 2¥l o] A G Beld QlE) s o] 27k FgE F ol ' ol vk v AF A 1A
= 2o 75‘/] thoole 125 frdloll @35 AL oYl 1/12 frd20l] St}

ECMP 1% 15402 fidlol] @95 31 ECMP 1% 15412 ftd2¢] 3=y}

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN  SRC_PORT PC ID SRC_ID  DST PORT PKT CNT DMAC

1 0 17 0 17 19 29164 0:0:0:0:0:0

2 0 19 0 19 17 67588 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:15

4 0 1 0 101 1541 8181 ff:ff:ff:ff:ff:ff
5 0 2 0 102 1540 0 a2:5b:83:0:0:18

6 0 2 0 102 1540 431 ff:ff:ff:ff:ff:ff
7 0 17 0 0 0 11133 0:0:0:0:0:0

8 0 17 0 0 0 0 0:0:0:0:0:0

B T 584 Qo] A7) F A A’ e ShgE A R A’ 2 270 o o gk - A E
S AT oYl 1/1-8 ftd1 ¥} ftd2 7ol 3 Y th.

ECMP 1% 15402 fid1ol] @9 % 31 ECMP 18 15412 ftd29] 3=y},
MCAST “15 40962 ftd1 7} ftd2 7Fe] B REFNAE EfF S Basts o AFE= U}

= O
e o,
=

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC
1 0 17 0 17 19 2268 0:0:0:0:0:0
2 0 19 0 19 17 4844 0:0:0:0:0:0
3 0 1 0 101 1541 0 a2:5b:83:0:0:9
4 0 1 0 101 4096 546 ff:ff:ff:ff:ff:ff
5 0 1 0 101 1540 0 a2:5b:83:0:0:c
6 0 17 0 0 0 1263 0:0:0:0:0:0
7 0 17 0 0 0 0 0:0:0:0:0:0
o] & T ot A H o] 2Tt IAH A R gy Tl a' o gk - A e A
3T

TS EA %“4 o} o]t ¥l 1/1.2452% fid1 3 ftd2 7holl &g Yo},
ECMP “1& 1540 ftd1ol] &35 3 ECMP 18 15412 ftd2ol &3 th
MCAST 12 4097 ftd1 3} ftd2 7+ B2 7| 2~ E E oS B A 5l= ¢ AF2E U}

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN  SRC_PORT PC ID SRC_ID  DST PORT PKT CNT DMAC

1 0 17 0 17 19 21305 0:0:0:0:0:0

2 0 19 0 19 17 50976 0:0:0:0:0:0

3 2452 1 0 101 1541 430 a2:5b:83:0:0:f

4 2452 1 0 101 4097 0 ff:ff:ff:ff:ff:ff
5 2452 1 0 101 1540 0 a2:5b:83:0:0:12

6 0 17 0 0 0 11038 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0
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show portmanager switch ecmp-groups A - % 1.

o] & & AF-&-3Fo] 7t Q1 2~¥l 2 Ecmp-Vport-Physical X E 1|3g A5 A 25 vpd g,

4

3L Physical-Port 18- W4 2= 9] 2] 9F Q1€ 2= 3he] wiZ-g| 2l §] & A1 A H o] =t}

firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail

ECMP-GROUP VPORT PHYSICAL-PORT
1 1536 256 18
2 1537 257 18
3 1538 258 18
4 1539 259 18
5 1540 260 18
6 1541 261 18
7 1542 262 18
8 1543 263 18
9 1544 264 18
10 1545 265 18

show portmanager switch mcast-groups A - 7 1.

MCAST L& FHA AlF- ARE Jdate ¥ o] W& A&yt

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail
MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540

show portmanager counters mcast-groups
o] & A}-43le] MCAST 15 9% 71285 el

firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096
PKT CNT: 8106

portmanager counters ecmp 3% A|

ECMP 155 97! 7he-E1 & &HQlste ™ o] ¥ & & ARS- Yt

firepower-3140 (local-mgmt) # show portmanager counters ecmp 1541
PKT_CNT: 430

Secure Firewall 31000 A HE] QI 2EH 2~ B = ALE .
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. HE| Q1A A RE 7|2
HE] QA A RE 7| =
2
7% HA Z 2 Threat | A - A}3}
Management | Defense
Center
Secure Firewall 31002] |7.4.1 74.1 Secure Firewall 3100 @< t]ufo] 2~ (o] 2ol oHyEsoE A
HE| QoaEls BE ol 1L 21 51y 7 23 )l ] 8
Bl W o] A 9 8] S99 Uufo] 4 o] 88 Bhi= vl A Ao of
2 Aoy Q1 AEAE =3 4= 9l 5Lt HE] Ol A A BT A=
A"l o] Q128 2 (Threat Defense ¢ Ll o] =)o =2 & A A 2
A E g ol = TAIA 4ol =).
At sk
* Devices(t] v}-o] =) > Device Management(t] v} o] 2~ #2]) > Add(F+

7}) > Chassis(* A1)

» Devices(t] v}-o] 22) > Device M anagement(t] v} o] 2~ ¥+-2]) > Device(t]
H}o] 2) > Chassis M anager (A} A] #+2] &}

* Devices(t] v}-o] =) > Platform Settings(E 2 Z 4 4) > New Policy (M
A ) > Chassis Platform Settings(*} 4] = 2 3% A1 )

« Devices(t] HFo] ) > Chassis Upgrade(*| A] ¢ 2#] o] =)
A1/~ ¥ Threat Defense CLI ™ # : configure multi-instance networ k
ipv4, configure multi-instance network ipv6
A 7H/73 ¥ FXOS CLI ¥ & : create device-manager, set deploymode
= 3% A 3h: Secure Firewall 310501 4 %] =] %] gF51 T,
=

Secure Firewall 31009] HE] 91 ~8¥1 2 ¥ = 2 Management Center
Cisco Secure Firewall Threat Defense ¢ “L&] 0] = 7}o] =

oo ¥

. Secure Firewall 31000 A HE] Q12812

WE Abg


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/device-ops-multi-instance.html
http://www.cisco.com/go/ftd-quick
http://www.cisco.com/go/ftd-quick
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