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7 1 management centerol] A1, Policies(”d #) > Access Control () Al 2~ A1) > Zero Trust Application(Zero
Trust o} Z ] Al 0] A1) & A e g},
72 Add Policy(d @ F+7hE 284 th

ot
A 3 ofgell A = Zero Trust 4 2 A4S 4 Y}
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« Domain Name(%=HI <1 o] &): EHQl o] 58 Tt o] EHQl o] 52 o Z& Aol 159
2 E U] F ) o Z 2] Al o] Aol o] $F ACS(Assertion Consumer Service, @43 A1 A~H] 2} A]H] 22) URL
= Ak AR YT o] ool A L=w?l o] &2 ztaalocal 3 H T}

General Name *

ZTAA-Palicy

Description

Domain Name The domain name must resolve to the interfaces that are part of the security zones from which private applications are

accessed.

Domain Name *

ztaa.local

Ensure that the domain name is added to the DNS. The domain name resolves to the threat defense gateway interface from where
the application is accessed.

The domain name is used to generate the ACS URL for all private applications in an Application Group.

* IdP Certificate(IdP 1 5-A]): =5 The H5 oA 7]E JISA & At} of ool A= g%
ID ¢1=+] ZTAA-ID- Certmcate« Aesic},

* Security Zone(:.QF G ): EF T HE A Bt S AT of ol M= Bk F S
OutZones A AFH

He

* Port Range(Z2E W 9]): o] EF9] a{-38k X E7} 7} eto|yl o ZE]Alo] e &gt} o] &
E RI9]= 7] NAT ® 91 9ke] &3 WA T o] ol A= 7] %k 20000-22000< AF-8-3HH
t}.
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Identity Certificate A common certificate that represents all the private applications at the pre-authentication stage
Certificate *
ZTAA-ID-Certificate X v |+

This certificate must be a wildcard or Subject Alternative Name (SAN) certificate that matches the FQDN of the private applications.

Security Zones The access to private applications is regulated through security zones. Choose outside or/and inside zones through
which the private applications are regulated.

Security Zones *

OutZone x X v |+

This is the default setting for all private applications. It can be overridden at an Application or Application Group level

Global Port Pool Unique port from this pool is assigned to each private application.

Port Range *
| 20000-22000 | Range: (1024-65535)

Ensure a sufficient range is provided to accommodate all private applications. Do not share these ports in NAT or other
configurations.

7] 4 Security Controls(}H.QF Allo]) A Aol A Q] = ot m = 2l bl A28 =718k 4= Ql5 Ut} o]
gk 272 Zero Trust ol Z 2] 7l o] A Eefj ol gk 3 F o= WA 755 Ao FUoh

+ Intrusion Policy(¥ 9 2 21) - =5 th 3 5ol 4 712 218 48111 Add(F7h) ) ool =

S S5t Al 25 A A4S A FY o ZA g U8 #4187 9] Cisco Secure Firewall

Management Center Snort 3 743 7}o] = ol A AF8-2} A A Snort 3 I QP A2 A T4 & FHZ614
Al Q.. o] of o A= Balanced Intrusion®] 2}= 3 ¢ S A G5 ok

. VariabIeSet( G A EETUE S0 71 W5 Qe AeaAY AddET (1) ofo]
& Fe o] /\H H 4= 33 A Y o) ZFA $F U] 82 Cisco Secure Firewall Management Center

tupe] 2 g Zho]l = XY O] "N A Tt Gl A i e A A S FEIAI L. o] o
o = 7] 27k Default-Set = AH-& g5 U o}

Malware and File Policy(¢td == & 3t A ).

EETE B5oA 7] 43
FE AAS AT

o

AEEAY AddGE7 (1) ohol 22 Zelste] A 25 oA

EEYUE HE5 A 71E S Yy 24 $E U] 82 Cisco Secure Firewall Management
Center T]HFo] 2= 7240 7ho] =, X YO " EY A oA B B 9t A o A "t 4 2
e AR S FRst A L. o] ool A= o 2= A A Block Malware(0Hd 3= 2Heh) & A A
ELeRsles

. Cisco Secure Firewalloll 4] Zero Trust ! Al =~ 5 AF-&3}o] o Z ] Al o] S W53t W


https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

I Zero Trust Y E Y 3 AA| 2~ 7] 2

SESEDEEEREN

Security Controls Private applications can be subject to inspection using a selected Intrusion or Malware and File policy.
Opticnal,
(9 ) Intrusion Policy

Balanced Intrusion X v |+

Variable Set

Default-Set X v |+

Malware and File Policy

Block Malware X v |+

These are default settings for all private applications. It can be overridden at an Application or Application Group level.

G5 Save(A ) E FH U

f =] 7lol A 1 A

L RAA

i

o
2

X
w

management center®l| A1, Policies("d 2]) > Access Control (<} Al 2~ #| ©]) > Zero Trust Application(Zero
Trust o] Z 2] Al o] )& A &gt}

Edit policy(*d @ AHE 9 Fh

Add Application Group(el Z & Aol A 15 F7HS =8¢t

Application Group(el =] 7| o] A Z15) Al Aol A Name(o] &) D=0 o] &< 12 3}al Next(th&) =
=3 o] ool A e 8] Aol A 1w o] 52> ZTAA-Group H T

Add Application Group d

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

o Application Group
Name *

ZTAA-Group

SAML Service Provider (SP) Metadata(SAML A]H] 2= A& 2H(SP) W E}d] o] E] Al A of| A] o] & ¢4 o]
A AE A Qe A o7 F A o7 A Y

o off Eg] Al o] 15 ZTAA-Group
« =1 Q] o] &-: ztaa.local
Entity ID(AEJE] 1D ) ¥ ACS(Assertion Consumer Service) URL 2 =9] 3kS A} 1 Download

SP Metadata (SP M E}El o] E] T 2. 5) 5 Zela)o] 1dPo] F713 4 QU= o] Hlo] ¥ & XML B4
oz ger=gy.
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= A4

o] dofl A= dlo] B 7} XML & 2] 0. & t}2 2 = 5] 31 Azure Active Directory IdPl| 9§ 2 =5 1T},

o SAML Service Provider (SP) Metadata
The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the
SP metadata file as required for use in your IdP.
Entity ID
https://ztaa.local/ZTAA-Group/saml/sp/metadata Copy

Assertion Consumer Service (ACS) URL
https://ztaa.local/ZTAA-Group/+CSCOE+/saml/sp/acs?tgname=DefaultZ Copy

I Download SP Metadata ] Next

Next(WH&)& 2= 3k
A6  SAML ldentity Provider (1dP) Metadata(SAML 1D Al 3 2F(1dP) ™ E} ] o] E]) A d o] A v} o] o] E] &
F7Feu o
o] oo &= HEtH|O|H & =0 2 JE s}
v e} e o] 6| & ¢ 2 &} 2] W Manual Configuration(7% 74)& A &gt}

« Entity ID(1E] €] ID): SAML IdPol| A ] ¥l URLS §} & 3le] A | 2~ FFAE -f3hA 23
Yt} o] of o] A= https://stswindows.net/ b26f4c82-cf2b-40a2-9db0-33c93d3bb072/ = A& ¢
t}.

* Single Sign-On URL (&< 215 URL): SAML ID 35 AF A ¥ ol 212918}7] 913 URLS 43
Ut} o] of| of| A = https://login.micr osoftonline.com/b26f4c82-cf2b-40a2-9db0-33c93d3bb072/sami2
E AU

* 1dP Certificate(IdP 215-A): threat defense®l] &= % IdP2] QI SAE A&l g

o] of o) A= A IdP 2154 2 Azure-AD-SAML -CertificateES A &1 gty o}

IIZ

€© sAML identity Provider (IdP) Metadata

Import or enter the IdP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.

Import IdP Metadata

@ Manual Configuration

Configure Later

Entity ID*
| https://sts.windows.net/b26f4c82-cf2b-40a2-9db0-33¢c93d3bb072/

Single Sign-On URL*
| https://login.microsoftonline.com/b26f4c82-cf2b-40a2-9db0-33¢c93d3k

IdP Certificate *
| Azure-AD-SAML-Certificate X v | +
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@Al 7 Re-authentication Interval (A 915 7+24) A A ol A Timeout Interval (A7 23} 7+A) H =9 3h&
2 3FaL Next(The) & S8 U A1 114 & AH8-8HA AFE-AL 7L ThA] /I F3fl of st Al 71 & A7
ah #hs AT g AFHTh o] ool A& 7] 4k 14405 AHE U o
7 8 Secunty Zonesand Security Controls(l.¢F & & 2 1ot Ao])o] Kot of o 2l 9 A& AF9 o A
St} o] oo A= 7] gke] A Ytk Next(th) & S @4t
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Add Application Group Q

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations

( T ) Application Group Edit
‘ Name ZTAA-Group
(2) SAML Service Provider (SP) Metadata Edit
Enfity ID https://ztaa.local/ZTAA-Group/saml/sp/metadata
‘ Assertion Consumer Service (ACS) URL https://ztaa.local/ZTAA-Group/+CSCOE+/saml/sp/acs?tgname=DefaultZer...
3) SAML Identity Provider (IdP) Metadata Edit
https://sts.windows.net/b26f4c82-cf2b-40a2-9db0-33c93d3bb072/
n g https://login.microsoftonline.com/b26f4c82-cf2b-40a2-9db0-33c93d3bb...
dP Certificate Azure-AD-SAML-Certificate
(a) Re-Authentication Interval Edit
‘ Timeout Interval 1440 minutes
() Security Zones and Security Controls Edit

Security Zones Inherited: (OutZone)
0 Inherited: (Balanced Intrusion)
Variable Set Inherited: (Default-Set)

Malware and File Policy Inherited: (Block Malware)

HA10 Save(AHE FE P
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Application Name *

ZTAA-ISE-GUI-Access

External URL* §

https://ise-external.local
Application URL (FQDN or Network IP)*
https://ise.local

Use External URL as Application URL
By default, External URL is used as Application URL. Uncheck the checkbox
to specify a different URL. For e.g., https://10.72.34.57:8443

Application Certificate *
ZTAA-ISE-GUI-Certificate X v |+

IPv4 Source Translation *

any X v |+

Application Group
ZTAA-Group X v
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Overview Anal
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Time Event Type Action
» | 2023-12-06 01:59:02 4 Connection © Aliow
» | 2023-12-06 01:58:59 4 Connectio ® Allow
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Event Type: g Intrusio Rule Group: ’
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Generator: Standard Text Rule
Priority: (ow Ingress Interface: ocutside
Source User: ser4@cisconets
Impact: @ Potentia ectmesdcloud .onmicros Egress Interface:
! Ingress Virtual Router: Globa
Action: ication P : HTTF i
“repi— i Egress Virtual Router: Clooa
SourceIP; 198.18.133.23 i I network
Application Protocol Intrusion Policy: Balanced
Category: protocois/senvices

DestinationIP: 198.19.10.130
Application Protocol ¢
Tag:

Source Port | ICMP
Type: 50663 / ico

Access Control Policy: GFW1

opens port Network Analysis Security Ove
Destination Port / T —— Policy: Connectivt
ICMP Code: 443 (nits) | t Ba0: Appication: LLooue

Client Applicati HTTP Hostname: ise-
SSL Status: Decrypt (Known Ke el extema
Category: web browse

. Cisco Secure Firewalloll 4] Zero Trust ! Al =~ 5 AF-&3}o] o Z ] Al o] S W53t W



I Zero Trust Y E Y 3 AA| 2~ 7] 2

Zero Trust A A

zeroTrust A2 w1

AR

Zero Trust T A| .=

Zero Trust A B =2 A}&5}9 t)nbo] 2] 84 Zero Trust Al A ol A A A 7F g0 6] & ) E] e &t
T )5 H T} Zero Trust W A] =0l A = management centerol| 4] 2] 3}= 49 Zero Trust ol & 2] 7] o]
A & Zero Trust AF& Aol o3l @ ok A -3t o}

ru1m

Overview(7l &) > Dashboar ds(t] A] H.=) > Zero Trust(Al & EE X~ E)
29t

o] of o] A Top Zero Trust Applications(’d$] Zero Trust o] & 2] Al 0] 4) ¢ A2 Zero Trust ¢l = 2] A ©]
A ZTAA_ISE_GUI_Accesse} ol Z 2] 7l o] Aol A ~&}= AF-&-2}2] AL&-2} o] 25 F At}

AdEfshe] thA| el A

Firewall Management Center
s 9 i Overview Analysis Policies Devices Objects Integration
—
Summary Dashboard fawish sashoos)
Provides a summary of activity on the appliance
Network Threats Intrusion Events Status Geolocation QoS Zero Trust x
[SE—
» Top Zero Trust Applications - X » Top Zero Trust Users - X
Application v Total Bytes (KB) Username v Total Bytes (KB)
6,107.29 iserd@ciscocloud.onmicr.. 6,103.97

A oMl E

ri

Zero Trust Al & A7 3k $-of = sl F A =}

L.

1. management center®] 4] Analysis(3=4]) > Unified Events(5- 3 o] ¥l E)S A &g},

A ol MES By ALgAe] HES BT 5

2. A A A ZeroTrust Application(Zero Trust off 2] 7| ©] A), Zero Trust Application Group(Zero
Trust o} 2] Alo] A 1) == Zero Trust Application Policy(Zero Trust o] 2] Aol A 4 )&
AT o] 2 WA e Bl A A e F Y o] 2L e},

= =2 H

o] dof| A= Zero Trust ol Z & Al o] 151 ZTAA-Group S AH&-3to] o|HIEE A3t

Cisco Secure Firewalloll ] Zero Trust & 4] =22 AL-8-3}o] o] ZE] Alo] A& W5 8= .



B ozeomust a2 2y

Zero Trust V| E 9] 2 A1~ e |

Firewall Management Center

Q, X Zero Trust Application Group | ZTAA-Group x

@ Showing all 37 events (§ 37) +
Time Event [V!]O
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