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router (config) # interface GigabitEthernet0/0

router (config-if) # description "outside interface"

router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if) # duplex auto

router (config-if)# speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)

b) The HEE Agetel 4 R R A ES AT,
router(config)# ip route <dest_ip> < mask> < gateway_ip>
o

router (config) # ip route 10.10.10.0 255.255.255.0 192.168.1.1
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hostname (config) # crypto pki trustpoint trustpoint name
hostname (config-ca-trustpoint)# enrollment terminal
hostname (config) # crypto pki authenticate trustpoint

Base64 179 CA JIFA & &+ WA A 7} YEF A thE- 2 =3k pem 19 o] BEGIN %! END 2}
A} A B AEE HASto] 2o @5yt thE Q1EA] o tial] datE vy o
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Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 2048 2048

Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

Unified Communications Manager2] VPN X 23} o A &~ E [D 8213 &4 3131 2 el of] A]
SSC(AH7HA™ 54 E A8 ot

o :

Router> enable

Router# configure terminal

Router (config)# crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (config-ca-trustpoint) # f£gdn <full domain

name>Router (config-ca-trustpoint) # subject-name CN=<full domain
name>, CN=<IP>Router (ca-trustpoint) #authorization username
subjectname commonname

Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint)# end

23/ ¥ Q154 & Unified Communications Manager®l] 55314 T},
o :
Router (config) # crypto pki export <name> pem terminal
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router (config) #webvpn install svc

fl

ash:/webvpn/anyconnect-win-2.3.2016-k9.pkg
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username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted
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tunnel-group phonevpn type remote-access
tunnel-group phonevpn general-attribute

address-pool vpnpool

tunnel-group phonevpn webvpn-attributes

7]

group-url https://172.18.254.172/phonevpn enable
wgre] obd URLE 45HE 49 the g2 aelshaiAle.
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ciscoasa (config)# interface Ethernet0/0
ciscoasa(config-if) # nameif outside

ciscoasa(config-if)# ip address 10.89.79.135 255.255.255.0
ciscoasa(config-if)# duplex auto

ciscoasa(config-if)# speed auto

ciscoasa(config-if) # no shutdown

ciscoasa#show interface ip brief (shows interfaces summary)

by A4 A28 F2E AU
ciscoasa(config)# route <interface name> <ip address> <netmask> <gateway ip>
of:
ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 10.89.79.129
¢) DNSE T4 gtk
of:

ciscoasa(config) # dns domain-lookup inside
ciscoasa(config)# dns server-group DefaultDNS
ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6
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ciscoasa(config) # crypto ca trustpoint trustpoint name
ciscoasa(ca-trustpoint)# enrollment terminal
ciscoasa(config)# crypto ca authenticate trustpoint name
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ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config)# crypto ca trustpoint <name>
ciscoasa(ca-trustpoint)# enrollment self

ciscoasa(ca-trustpoint) # keypair <name>

ciscoasa(config)# crypto ca enroll <name>

ciscoasa (config) # end

Unified Communications Manager2] VPN X~ 2 3} o A] T~ E D &21-S8- 44 313t A Ef o] A]
SSCOA7MAI ™ 1% 4)2 A T

o :

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config) # crypto key generate rsa general-keys label <name>
ciscoasa(config)# crypto ca trustpoint <name>

ciscoasa(ca-trustpoint)# enrollment self

ciscoasa (ca-trustpoint)# fgdn <full domain name>
ciscoasa(config-ca-trustpoint)# subject-name CN=<full domain name>,CN=<IP>
ciscoasa(config)# crypto ca enroll <name>

ciscoasa(config) # end

A H 154 E Unified Communications Managerol|] 55314 T},

o :
ciscoasa(config)# crypto ca export <name> identity-certificate
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ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9
encrypted

ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB attributes

ciscoasa (config-username) # vpn-group-policy GroupPhoneWebvpn
ciscoasa (config-username) #service-type remote-access
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