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msiexec.exe /x path to CiscoJabberSetup.msi
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msiexec.exe /x C:\Windows\Installer\CiscoJabberSetup.msi /quiet
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L 2AIA

GA AE ZEE FESUTH
a) Microsoft Windows &l A| = E 2] H 7] & Yt}
b) HKEY CLASSES ROOT\Installer\Products HX=EZ] 7|5 25Ut
¢ TR >3V A9
d) z7] o] e At "l ~E A}l Cisco JabberS ¢ & 8lal th2- 27| = A€l g}
e) Productlcon 7]2] #t< 25Ut}

A ¥ I+ Productlcon 7]12] kY th(ol:
C:\Windows\Installer\{product code}\ARPPRODUCTICON.exe).
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)
N
ol
dlo o
rifN
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msiexec.exe /x 45992224-D2DE-49BB-B085-6524845321C7 /quiet

oq 7]/d /quietlﬁ X]—% xﬂ 7{ = ;q Xé, ?}H E}
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sudo installer -pkg /path to/Install Cisco-Jabber-Mac.pkg -target /
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EZEANA

jabber—mac.pkg%% A]Z}é}LJE}.

M) S2ae) A B3 Y& chishe Aol Ry,

A whef A2 ZRAAE AF T
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W13 T4 URLS AL 88 AL SetolAE S 24 Aaete] Febo] A= A2,
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Mac-& Cisco Jabberol t} 3 URL -3
AFE A7 A u) A~ AN A1 S E S| @F Al Cisco JabberE A 2FakA| 812 A, 774 URLS HHE 11 A}
g-2}oll Al vl 3 oF gt}
AFE AL Al G4 URL B AE oWl Y 2 vl2 AF3tAL, H A& sIAo] Eof AlAstAE Py T
URL®) th& w7l 55 2 &stal X4 5= 5yt
* ServicesDomain - D% U th & -4 URLO) = Cisco Jabber7} A H] ~5 7AW 3= ¢ F Q.31
IM % I A o] T Qlo] E&hE ojof gkt
JUth Au) 2 QA 2 A 2o A Tk A u 5

-
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>
o
Eo

* ServiceDiscoveryExcludedServices - 41
A 4= UAFYH
* Webex- ©] g5 A4 o) SeholdEx= tha AEi7F g Ut
* CAS 23| 33+ 5t

* cisco-uds
* cuplogin

* collab-edge

* cisco-udsE A FEUTh

* cuplogin

* collab-edge

L CUP- o] gt A% v Feol A== the Ael7} fun,
. cuplogln% Zb2] ok o)
soheE B
* cisco-uds
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. Mac-£- Cisco Jabberoll o3} URL 4

VA AR AN, SRl A0 G S5 ol Aol 4
A4 e rEoR 9 shebs B4 S A G

* ServicesDomainSsoEmailPrompt - A & A} J Ut} & S ~HE AA 3 59| ojv|d &
I ES ALE A Al A A A HE X g7}
* ON
* OFF
* EnablePRTEncryption - A1 8} AF&FQI Ut} PRT 3t o] ¢+ 5 8} 5 =5 ] 4 &1t} Mac& Cisco
Jabberol] 4 -&-g T},
* true
* false
» PRTCertificateName - 21 & A}&F Ut} Q154 2] 0] 58 %] A g1t} Mac-§ Cisco Jabberol] A&
HAY .
» InvalidCertificateBehavior - A 8] AUt} 2325 Q1A o o 3k o] A E 522 A 4 3y
=

* RejectAndNotify - 73 3L T 3} %A} 7F A B 5L S 2o A ETF =
* PromptPerSession - 73 3. T 8} A2} 7F A 5] L AFE A7 2 E JISA E S8 AY AR
o T AdFHTH
* Telephony_Enabled - AF-&-2}ell Al 28} 7] 5 0] h=%] o F-5 AG Tt 7] 2352 trued U o
* True
* False
* DiagnosticsToolEnabled - 2 2}0]| A Eol A Atk =45 2188 5= =X & A G dY ) 7] E 32
true ) Y t}.
* True

* False

the 9402 4 URLS 44

ciscojabber://provision?ServicesDomain=<domain for service discover>
&VoiceServicesDomain=<domain for voice services>
&ServiceDiscoveryExcludedServices=<services_to_exclude_from service_ discover>
&ServicesDomainSsoEmailPrompt=<ON/OFF>
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Mac & A&

Macg 25 delol= 74 [l

ciscojabber://provision?ServicesDomain=cisco.com

ciscojabber://provision?ServicesDomain=cisco.com
&VoiceServicesDomain=alphauk.cisco.com

ciscojabber://provision?ServicesDomain=service domain
&VoiceServicesDomain=voiceservice domainé&ServiceDiscoveryExcludedServices=WEBEX

ciscojabber://provision?ServicesDomain=cisco.com
&VoiceServicesDomain=alphauk.cisco.com&ServiceDiscoveryExcludedServices=CUCM, CUP

ciscojabber://provision?ServicesDomain=cisco.com
&VoiceServicesDomain=alphauk.cisco.com&ServiceDiscoveryExcludedServices=CUCM, CUP
&ServicesDomainSsoEmailPrompt=0FF

el E 4

s Aol EE 29 3tse W HTTP A ¥ ofl A ] 3 7] %] ¢ URL& £l 241 w7 ol ot A
G XML AL AAGAHA L. oA EE A&7 22918 ] XML IS A&
ECoM AFHE GA A2 O}ﬂur L@ el M 5 dHolE 24 & i dY T
XML v} 3

e A QElol 28 918 XML el o] o gyt

<JabberUpdate>
<App name="JabberMac">
<LatestBuildNum>12345</LatestBuildNum>
<LatestVersion>9.6.1</LatestVersion>
<Message><! [CDATA [<b>This new version of Cisco Jabber lets you do the
following:</b><ul><li>Feature 1</li><li>Feature 2</1i>
</ul>For more information click <a target="_blank"
href="http://cisco.com/go/jabber">here</a>.]1]>
</Message>

>

}

=kl

<DownloadURL>http://http server name/Install Cisco-Jabber-Mac-1.1.1-12345-MrbCdd.zip</DownloadURL>

</RApp>
</JabberUpdate>

XML 3¢ o 2

T}8-& Windows-& Cisco Jabber & Mac-& Cisco JabberS A5 2. 2 Y d|o] E3lE= XML 31 9] 4

It

<JabberUpdate>

<App name="JabberMac">

<LatestBuildNum>12345</LatestBuildNum>

<LatestVersion>9.6.1</LatestVersion>

<Message><! [CDATA[<b>This new version of Cisco Jabber lets you do the
following:</b><ul><li>Feature 1</li><li>Feature 2</1i>

</ul>For more information click <a target="_blank"
href="http://cisco.com/go/jabber">here</a>.]1]>

</Message>

<DownloadURL>http://http server name/Install Cisco-Jabber-Mac-1.1.1-12345-MrbCdd.zip</DownloadURL>

</RApp>

<App name="JabberWin">
<LatestBuildNum>12345</LatestBuildNum>
<LatestVersion>9.0</LatestVersion>
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<Message><! [CDATA[<b>This new version of Cisco Jabber lets you do the
following:</b><ul><li>Feature 1</li><li>Feature 2
</li></ul>For more information click <a target=" blank"
href="http://cisco.com/go/jabber">here</a>.]1]1>
</Message>
<DownloadURL>http://http server name/CiscoJabberSetup.msi
</DownloadURL>
</App>
</JabberUpdate>

A #e7) el

XML 719 8 7] 974 & &8 8 HTTP A ¥ & 4483 74 o

H

4

#3 DSA Aol HEeA el A5 o) 2o LS g AnE PSRN L. B 5

E % = b
Microsoft IISo| A 542 o] % 29 3] -& ¢}
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A1 HTTP Aol A Jlo]E X T2 23S S 2"
@A 2 9 2E A7 E AHEste] o] E XML 3 & B
A3 v o] XMLl A gk A S
o] F - thx IDE < 840 g o] F A4 #to= A8 Ft
« Jabwin Win - ©] ¢ ] ©] E = Windows-8- Cisco Jabberel] 2] -8- 1t}

* Jabsl Mac - ©] ¢ d] o] E= Mac-& Cisco Jabberel] -8 1t}

* LatestBuildNum- QHo|Eo 1= & At}
* LatestVersion - G Ho] E 9] v = it}

* Mandatory - True &+ Falsed Y Th WA X 7} A2 wf] AFE-A7F SE}o] A E HAS 1

o) = sfok sh=A o -2 AT T
* Message - U3 2 @4 o] HTMLY Yt
<! [CDATA[your html]]>
* DownloadURL - HTTP AW of| 1= A %] 7] %] ¢] URLY Y t}.

Mac-% Cisco Jabber2] 7%, URL 34 -& t}5 3 -2 3 2] o]ofof gt}

Install Cisco-Jabber-Mac-version-size-dsaSignature.zip
o 4 o] E XML 39 & A 4ata g5t
A5 HTTP AW el Al dlo] E XML 34 & 5 ~F 3y th,
5s

A6 Pulo]E XML 3 o] URLES 1A 3ol 91+ UpdateUrl W 7] 5=¢] gho 2 % A gt}
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Cisco Jabber 2.0} S0 A E ]
SR A|A

A1 Android-§ Cisco Jabbers A %] &} 2™ 21} Z*] 9] Google Playoll Al & T = =314
iPhone % iPad-§- Cisco JabberE A x| 3} W Ruld ZFx] 9] g 2Eojo A & ThE R 53] A] Q.

(RUBNAU
)

Android, iPhone 2! iPad-& Cisco Jabber©l tf 3 URL 7-43
AREALZE A 2~ A A 1 E 9] 2 8hA] 28 AL Cisco JabberE Al 2F8HA] 3t A, 74 URLS THE L A}
& 2}ol| Al vl E 3 oF gt}
ALEAL Al 4 URL | AE oW Y 2 vl 2 A53AL, J A5 1xo] Eof AlAsHA YT}
URL®Y o} w7l 45 2 &ska X4 5= 5y
» ServicesDomain - <Y Ut B E 4 URLO| & Cisco Jabber7} AR 25 A M3 = o] D23+
IM 2 Z &2 A ] mw|Qlo] A2 gE of of gt
* ServiceDiscoveryExcludedServices - 418 A} U T, A H] 22 73 A L2 M| 20 A Th& A H] &
ALl 4= 5T
* Webex- ©] 3t-& AT off Sefo]AdEE th5 AEHi7F Ut
« CAS 23| & G 31#] &FUth
o Oh5-S 25U

* cisco-uds

* cuplogin

* collab-edge

rlr
O
oo
ox
=
)
i)
i
A

*CUCM - ©] & A4 d o Sefo|dE
* cisco-udsE %A &HUTh
cOEs ST

* cuplogin

* collab-edge

*CUP-©°] gta AAY ) SeholdE= v AEi7F Huth

* cuplogin$ 24| gF&FHoh
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- thee U
* cisco-uds

* collab-edge

ML FEoR 49 shebs WA AE EAFY

ServicesDomainSsoEmailPrompt - A1 8] ARl Ut} & S od ZF

ZEZ ARG AN A FAEA] A5 A d U
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)
s
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ol
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uld
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-
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* ON
* OFF
» InvalidCertificateBehavior - A1 81 A}aFI U th, 2HE 5 Q1A of T3l FE}o] A E 523 A A Y

o},
* RejectAndNotify - 74 3 )3} A&7} A H a1 Zglo] A EVF 2 =5 %] g4t

* PromptPerSession - 74 2 T 8} A&7} A = 3L AFE A7 AR JAISAE SASPA Y AR
o4 AdFHTh

PRTCertificateUrl - A1 ¥ & = 3l += F A A4
Yt} Cisco Jabber Bk Fehol A Eol 4 g-g .
ol

« Telephony Enabled - AF-&-2Foll Al 718} 7] 5 0] l=A|
* True

* False

» ForceLaunchBrowser - AF-&2}7} 2] 3 B 84 & A} &3 == 73A) 61 o] AF&8-Y o). Cisco
Jabber .0} Zlo]Ad Eof A&t}

* True

* False

%

3L ForceLaunchBrowserv= S e}o] AE QI5A] 75 2 Android OS 5.0 7] 7]

FA ol AFE- g T

g @4 T4 URLS A4 g,

ciscojabber://provision?ServicesDomain=<domain for service discover>
&VoiceServicesDomain=<domain for voice services>
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EMM(Enterprise Mobility Management)-2- A}-8-3F =u}d] 1A .

&ServiceDiscoveryExcludedServices=<services_to_exclude from service discover>
&ServicesDomainSsoEmailPrompt=<ON/OFF>

%

u&
f

W RS A EAE PR

2

ciscojabber://provision?ServicesDomain=cisco.com

ciscojabber://provision?ServicesDomain=cisco.com
&VoiceServicesDomain=alphauk.cisco.com

ciscojabber://provision?ServicesDomain=service domain
&VoiceServicesDomain=voiceservice domain&ServiceDiscoveryExcludedServices=WEBEX

ciscojabber://provision?ServicesDomain=cisco.com
&VoiceServicesDomain=alphauk.cisco.com&ServiceDiscoveryExcludedServices=CUCM, CUP

ciscojabber://provision?ServicesDomain=cisco.com

&VoiceServicesDomain=alphauk.cisco.com&ServiceDiscoveryExcludedServices=CUCM, CUP
&ServicesDomainSsoEmailPrompt=0FF

EMM(Enterprise Mobility Management)-2- A}-& 31 2l 1A

AppConfig 3£ =©] 2258 EMM(NE] 2ZEfo] = o] 54 &)
EMM(Enterprise Mobility Management)S- A}F-8-317] 2ol th3- AFEHS: 8H13HA4 Al 2.
« EMM &3 4 Al 7} Android for Work B2 Apple 3218 1 74 S ALy o},
* Android 2] 08 5.0 ©]/ U th.
Android-8- Cisco Jabber & iPhone ¥ iPad-§- Cisco Jabber®l] A EMM(Enterprise Mobility Management)-=-

AR-8-8Fe] Cisco JabberE -4 & = 5 H T EMM A Aol t gk AFA g W82 EMM A& 27t Al &
ot B AE AR S A L.

el = = A o) A RE Jabber 7t A S Al st W QISA 719 Q1S
AE 9ol ZA 2 =237 ¥}

o

53t EMMS §3l 2]

EMMS AHE-3HOH | EMM ©fl 2 2] Al 0] A of] 4] AllowUrlProvisioning ™) 71 =& False 2 A % 5} o] URL

T3S N A A Al 2. wl A S Aol bl g 2FA g )82 AllowUrlProvisioning i 71l H 5= &5
S AZFHA L

oy o

v}

MDM 5ol &gk wlj 7] ¥
* ServicesDomain
* VoiceServicesDomain

* ServiceDiscoveryExcludedServices
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* ServicesDomainSsoEmailPrompt
* EnablePRTEncryption

* PRTCertificateURL

* PRTCertificateName

* InvalidCertificateBehavior

* Telephony Enabled

* ForceLaunchBrowser

* FIPS MODE

* AllowUrlProvisioning

* [P Mode

MDM =<l 83 vl 7§ W4
* ServicesDomain
* VoiceServicesDomain
* ServiceDiscoveryExcludedServices
* ServicesDomainSsoEmailPrompt
* EnablePRTEncryption
* PRTCertificateURL
* PRTCertificateName
* InvalidCertificateBehavior
* Telephony Enabled
* ForceLaunchBrowser
* FIPS MODE
* AllowUrIProvisioning

* [P_Mode

The A MDM 500 4] ol el g mh ) W 3

AllowUrlProvisioning =] 7} *H =

o] Wj7} ¥ = AHEAHE URL 773 ol A EMM O = mfo] 1| o] A

th& gtol o] w7 WSl A8y,
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rps_mook #1712 I}

+ false - URL 7/ & AF&-3to] FEXER] A<

Oﬂ <AllowURLProvisioning>false</AllowURLProvisioning>

FIPS_MODE vjj 7} H <=
EMMS AF-8-319] Cisco Jabber B S0l A Eof| A FIPS B =& &4 3} A v)| &4 gsl W
o) Tl A2 AFEEAIA S
* true - FIPS K. =l 4] Cisco JabberZ 21 8§ g},
» false - FIPS .=l A Cisco JabberS 2 3l 5} #] &5t}

ol:<FIPS_MODE>false</FIPS_MODE>

VDI-& Jabber Softphone 4 X]

L RAIA

ay

A1 Jabber 15 S Y JAZEE SR FY
WA 2 VDIE Jabber 2AZEZE A 5le]H A x| F
= W] A A ] X3S up 24 A

Ze}o] A Ed o g VDI Cisco Jabber Softphone -
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Remote Access

e U2 A T ALE 9T Z R 159 Ho] A

s MUl A 2 AR, 159 0] ]

* Cisco Anyconnect -5 9 T Z =2, 161 7| o] 4|

* Cisco AnyConnect -5, 161 3| 0] A]

o A} g2} S g2 akd o ] 2ulY 2 Remote Access 74 A A 9], 167 H ©] X

M QA ATER
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We e v =4

SHA | A2 A A QT ALEE 159 7 0] %)

A1 2| DNS 2.7 AH&F, 160 3] ] #]
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2 Remote AccessE 9| 3 Expressway & AF-8-3HH <l E] X glo] = Y| E 9] F of| A A]H]|
A ~gk 4= F Ut Z8ko] A EVF 2uld 2 Remote Access 2 7 A A H] 2~ E- 9] 3k Expressway
ol AAT g A S H o 8T AFEES F5EloF Fu

* DNS & A}&

ol SEtolAE= B Zetol = U EQJ Aol A MH|AE Ag o2 A ekal 3he
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* 2] SRV collab-edge¥& HIZEZFUT}.
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Remote AccessE & 3+ A H] 2~ 7 Ao o] gk DNS 8. AFah2 o33} 54t
« 2] DNS A|H e A collab-edge DNS SRV #|ZE& T4 8l oF YT

« Y5 o] & AlH el cisco-uds DNS SRV #H|ZE=E G4 8] ofF ).

Fo] A -oll= A A2 collab-edge HlAEE AHE-3Ho] DNS A H & S5 &4
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o
=
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Qo] = M eE) = ) 3/19] S5O A9 Aol A7 A% Jabber/k A ¥ 97 54 0.
Edge SSOE A9 314 ¢k Ao = 7+ )

NFA 8T ALY

Remote AccessS T 3}7] 2ol Cisco VCS Expressway 2 Cisco Expressway-E A ¥ Q1 SA & Th& 2
=& A Q. o] MH] 15 A= HTTPSF XMPP X570l A&yt

Cisco VCS Expressway 154 7-/d ol o] g 2} A &F U] -8 Cisco VCS Expressway©l| A Q154 74 &
FrxsA A L.

_collab-edge SRV ¥ .= H| 2~ E

SRV ¢l == HAE

SRV #|HZE HAEE X

Je

o=
oX,
%
i
2
=X
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]
-
X0,
rlr
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%
i
)

B9 SAS AEaTE 9 &7 2A47] Abo] Eo A SRV el £7-8 Abgs)w H v,

L 2AIA
A1 BE TEZES AU
A1 2 nslookupS 91 &3yt

7] DNS A8 & F47F FAH YT o AF3l e DNS A8 el #] gelgty ),
=]

set type=SRVE ¢!
A4 7} SRV gl F =0 o] 55
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X
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Cisco Anyconnect -5 9] L Z 2 .

oﬂi _cisco-uds. tcp.exampledomain
« A g FAE FAFUT - SRV gzl A aE 5= dF YT

* cisco-uds_tcp.exampledomain: &ABHA &+ L:_‘j‘ﬂ?_ol Xx ]%‘43} SRV EﬂiE ] ‘E‘Zﬂﬂ' A&

SES

Cisco Anyconnect -5 ¥ A==

= 2 A4

oﬁ‘,
A
v
i
_|>i
N
2

@A 3| AnyConnect -4 322, 166 3| ©] A]
A4 | A w75, 166 2 0] A

Cisco AnyConnect 1-=
of Z]Alo]Hd Z=utd

After you download the Cisco AnyConnect Secure Mobility Client to their device, the ASA must provision
a configuration profile to the application.

Cisco AnyConnect Secure Mobility Client-8 -/ 3Z ij}%] o = 3|AF ASA VPN Alo] Egjlo], A4 = 2
EF(IPSec == SSL), =T] W= G2 242 VPN A 2 A B 7} 35U},

2 W F SFHE iPhone 2 iPad-§- Cisco Jabber®] o Z 2] Al o] T2 0 U& 22U AY T F 3 F
Ytk

ASDM

ASDM(ASA &%] #e] 2ol Al 223+ H 7] & ©] &3l Cisco AnyConnect Secure Mobility Client®]
VPN Z 239} S A o] a}i= v S A 43k o},
=

o) WS A8 o

_rg
£
e
g
<
-
Z
g T
iin)
o
_>“I|_'4

& A3 & VPN X 2 3}¢ o] Cisco AnyConnect
1 < A B OS TRl AHEE 5 e

ApA 8 )-8 AF-8-#} & ] 2 2] Cisco AnyConnect Secure Mobility Client 38-2] A} A2 ¥ 4] 2] AnyConnect
zeud 44 2y dES FEogA L.
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iPCU

IPCU(iPhone T4 ¥ 2l E)Z A3} Apple 774 23 & AFE-31¢] i0S A &
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