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Inleiding

Normale IPSec-formaties kunnen geen routingprotocollen zoals Enhanced Interior Gateway
Protocol (DHCP) en Open Snelste pad (OSPF) of niet-IP verkeer zoals Internetwork Packet
Exchange (IPX), AppleTalk, enzovoort overdragen. Dit document illustreert hoe u tussen
verschillende netwerken kunt routes door middel van een routingprotocol en niet-IP verkeer met
IPSec. Deze techniek gebruikt generieke routing encapsulation (GRE) als de methode om dit te
bereiken.

Voorwaarden

Vereisten

Zorg er voordat u deze configuratie probeert voor dat u aan deze vereisten voldoet:

Zorg ervoor dat de tunnel werkt voordat je de crypto kaarten toepast.●

Crypto-toegangslijst moet GRE hebben als protocol om toe te staan: toegangslijst 101 voor
gre host x.x.x.x host y.y.y.y x.x.x = <tunnel_source> y.y.y.y = <tunnel_bestemming>

●

Gebruik loopback IP-adressen om IKE-peers (Internet Key Exchange) en tunnelbron en
tunnelbestemming te identificeren om de beschikbaarheid te verbeteren.

●

Raadpleeg voor een discussie over mogelijke problemen met Max. Transmission Unit (MTU)
voor het aanpassen van IP-MTU, TCP MSS en PMTUD op Windows- en Sun-systemen.

●
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Gebruikte componenten

De informatie in dit document is gebaseerd op de volgende software- en hardware-versies:

Cisco IOS® softwarereleases 12.1.8 en 12.2.1●

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u de potentiële impact van
elke opdracht begrijpen.

Conventies

Raadpleeg Cisco Technical Tips Conventions (Conventies voor technische tips van Cisco) voor
meer informatie over documentconventies.

Configureren

Deze sectie bevat informatie over het configureren van de functies die in dit document worden
beschreven.

N.B.: Als u aanvullende informatie wilt vinden over de opdrachten in dit document, gebruikt u het
Opdrachtplanningprogramma (alleen geregistreerd klanten).

IOS-configuratienummer: Met Cisco IOS-softwarerelease 12.2(13)T en latere codes (hoger
genummerde T-treincodes, Cisco IOS-softwarerelease 12.3 en latere codes) hoeft de
geconfigureerde IPSec-encryptie-kaart alleen op de fysieke interface te worden toegepast. Het is
niet langer vereist dat het wordt toegepast op de GRE-tunnelinterface. Het hebben van "crypto
kaart" op de fysieke en tunnelinterface wanneer u de Cisco IOS-softwarerelease 12.2.2(13)T en
de latere codes nog werken. Het wordt echter ten zeerste aanbevolen dit alleen op de fysieke
interface toe te passen.

Netwerkdiagram

Dit document gebruikt de netwerkinstellingen die in dit diagram worden weergegeven.

Configuraties
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Licht●

Huis●

Licht

Current configuration:

!

version 12.2

no service single-slot-reload-enable

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname Light

!

logging rate-limit console 10 except errors

!

ip subnet-zero

!

!

no ip finger

!

no ip dhcp-client network-discovery

ipx routing 00e0.b06a.40fc

!

!--- IKE policies. crypto isakmp policy 25

hash md5

authentication pre-share

crypto isakmp key cisco123 address 192.168.2.1

!

!--- IPSec policies. crypto ipsec transform-set WWW esp-

des esp-md5-hmac

mode transport

!

crypto map GRE local-address Loopback0

crypto map GRE 50 ipsec-isakmp

set peer 192.168.2.1

set transform-set WWW

!--- What to encrypt? match address 101

!

call rsvp-sync

!

fax interface-type modem

mta receive maximum-recipients 0

!

interface Loopback0

ip address 192.168.1.1 255.255.255.0

!

interface Tunnel0

ip address 10.1.1.1 255.255.255.252

ip mtu 1440

ipx network CC

tunnel source Loopback0

tunnel destination 192.168.2.1

crypto map GRE

!

interface FastEthernet0/0

ip address 10.64.10.13 255.255.255.224

no ip route-cache

no ip mroute-cache

duplex auto

speed auto



crypto map GRE

!

interface FastEthernet0/1

ip address 172.16.1.1 255.255.255.0

duplex auto

speed auto

ipx network AA

!

router eigrp 10

network 10.1.1.0 0.0.0.3

network 172.16.1.0 0.0.0.255

network 192.168.1.0

no auto-summary

no eigrp log-neighbor-changes

!

ip kerberos source-interface any

ip classless

ip route 192.168.2.0 255.255.255.0 10.64.10.14

ip http server

!

!--- What to encrypt? access-list 101 permit gre host

192.168.1.1 host 192.168.2.1

!

dial-peer cor custom

!

line con 0

transport input none

line aux 0

line vty 0 4

login

!

end

Light#!

Huis

Current configuration:

version 12.1

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname House

!

ip subnet-zero

!

ipx routing 00e0.b06a.4114

!

!--- IKE policies. crypto isakmp policy 25

hash md5

authentication pre-share

crypto isakmp key cisco123 address 192.168.1.1

!

!--- IPSec policies. crypto ipsec transform-set WWW esp-

des esp-md5-hmac

mode transport

!

crypto map GRE local-address Loopback0

crypto map GRE 50 ipsec-isakmp

set peer 192.168.1.1

set transform-set WWW

!--- What to encrypt? match address 101



!

!

interface Loopback0

ip address 192.168.2.1 255.255.255.0

!

interface Tunnel0

ip address 10.1.1.2 255.255.255.252

ip mtu 1440

ipx network CC

tunnel source Loopback0

tunnel destination 192.168.1.1

crypto map GRE

!

interface FastEthernet0/0

ip address 10.64.10.14 255.255.255.224

no ip route-cache

no ip mroute-cache

duplex auto

speed auto

crypto map GRE

!

interface FastEthernet0/1

ip address 172.16.2.1 255.255.255.0

duplex auto

speed auto

ipx network BB

!

interface FastEthernet4/0

no ip address

shutdown

duplex auto

speed auto

!

router eigrp 10

network 10.1.1.0 0.0.0.3

network 172.16.2.0 0.0.0.255

network 192.168.2.0

no auto-summary

no eigrp log-neighbor-changes

!

ip classless

ip route 192.168.1.0 255.255.255.0 10.64.10.13

ip http server

!--- What to encrypt? access-list 101 permit gre host

192.168.2.1 host 192.168.1.1

!

line con 0

line aux 0

line vty 0 4

login

!

end

House#

Verifiëren

Deze sectie verschaft informatie die u kunt gebruiken om te bevestigen dat uw configuratie correct
werkt.

Bepaalde opdrachten met show worden ondersteund door de tool Output Interpreter (alleen voor

https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl


geregistreerde klanten). Hiermee kunt u een analyse van de output van opdrachten met show
genereren.

Laat actieve crypto motorverbindingen zien - toont gecodeerde en gedecrypteerde pakketten
tussen IPSec peers.

●

toon crypto isakmp sa - toont fase 1 veiligheidsassociaties.●

toon crypto ipsec sa-shows Phase 2 security associaties.●

toon ipx route [netwerk] [standaard] [gedetailleerd] - toont de inhoud van de IPX routingtabel.●

Opdracht uitvoer met tunnels omhoog tonen

Light#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

       * - candidate default, U - per-user static route, o - ODR

       P - periodic downloaded static route

Gateway of last resort is not set

     172.16.0.0/24 is subnetted, 2 subnets

C       172.16.1.0 is directly connected, FastEthernet0/1

D       172.16.2.0 [90/297246976] via 10.1.1.2, 00:00:31, Tunnel0

     10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C       10.1.1.0/30 is directly connected, Tunnel0

C       10.64.10.0/27 is directly connected, FastEthernet0/0

C    192.168.1.0/24 is directly connected, Loopback0

S    192.168.2.0/24 [1/0] via 10.64.10.14

Light#ping

Protocol [ip]:

Target IP address: 172.16.2.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.2.1, timeout is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Light#

House#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

       * - candidate default, U - per-user static route, o - ODR

       P - periodic downloaded static route
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Gateway of last resort is not set

     172.16.0.0/24 is subnetted, 2 subnets

D       172.16.1.0 [90/297246976] via 10.1.1.1, 00:00:36, Tunnel0

C       172.16.2.0 is directly connected, FastEthernet0/1

     10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C       10.1.1.0/30 is directly connected, Tunnel0

C       10.64.10.0/27 is directly connected, FastEthernet0/0

S    192.168.1.0/24 [1/0] via 10.64.10.13

C    192.168.2.0/24 is directly connected, Loopback0

House#ping

Protocol [ip]:

Target IP address: 172.16.1.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.2.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Light#show ipx route

Codes: C - Connected primary network,    c - Connected secondary network

       S - Static, F - Floating static, L - Local (internal), W - IPXWAN

       R - RIP, E - EIGRP, N - NLSP, X - External, A - Aggregate

       s - seconds, u - uses, U - Per-user static

3 Total IPX routes. Up to 1 parallel paths and 16 hops allowed.

No default route known.

C         AA (NOVELL-ETHER),  Fa0/1

C         CC (TUNNEL),        Tu0

R         BB [151/01] via       CC.00e0.b06a.4114,   17s, Tu0

House#show ipx route

Codes: C - Connected primary network,    c - Connected secondary network

       S - Static, F - Floating static, L - Local (internal), W - IPXWAN

       R - RIP, E - EIGRP, N - NLSP, X - External, A - Aggregate

       s - seconds, u - uses, U - Per-user static

3 Total IPX routes. Up to 1 parallel paths and 16 hops allowed.

No default route known.

C         BB (NOVELL-ETHER),  Fa0/1

C         CC (TUNNEL),        Tu0

R         AA [151/01] via       CC.00e0.b06a.40fc,   59s, Tu0

Light#ping ipx BB.0004.9af2.8261

Type escape sequence to abort.

Sending 5, 100-byte IPX Novell Echoes to BB.0004.9af2.8261, timeout is 2 second:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms



House#ping ipx AA.0004.9af2.8181

Type escape sequence to abort.

Sending 5, 100-byte IPX Novell Echoes to AA.0004.9af2.8181, timeout is 2 second:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Light#show crypto isa sa

    dst           src          state        conn-id   slot

192.168.2.1    192.168.1.1    QM_IDLE           1       0

192.168.1.1    192.168.2.1    QM_IDLE           2       0

House#show crypto isa sa

    dst           src          state        conn-id   slot

192.168.1.1    192.168.2.1    QM_IDLE           1       0

192.168.2.1    192.168.1.1    QM_IDLE           2       0

Light#show crypto engine connections active

  ID Interface       IP-Address      State  Algorithm           Encrypt  Decrypt

   1 <none>          <none>          set    HMAC_MD5+DES_56_CB        0        0

   2 <none>          <none>          set    HMAC_MD5+DES_56_CB        0        0

2000 FastEthernet0/0 10.64.10.13     set    HMAC_MD5+DES_56_CB        0      161

2001 FastEthernet0/0 10.64.10.13     set    HMAC_MD5+DES_56_CB      161        0

2002 FastEthernet0/0 10.64.10.13     set    HMAC_MD5+DES_56_CB        0        0

2003 FastEthernet0/0 10.64.10.13     set    HMAC_MD5+DES_56_CB        0        0

2004 FastEthernet0/0 10.64.10.13     set    HMAC_MD5+DES_56_CB        0        0

2005 FastEthernet0/0 10.64.10.13     set    HMAC_MD5+DES_56_CB        0        0

House#show crypto engine connections active

  ID Interface       IP-Address      State  Algorithm           Encrypt  Decrypt

   1 <none>          <none>          set    HMAC_MD5+DES_56_CB        0        0

   2 <none>          <none>          set    HMAC_MD5+DES_56_CB        0        0

2000 FastEthernet0/0 10.64.10.14     set    HMAC_MD5+DES_56_CB        0      159

2001 FastEthernet0/0 10.64.10.14     set    HMAC_MD5+DES_56_CB      159        0

2002 FastEthernet0/0 10.64.10.14     set    HMAC_MD5+DES_56_CB        0        0

2003 FastEthernet0/0 10.64.10.14     set    HMAC_MD5+DES_56_CB        0        0

2004 FastEthernet0/0 10.64.10.14     set    HMAC_MD5+DES_56_CB        0        0

2005 FastEthernet0/0 10.64.10.14     set    HMAC_MD5+DES_56_CB        0        0

House#show crypto ipsec sa detail

interface: Tunnel0

    Crypto map tag: GRE, local addr. 192.168.2.1

   local  ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/47/0)

   remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/47/0)

   current_peer: 192.168.1.1

     PERMIT, flags={origin_is_acl,transport_parent,}

    #pkts encaps: 192, #pkts encrypt: 192, #pkts digest 192

    #pkts decaps: 190, #pkts decrypt: 190, #pkts verify 190

    #pkts compressed: 0, #pkts decompressed: 0

    #pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

    #pkts no sa (send) 12, #pkts invalid sa (rcv) 0

    #pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0

    #pkts invalid prot (recv) 0, #pkts verify failed: 0

    #pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0

    #pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0

    ##pkts replay failed (rcv): 0

    #pkts internal err (send): 0, #pkts internal err (recv) 0

     local crypto endpt.: 192.168.2.1, remote crypto endpt.: 192.168.1.1



     path mtu 1514, media mtu 1514

     current outbound spi: 1FA721CA

     inbound esp sas:

      spi: 0xEE52531(249898289)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2000, flow_id: 1, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4607961/2797)

        IV size: 8 bytes

        replay detection support: Y

      spi: 0xFEE24F3(267265267)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2002, flow_id: 3, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4608000/2826)

        IV size: 8 bytes

        replay detection support: Y

      spi: 0x19240817(421791767)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2004, flow_id: 5, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4608000/2759)

        IV size: 8 bytes

        replay detection support: Y

     inbound ah sas:

     inbound pcp sas:

     outbound esp sas:

      spi: 0x1FA721CA(531046858)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2001, flow_id: 2, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4607972/2797)

        IV size: 8 bytes

        replay detection support: Y

      spi: 0x12B10EB0(313593520)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2003, flow_id: 4, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4608000/2826)

        IV size: 8 bytes

        replay detection support: Y

      spi: 0x1A700242(443548226)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2005, flow_id: 6, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4608000/2759)

        IV size: 8 bytes

        replay detection support: Y

     outbound ah sas:

     outbound pcp sas:

   local  ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/0/0)

   remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)

   current_peer: 192.168.1.1

     PERMIT, flags={transport_parent,}

    #pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0

    #pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0



    #pkts compressed: 0, #pkts decompressed: 0

    #pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

    #pkts no sa (send) 0, #pkts invalid sa (rcv) 0

    #pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0

    #pkts invalid prot (recv) 0, #pkts verify failed: 0

    #pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0

    #pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0

    ##pkts replay failed (rcv): 0

    #pkts internal err (send): 0, #pkts internal err (recv) 0

     local crypto endpt.: 192.168.2.1, remote crypto endpt.: 192.168.1.1

     path mtu 1514, media mtu 1514

     current outbound spi: 0

     inbound esp sas:

     inbound ah sas:

     inbound pcp sas:

     outbound esp sas:

     outbound ah sas:

     outbound pcp sas:

interface: FastEthernet0/0

    Crypto map tag: GRE, local addr. 192.168.2.1

   local  ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/47/0)

   remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/47/0)

   current_peer: 192.168.1.1

     PERMIT, flags={origin_is_acl,transport_parent,}

    #pkts encaps: 193, #pkts encrypt: 193, #pkts digest 193

    #pkts decaps: 192, #pkts decrypt: 192, #pkts verify 192

    #pkts compressed: 0, #pkts decompressed: 0

    #pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

    #pkts no sa (send) 12, #pkts invalid sa (rcv) 0

    #pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0

    #pkts invalid prot (recv) 0, #pkts verify failed: 0

    #pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0

    #pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0

    ##pkts replay failed (rcv): 0

    #pkts internal err (send): 0, #pkts internal err (recv) 0

     local crypto endpt.: 192.168.2.1, remote crypto endpt.: 192.168.1.1

     path mtu 1514, media mtu 1514

     current outbound spi: 1FA721CA

     inbound esp sas:

      spi: 0xEE52531(249898289)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2000, flow_id: 1, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4607961/2789)

        IV size: 8 bytes

        replay detection support: Y

      spi: 0xFEE24F3(267265267)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2002, flow_id: 3, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4608000/2817)



        IV size: 8 bytes

        replay detection support: Y

      spi: 0x19240817(421791767)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2004, flow_id: 5, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4608000/2750)

        IV size: 8 bytes

        replay detection support: Y

     inbound ah sas:

     inbound pcp sas:

     outbound esp sas:

      spi: 0x1FA721CA(531046858)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2001, flow_id: 2, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4607972/2789)

        IV size: 8 bytes

        replay detection support: Y

      spi: 0x12B10EB0(313593520)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2003, flow_id: 4, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4608000/2817)

        IV size: 8 bytes

        replay detection support: Y

      spi: 0x1A700242(443548226)

        transform: esp-des esp-md5-hmac ,

        in use settings ={Transport, }

        slot: 0, conn id: 2005, flow_id: 6, crypto map: GRE

        sa timing: remaining key lifetime (k/sec): (4608000/2750)

        IV size: 8 bytes

        replay detection support: Y

     outbound ah sas:

     outbound pcp sas:

   local  ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/0/0)

   remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)

   current_peer: 192.168.1.1

     PERMIT, flags={transport_parent,}

    #pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0

    #pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0

    #pkts compressed: 0, #pkts decompressed: 0

    #pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

    #pkts no sa (send) 0, #pkts invalid sa (rcv) 0

    #pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0

    #pkts invalid prot (recv) 0, #pkts verify failed: 0

    #pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0

    #pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0

    ##pkts replay failed (rcv): 0

    #pkts internal err (send): 0, #pkts internal err (recv) 0

     local crypto endpt.: 192.168.2.1, remote crypto endpt.: 192.168.1.1

     path mtu 1514, media mtu 1514

     current outbound spi: 0

     inbound esp sas:



   

     inbound ah sas:

     inbound pcp sas:

     outbound esp sas:

     outbound ah sas:

     outbound pcp sas:

Problemen oplossen

Deze sectie bevat informatie waarmee u problemen met de configuratie kunt oplossen.

Opdrachten voor troubleshooting

Bepaalde opdrachten met show worden ondersteund door de tool Output Interpreter (alleen voor
geregistreerde klanten). Hiermee kunt u een analyse van de output van opdrachten met show
genereren.

Opmerking: Voordat u debug-opdrachten afgeeft, raadpleegt u Belangrijke informatie over debug-
opdrachten.

debug van crypto isakmp-displays tijdens fase 1.●

debug van crypto ipsec-displays tijdens fase 2.●

debug van crypto motor—informatie van de crypto motor.●

debug ip uw routingprotocol - informatie over de routingtransacties van uw routeringsprotocol.●

duidelijke cryptoverbinding-id [sleuf] | rsm | vip] —Hiermee wordt een versleutelde sessie
beëindigd die momenteel wordt uitgevoerd. Versleutelde sessies eindigen normaal als de
sessie voorbij is. Gebruik de opdracht cisco-verbindingen van de show om de verbinding-id
waarde te leren.

●

duidelijke crypto isakmp - ontslaat de fase 1 veiligheidsassociaties.●

duidelijke crypto sa — ontslaat de fase 2 veiligheidsassociaties.●

Gerelateerde informatie

IPsec-ondersteuningspagina●

Een Inleiding aan IP Security (IPSec) encryptie●

IPsec-netwerkbeveiliging configureren●

Het configureren van Internet Key Exchange-beveiligingsprotocol●

Opdracht Lookup Tool (alleen geregistreerde klanten)●

Technische ondersteuning - Cisco-systemen●

https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a0080094203.shtml?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdipsec.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdike.html?referring_site=bodynav
//tools.cisco.com/Support/CLILookup/cltSearchAction.do?referring_site=bodynav
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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