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registreren met ISE
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Installeer CSM On-Prem op VMWARE ESXi.

Eerste configuratie van CSM On-Prem .
Integreren met CSM On-Prem met Smart Account

OPTIE 1: Reqistreer uw CSM On-Prem via internetverbinding.
OPTIE 2: Registreer uw CSM On-Prem zonder een internetverbinding.

Integreer CSM On-Prem met ISE.

Certificaten maken van Windows CA.

DNS-records toevoegen op Windows-server.
Problemen oplossen
Host/IP-adres is niet bereikbaar.(Fout op ISE)
SSO-service: kan Cisco niet bereiken. (Fout op CSM on-Prem)

De algemene naam in de CSR is geen DNS-oplosbare hostnaam of |P-adres. probeer het
nogmaals.(Fout op CSSM On-Prem)

Inleiding

Dit document beschrijft de integratie van CSM On-Prem met Cisco ldentity Service Engine (ISE)
en Cisco Smart Account, waardoor een naadloze installatie mogelijk is.

Voorwaarden

Vereisten

ISE-lijnkaart 3.x

Cisco Smart Software Manager (CSM) versie 8 release 202304 +
Gebruikte componenten

* Identity Service Engine 3.2 patch 2
» SSM op prem 8.20234



* Windows Active Directory 2016 (DNS- en certificaatautoriteit services)
* VMWare ESXi versie 7

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u zorgen dat u de potentiéle
impact van elke opdracht begrijpt.

Configureren

Netwerkdiagram

ISE Proxy
10.4.23.23 ' (optional)

f

Cisco Smart Licensing

CSSM On-Prem
1042360
cssm.testlab.local

DNS and CA
10.4.23.39

Algemene topologie

Installeer CSM On-Prem op VMWARE ESXi.

1. Download Cisco IOS®. U kunt de volgende link gebruiken:
https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. Upload de ISO in VMWARE ESXi.

Ga naar Storage > Datastore Browser.


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304
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In dit voorbeeld is de CSSM-map gemaakt:

Close



ﬂ:ﬁ Datastore browser

f Upload [ Delete [= Move [} Copy @2 Create directory | (3 Refresh

E datastore1 ] .sdd.sf
i CSSM

E [datastore1) CSSM/

Close:

Creatie van mappen

4. Klik op Upload en kies vervolgens uw ISO-bestand.

e Open
- « 4 & » ThisPC » Downloads ¥ B Search Down
Organize = Mew folder = @
Le} Marme
#* Qu
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ISO uploaden

Het ISO-bestand bevindt zich nu in de CSSM-map:



ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

Het uploaden van de ISO is voltooid

5. Maak de virtuele machine. navigeer naar virtuele machine > VM maken / registreren.

vmware Esxi’ roobi® 10.4.23.58 ~ Help -

i 1 localhostlocaldomain - Virtual Machines

[".'_:bocme | Register VM) ] I Retresh @ Seasch

)., virtual maching w  Slabus v Used space w  Guest 05 ~ HostCPU ~ Hosimem... v

No iterms to display

Een nieuwe VM-stap maken 01

6. Kies Een nieuwe virtuele machine maken en klik op volgende.



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest OS
3 Select storage

How would you like to create a Virtual Machine?

4 Customize settin

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel

Een nieuwe VM stap 02 maken

7. Configureer vervolgens de volgende parameters:

* Naam: Voer de naam van de virtuele machine in.

Compatibiliteit: Selecteer ESXi 6.0 of hoger of ESXi 6.5 of hoger.
Guest OS familie: Linux.

Gast OS versie: Kies CentOS 7 (64 bit) of Andere 2.6x Linux (64 bit)

Klik op Next (Volgende).

41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest OS
2 Select a name and guest OS5 Specify a unique name and OS
3 Select storage
4 Customize setting Mame
CS3M TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 wirtual machine w
Guest OS family Linux ~
Guest OS version CentOS T (64-bit) v

Back MNext Finish Cancel




VM-naam en |I0OS

8. Selecteer uw opslag en klik op volgende.

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

pdl 2 Select a name and guest 03 Select the storage type and datastore

@ Persistent Memor

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

Opslaglijst
9. Configureer de volgende parameters:

« CPU: minimaal 4. De feitelijke vCPU-instelling hangt af van uw schaalvereisten



Opmerking: de hoeveelheid cores per socket moet worden ingesteld op 1, ongeacht het
aantal geselecteerde virtuele sockets. Een 4 vCPU-configuratie moet bijvoorbeeld worden
geconfigureerd als 4 sockets en 1 kern per socket.

« [d cPU

Cores per Socket 1 Sockets: 1

* Geheugen: 8
» Harde schijf: 200 GB en controleer of de provisioning is ingesteld op Thin Provision.



» 3 Hard disk 1

200 GB ~
Maximum Size 869.33 GB
bzl [datastore1] CSSM TAC Browse...

Disk Provisioning @ Thin provisioned

() Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly Zeroed

Schijfconfiguratie

* Netwerkadapter: selecteer het adaptertype E1000 en selecteer Verbinden aan/uit.

~ HM Network Adapter 1 MINENNGIT o

Status Connect at power on

Adapter Type E1000e .

Configuratie van netwerkinstellingen

« CD / DVD-station: Kies "Data ISO-bestand" en selecteer het ISO-bestand.

f& Datastore browser

& upload | Download [5} Delete |- Move L[5 Copy £ Createdirectory | @ Refresh

& datastore1 sdd.sf Q SSM_On-Prem-8-2... _
| vimimages @ CSSM Y

SSM_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

ISO-afbeelding

U kunt de samenvatting van de instellingen verifiéren nadat u de vorige stappen hebt voltooid.



#1 New virtual machine - CS$M TAC (ESXi 7.0 U1 virtual machine)

' 1 Select creation type
w 2 Select a name and guest O3
v 3 Select storage

A4 4 Customize settings

5§ Ready to complete

Customize settings

Configure the virtual machine hardware and virlual machine additional options

» |l crPu

» MR Memory

*» O3 Hard disk 1

* [ SCSI Controller 0
SATA Controller 0

B USB controller 1

4 v i
8 GB ~
200 GB -,

ViMware Paravirtual

UsSB 2.0 v
» M Network Adapter 1 WM Network w Connect
} @ CD/DVD Drive 1 Datastore 150 file [ Connect
L i Video Card Specify custom setfings wr
Back || Next Finish Cancel |

Samenvatting VM-configuratie 01

Klik op Next (Volgende).

10. Klik op Voltooien.

?j‘.l New virtual machine - C5SM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Ready to complete

¥ 2 Sslectaname and guest 05 Review your sefiings selection before finishing the wizard

+ 3 Select storage

' 4 Customize settings

b4 5 Ready to complete Name CSSMTAC
Datastore datastore
Guest OS name CentOS 7 (64-bit)
Compatibility ES¥i 7.0 U1 virlual machine
vCPUs 4
Memory 8GB
Metwork adapters 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDED
IDE controller 1 IDE 1
SCSI controller 0 Viware Paravirtual
SATA controller 0 Mew SATA controller
Hard disk 1

Back MNexct

i‘;F-r-nsh'“j Cancel
_ ! |

Samenvatting VM-configuratie 02



Eerste configuratie van CSM On-Prem .

1. Navigeer in VMWARE ESXi naar virtuele machines, selecteer uw VM en klik vervolgens op

vmware ESXi”
1= Maviga 11 || 51 localhosticcaldomain - Virbual Mschi
= [ Hest
Manage T Croatn | Regsior Vil @E’ i @ Redrosh | ¥ Actons @, Search
Monitor wirtual machine « Slalus  ~  Used space v Guost 05 ~  Hest namo ~ HestCPU  ~  Hostmomory ~
(1] CSSM TAC S Momal 808 GB ContDS 7 (64.bit) Unknown 0 Mz 0 BB
= B storage [ 1 Cuick e w 1 lems
= ] dstaston
Mo
CS5M TAC
Mare storage... o
Guent 05 CmOS 7 #4-bt) (v |
€3 Hetworking [ 1] Conpatity 0MHz
Wihwane Took ™ MEMORY
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Memony 868 sToRAsE ()
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Optie Inschakelen

2. U hebt meerdere opties om de VM-console te beheren. Selecteer Console > Open browser
console.

| "1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | & Console | | weron [y Pov
. . Opean browser console
4 Virtual machine L g o
Open console in new window
@. possmrac | & Or -

& Open console in new tab
Quick filters. ..

| .;’ Launch remole console

3. Download VMRC

Opties voor het beheer van de VM

3. Configureer de netwerkinstellingen.



Opmerking: het is belangrijk om het IP-adres van de DNS-server te configureren die de
CSM FQDN oplost.



M On-Prem Installation

System Settings:

Hostname: SSM-0n-Prem

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:
CPU Model; Intel{R) Xeon(R) CPU ES-26

Avd @ 2.40GHz CPU Threads: 4 Architecture: 64-bit

Total Systermn Memory: 8174636 kB ee Mermory: 4330340 kB
Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled d Enable USE: Disabled i |
Network Settings:
Network Device: ensl192 ~ I
IPv4 Configuration IPv6é Configuration

Method: Static v Method: Disabled

Address 10.4.23.60 Address:

Metmask: 255.255.248.0 Prefix:

Gateway: 10.4.16.1 Gateway:

Configure DNS: Specify more than one with commas

10k.23.20
Help | OK |

Klik op OK om uw nieuwe CLI-wachtwoord te configureren.

4. Vervolgens wordt het installatieproces gestart en voltooid, totdat u de toegangsprompt kunt
zien.

@ cssm

R R R R R R R R R n R ]
Authorized access only!?

Disconmect IMMEDIATELY if you are not an authorized user?!??
All actions Will be monitored and recorded
(SRR IR R R AR R R R R R IR R R AR R R R R R AR R AR E RR AR R R R R R AR AR R AR R A AR

39M-0On-Prem login:




5. Open een browser en voer https://<ip_address_CSM> in.

3 5 O & hitpss 1042360

Er

On-Prem License Workspace cI1SCO

Wialoomis to Smant Softwans Manager On-Pram whions you can locally manags

I_ Dg i ntD dan Existi ng AGCDU nt Smuast Licensing and perform local Account Management functions far your

arganization

Fongot Password

CSSM-inlogpagina

Gebruik de standaardreferenties:
Gebruikersnaam: admin
Wachtwoord: Cisco Admin!2345

6. Selecteer uw taal.
7. Maak een nieuw GUI wachtwoord.
8. Configureer de algemene naam van de host. (voorbeeld: hostname.yourdomain).

In dit geval is csm.testlab.local geconfigureerd als algemene hostnaam.



Welcome to Cisco Smart Software Manager On-Prem

1 2 3 <

Hast Comemen Name

Products that support Stning SS1 Cert Checlong require the S5M On-Frem's "Host Common Namea™ to match the “destnation™ URL address., For exampla
s Products ussng Smarl Transpon must use both the "license smart url™ configuration and the “cssm testiab local™ value i the URL siring
s« Logacy products using S Call Home must usae both the “destinaton address hilp™ configuration and the "cssmoiestiab boecal™ value n the URL sinng

If the above URLs do not match expectations, refer to the 55M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the commect
waliie,

The option to configure altemative nameas (SAN) 5 available in Admin Console under Sacunty -> Certricales and can be conliqured after the inilial sabig

cssm.lestlab. kocal

v (I

Configuratie van veelvoorkomende namen voor host

9. Bevestig uw configuratie en klik op Toepassen.

1 2 3 4

Review and Confirm

Cince you click “Apply”, you will be redirected to the login page where you will need to login with your new password. Please ensure you have secursly stored your password for
future kogins.

Review and Confirm

Languags Seiscted Englich
Fassword Rese! Yos
Hast Comman Name: scombic. clscolat com

-

CSSM eerste instellingen voltooid.

Integreren met CSM On-Prem met Smart Account

U moet uw Smart Account koppelen aan uw CSSM On Prem Server.
1. Open uw Cisco Smart-account via de volgende link:

https://software.cisco.com/

2. Kies vervolgens Licenties beheren onder de sectie Smart Software Manager.



https://software.cisco.com/

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to

Download and Upgrade

Download new software or updates
to your current software.

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including

demo licenses.

Smart Licenses.

Manage licenses > Access downloads > Access LRP >

Manage Smart Account EA Workspace Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Update your profile information and
manage users.

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Manage account > Access EA Workspace > Access MCE >

Licenties beheren, optie

3. Navigeer naar Inventaris en kopieer de naam van uw Smart Account en Virtual Account. In
deze handleiding is dit de InternalTestDemoAccount67 en AAA MEX TEST.

CIsco Q @ &

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP), Smart Software Manager

Cisco Software Central

T

Cisco Software Central > Smart Software Licensing i IntemalTesiDemoAccounte? cisco.com

SL Product Details  Support Help

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferances On-Prem Accounts Activity

Virtual Account: AAAMEX TEST =

General Licenses Product Instances Event Log

Virtual Account

Descriptian: Only for tests

Default Vifual Account: Mo

Software voor Cisco-pagina

4. Open de CSM GUI en selecteer de optie Admin Workspace.



On-Prem License Workspace

Smart Software Manager On-Prem

.

License

Track and sranagn Smar Liconsing

Hoofdmenu CSM.

5. Selecteer vervolgens Accounts.

‘1CI|I!":::'IE;'| Admin Workspace | i Helo, Local Admin  Log Out

S

Administration

Foaquast an Account

Gol an Accouni b your ciganizabion. Tho Asteunt must b sgpaend By your Sysiam
ASMBESIEe of Sysham Oparalor Balony i can B U

Faquert Acoiss 1o an Exmteg Accoud

Subwmd & requost for aocess 10 a0 oaeing local Account. Apgeoval mis] e granted by o Sman
Aocoun| Adminesieaion for your local Accoun]

Kol tho peoperisss of your Accounts and RsS0Ciate sosting Liser s wih ACcounts



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization




gebruik deze optie om de CSSM On-Prem te registreren met uw Smart Account zonder
internet.

OPTIE 1: Registreer uw CSM On-Prem via internetverbinding.

1. Als u Goedkeuren kiest, moet u uw gebruikersnaam en wachtwoord van uw Cisco Smart-
account invoeren en op Indienen klikken.

Account Registratiu n
Enter SSO Credentials
otegoma@cisco,com

Fassword

TTI LI

Goedkeuring optie.

Klik vervolgens op Volgende om de accountregistratie te accepteren.

Account Registration x

Review Account Requasts

Account Name Demo Account
Cisco Smart Account InternalTestDemoAccountS? cisco.com «
Cisco Virtual Account | AAA MEX TEST = | D
Requestor Email otegomai@cisco.com
Request Date 2023-Jul-27 15:00:31
Message to Approver

Cancal

Rekeningregistratie.

Om de status van de registratie te bevestigen, navigeer naar Account en de status van Account



moet als actief zijn.

Accounts

Account Account Requesis Event Log

New Account ﬂ-}

%)

Search by Account Name

Account Requested By Cisco Smart Account Cisco Virtual Account Account Status

DCema Actount Olegoma@cisco.com IntermalTestDem. .. AAA MEX TEST

Rekeningstatus.

Sherwansg Al 1 Reconds

Actions

Actions

Showang Al 1 Records

Open nu uw Smart Account (https://software.cisco.com/). Selecteer vervolgens de optie On-Prem-

accounts om het nieuwe register te zien.

— Cisco Software Central
- CisCo
Chico Sofwale Central =  Sman Softwars Licensing
Smart Software Licensing
AlGITE Imvericry Corrai 1D Sman Lo nsing Rgpons Proferencs On-Préen Accounty ALy
On-Prem Accounts
Maw On=Pram... Iﬂ"
Hime Product Instances  Last Sync Up Eom On. Last Symc Do 10 O

Peair Peam
0 202337 15:10:24 2023-Juk-3T 15:19:25

Voorafgaande rekening.

Search by Name

Synchicnlsation Due erakan

2023-Aug-I18 151925 8. 202304

OPTIE 2: Registreer uw CSM On-Prem zonder een internetverbinding.

Q @ &

oACCOUNIDT .CESCO Com

SL Product Detals  Suppor! Help

Aarts Actiang

Showirg 1 Riscord

Als u Handmatige registratie kiest, klikt u op Registratiebestand genereren. Hierdoor wordt een
registratieaanvraag gemaakt die naar uw computer wordt gedownload.


https://software.cisco.com/

Manual Registration El

1. Generate an Account Registration File using the button below and save the file to your PC

—
( Generate Reg-stra@

2. Reqister the Account with your Smart Account on Smart Software Manager
+ Log into Cisco Smart Software Manager

« Navigate to the "Satellites” section of Smart Software Licensing and click the "New satellite._." button
« When prompled, upload the Account Registration File
« An Account Authorization File will be generated. Download the file to your PC

3. Upload this Account Authorization File below

Browse

Handmatige registratie.

Open vervolgens uw Smart Account (https://software.cisco.com/) en navigeer naar On-Prem
accounts.

Klik op Nieuwe on-premiére

i il I -
—  Cisco Software Central Lol Q @ S
- CIsCO
Clegn Software Central > Sman Software Licansing Ml intemaiTestDemofccountsT csco.com =
Smaﬁ sﬂﬁware LiCEnSing SL Product Detalls  Support Help
Al mvenlony Conmvert 10 Smarl Licensing Repoits Piefererces DnPrem Accounts Acthvity
On-Prem Accounts
D Major  Hide Akats L]
' Maw On-Fraim... ' (3 Search by Neme Q,
Hame Prociuct Instances  Last Sync Up from On- Last Sync Down to On- Synchronization Due Wersion Mgty Achions

Prem Prem

Mo Recoeds Found
Nieuwe on-prem toevoegen.

Configureer vervolgens de volgende parameters:

* On-Prem Naam: Dit is een aangepaste naam van het nieuwe register.
* Registratiebestand: Klik op Kies bestand en selecteer de registratieaanvraag.
+ Virtuele account: Plak uw virtuele accountnaam.


https://software.cisco.com/

—_ “ Fow & ¢ Downloads
= Cisco Software Central vl

C nloa B
c l Chganize = M Folder =- (3 a
1 Mame Drate mod ;V.‘l Type
New On-Prem s ol ~ voday

Cisco Softwane Contral »  Smant

Enter a name, select the On-Prem Registration Fiie geng

| wmart_satelite_registration_request20230727.ymi
wikded 3rd chodse & virlual Sotounl by SESociNe with thi
Smart Software Lice

212023 L] WAL F
file for YOu 1D COWTIOAd and use 10 Complele he registral Yesterday
Last wiek
* OraPrasm Nama: Demo? CSSM on Ppth .
Aeits | bventofy | Convert 1o Sman | Earkir this month
Tl I ] Edrbir this year
On-Prem Accounts NETE Aocount AdAMEX TEST .
|
{
Name Descriphicn | [l
_ NewonPrem... (G AAAMEX TEST Only bor bests
File nama: = Al Fles
Mams
Mobe: Smart Account roles used 10 resinict BooEs Cipeny Cancel
Manages wel poral do not agply in the On-Frem e Ty
Ovi-Presm adminisintive applicason wil be abde o use | 0 manage Bl Virbual Accounts.,,
B Roconds bo Display

Ganaraba Authorization File

Vergunningsbestand.

En klik op Generate Authorisation File.

Download vervolgens het autorisatiebestand.

Authorization File Generated

The On-Prem Authorization File was successfully generated. Download the file and install it
using the Smart Software Manager On-Prem setup tool.

Download Authorization File Close

Licentiebestand downloaden.

Open de CSSM GUI om het autorisatiebestand te uploaden. Klik op Bladeren, kies het bestand en
klik vervolgens op Upload.



Manual Registration

1. Generale an Account Regisiration File using the bution below and save the file to your PC

Generate Regisiration File

2. Register the Account with your Smant Account on Smart Software Manager
+ Log into Cisco Smart Software Manager
+ Navigate to the “Satelites” section of Smart Software Licensing and chick the “New satelite. . button
= When prompted, upload the Account Registration File
« An Account Authorization File will be generated. Downboad the file 1o your PC

3. Upload this Account Autherization Fie below | (@ Cargar archivos

& ~ 1 & » ThisPC » Downloads v O L s

Organize = Mew folder
Marme

I Desktc Today (2)

¥ Downl #
4 Docun #

0 smart-on-prem-authorization_2023-Jul-27 17_59_56.yml
| smart_satellite_registration_request20230727.yml

Machtigingsbestand uploaden.

Navigeer vervolgens naar Synchronisatie en klik op Acties > Handmatige synchronisatie >
Volledige synchronisatie.

NI
CISCO

On=Frem Admin Workspace

Smart Software Manager On-Prem

. @ AL counts Scheduies Evendl Log

Aroess Seftings

Aanagireenl o Do
! Q
. ° O Hema Sabelitn Hame Ll & stion Des Rty Athicas
Accounts Support O OemaAccount Demal CH5M on 22T 1B M2 Aug b 100 Srjtat o ewT i Suse e bl I LEE I
L=
Désable Sciheduled Synchronzation
o) -
— Dala Privacy
o
R0 ST OGN L]

. i Mareadl Sy hronaaton v | sencans symenmoniatce
ek Users Full Synie hromiiason

SECURy

Handmatige sync.

Download het sync-aanvraagbestand.



license-sync-request-Sat_20230727-6.yml
Completado — 4.5 KB

Manual Synchronization L

2 Upinad the ke b Smar Softeans Manager. and rcenit @ SMCFONEAton respanse
82 . Log irto Sman Software Manager, and navigate % the Salelites page

® S i L

il oy fry Smarn H

3. UpHoal SyTCNAZANON rESPonse: e 1o e satente
[Examinac...| tingun anthiva selet cionado.

Bestandssynchronisatie downloaden.

Maostrar todas las descargas

= Uiy thar Fibey Symc. . acton Isted for this satelite 5o upload this synchiongation fig

smart_satellite_registration_request202307 27 yml

! Completado — 1.0 KB

smarl_satellite_registration_request20230727 yml
Completado — 1.0 KB

Open uw Smart Account en selecteer On-Prem Account, zoek vervolgens naar uw CSSM On-

Prem naam in de lijst en klik op Acties > File Sync

Cisco Software Central afraln

CIsco
Clsco Software Centad > Smart Software Licensing
Smart Software Licensing
Medta  Iweenlory | Cofvert 1o Sman Licending  Reports  Prefeences | On-Prem Accounts || Acthity

On-Prem Accounts

Q @ @:

Ml istemalTestDemadccountiT clsco.com =

SL Product Detals  Suppot Help

Maw On-Pram... O Search by Mame o,
Hame Product Instances  Last Sync Up from On- Last Sync Down loOn- Synchronization Due Version Aeits Actiors
Prem Prem
Deme? CEEM en Prem 0 8202304 Actions: =
Fiie Sync...
—

Bestandssynchronisatie uploaden.

Upload vervolgens het Sync request bestand en klik op Generate Response File.




Synchronize On-Prem

Upload the synchronization file generated by the Smart Software Manager On-Prem and click generate

response file,

* Synchronization File: icense-syn...30727-6.yml

@

Generate Response File Cancel

E_- Open

& > v 4 & » Dowlloads v O

Organize ~ New folder

| license-sync-request-Sat_20230727-6.yml

Genereer een antwoordbestand.

Klik vervolgens op Download Synch Response File

Chco Software Ceniral = Smart Software Licensing

Smart Software Licensing

Aty ETvenicy Conven 1o Sman Licensing Reports Preferences  On-Pram Accounts Activity

On-Prem Accounts

Mew On-Frem... O Search by Mare
Hame Product instances  Last Sync Up from On- Last Sync Down 10 On- Synchronization Due Werslon
Prem Prem
Dema CS3M on Prem 0 20F3-Jul2T 18:41:40 2023 Sl 2T 183020 2023-Mug-20 18:41:40 B202H4

Sync-bestand.

Upload tot slot het Synch Response File in de CSM op Premise.

Learch Downloads 2

Il
]
L~

Dz

i

il irfemalTestDemoAcoountdT ciuco com «

5L Product Detals  Support Help

q

Mty Actions

Devamibosd Symch File

Actiong =

Srawang 1 Ristord



Manual Synchronization

1. Dowmnioad the saleite syncnronzalion dala ke jo your PC
Dowwnioad File.

2 Upioad the fie 1o Smart Softeane Manager, and recenve a synchronizalion response
fie ., Log into Smast Sofwan: Manager, and navigabe 1o he Saleites page
» U Ihe Fie Sync. . schion ksied for I satelite 16 upload this $ynchonization fie
* Save e sync resporse fie g by Smari Software Manager

1 ¥ » This PC » Downloads » w (3] o

Organize = New folder
Hame

m&‘r
|| smart-on-prem-sync-file_2023-Jul-27 18 _45_03.yml
I R e T PE T e S S
[ license-sync-request-Sat_20230727-6.yml
[ smiart-on-prem-authorization_2023-Jul-27 17_59_56.yml
|| smart_satellite_registration_request20230727 ymi

Synchronisatie voltooid.

Integreer CSM On-Prem met ISE.

1. Open de CSM GUI en selecteer Admin Workspace.

On-Prem License Workspace cIsco

Admin Workspace | Hello, Local Admin  Log Out

Smart Software Manager On-Prem

&) 1t

License
Administration
Sman Licensing

Teack ared Mahbgs Smart Lsening Hequest &n Accounl
Gt n Account for your orpareraticon . Thas Acoount musd o appnowed by your Syisemn
Aderuresimbor of Syshoen Opsenlof Bulode i can bo used

Peisquari! Acoirdd I an Exmlng Actount

Sarrd i euquasl fof Sccoss o an daring local Account. Approval must B granted by & Smarl
ACCOUNE ASMENEINAton for your Iocal Ancount

Maragn Account

ARy el POODOMES OF YOUr ACOOUNTS Snd SSS00MNs SXmang User 10 with ACoounts

Hoofdmenu CSM.

2. Navigeren naar Beveiliging > Certificaten > CSR genereren



Opmerking: het is belangrijk dat het hostname + domein op de gemeenschappelijke
hostnaam is geconfigureerd, omdat ISE deze parameter gebruikt om een verbinding met
het CSM tot stand te brengen. U kunt een |P-adres gebruiken in plaats van de hostnaam
+ domein, maar het is aan te raden om de hostnaam + domein te gebruiken



Opmerking: de volgende stappen beschrijven de procedure om het GUI-certificaat in de
CSM te installeren. Als u de beheerverbinding met uw GUI CSM wilt beveiligen met
behulp van een certificaat dat is ondertekend door uw persoonlijke certificeringsinstantie
(CA), moet u de volgende stappen controleren. Controleer anders direct stap 9.



Account Password Certificates Event Log

cssmotestlab.local

Subject Altermative Name

MOTE: The Host Common Mame is typically composed of Host + Domain Name{FQDN) and will look like “www.yoursite.com” or “yoursite.com”. The SSL Semver
Cerificate used for product communications is specific to the Commaon Name that has been issued at the Host. Therefore, the Common Name must match the Web
address you will use to configure the Cisco Product when connecting to SSM On-Prem. The Common name is a part of the Subject Alternatre Mame by default. if you
change the Common Name or add Subject Alternative Mame, you must resynchronize your Local Account in order for Cisco to issue a new product certificate(TG cert).

Browser Cerlificate

Add | Generale C5R

localhost

n . EXPIRATION DATE: 2025-JUL-18 "
(Defaull Certificate)
CA Certificates
Add
Description Subject Expires On Created Actions
Mo Records Found
]

MVO-optie.

3. Voer vervolgens uw persoonlijke gegevens in. Let erop dat de alternatieve onderwerpnaam
automatisch wordt aangemaakt met dezelfde waarde als de algemene naam. De CSR wordt
automatisch gedownload nadat u op Generate hebt geklikt.



Generate CSR

Ccssm testiab, local

A SNEADNNE L

Testlab

Mexco d

fexico City

Mesico City

SaleeC ] Adernabve Hame

cssm testiab local

Generate Cancel

MVO-gegevens.

4. Onderteken de MVO: Voor meer informatie controleer de "Maak certificaten van Windows
CA." op dit document.

5. Upload het root CA certificaat.



Browser Certificate

Add Generate CSR

localhost

ﬂ (Default Certificate) certs

w -
[

CA Certificates v P » This PC > Desktop > certs
Add -
#*
i |
Description Sul A A

CA. wortel uploaden

Klik op Doorgaan.

3

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-console

ssh admin@<IP>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console, After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another rebool, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

‘ Procead

Ga verder.



6. Voer een beschrijving in, kies het basiscertificaat en klik op OK.

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivoe | Root CA.cer
] 44 Cancel

Beschrijving root CA.
7. Upload de door de CA ondertekende CSR (CSSM Identity Certificate).

Browser Certificate

W] = | certs
Add Ganerate CSR _ Heme S i
< « * = Duesklop » cerls
lokalhost .
a (Default Certificate) *
CA Certificates . —H —5H
Add g C55M cor Root CA
£ items
Search by Description
Description Subject Expires On Created
RoatCa DC=com/DC=ciscotac/CN=ci:  2026-Jul-24 09:26:34 202 3-Jul-30 19:41:08

Actions

Actions

CSSM-identiteitsbewijs uploaden.



Opmerking: In ons geval bestaat het Intermediate Certificate niet in onze CA. Als u echter
een tussentijds certificaat gebruikt in uw architectuur, is het tussentijds certificaat verplicht.

8. Bevestig vervolgens dat beide certificaten zijn geinstalleerd.

Browser Certificate

Add Generate CSR

| E cssm.testlab.local EXPIRATION DATE: 2025-JUL-16

CA Certificates

Add



Validering van certificaten.

9. Maak een token op de SSM On-Prem: selecteer Licentie-werkruimte.

; e
In=Prem Admin Warkspace l I Log Out
CISCO

Smart Software Manager On-Prem Sysiom Hoalth
Q :f'\.A.l'.'l\.'H'f B wSiing wel

n Barver Hame  SSULOn-Frem
e Version B0R304

ADDEES Mitwork Suppoi Listime 3y
Khanagament Coanir
":l.' =OUrCS II-' Ol :.' :"'."l.l."'. SO
s =TI
b RAM
DISK B
AoonuiE Soourity Syncfwonizabion
el + &
. @ [ Recent Alerts
AP Teclkt Sallings Ugam

Werkruimtepagina.

10. Ga naar Smart Licensing.

S - wi]uat]n,
On=Prem License Workspace cisco

Smart Software Manager On-Prem

= 1t

License

Admin Workspace & Hello, Local Admin  Leg Out

Administration

Sman Licansing
Roguast 8n Account

Track and Manage Smai Liconsing
Gl am Account Tof your ofganization. Tho Account mist Ba approved by your Sysioem

Adminiatrator of Syslem Operalor balode A can be used,

Submi a ol Tor Booads 10 &n gaksbng lecall Account. Appeoval misst ba grantod by & Srngat
Aot Admerealratd 1of your kotal Accour

CSSM slimme licentiepagina

11. Zoek uw lokale virtuele account, klik vervolgens op Nieuw token en klik op Doorgaan.



Smart Licensing

Alerts Invantory GConverl to Smart Licensing Reports Proferences Activity

Local Virtual Account:  Default

Ganaral Licngas Product Instances SL Using Policy Event Log

Local Virtual Account

Descriplicn This is the defawlt virtual account created during company account creation,

Default Local Virual Acstunt: Yas

Product Instance Registration Tokens

The registration iokens below can be used o register now proguct instances i this Local Virtual Account For products thad support Smart Transpor, you must configure the Tllcense smart url™ on the:
product o use the Sman Transpor Registration URL. For prodwcts that support Smart Licensing Using Policy thal use cslu as transport, you must configure the “Hcense smarl ransport cslu” to use tha

CELU Transport URL.  For legacy products that still use Smart Call Home, you mus! confiquee the “destination address hifp™ on the product 1o use the  Smart Call Home Registrasion URL. The
recommended method iz Sman Transpodt. Pliease consull your Products Configuration Guide for salting the destination LRL value.

Nieuwe token-optie.

12. Selecteer Token maken en kopieer het.

Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Default
Description
Expire After 30 Days

Enter a valve belween 1 and 3339, but Cisco recommends a maximum of 30 days

Max. Mumber of Uses

The taken will be expired when eithear the expiration or the maximum uses is reached.

Allow export-controlled functionality on the producs registered with this token ©

Create Token Cancel |

Creatie van een nieuw token.




Registration Token

Token details.

13. Open de ISE GUI en navigeer naar Beheer > Systemen > Licentie, klik vervolgens op
Registratiedetails, selecteer de SSM On-Prem server Host method, en plak het token.

License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose Permanent License
Reservation 10 enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree 1o the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

0 Permanent License Reservation

0 Specific License Reservation
“ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Reqgistration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

Registratie van vergunningen.

14. Voer de SSM On-Prem FQDN in op de SSM On-Prem server Host en klik op Registreer.



SSM On-Prem server

Opmerking: het is belangrijk dat hostname + domein op de gemeenschappelijke
hostnaam is geconfigureerd omdat ISE deze parameter gebruikt om een verbinding met



CSSM tot stand te brengen. U kunt een IP-adres gebruiken in plaats van de hostnaam +
domein, maar het is aan te raden de hostnaam + domein te gebruiken

15. En ten slotte is de registratie afgerond.

o Server Response
Smart Licensing registered successfully

Registratie voltooid.
Certificaten maken van Windows CA.

Als u de beheerder van de certificeringsinstantie bent, moet u het volgende doen:

1. Open een webbrowser en navigeren naar http://localhost/certsrv/
2. Klik op Certificaat aanvragen.

“ 2> G (D) Iocalhost/certsry FOE ) D v B 9 =‘

Microsoft Active Directory Cerfificate Services — legonatwork-WIN-GIMMSUGGEE-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicale with over the Web, sign and encrypl messages, and, depending upon the lype of certificate you request, perform other securily lasks,

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain. or certificate revecation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Cedtificate Services Documentation.

Vigw the status of a pending, cenificate request
Dawnload a CA cerificate, cedificate chain, or CEL

Certificaat aanvragen.

3. Klik op Geavanceerd certificaatverzoek.

Microgoft Active Directory Certificate Services — ciscolac-ca

Request a Certificate

Select the certificate type:
Weh Browser Cedificate
E-Mail Protection Certificate

Or, submit arj advanced certificate reguest.

Geavanceerd certificaatverzoek.


http://localhost/certsrv/

4. Open de eerder gegenereerde CSR. Kopieer de informatie en plak deze op de aanvraag

Opgeslagen.

----- BEGIN CERTIFICATE REQUEST-----

MIZICa CCASCANAWTZEdMBSGATUE Awlic ZHFBXRNYYS S 8N b IRRYyEfb2oxE AL
BEvBALMINpe 2hvIFNSe IR 1Ml ZAT BENVEAYT Ak 1 YHECwYTVOQIDARDRELY
HREWF ZYDVODHDAD TEnN1 cmd LonR 1B TR I ¥ EDAOBENVEAGMBBFBOSBTRUMWEEE L
HABGE 565 TR3DQERAQUARAS T BDWAREEEKACTBAQU A VDU F ¢ SEOTINY I0MI 1y FOMAT
DZhHaBsbD9igPIMaxt bIFGaDnvcewEqEY LynomnuF Shild/ F TuZ Joy fiwe S5 YFAJ PGV
11%drWSGkD/ TBrwdsKhnmC+K 1Fy Sz iv+EFdBz 140+ yG1x TUEU JREYF J1BNFAT
1tU2geSaMFEE /HEXbXDLFbiFRVE+ISERALESrEVELiloc VI8 Induc TALBYCighrs
W AT eddMyvebi S S iwwi RBGEUOL + FaDuknAnUSEHRVHERK ZXFCmEfuBF 2 T+vYeTf
Knk 2+ 2dmoHt iRTW/ cOQAm2 1 28p T CasNEC DT kWGl G FufmgOhk alod S+ebadagHi
AGEMT Al gk gk d GO0 T ZARMBRGA LA EQRYHE aTFHN Y2 1RYRMUY 21TV 198
MUY 2P THABGL 5065 ThIDOEBCWUALS TBAQALIF + 3qBrOvHPEA T eOk K NHORR DS 1 0eR
fdg+ICEISEPEBABIhpoEhVPLL MVIHSYeB g5 Eogdcdbtu/vTH/ gQS1AagQRhfiug
HGdPwBUk PR ydy s EBERUGEF yHN AWt NGRTwE Az I9UPToLAVP+LNR 7 2Ue Shab54Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HyxuS 35akMLOHUE T 7bMo s SWATVESB i Dulee / /1 Syt e g T AkViyDZpUSR
Fairel7FORCEFasUUM QR+ TCq LAk ZobBailwy v I TE+hLCEBAR+ ¥ D1

----- EMD CERTIFICATE REQUEST-----

Certificaat indienen.

Dérectory Contit. 3 |+

= O @ localhostfcertsryfeartrgqutasp = 2 @ 8

Submit a Certificate Request or Renewal Request

To submil & savisd request to the CA, pasie a base-G4-encoded CMC or PRCSE #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

(nkl-:-‘.-H.IH'I:!EE:_-':I:Q-:E!!!BB'.‘E!!NBED‘NME -
MG AwBigioghk i GwBBC T ZAhMEBEATLEEQY
BBl crsode] Y IITHARGE 5005 ThIDQEBCWIAA TRAGAF + 3
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead

(CME ar HEdPeSUk PRy dy s SEERUGEF yHNaWtNGRT wtAZ 3T
PHS 810 or chTKANGNk Jwn SMdenz 5/ BVEgd1CCOTULOMERTAG
PHCS #7) il ML dHue TTeMe s QW T e S hiDusa/ /L

FRITaTTFONC 3 PRSI x 3+ TOq L AL T obBad Linw'y
----- EMD CERTIFICATE REQUEST----- &

b

Additional Attributes:

Altrimites

Nadat u op Verzenden hebt geklikt, wordt het certificaat automatisch gedownload.

5. Download nu de CA certificaat root. navigeer terug naar http://localhost/certsrv/ en selecteer
Download een CA certificaat, certificaat keten, of CRL.

Welcome

Use this Web site to request a cerlificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verily your identily 1o people you communicate with
over the Web, sign and encrypl messages, and, depending upon the type of certificate you request, perlorm other security tasks.

You can also use this Web site to downlead a centificate authority (CA) certificate, cerificale chain, or cerificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerlificate Services Documentation.

Select a task:
Request a certificate

Wigw the slatus of a pending cerlificale request
| Download a CA certificate, cerificale chain, or CRL |

Download root CA.

6. Download het CA-certificaat met behulp van de coderingsmethode als Base64.


http://localhost/certsrv/

Microsoft Active Directory Certificate Senices = ciscotac<a

Download a CA Certificate, Certificate Chain, or CRL

To trust cerlificates issued from this cerification authority, install this CA cerificate chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerificate and encoding methad.

CA cerfificate:

Enceding method:

O DER

® Base 64

Download CA cerificate
ownloa cerincate chain

Download latest base CRL

Base 64-optie.

DNS-records toevoegen op Windows-server.

Als u de beheerder bent, voeg dan de ISE- en CSSM-FQDN'’s toe.

1. Open DNS Manager: Type "DNS" in de Windows zoeker en open de DNS app.



DNS-optie.

2. Navigeer naar Forward Lookup Zones > En kies uw domein.

2 DNS Manager

File Action View Help
ke ﬁ 2ill:a il E ﬂ ng

-

, DNS

~ H WIN-2UQRQOIVHTS

~ || Forward Lookup Zones

msdcstestlablocal
| testlab.local
Reverse Lookup Zones

1 Trust Points
| Conditional Forwarders

i E

Mame

,-_l_rnsdcs

:_iltes

—_tep

1 udp

::l DomainDnsZones

j ForestDnsZones
E-|{sa me as parent folder)
E—I{sa me as parent folder)
E-I{sa me as parent folder)
E_lasl:-lse32p3-’|3m

E—I frne

EjMn-Zuqrqo1'th5

Type

Start of Authority (SOA)
Mame Server (NS)

Host (4)

Host (A)

Host (&)

Host (&)

Data

[207], win-2ugqrgoivh75tes..
win-2ugrgo1vh75.testlabl..
1042339

1042321

104.23.61

104.2339

Timestamp

static
static
TA6/2024 10:00:00 AM
static
static
static



3. Klik met de rechtermuisknop op een zwarte ruimte op het scherm en selecteer "New Host (A
of AAA)"



Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons



Over deze vertaling

Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.



