Executar a ferramenta de verificacao de
integridade e pre-atualizagao do Hyperflex
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Introducao

Este documento descreve o processo para executar a ferramenta Hypercheck Health e Pre-
upgrade.

Pré-requisitos
Requisitos

A Cisco recomenda ter conhecimento deste topico:

» Hiperflex

Componentes Utilizados

As informacgdes neste documento sao baseadas na ferramenta Hypercheck Health e Pre-upgrade.

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma



configuracéo (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

Esta ferramenta € um utilitario que executa autoverificagdes proativas em sistemas Hyperflex para
garantir sua estabilidade e resiliéncia. Ele ajuda a automatizar uma lista de verificagdes de
integridade e pré-atualizacado nos sistemas Hyperflex para economizar tempo durante as
operacoes de atualizagdo e manutencao do Hyperflex.

Observacgao: sempre faga o download da versdo mais recente da ferramenta antes de
usa-la. Como a ferramenta € aprimorada com frequéncia, o uso de uma versao anterior
pode resultar na auséncia de verificagdes importantes.

Sistemas HX suportados



» Versoes Hyperflex - 1.8, 2.0, 2.1, 2.5, 2.6, 3.0, 3.5, 4.0, 4.5, 5.0, 5.5
Cluster Padréo Hyperflex

Cluster Estendido Hyperflex

Cluster de borda Hyperflex (2 nés, 3 nos e 4 nds)

Compativel somente com cluster Hyperflex no VMWare ESXi

Observagao: para obter informacdes sobre como executar o Hypercheck no cluster
HyperV Hyperflex, consulte Hypercheck: Hyperflex Health & Pre-Upgrade Check Tool -
HyperV.

Quando usar

Os horarios efetivos para usar a ferramenta de verificagao de pré-atualizagao e integridade do
Hyperflex sao:

» Antes das atualizagdes do Hyperflex
 Verificagdo de integridade do Hyperflex antes e depois das janelas de manutengao


https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html

» Para identificar unidades/discos com falha
* Quando vocé trabalha com o Cisco TAC
 Verificagado de integridade proativa a qualquer momento

How to Use

HX Versao 4.5 e Mais Recente

Etapa 1. Inicie uma conexao SSH com a SCVM (Storage Controller VM, maquina virtual do
controlador de armazenamento) usando o CMIP (Cluster Management IP, IP de gerenciamento
de cluster), que é seu IP de conexao HX.

Etapa 2. Execute o comando hypercheck .

admin:~$ hypercheck

Etapa 3. Insira a senha do administrador do SCVM quando solicitado e insira a senha raiz do
ESXi.

admin:~$ hypercheck

HX Health Check 4.5.0
Please enter below info of HX-Cluster:
Enter the HX-Cluster Root Password:

Enter the HX-Cluster Admin Password:
Enter the ESX Root Password:

HX Versao 4.0 e Anterior

Etapa 1. Faca o download Hyperflex-Hypercheck.zip da conta Cisco github devnet. Obtenha a copia mais recente, que tem as

Ultimas melhorias e atualizagOes.


https://github.com/CiscoDevNet/Hyperflex-Hypercheck

Observagdo: somente usudrios registrados da Cisco podem acessar ferramentas, arquivos e informagdes internas da Cisco.



Observagdo: use somente o script baixado da conta Cisco github devnet.



[ CiscoDevNet / Hyperflex-Hypercheck| 1 @unwatch~ 15  star 0  ¥Fork 1

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings

Perform pro-active self checks on your Hyperflex cluster to ensure stability and resiliency Edit

Manage topics

P 12 commits P 1 branch > 0 releases 42 2 contributors s MIT

Branch: master = New pull request Create new file  Upload files  Find File

avshukla Update ReadMe.txt Clone with HTTPS & 2 Use SSH
E HXTool.py Update HXTool.py Use Git or checkout with SVN using the web URL.
E) LICENSE. T /CiscoDevNet/Hyperflex-Hypercheck.git = [
E) ReadMe.txt Update ReadMe.txt

Open in Desktop Download ZIP

[E) Testinfo.txt Update TestInfo.txt
El prettytable.py initial version 3 3 days ago
El progresshar.py initial version 3 days ago

Etapa 2. Carregue-o no SCVM com o CMIP.

Use seu método preferido - scp/sftp/ftp/tftp - Para copiar o Hyperflex-Hypercheck.zip parao /tmp diretério.

ParaMAC:

Executar SCP a partir do CLI (confirme se o Hyperflex-Hypercheck.zip estd na mesma pasta de onde vocé executa SCP).
# scp Hyperflex-Hyper check.zip r oot @<scvm-ethO: mgmtip>:/tmp/.

Useisso paraidentificar o IP de gerenciamento de cluster em seu ambiente HX - Manual do Hyperflex.

[AVSHUKLA-M-013M:Downloads avshukla$ scp Hyperflex-Hypercheck.zip rootC S : / tmp/
HyperFlex StorageController 3.5(2a)
[root S s password:
Hyperflex—-Hypercheck.zip 160% 26KB 107.4KB/s Be:08
[AVSHUKLA=M=013M:Downloads avshukla$
[AVSHUKLA-M-013M:Downloads avshukla$

Para Windows:

Vocé pode usarWINSCP o para transferir os arquivos como mostrado aqui:


https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/214290-hyperflex-playbook-for-easier-administra.html

Local Mark Files Commands Session Options Remote Help

[ &= E3 Synchronize Bl &P [F] (&} | (50 Queue - Transfer Settings Default - @~
& roct@ WIS ' Mew Session
‘i C: Local Disk = = - BEEO& tmp -EE - B G0 ) & | D, FindFiles | F
By iH [ @ Download - | [ Edit ~ 3 f (5 Propeties | £ [m) : [ ici)
C\Users\avshukla\Downloads / ftep
Name . /Size Type Name Size Changed Rig *
Parent director vmware-root-2866351085 4/24/2019 11:34:39 PM w:
EHyperflex-Hypercheck,zip 26KB zip Archive temp 4/18/2015 4:30:24 PM W
" , 9604 KB Application asup_cache 3/28/2019 7:29:14 AM e
hxde_tmp 3/972019 4:03:23 PM w:
hxde_au 3/9/2019 4:03:23 PM v
tomcatl-tomcat8-tmp 3/9/2019 3:43:25PM ™
nginx 3/9/2019 3:43:02 PM e
vmware-root 3/9/2019 3:42:59 PM w:
DHyperflex: Hypercheck.zip] 26KB  5/20/2019 5:34:42 PM W
L. i SeE—emarnes W
[] nfstoal.pid 1KB  5/18/2019 3:03:38 PM W
@storls—packages—z.m e-26812.1gz 1,180,25.. 5/3/2019 2:45:15PM -
| filegBQRNg OKB  5/1/2019 1:52:02 PM rw-
[ ] storfseventsfifo OKB 4/18/2019 6:50:37 PM w
@support—wotkflow—-i.O.Ea.tgz 52,509KB  4/18/2019 4:28:13 PM w-
| ] fileyQlsel OKB  4/1/2019 1:52:01 PM w
@supponvworkﬂow—s.s.za-ﬂ601.tgz 51,971 KB 3/19/2019 1:55:36 AM e,
< > L4 >

Etapa 3. Extraia o conteiido de Hyperflex-Hypercheck.zip.

Digite cd /tmp paramudar para o diretorio/tmp.

root@SpringpathController7PV QWPEWV 1:~# cd /tmp/

Digite unzip Hyperflex-Hypercheck.zip para extrair 0s arquivos.

root@SpringpathController7PV QWPBWYV 1:/tmp# unzip Hyperflex-Hypercheck.zip

Archive: Hyperflex-Hypercheck.zip

b61c59f7962b72902692ce70548ba3d760ef df 06
creating: Hyperflex-Hypercheck/
inflating: Hyperflex-Hypercheck/HXTool.py
inflating: Hyperflex-Hypercheck/L I CENSE.txt
inflating: Hyperflex-Hypercheck/ReadMe.txt
inflating: Hyperflex-Hypercheck/TestInfo.txt
inflating: Hyperflex-Hypercheck/prettytable.py
inflating: Hyperflex-Hypercheck/progresshar.py

root@SpringpathController7PV QWPBWYV 1:/tmp#

Etapa 4. Execute o script Python HXTool.

Digite cd Hyper flex-Hyper check para navegar para o diretorioHyperflex-Hypercheck.




root@SpringpathControllerABCDE01234:/tmp# cd Hyperflex-Hypercheck

Digite python HXTool.py paraexecutar o script.

root@SpringpathControllerABCDE01234:/tmp/Hyperflex-Hypercheck# python HX Tool.py

Etapa5. Insiraa senharaiz do SCVM quando solicitado.

Enter thisinformation of HX-Cluster:
Enter the HX-Cluster Root Password:
Enter the ESX Root Password:



Observagdo: parainterromper a execucgdo do script, use atecla (CTRL+Z) e ela serd interrompida imediatamente.

Etapa 6. A ferramenta Hyperflex-Hypercheck inicia suas verificagdes. Leva cerca de 3 a 10 minutos para a execugao ser concluida, o que

depende do nimero de nés convergentes no cluster.
Passo 7. Obter um relatério das saidas do script. VVocé pode recebé-lo como mostrado:

O Hypercheck Report tar arquivo é salvo em /var/log/springpath e /tmp/Hyperflex-Hypercheck. Assim, vocé pode baixar o pacote tar de em
Ivar/log/springpath ou /tmp/Hyperflex-Hypercheck. Como alternativa, vocé pode apenas gerar e carregar um pacote de suporte a storfs que

também contenha o tar do relatério de hiperverificagdo.

Exemplo de arquivo tar de relatério - HX_Report_2020 08 30 10 43 50.tar é copiado para o caminho: /var/log/springpath.



Digitels-I | grep HX_Report para examinar os arquivos criados pela ferramenta Hyperflex-Hypercheck.

Under /var/log/springpath,

root@SpringpathControllerABCDE01234:/var/log/springpath# |s -1 | grep HX_Report
-rw-r--r-- 1 root root 380K Sep 23 15:41 HX_Report_2020 08 30 10 43 50.tar

root@SpringpathControllerABCDE01234:/var/log/springpath#

Under /tmp/Hyperflex-Hypercheck,

root@SpringpathControllerA BCDEQ1234:/tmp/Hyperflex-Hypercheck# Is
HX_Report_2020_08_30 10 43 50.tar prettytable.py HX_Report_ 2020 08 30_10 43 50 TestInfo.txt progressbar.py

HXTool.py prettytable.pyc ReadMe.txt progressbar.pyc LICENSE.txt
root@SpringpathControllerABCDE01234:/tmp/Hyperflex-Hypercheck#

Arquivos e logs no pacote de log do Hypercheck:

root@SpringpathControllerABCDE01234./tmp/Hyperflex-Hypercheck# |s HX_Report_2020 08 30 10 43 50/
HX_Tool_2020-08-30_10-43-50.log

HX_Tool_Main_Report_2020-08-30_10-54-34.txt

HX_Tool_Summary.json

Etapa 8. Exportar oHX_YYYY_MM_DD_HH_MM_SS.tar e compartilhd-lo com o TAC.

Use 0 método de sua preferéncia para exportar oslogs do Hypercheck com o uso de scp/sftp/ftp/tftp do SCVM ou vocé pode simplesmente

baixar o pacote storfs-support que contém o pacote tar HX_Report.

Entender Saidas/V erificagdes Executadas

VerificagBes Executadas por Hiperverificacdo

Essas verificagdes sdo realizadas pela ferramenta Hyperflex-Hypercheck:

<tfroot>

Hyperfl ex Checks:

(Below checks are performed on all the storage controller VMs)


mailto:root@SpringpathControllerABCDE01234:/tmp/
mailto:root@SpringpathControllerABCDE01234:/tmp/
mailto:root@SpringpathControllerABCDE01234:/tmp/

Cl uster services check

- Verifies the status of storfs, stMgr and stNodeMgr services

Enospc state check

- Checks if the cluster space usage is above the warning threshold or no

Zookeeper check

- Checks whether the Zookeeper 1is running or no

Exhi bi tor check

- Verfies the status of the Exhibitor service which manages the ZK

System Di sks Usage

- Checks 1if /sdal, var/stv and /var/zookeeper is Tless than 80%

HDD heal t h check

- Reports if you have any blacklisted disk in your cluster

DNS check

- Checks whether DNS 1is configured and reachable

vCenter reachability check

- Checks whether the vCenter is reachable on the required ports

Ti mest anp check

- Checks if all the controller VMs have the exact same time

NTP sync check

- Checks whether NTP is reachable from the storage controller VMs and synced

Check package & versions -

Checks for packages and versions on Storage Controller VMs

Check 1 ptabl es count

- Checks for Iptables count on and ensure it is same on all Storage Controller VMs.

Extra pnodes check

- Looks for any extra/duplicate pnode entries in the cluster

Qut of menory check

- Checks through the log files if the cluster had any oom event



Supported vSphere versions

- Shows all the vSphere Versions supported with your current HXDP version
Perm ssions for /tnp

- Checks if the /tmp permissions are set correctly

Check Cluster Policy

- Checks the Configured Cluster Policy

Check springpath_keystore.jceks file

- Check if A11 the SCVM have same keystore file

SED Capabl e

- Checks if the cluster is SED Capable

SED Enabl ed

- Checks if Encryption is enabled in the Cluster

USB- 0 Check

- If Encryption is enabled, Checks that USBO interface is present on all the SCVMs

SED 5100/ 5200

Drive Check - If we have Micron SED 5100 drives and version is below 3.5.2b, we wont be able to replac

Di sk Lock Check

- If Encryption is enabled, Checks for any Locked drives
Net wor k Checks

- Checks the connectivity in Storage network

Check ZK-d eanup- Scri pt

- Checks to identify ZKTxnCleanUp Script

Replication Checks

- If replication is enabled, we check the Tocal and remote network connectivity (HX 4.5 Only)

Stretched O uster Checks

- Checks the Tatency between the sites and the witness VM (HX 4.5 Only)

ESXi Checks:

(Below checks are performed on each ESXI node)

HX User Account check

- Verifies if the HXUser is created on all the esxi hosts and has admin rights

vibt i on enabl ed check



- Checks if the vMotion network is confirgued

Check for ESXI Fail back tiner

- Check for ESXi Failback timer on ESXi host

Check connectivity between vnkl and ethl

- Checks the connectivity between the Mgmt and Storage network

No extra controller vmfol ders check

- Checks for duplicate Controller SCVM Folders

VMhar e Tool s | ocation check

- Checks for Non default VMware Tools location

vfat Disk Usage check

- Checks for vfat Disk Usage

Check /tnmp usage

- Checking for /tmp usage

Conput e Node Checks

- A1l the ESXI checks are also performed on Compute nodes (HX 4.5 Only)

Exemplo de saida de hiperverificagdo de um cluster estendido de 4 nés

Enter thisinformation of HX-Cluster: Enter the HX-Cluster Root Password: Enter the ESX Root Password: Cluster Name: HX-10-Stretched Site-100 Site-
| Check ZK-Cleanup-Script | PASS | Checksto identify ZKTxnCleanUp Script. |

+ + + + HX Controller: 192.168.53.136 Test Summary: +-------
| Check ZK-Cleanup-Script | PASS | Checks to identify ZKTxnCleanUp Script. |
+ + + + HX Controller: 192.168.53.137 Test Summary: +------
| Check ZK-Cleanup-Script | PASS | Checksto identify ZKTxnCleanUp Script. |
+ + + + HX Controller: 192.168.53.138 Test Summary: +-------
| Check ZK-Cleanup-Script | PASS | Checks to identify ZKTxnCleanUp Script. |
+ + + + | Check Disk for SMART Failure. | PASS | Checks dist

+. + +
T T T

4) If you have performed any activity on your vcenter(like upgrade, certificate replacement,etc.), it is recommended to reregister your cluster to the veenter

Andlisar saida daferramenta



Proximas etapas

» A ferramenta automatiza o processo de execucdo de comandos manuais em sistemas Hyperflex.

* Seaferramentaexecutar OK e der um PASS em todos os testes, o0 sistema HX serd adequado para todas as verificagdes que o
script executou.

*  Emsituagdes em que aferramenta FALHA em algumas verificagdes ou ndo € executada com éxito, vocé pode usar os comandos
CLI (listados) para executar as mesmas verificaces no Sistema Hyperflex feitas manualmente pelo script.

» A ferramenta ndo verifica se ha avisos antigos/novos/abertos/resolvidos e, portanto, € altamente recomendavel revisar as Notas de
versdo e os Guias de atualizagdo do Hyperflex antes de qualquer atividade de atualizagdo ou manutengao.

Observagao: ndo abraum caso de TAC porque o script ndo pdde ser executado. Execute os comandos manua mente, identifique o



problema e abraum SR para o problema identificado.

Comandos CLI

No Hyperflex SCVM:

SSH to All Hyperflex SCVMs-

# service_status.sh

# sysmtool --ns cluster --cmd enospcinfo

# echo srvr | nc 0 2181

# pidof exhibitor

# steli disk list --ip <Corresponding ESXi Mgmt |P Address> |grep -B 2 -A 8 blacklisted
# stcli services dns show (and ping the I Ps listed)

# ping <vCenter |P Address>

# date ; compare the time on all SCVMs. They should ideally be identical
# stcli services ntp show

# stcli cleaner info

#ntpq -p -4

# dpkg -l | grep -i springpath | grep -v storfs-support*

# sysmtool --ns disk --cmd list | grep -i blacklisted
#iptables-L -n|wc -l

# stcli cluster info

#df -h ; check that /var/stv should be less than 80%

# zgrep -i “out of memory” /var/log/springpath/debug-storfs.*
# ping -1 ethO <ethO> of all SCVMs

# ping -l ethl <eth1> of all SCVMs

#"Is-Id /tmp" check for 775 and 777

# steli cluster info | grep -i ‘clusterAccessPolicy:' | head -1



# md5sum /etc/springpath/secure/springpath_keystore.jceks
# cat /etc/springpath/sed_capability.conf

# cat /etc/springpath/sed.conf

# cat /var/log/springpath/disksl otmap-v2.txt

# stcli cluster info | grep datazklp (ping datazklp for latency)

Em sistemas ESXi:

SSH to all ESXi hosts

# esxcli system account list

# esxcli network firewall ruleset list | grep -i vMotion

# esxcli software vib list| egrep -i 'scvm|stHyper|stfs

# chkconfig --list | grep -E 'ntpd|hostd|vpxalstHypervisor Svc|scvmclient|hxctlvm'

# esxcfg-vmknic -I ; confirm that vMotion VMK2 is created

#vmkping -I vmk1 <eth1> of all SCVMs

# cd /vmfs/ivolumes/Springpath-X XX XX XXX XX ; Ensure that it has only one Folder that has the Storage Controller VM

#df -h | grep vfat ; Ensure dir has free space

Informagtes Relacionadas

e Suporte técnico e downloads da Cisco


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



