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Introducao

Este documento descreve e se concentra em como implantar com sucesso a Virtual Private Cloud
(VPC) em servidores no ambiente ESXi. Para outros documentos, como o Guia de inicio rapido,
Estratégia de implantacao, Guia de qualificacdo, Console e Guia do usuario administrador, visite a
Documentagao deste site

Contribuicdo de Roman Valenta, Engenheiros do Cisco TAC.
Pré-requisitos

Requisitos:
VMware ESX 5 ou posterior

* Modo de proxy de nuvem (somente): 128 GB de RAM, 8 nucleos de CPU (2 CPUs com 4
nucleos cada recomendado), 1 TB de espacgo livre minimo em disco no armazenamento de
dados VMware

» Tipo de unidades: SSD necessaria para o modo de lacuna de ar e recomendada para proxy

» Tipo de RAID: um grupo de RAID 10 (espelho distribuido)

* Tamanho minimo do armazenamento de dados VMware: 2 TB

* Minimo de leituras aleatérias de armazenamento de dados para o grupo RAID 10 (4K): 60K
IOPS


https://console.amp.cisco.com/docs/private_cloud

* Minimo de gravagobes aleatdrias de armazenamento de dados para o grupo RAID 10 (4K):
30K IOPS

A Cisco recomenda ter conhecimento deste topico:

» Conhecimento basico sobre como trabalhar com certificados.
+ Conhecimento basico sobre como configurar o DNS no servidor DNS (Windows ou Linux)
* Instalacdo de um modelo de Open Virtual Appliance (OVA) no VMWare ESXi

Usado neste laboratorio:

VMware ESX 6.5

* Modo de proxy de nuvem (somente): 48 GB de RAM, 8 nucleos de CPU (2 CPUs com 4
nucleos cada recomendado), 1 TB de espaco livre minimo em disco no armazenamento de
dados VMware

» Tipo de unidades: SATA

» Tipo de RAID: um RAID 1

« Tamanho minimo do armazenamento de dados VMware: 1 TB

* MobaXterm 20.2 (programa multiterminal semelhante ao PuTTY)

+ Cygwin64 (Usado para baixar a Atualizagao AirGap)

Adicionalmente

+ Certificado criado com openSSL ou XCA
» Servidor DNS (Linux ou Windows) No meu laboratério, usei o Windows Server 2016 e o

CentOS-8
* Windows VM para nosso endpoint de teste
+ Licenca

Se a memoria estiver abaixo de 48 GB de RAM na versao 3.2+, o VPC ficara inutilizavel.

% Observacao: o OVA de nuvem privada cria as particdes da unidade, portanto, ndo ha
necessidade de especifica-las no servidor VMWare. que resolve o nome de host da

interface limpa.

Consulte a Folha de dados do equipamento VPC para obter mais informagdes sobre os requisitos
de hardware especificos da versao.

% Nota:As informacdes neste documento foram criadas a partir dos dispositivos em um
ambiente de laboratério especifico. Todos os dispositivos utilizados neste documento foram
iniciados com uma configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que
vocé entenda o impacto potencial de qualquer comando.

Implantacao de VPC


/content/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification

Selecione o URL fornecido no eDelivery ou no e-mail de qualificacdo. Faga o download do arquivo
OVA e continue com a instalagao

Instalacao da VM
Etapa1:

Navegue até File > Deploy OVF Template para abrir o assistente Deploy OVF Template, como
mostrado na imagem.

31 New virtual machine - AMPvPC

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VDK files or OVA for the VM you would like to deplay

3 Select storage

4 License agreements

Enter a name for the virtual machine.
5 Deployment options |
AMP-PC
6 Additional settings
7 Ready to complete Yirtual machine names can contain up to 80 characters ang they must be unique within each ESXi instance.

X @ PrivateCloud-Latest ova

Back || MNext || Finish || Cancel




51 Hew virtual machine

=TS  sclect creation type
2 Select OVF and VMDK files Haow would you like to create a Virtlual Machine?
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

Create a new virtual machine

Deploy a vitual machine from an OVFE or OVA file

7 Ready to complete

Register an existing virtual machine

| Back || wNem || Fimish || cancel
31 New virtual machine - AMP-vPC
+ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe datastore in which to store the configuration and disk files.
bdl 3 Select storage
Llwense amerinenls The following datastores are accessible from the destination resource that vou selected. Selectthe destination datastore for
5 Deployment options the virtual machine configuration files and all of the virtual disks.
& Additional settings ) )
T Resiv I complole Mame ~ (Capacity ~ Free ~ | Type ~ | Thin pro... ~ | ACCEBSS
[ vDisk-70_12 92275 GB I 9218 GB VMFSE Supported  Single
wDisk-70_34 93025GB  929.3GB  WMFSS Supported  Single
vDisk-70_56 930.25GB | 9293GB  WMFS5 Supported  Single
wDisk-70_78 93025GB | 929.3GB  WMFSS Supported  Single
4 items
| Back || nex || Fmisn || cancal

% Observacéao: o Provisionamento espesso reserva espago quando um disco € criado. Se
vocé selecionar essa opg¢ao, ela podera melhorar o desempenho em relagao ao




%4 provisionamento thin. No entanto, isso ndo é obrigatério. Agora, selecione Next, conforme
mostrado na imagem.

1 Mew virtual machine - AMP-vPC

¥ 1 Select creation type Deployment options
' 2 Select OVF and VMDK files

+ 3 Select storage

Select deployment options

bd 4 Deployment options

5 Ready to complete Network mappings VM Network | Vi Network \

Disk provisioning ® Thin O Thick

Back || Net | Finish Cancel

Passo 2:

Selecione Procurar... para selecionar um arquivo OVA e, em seguida, selecione Proximo. Vocé
observa os parametros OVA default na pagina Detalhes do Modelo OVF, conforme mostrado na
imagem. selecione em Préximo.



1 New virtual machine - AMP-vPC

+ 1 Select creation type Ready to complete
v 2 Select OVF and VMDK files Review your settings selection before finishing the wizard

+ 3 Select storage

+ 4 Deployment options

B 5 Ready to complete Product FireAMP PrivateCloud x86_64

VM Mame AMP-vPC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

Netwaork mappings WM Metwark: VM Network
Guest 03 Name Unknown

' Da not refresh your browser while this VM is being deployed.
P

Back | Med || Finish || Cancel
Configuragao inicial da interface do administrador
31 New virtual machine - AMP-vPC
+ 1 Select creation type Ready to complete
v 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage
+ 4 Deployment options
Product FireAMP PrivateCloud x86_54
b 5 Ready to complete
VM MName AMP-vPC
Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-

disk1 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2.vmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.wmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

MNetwork mappings WM Metwork: VM Metwork
Guest 05 Name Unknown

' Do not refresh your browser while this VM is being deployed.
e )y

| Back || Med [ Finish || Cancel

Depois que a VM for inicializada, faga a configuragao inicial por meio do Console da VM.



Passo 1:

Vocé pode observar que a URL mostra [UNCONFIGURED] se a interface ndo recebeu um
endereco IP do servidor DHCP. Observe que essa interface € a interface de gerenciamento. Essa
nao é a interface de producao.

AMP —— Private Cloud Advanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Pres=s the ENTER key when finished, or ESC to cancel.

*NOTE: Gateway for administration portal return traffic only.

IP Address 5 .153,?5

-91
Network Mask .255.8

Gateway= (Optional)

<Cancel>

Passo 2:
Vocé pode navegar pelas teclas Tab, Enter e Seta.

Navegue até CONFIG_NETWORK e selecione a tecla Enter em seu teclado para iniciar a
configuracado do endereco IP de gerenciamento para o Secure Endpoint Private Cloud. Se vocé
nao quiser usar o DHCP, selecione No e selecione Enter.



AMP -- Private Cloud Adwvanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Mode

Would you like to configure your interface with DHCP?

< Yes >

AMP —- Priwvate Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu
Your AMP Private Cloud device can be managed at:
! https:r-192.168.75.288
MiC Address ... ! BB:Bc:Z9:ab:da:ll
Password : PGBd"HbCgZ

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_NETWORK onf igure the Web administration interface.
-EHHEsE 0 oo e e e e
INFO Display device status ~ information.

Na janela exibida, escolha Yes e selecione a tecla Enter .



AMP -- Private Cloud Advanced Malware Protection (ver. 3.Z2.8)

Apply Your Interface Configuration?

Reconf igure your administration interface with a static configuration?

¢ho >

Se o IP ja estiver em uso, vocé sera tratado com esse registro de erros. Basta voltar e escolher
algo que seja unico e nao esteja em uso.

Restarting ethd...

ERROR : Lretcrsysconf igsnetwork-scripts-ifup-ethl Error, some other host (BB:8C:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR ¢ [retcsysconf ig-/network-scripts-sifup-ethl Error, some other host (BB:BC:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR : [retcsysconf ig-/network-scripts-sifup-ethl] Error, some other host (BB:B8C:29:41:74:E3) alr
eady uses address 192.168.75.91.

Press ENTER key to continue...




AMP —- Private Cloud Advanced Malware Protection (wver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Press the ENTER key when finished, or ESC to cancel.

=NOTE: Gateway for administration portal return traffic only.

IP fddress
Network Mask
Gateway= (Optional)

<Cancel>

Se tudo correr bem, vocé vera uma saida parecida com esta
exécﬁiétéuﬁ%igufefukédLﬁés] acffﬁn rﬁﬁ““
exécﬁiét&uﬁfigufe&luﬁdLﬁés] acffﬁn rﬁﬁ”h

exﬁcﬁf&[tunfigufetueﬁtLuQs] acfidn ruﬁ..

= exﬁcﬁf&[ﬁesfureSEiinﬁxFiieCuntéifDatai'&ctfun rﬁn.

Recipei B&éei:séh
= templatel etcssshssshd_configl action create

-—- setcssshesshd_conf ig 2821-84-89 13:25:81.9699956824 +B06A

+++ setossshy . chef -sshd_conf igZ28218418-8586-1ryBgxZ Z6821-B4-18 B6:13:11.889389544 +B880
PR -18,7 +18,7 BR

#hddressFamily any

#listenAddress B.8.8.8

#ListenAddress ::

-Listenfiddress 192.168.75.288

+Listenfnddress 192.168.75.92

t#t The default requires explicit activation of protocol 1
Protocol 2

= templatel etcssshsssh_configl action create (up to date)

= servicelssh_server] action enable (up to date)

= servicelssh_server] action start (up to date)
Recipe: base::grub-conf

= cookbook_filelrsetcsdefaultsgrubl action create (up to date)

= executelUpdate grub if new kernel installed] action run (skipped due to only_if)

= executelEnsure grub menu displays Cisco not Cent0S] action run (skipped due to only_if)
Recipe: base::transparent-hugepages

= executeldisable transparent hugepagel action run

= executeldisable transparent hugepage defragj action run

= exﬁcﬁ{é[&iééhle frénspareﬁt hﬁgeﬁage furldef&ult kefnéii écfiunl}un




Restarting ethd...

Reconf iguring. ..

[2821-84-18TE6:12:42+88:801 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins]l is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled_plugins for ohai.

[2821-B4-18TE6:12:42+88:881 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins] is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled plugins for ohai.

Starting Chef Client, wversion 12.14.89

Passo 3:

Aguarde até que a tela azul seja exibida novamente com o novo IP ESTATICO. Além disso,
observe a Senha ocasional. Tome nota e vamos abrir nosso navegador.

AMPF -- Private Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu

Your AMP Private Cloud device can be managed at:

: https:,-192.168.75.92
e S e Mc:29:ab:4a:
Password : PGBA"HbCgZ =

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_NETWORK Conf igure the Web administration interface.

CONSOLE Gtart command-line console ~» shell.

INFO Display device status ~ information.
68

Configuracgao inicial do vPC via GUI da Web

Passo 1:

Abra um navegador da Web e navegue até o endereco IP de gerenciamento do equipamento.
Vocé pode receber um erro de certificado quando a Secure Endpoint Private Cloud gerar
inicialmente seu préprio certificado HTTPS, como mostrado na imagem. Configure seu navegador
para confiar no certificado HTTPS autoassinado da Secure Endpoint Private Cloud.

No navegador, digite o IP ESTATICO que vocé configurou anteriormente.



¢ @ £ hitps//192.168.75.92 v @D @

£ B D Menvisited B Cisco BN CocoWPH Bl bmac (T WHOS G Ting Speedtent- Spee.. B U500 2K B inbernet Banka - MON... = dClowd By Google Tanslate ) Mews | Cisco diows EC2Management Cor. |0 Leaming Linux U 5 1t Domm T

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.75.52. f you visit this site, attackers could
fry to steal information like your passwords, emails, or credit card details.,

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If wouw are on 3 corporate network Or using anti-virus software, you can reach out 10 the support teams for assistance,
You can also notify the website's administrator about the problem.

Leam more...

Advanced...

Someona could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 192.168.75.92 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Emor code: SEC_ERROR_UNKNOWM_ISSUER

View Certificate

Accept the Risk and Continue

Passo 2:

Depois de fazer login, vocé sera solicitado a redefinir a senha. Use a senha inicial do console no
campo Antiga senha. Use sua nova senha no campo Nova senha. Insira novamente sua nova
senha no campo Nova senha. Selecione em Alterar senha.

e

cisco AMP for En dPOilltS Private Cloud Administration Portal

Password Required

Authentication is required to administer your AMP for Endpoints Private Cloud
device. The password can be found on the device console of your Private Cloud
device.

2, wesesssece
\ Use one time password
PGB HbCgZ

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Saferi 6+, or Chrome 20+

Password Recovery

. Support

Passo 3:

Depois de fazer login, vocé sera solicitado a redefinir a senha. Use a senha inicial do console no



campo Antiga senha. Use sua nova senha no campo Nova senha. Insira novamente sua nova
senha no campo Nova senha. Selecione em Alterar senha.

mmin

asco AMP for Endpoints private cioud administration Portal L Suppot  ?Help @ Logout
E Configuration = Operations = Status ~ Integrations - Support ~ ad o
© Password Expired

Change the password used to access the AMP for Endpoints Private Cloud Administration Portal and
the device console. Note that this is also the root password for your device. @

Warning

(&

sessessase - Old one time password

|

%

- Change Password

Passo 4:

Na proxima pagina, role para baixo até o final para aceitar o contrato de licencga. selecione | have
read and agree.

e

Passo 5:

Depois de aceitar o contrato, vocé obtém a tela de instalagdo, como mostrado na imagem. Se
quiser restaurar a partir de um backup, vocé pode fazer isso aqui. No entanto, este guia continua
com a opcao Clean Installation. Selecione Start na se¢cao Clean Installation.



Ilc|||3—:éic;l AMP for ElldejJHS Private Cloud Administration Portal . Support ?Help @ Logout

# Configuration = Operations ~ Status - Integrations - Support - ol

Installation Options

Install or Restore

» Install or Restore Either perform a clean installation or select a location to restore your device from. When restoring you will
» License have the option to edit your configuration before restore proceeds

Clean Installation

Bl —

Restﬂ re Local  Remote

Restore a recovery file using your browser. Note that this method is only recommended for small recovery
files (less than 20MB)

E + Choose Restore File

Passo 6:

A primeira coisa de que vocé precisa € licenga para até mesmo seguir em frente. Vocé recebe
uma licenga e uma senha ao adquirir o produto. Selecione on +Upload License File. Escolha o
arquivo de licenga e insira a senha. Selecione Upload License. Se o carregamento nao for bem-
sucedido, verifique se a senha esta correta. Se o carregamento for bem-sucedido, uma tela com
informagdes de licenga validas sera exibida. Selecione Avancgar. Se vocé ainda n&o conseguir
instalar sua licenga, entre em contato com o Suporte Técnico da Cisco.

.\‘CII Isl élc; AMP for EIldl)OiIlTS Private Cloud Administration Portal %. Support 7Help @ Logout

# Configuration ~ Operations ~ Status - integrations ~ Support - o o

Installation Options

License

% Install or Reston
stall or Restore v Device ID
» License
E COMMI—
License

No license has been installed

Install New License

B license + Upload License File

[q} -



cisco AMP for ]_‘;lldeiﬂtS Private Cloud Administration Portal . Support T?Help @ Logout
# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~ - -

@ License was successfully
uploaded

Installation Options

License

» Install or Restore

B v Device ID

» License v
SO £ G — 5
» Deployment Mode
. AMP for Endpoints Console

Account License
» Hardware Requirements

i . Licensee Roman Valenta

Conhgtitation VA 0
» Metwork
» Date and Time Business Cisco - rvalenta
» Cerlificate Authorities 30526444 S - 7 256 b49b7as

Upstream Proxy Semver v
% Ernail o Validity 2021-04-01 - 2025-12-31
» Motifications
y Backup o Product SKU FP-AMP-CLOUD=
» SSH

Seats 50

» Syslog v
» Updates L4
services Replace License (click to expand)

¥ Authentication
AMP for Endpoints Console

Disposition Server @

. Disposition Server

Passo 7:

Vocé recebe a pagina de boas-vindas, como mostrado na imagem. Esta pagina mostra as
informagdes que vocé deve ter antes da configuragdo da nuvem privada. Leia atentamente os
requisitos. Selecione Avancgar para iniciar a configuragao de pré-instalagao.



'.';I,'s'é!c'.' AMP for Elldp(}illts Private Cloud Administration Portal - Support  ?Help [ Logout

# | Configuration = Operations = Status = Integrations = Support - |

Installation Options

Welcome to Private Cloud

# Install or Restore v %
; o Before you begin
RIS AMP for Endpoints Private Cloud needs certain network and infrastructure resources in
> Welcome o
place
» Deploymant Mode -
5 AMP for Endpoints Conseole B You will be asked to prc\nde this information as you proceed through the instaliation Far
" Account maore information and examples, please refer to the Private Cloud Deployment Strategy
» Hardware Requirements quide
Configuration
> Network
» Date and Time ‘_:_‘ Two Static IP Addresses
» Certificate Authorities One for administrative use, and the other for enterprise-facing senvices
2 Upstream Proxy Server v
» Ermail 0
» MNotifications == DNS Server
» Backup v == Provides hostname resolution to the Private Cloud device.
> SSH
; ﬁyslo'g : Hostnames and Trusted Certificates
ates s & F
pd One hostname and trusted cerificate for each of the following senices:
iR « Authentication.
= s AMP for Endpoints Console.
» Authentication :
» AMP for Endpoinis Console ' »:Bli=pociion Senr.
; 2 » Disposition Server - Extended Protocal.
» Disposition Server ; - ;
s » Disposition Update Senice
.. Disposition Server 2 3
> = Firepower Management Center Link.
Extended Protocol
> Disposition Update MNote: Hostnames can not be changed once the device has fimished installation
Service
Firepower Management
> S SMTP Server
Used for emails, alerts, and notifications.
Other
¥ Recowvery

@ NTP Server

Review and Install . . . , .
’ Provides time synchronization across your Private Cloud device and endpoints.

. External Internet connection (Proxy Mode only)
Proxy Mode devices perferm anonymized disposition queries against the Cisco Cloud

Configuragao

Passo 1:

%'A Observacgao: observe que nos proximos conjuntos de slides incluimos alguns exclusivos,
conforme mostrado na imagem, que sao exclusivos apenas para o modo AIR GAP , que
devem ser incluidos e marcados como AIRGAP ONLY



Mmie
cisco

#

Configuration =

Installation Options

can be

» Install or Restore v
» License v
> Welcome v
» Deployment Mode
AMP for Endpoints Consobe
Account
» Hardware Reguiremenis

Configuration

» Network

» Date and Time

» Certificate Authorities

> Upstream Proxy Server 4

» Emad v
> MNotifications

2> Backup W
> SSH

» Syslog v
2> Updates W

AMP for E[ldp OINTS  private Cloud Administration Portal

. Support  ?Help [ Logout

Operations ~

Status - Integrations - Support =

Deployment Mode

Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone
mode disables upstream communication with Cisco Cloud disposition servers and pedorms disposition
lookups against a local database.

= Requires an Internet connection and
communication with AMP for Endpaints
Connectors managed by this device.

= Disposition queries are proxied to the Cisco
Cloud.

« Content updates contain TETRA definitions

« Content and software updates can be retrieved
and applied automatically.

May require an Internet connection
Communication with AMP for Endpoints
Connectors managed by this device are
needed

Disposition queries are handled by the Private
Cloud device.

Content updates contain TETRA definitions as
well as file disposition information.

Updates may be downloaded separately or
automatically on this device.

~ ¥ AIRGAP SOMENTE ~ ¥

CIsco

wn

Configuration =

Installation Options

» Install or Restore

» License

> Welcome

» Deployment Mode

» Standalone Operation
AMP for Endpoints Console
Account

» Hardware Requirements

L4<s

Cenfiguratien

> MNetwork

» Date and Time

» Certificate Authorities
» Upstream Proxy Semnver
» Email

» Mofifications

> Backup L
> SSH

> Syslog
» Updates

L4

L4

AMP for Endpoints  private cioud dministration Portal

Operations ~

?Help & Logout

Status ~ Integrations =~ Support = < Standalone = -

Deployment Mode

Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone mode
disables upstream communication with Cisco Cloud disposition servers and performs disposition lookups
against a local database.

« Requires an Internet connection and
communication with AMP for Endpoints
Connectors managed by this device,

« Disposition queries are proxied to the Cisco
Cloud.

« Content updates contain TETRA definitions.

« Content and software updates can be retrieved
and applied automaticaily.

« May require an Internet connection

« Communication with AMP for Endpoints
Connectors managed by this device are needed.

« Disposition gueries are handied by the Private
Cloud device,

« Content updates contain TETRA definitions as
well as file disposition information.

« Updates may be downloaded separately or
automatically on this device.



Icl|lsélcl, AMP for E[ldeilltS Private Cloud Administration Portal ?Help @ Logout

£, Configuration - Operations - Statlus = Integrations - Support - £ Standalone ‘o -

Installation Options

Standalone Operation

Air Gap mode requires updates to be downloaded separately from this Private Cloud device, and applied via
an IS0 file attached to the device
» Deployment Mode

Standalone Operation

AMP for Endpaints Console « Does not require an Internet Connection
© Actount » Updates must be downloaded separately and
» Hardware Requirements applied to this Private Cloud device

» Install or Restore
> License
Walcome

L4

Configuration

¥ Metwork

» Date and Time

» Certificate Authorities
» Upstream Proxy Senver
¥ Email

> Motifications

» Backup v
» SSH

> Syslog
» Updates

v
L
L
L
- A AIRGAP APENAS A A

Passo 2:

Navegue até a pagina Conta do Console do Secure Endpoint. Um usuario administrativo é usado
para o console criar politicas, grupos de computadores e adicionar outros usuarios. Insira o nome,
o enderego de e-mail e a senha da conta do console. Selecione Avangar.

'Ic||lslé|<;' AMP for F,l'ldp()il'l[b& Private Cloud Administration Portal % Support  ?Help ©*Logout

#& | Configuration ~ Operations - Status - Integrations ~ Support - -~

Installation Options

AMP for Endpoints Console Account

Configure the initial account for the AMP for Endpoints Console. The AMP for Endpoints Console is the
main interface for your AMP for Endpoints Private Cloud

inztall or Restore
2 License
Welcome

L4444

Deployment Mode
AMP for Endpoints
Console Account

Name Roman Valenta

; Business Name  Cisco - valenta
Hardware Reguirements

Configuration v 0

Network Email Address
Date and Time rva o ™
Certificate Authorities

> Upstream Proxy Server v ssssssssEsSEEERERES
Cisco Cloud Password
¥ Email w sesssBsRRsRRERREERS

Notifications.
#» Backup v
S5H

> syabs v =N
v

% Updates

Se vocé se deparar com esse problema ao implantar a partir do arquivo OVA, tera duas opgdes:
continuar e corrigir esse problema mais tarde ou desligar em seguida para a VM implantada e
ajustar de acordo. Apds a reinicializagao, vocé continua do ponto em que estava.



%4 Observagao: isso foi corrigido no arquivo OVA para a versao 3.5.2, que é carregada
corretamente com 128 GB RAM e 8 nucleos de CPU
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asco  AMP for Endpoints  private cloud Administration Portal

#  Configuration = Operations = Status - Integrations = Support =

Installation Options

Install or Restore
License

NN AP O

Welcome

Deployment Mode

AMP for Endpoints Console
Account

Hardware Requirements

W

Configuration

Hetwork

Date and Time
Cerificate Authorities
Upstream Proxy Server
Cisco Choud

Email

Hotifications

Backup

SSH

Sysiog

Updates

WON NN N W NN W

“

L L8 s

v
v
U

L
v

L Support

Hardware Requirements

A Hardware Requirements Not Met

Your cument configuration does not meet the hardware requirements

It is recommended that you shutdown this device and adjust its hardware allocation to meet

or exceed the minimum requirements. If you proceed, you may expenence system

instability
Hardware Configuration
Installed
CPLU Cores 4
Memory 125 GB

. © Shutdown :

Minimum Required
8

128 GB

| understand the risks »

[ Logout

%4 Observagao: use apenas valores recomendados, a menos que isso seja para fins de

laboratorio

(<1 Edit settings - AMP-vPC (ESXi 5.0 virtual machine)

[ Virtual Hardware | VI Optians

2 Add hard disk B Add network adapter (= Add other device

» il crPU

» B WMemory

-

2 Hard disk 1

-

o\ Hard disk 2

-

22 Hard disk 3

v 3 Hard disk 4

-

SCSl Controller 0

-

i Metwork Adapter 1

+ M Metwork Adapter 2

-

4 COYDVD Drive 1

-

Video Card

=] "0 -

131072 MB Y

376.52343 MB v

17.272949 GB ¥

17216082 B b

4 765625 GB v

LI

LSl Logic Parallel

VM Network

WM Network

Host device

Specify custom seftings

v Connect

v Connect

v []Connect

It will worl: with 48Gh as well

Save

|| cancel




Uma vez reiniciados, continuamos de onde paramos.
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. Configuration = Operations = Status = ntegrations ~ Support ~ p= | -

Installation Options

Hardware Requirements

install or Restore v &
; ' Hardware Requirements Met

License v

Welcome v Your current configuration meets or exceeds the hardware requirements

Deployment Mode v

AMP for Endpoints Console v

Account Hardware Configuration

Hardware Requirements

Installed Minimum Required

Configuration

ey CPU Cores 8 8

Date and Time

Cortificate Authoriios Memory 125 GB 128 GB

Upstream Proxy Server v
Cisco Cloud

Email v
Nofifications

Backup v
SSH

Syslog v
Updates W

Certifique-se de configurar o ETH1 com o IP ESTATICO também.

%ﬁ Observagao: vocé nunca deve configurar seu dispositivo para usar DHCP, a menos que
tenha criado reservas de endere¢co MAC para as interfaces. Se os enderecos IP de suas
interfaces mudarem, isso podera causar sérios problemas com os Conectores de Ponto de
Extremidade Seguro implantados. Se o servidor DNS n&o estiver configurado, vocé podera
usar o DNS publico temporario para concluir a instalacao.

Passo 3:
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cISCo AMP for EﬂdeilllS Private Cloud Administration Portal . Support  ?Help @ Logout

E. Configuration ~ Operations ~ Status - Integrations ~ Support ~ - -

Installation Options

Network Configuration

# Installor Reslore o8 Clicking Mext will apply your interface configuration before validating your settings. If using
Lo e DHCP, a release/renaw will be performed to obtain the reserved DHCP lease
» Welcome v
» Deployment Mode v
5 AMP for Endpoints Censole - IAdministratiorl Portal I ethO /ee:eC:29:A6:4A:11
Account

» Hardware Requirements IP Assignment {192 168.75.92
Configuration More details
» Network v
» Date and Time
» Certificate Authorities: Ilnterface Conﬁgurationl ethi [ e0:0C:29:06:4A:18
> Upstream Proxy Server v
# Cisco Cloud IP Assignment 192.168.75.209
» Email v

[ r 4 3
# MHotifications M
» Backup v
> SSH IP Assignment Static —— w
» Syslog v
» Updates v IP Address [ 192.168.75.93 |
Services EA Check for IP Address conflicts

> Awuthentication

Subnet Mask [ 255,255 256.0 i

» AP for Endpoints Console

» Disposition Server

Gataway

. Disposition Server 192.168.75.1 |
" Extended Protocol

,, Disposition Update

" Service DNS
Firepower Management
CRIRE Primary DNS Server [8.8.8.8 e | |52 puiblic DNS temporary,
Other
% REcovey Secondary DNS Server

» Review and install

Next [Applies Configuration) ¥

Passo 4:

Vocé obtém a pagina Data e hora. Insira os enderegos de um ou mais servidores NTP que deseja
usar para a sincronizagao de Data e Hora. Vocé pode usar servidores NTP internos ou externos e
especificar mais de um por meio de uma lista delimitada por virgula ou espaco. Sincronize o
horario com seu navegador ou execute o amp-ctl ntpdate no console do dispositivo para forgar
uma sincronizagao imediata com seus servidores NTP. Selecione Avancar.
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asco  AMP for Endpoints erivate cioud administration Portai * Suppot  ?Help [ Logout

# | Configuration ~ Operations ~ Status - Integrations ~ Support - ™~

Installation Options

... Date and Time

> Install or Restore NTP Servers @ HELP
» License

v
v
> Welcome v
L
o
L

% Deployment Mode @ | 192.168.75.254 | @ Optional [] Verify hostname resolution

+ AMP for Endpeints Console
© Account

> Hardware Requirements Current System Time

Configuration e8| 201 P T
Network
Date and Time @ 8 - 117 e uTC
Cerificate Authorities

Upstream Proxy Server @ Set by NTP

Cisco Cloud

Email v

Hofifications —
» Backup Ev s Next >

> 554

<

PN N NN N Ny

“

~ ¥ AIRGAP SOMENTE ™
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cisco AMP for EﬂdeilﬂS Private Cloud Administration Portal THelp @ Logout

# Configuration Operations = Status ~ Integrations Support - < Standalone | m -

Installation Options

Prepare amp-sync

» Install or Restore v You will need to load a snapshot of the Protect DB and retrieve the latest AMP updates from Cisco after your
» Licanse v device has finished installing in air gap mode. Cisco provides a shell script called amp-sync that will retrieve
» Welcome v the updates and build an 130 file that you can then mount on your AMP device:
» Deployment Mode 2%
It Is suggested that you beqgin the download process now since the initial update is very large.

» Standalone Operation v 5g y =k B pealeisyen Bl

AMP for Endpoints Console y & Download amp-sync ﬁ

Account

» Hardware Requiremenis  «

Configuration

» Metwork v
» Date and Time L4
» Certificate Authorities v
» Upstream Proxy Senver L'
» Prepare amp-sync

» Email v
» Motifications

» Backup PV
» S8H

» Syslog Ly
» Updatas v

A A AIRGAP APENAS A A
Passo 5:

A pagina Autoridades de certificagao € exibida, conforme mostrado na imagem. Selecione em
Adicionar autoridade de certificagao para adicionar seu certificado raiz.
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& Canfiguration = Operations = tatus = Integrations = Support = ~ | -

Certificate Authorities

Add Centificate Authority -

Installation Options

2 Install or Restore

# License

2 Welcome

2> Deployment Mode
AMP for Endpeints Console
Agccount

# Hardware Requrementis

Mo certificate authorities have been uploaded to this device

LU T O

'Ellls'élcl,' AMP for Endpoims Private Cloud Administration Portal . Support ?Help (@ Logout

# Configuration ~ Operations - Status - Integrations = Support -~ m -

T Add Certificate Authority

Install or Restore

License

Welcome

Deployment Mode

ANP for Endpoints Console
Account

® Certificate Root (PEM .crt) [ Disable Strict TLS Check

WO N N

Certificate file has been uploaded.

L
LT S T SR

Certificate is in a readable format

v

Hardware Requirements

Configuration Certificate start and end dates are valid

Network

Date and Time
Certificate Authorities
Upsiream Proxy Server v
Cisco Cloud

Email L%
Notifications

Backup v
SSH
Syslog
Updates

WO
L4

Centificate end date is later than 20 months from today.

Certificate file only contains one certificate

0000

Certificate does not use sha-1 signature algorithm.

(<]

Certificate using RSA keys must use a key size of 2048 or more.

Q

WA N W NN N N N

L4

B AMP-PC-Root-CA pem + Add Certificate Root

Services

» Authentication
3 AP for Endpoints Consale Cancel m

> Disposition Server

'é_-||'5'<l_-|$' AMP for EIldeiﬂtS Private Cloud Administration Portal S Support  ?Help @ Logout

# | Configuration - Operations - Status - Integrations - Support ~ |-

Certificate Authorities

Installation Options

» Install or Restore Add Certificate Authority
» License
> Welcome

v

v

v

> Deployment Mode v n Certificate (click to collapse)
\ AMP for Endpoints Console v

" Account Issuer  AMP4PC

» Hardware Requirements v & Download

Subject AMP-PC

Validity = 2021-04-09 16:28:00 UTC 2031-04-09 16:28:00 UTC

> Network v o
» Date and Time v

» Certificate Authorities

2 Upstream Proxy Server v
» Cisco Cloud

Passo 6:

A préxima etapa é configurar a pagina do Cisco Cloud, como mostrado na imagem. Selecione a
regiao de nuvem da Cisco apropriada. Expanda View Hostnames se precisar criar excegdes de



firewall para seu dispositivo Secure Endpoint Private Cloud se comunicar com o Cisco Cloud para
pesquisas de arquivos e atualizacdes de dispositivos. Selecione Avancar.

LD —~ - s
'cl,scln, AMP for Endpoints  private Cloud Administration Portal . Suppot ?Help @ Logout

Operations - Status - Integrations - Support - el | [

Installation Options

Cisco Cloud

nstall arResiore ¥  Cisco Cloud Configuration

License v

Welcome L

Deployment Mode v Region

AP for Endpoints Console o -

Account & Cisco Cloud, North America E|
Hardware Requirements v = =

View Hostnames (click to expand)

Configuration

Network L

LaiEond Tme ¥  Cisco Cloud Identity

Certificate Authoriies ~

Upstream Proxy Server L
Cisco Cloud Client ldentity
Email W
MNotifications
Backup L'
S8H
Syslog

v = o
Updates s '“-ﬂiw

& 0f476ea 0 L 2T 260

Passo 7:

Navegue até a pagina de notificagdes, conforme mostrado na imagem. Selecione a frequéncia
para Notificagbes criticas e regulares. Digite os enderecos de e-mail que vocé deseja receber
notificacdes de alerta para o dispositivo Secure Endpoint. Vocé pode usar aliases de email ou
especificar varios enderegos por meio de uma lista separada por virgulas. Vocé também pode
especificar o nome do remetente e o endereco de email usados pelo dispositivo. Essas
notificagdes ndo sdo iguais as assinaturas do Console de endpoint seguro. Vocé também pode
especificar um nome de dispositivo exclusivo se tiver varios dispositivos Secure Endpoint Private
Cloud. Selecione Avancar.



: El| |s.c|]c|| " AMP for End po INtS  private Cloud Administration Portal

® Configuration ~ Operations = Status = Integrations = Supp

Installation Options

Notifications

instal t S—
S I Keatoie Notification Frequency

License
? Welcome Critical Notification Frequency
Deployment Mode
AMP for Endpoints Console

Account Natification Frequency

L L S

Hardware Requirements

Configuration

Notification Addresses
Network

Date and Time
Certificate Authorities.
Upstream Proxy Server
Cisco Cloud

Ermail

Notifications

Backup

S5H

Syslog

Updates

Motification Recipients

Notification Sender Address

R S U G

Motification Sender Name

<

L4

Device Name

Services :
Device Mame

Authentication

AMP for Endpaints Console
Disposition Server
Digposition Server
Extended Protocol

Passo 8:

ort -

@ HELF

@ HELP

© HELP

@ HELP

© HELP

@ HELP

. Support  ?Help @ Logout

- -
Every & Minutes ~
Every Week ~

A 1
donotreply@cisco.com

AMP for Endpoints Device

Cyberiet vPC 2

Em seguida, navegue até a pagina Chaves SSH, como mostrado na imagem. Selecione em Add
SSH Key para inserir as chaves publicas que vocé deseja adicionar ao dispositivo. As chaves
SSH permitem que vocé acesse o dispositivo através de um shell remoto com privilégios de raiz.
Somente usuarios confiaveis devem receber acesso. Seu dispositivo de nuvem privada requer
uma chave RSA formatada com OpenSSH. Vocé pode adicionar mais chaves SSH
posteriormente por meio de Configuragcao > SSH no Portal de Administragdo. Selecione Avancgar.
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# | Configuration ~ Operations ~ Status ~ ntegrations ~ Support ~ < Standalone _ & | ~

© Maintenance Mode © Sanity Check Failing

This page allows you to add and remove SSH keys on your Cisco AMP for Endpoints Private Cloud
device. SSH keys allow administrators remote root authentication to the device. Only trusted users
should be granted access.

Add 55H Key

Windows PuTTY

2021-11-17 23:01:01 +0000 2021-11-17 23:01:01 +0000 @ Egit

ecdsa-sha2-nistp256 AARALY iR ——— - _ T2y TeadPhgwn B0 Telg FXER7QGT dag4vT2eDSXOXEd

I4DKhrTNBYB/77Ted/ Jagx/Przxss

Em seguida, vocé obtera a secao Servigos. Nas préoximas paginas, vocé precisa atribuir nomes de
host e carregar o certificado e os pares de chaves apropriados para esses servigos de dispositivo.
Nos préoximos slides, veremos a configuracdo de um dos 6 certificados.

Services

Passo 1:
Durante o processo de configuragao, vocé pode se deparar com esses erros.

imei ue vocé 3 2 . i iSs0,

O primeiro "erro" que vocé podera observar é realcado com as 3 setas. Para ignorar isso, basta
ilitar verifi 3 i

desmarcar "Desabilitar verificacao TLS estrita"



Ingtallation Options

ion can

Authentication Configuration

B HELP

[A vaiidate DNS Hame

Replace Certificate

» Disposition Server )
Disposition Server Certificate match

&:liall or Flasr ¥ Authentication Hostname
» License o
» Welcome L
» Deployment hode v I @ | vPCZ-Authentication cyberworld Jocal |
AMP for Endpoints &
Console Account
P Hemee Requlmments. o4 Authentication Certificate ; Undo
Disable Strict TLS Check
Configuration
¥ Metwork L ® Certificate (PEM .crt)
» Date and Time o
¥ Cerificate Authorities v %
Certificate file has been uploaded.
» Upstream Proxy Server ¥ "
» Cisoo Cloud L
3 Email v a Certificate is in a readable format. a
¥ Notifications -
» Badwp V E Certificate start and end dates are falid.
» S8H E s
» Sysleg v Certificate contai bject
® icate contains a subject. e
> Upiers . @ Q
ERrikias Certificate contains a col
¥ Authentication
AMP for Endpaints a Certificate contains a
Caonsole the uploaded key.
:
Extended Fratacal
> Dispasition Update Certificate iz
Sarvice authority.
Firepower Management PRI it
Cariar cate issued after
have a validity period of 825 days or less.
Other
Certificate issued after 09/01/2020 must
> Recovery

3 Rt and irall have a validity period of 398 days or kess,

(o I o i ]

Certificate does not use sha-1 signature
algorithm

Certificate using RSA keys must use a
size of 2045 or more.

Certificate must specify server cerdificate in
Extended Key Usage extension,

B vPC2-Authenticatior < Choose Certificate

Sem verificagdo TLS rigorosa

B vPC2-Authenticatior

& Key (PEM .key)

Key file has been uploaded,

Key contains a supported key type.

Key contains public key material.

Key contains private key material

Key contains a public key matching the
uphkaded certificate.

+ Choose Key
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cISCO AMP for El’tdpoillts Private Cloud Administration Portal S Support  ?Help @ Logout

# | Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ -

Installation Options

... Authentication Configuration

Install or Restore

o Authentication Hostname © HELP
License

>

>

> Welcome
> Deployment Mode

AMP for Endpoints Console
Account

Hardware Reguirements

@ vPCZ-Authentication cybenvorld.1008] | — Validate DNS Mame

b S O S S G

W

Authentication Certificate Disable Strict TLS Check  Undo Replace Certificate

Configuration
Network

Date and Time
Cedificate Authorities
Upstream Proxy Server
Cigco Cloud

Email

# Certificate (PEM .crt) 4, Key (PEM _key)

Certificate file has been uploaded Key file has been uploaded

WOV N W

Certificate is in a readable format. Key contains a supported key type.

Notifications
Backup

S5H

Syslog
Updates

Certificate start and end dates are valid. Key contains public key material.

Certificate contains a subject, Key contains private key material,

LA e s

WO WV NV N

Certificate contains a common name.

00000

Key contains a public key matching
the uploaded certificate

Services

e
2 AMP for Endpoints Conscle
2 Disposition Server
= Disposition Server
Extended Protocol
Disposition Update

00000

Certificate contains a public key
sl e uploaded fay B \PC2-Authenticatic  + Choose Key

Certificate matches hostname I

Certificate is signed by a trusted root

G0

Service 2 vPC2-Authentication.cyberworld.local pem
 Firepower lanagement authority
“ Center
Other B /PC2-Authenticatic <4 Choose Cenificate -=—yPC2-Authentication.cyberworld.local. crt
> Recovery

2 Review and install

Passo 2:

O préximo erro ocorre se vocé deixar a opgao "Validar nome DNS" marcada. Aqui vocé tem duas
opcgoes.

#1: Desmarque a marca de selegao Validar DNS

#2: Retorne ao Servidor DNS e configure o restante dos registros do host.
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L] Configuration = Operations - Status = ntegrations = Support ~ L -

An error occurred while processing your request.

= Hostname does not resolve

Installation Options

Authentication Configuration

» Install or Resiore

L' S
Authentication Hostname @ HELP
» License v
» Welcome v
Deployment Mode v Q@ | vPC2-Authentication.cyberworld local [[] validate DNS Name
AMP for Endpaints
Al r Endpon v
Conscle Account
H rg Regqul 3 v 2 - o =
ke Authentication Certificate Disable Strict TLS Check  Unde Replace Cerificate
Configuration
# Network L @ Certificate (PEM .crt) @, Key (PEM .key)
Date and Time v
Certifi Authorities "
erifionia uthoril ¥ ﬂ Certificate fie has been uploaded a Key file has been uploaded.
» Upstream Proxy Server v
» Cisco Cloud v
S Ermail v a Certificate is in a readable format. a Key contains a supported key type
> Motifications L
» Backup v a Certificate start and end dates are valid. a Key contains public key material.
» SSH v
? Syslog v ) cCertificate contains a subject B} Kev contains private key material
Updates v
Services B Certificate contains a common name. a Key contains a public key matching the
SIS uploaded certificate.
-entication
AME for Endpoints E Certificate contains a public key matching
Consol the uploaded key.
Conscle 2 Y. b + Choose Key
Dispesition Senver =
Bl Savis ﬂ Certificate matches hostname.
Extended Protocol
Disposition Update a Certificate is zigned by a trusted root
Service authority.
. Firepower Management
Center
[ "] # Choose Certificate
Other
Recovery

Review and Install

Agora repita 0 mesmo processo mais cinco vezes para o restante dos certificados.
Autenticacao

- O servico de Autenticacao pode ser usado em versdes futuras da Nuvem Privada para lidar com
a autenticacao de usuario.

Console de endpoint seguro

- Console é o nome DNS no qual o administrador do Secure Endpoint pode acessar o Secure
Endpoint Console e os Secure Endpoint Connectors recebem novas politicas e atualizacoes.

Servidor de disposicao

- Servidor de disposicao € o nome DNS em que os conectores de endpoint seguro enviam e
recuperam informagdes de pesquisa na nuvem.

Servidor de descarte - Protocolo estendido



- Servidor de disposigao - Protocolo estendido € o nome DNS onde os conectores de ponto de
extremidade seguro mais recentes enviam e recuperam informagdes de pesquisa na nuvem.

Servigco de atualizacao de disposicao

- O Disposition Update Service € usado quando vocé vincula um dispositivo do Cisco Threat Grid
ao dispositivo de nuvem privada. O dispositivo Threat Grid € usado para enviar arquivos para
analise a partir do Console de endpoint seguro e o Servico de atualizagao de descarte € usado
pelo Threat Grid para atualizar a disposi¢ao (limpa ou mal-intencionada) dos arquivos depois que
eles forem analisados.

Firepower Management Center

-O Firepower Management Center Link permite vincular um dispositivo Cisco Firepower
Management Center (FMC) ao dispositivo de nuvem privada. Isso permite exibir dados do Secure
Endpoint no painel do FMC. Para obter mais informagdes sobre a integragdo do FMC com o
Secure Endpoint, consulte a documentacdo do FMC.

/i\ Cuidado: os nomes de host ndo podem ser alterados depois que o dispositivo tiver
concluido a instalagao.

Anote os nomes de host necessarios. Vocé precisa criar seis registros DNS A exclusivos para a
Secure Endpoint Private Cloud. Cada registro aponta para o mesmo endereco IP da interface do
Virtual Private Cloud Console (eth1) e deve ser resolvido pela nuvem privada e pelo endpoint
seguro.

Passo 3:
Na proxima pagina, faga o download e verifique o Arquivo de Recuperagao.

Vocé obtém a pagina Recuperagao, como mostrado na imagem. Vocé deve baixar e verificar um
backup da sua configuragao antes do inicio da instalagdo. O arquivo de recuperagao contém toda
a configuracado, bem como as chaves do servidor. Se vocé perder um arquivo de recuperacao,
nao podera restaurar sua configuragcao e todos os conectores do Secure Endpoint deverao ser
reinstalados. Sem uma chave original, vocé precisa reconfigurar toda a infraestrutura de nuvem
privada com novas chaves. O arquivo de recuperagao contém todas as configuragcdes
relacionadas ao portal opadmin. O arquivo de backup contém o conteudo do arquivo de
recuperacao, bem como quaisquer dados do portal do painel, como eventos, historico do conector
e assim por diante. Se vocé deseja restaurar apenas o opadmin sem os dados de evento e tudo,
vocé pode usar o arquivo de recuperagao. Se vocé restaurar a partir do arquivo de backup, os
dados do opadmin e do portal do painel serdo restaurados.

Selecione em Download para salvar o backup no computador local. Depois que o arquivo tiver
sido baixado, selecione Choose File para carregar o arquivo de backup e verificar se ele nao esta
corrompido. Selecione Avancar para verificar o arquivo e continuar.



% Gisco Cloud v 1. Download Recovery File 2. Verify Recovery File
% Email v
Metificati v
: = I_ festions - Please keep a copy of this file in a safe place. After downloading your backup, upload it to the device
» Ss:mp o to verify that you have a matching copy.
¥ Syslog v
% Updates v pre-install-backup.bak
Services
% Authentication v
DR IOr B v Recovery File Ready for Download
Sonoe fed | th frvurt
creal ess an & mnule s3go
% Disposition Server v <
Disposition Server o
Extended Protocol
Disposition Update
v :
> Service Next »
> Firepower Management
Center
il .
.':.'séé AMP for Endpomts Private Cloud Administration Portal f.Support  ?Help @ Logout
# Configuration = Operations = Status ~ htegrations = Support ~ -~ -
Installation Options -
i o e Review and Install
» Install or Restore L Review the folowing information and, ence you are satisfied with your configuration settings, begin the
¥ License L4 installation. Note that the configuration shewn below cannot be aktered after installation
» Weleome L4
» Deployment Mode L
AMP for Endpaints >
Consale Assount =
SRR Clean Installation
Configuration A clean ingtallation will be performed.
» Matwork L
» Date and Time L
» Certificate Authorities  »* Installation Type # Edit
» Upstream Proxy Server  +
% Cisco Cloud «
» Email ' Cloud Proxy
# Holicalion v * Requires an internet connection and communication with AMP for Endpoints Connectors managed by this
2 Bactip e devic,
== : » Disposition queries are proxied to the Cisco Cloud.
i - » Content updates contain TETRA defintions
:Liptiles + Content and software updates can be retrieved and apphed automatically.
Services
» Authentication L
AMP for Endpaints . AMP for Endpoints Console Account 7 Edt
? Console
» Disposition Server L' Name Rornan Valenta
> Disposition Server v
Extended Protocol Email Address rva (.
Disposition Update v
Service Business Hame Cisco - rvalenta
Firepower Management
? Canter
EEECUBEY # Edit
Other 5
» Recovery L

» Review and Install

B Stari Installation

Uploaded Recovery File Matches Current Seftings

¥ AIRGAP SOMENTE ~ ¥




:;Irls,élc; AMP for EndeinIS Private Cloud Administration Portal THelp @ Logout

#  Configuration -  Operations -~  Status -  Integrations ~  Support - <" Standalone e | -

Installation Options

.. Review and Install

> Install or Restore v Review the following information and, once you are satisfied with your configuration settings, begin the
» License v installation. Note that the configuration shown below cannot be altered after installation.
> Welcome v
» Deployment Mode v
¥ Standalone Operation v

TR Clean Installation
# Hartwaro Rombomesty. . A clean installation will be performed
Configuration
% Network v
% Date and Time v Installation Type # Edit
> Certificate Authorities v
2 Upstream Proxy Server W
% Prepare amp-sync v Standalone Air Gap =
> Emal v « Does not require an Internet Connection
2 Noitficaions e » Communication with AMP for Endpoints Connectors managed by this device are needed
> Backup v « Disposition queries are handled by the Private Cloud device.
> S5 v « Content updates contain TETRA definitions as well as file disposition information.
» Syskg i « Updates must be downloaded separately and applied to this Private Cloud device.
» Updates W
Services
¥ Authentication v AMP for Endpoints Console Account # Edit
> AMP for Endpoints Console v
» Dispostion Server v Name Roman Valenta

Disposiion Server *

Extanded Protocol Email Address val S 1
5 Dispostion Update = ; = :

Service Business Name Cisco vamrodia PC 2

Firepower Management
> Center

Recovery # Edit

Other
2 Racovery v Uploaded Recovery File Matches Current Settings

> Review and Install

P Start Installation » Start Installation

A - AIRGAP APENAS A A

Vocé vé uma entrada similar como esta...

.& Cuidado: Quando vocé estiver nesta pagina, nao atualize, pois isso pode causar problemas.



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State B3 Started B2 Finished @ Duration

Sat Apr 10 2021 13:36:08 O Please walt... @ Please wait...
GMT-0400 (Eastern Daylight Time)
0 day, 0 hour, 0 minute, 14

seconds ago

Your device will need to be rebooted after this operation.

Rebaot

le_chunk

[2021-84-18T17:36:20+80:88] DEBUG: Chef::HTTP::StreamHandler calling Chef::HTTP: :Decompressor::NoopInflater#handle_chunk
[2021-24-10T17:36:20400:0@] DEBUG: Chef::HTTP calling Chef::HTTP::Decompresserithandle_request
[2021-84-18T17:36:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_request
[2621-84-18T17:36:28+00:008] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle request
[2021-84-18T17:36:20+80:908] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentLength#handle request
[2021-24-10T17:26:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentlength#handle_stream_complete
[2021-84-18T17:36:20+00:0@] DEBUG: HTTP server did not include a Content-Length header in respense, cannot identify truncated dow
nloads.

[2821-24-18T17:36:20+80:20] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle stream complete
[2821-84-18T17:36:28+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_stream_complete
[2821-€4-18T17:36:20+00:08] DEBUG: Chef::HTTP calling Chef::HTTP::Decompressortthandle_stream_complete
[2021-24-16T17:36:20+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::CoskieManager#handle_stream complete
[2021-84-16T17:36:28+80:90] DEBUG: Chef::HTTP calling Chef::HTTP::150NOutput#handle stream complete
[2821-84-18T17:36:20+00:88] DEBUG: Chef::HTTP calling Chef::HTTP::JS0NInput#handle stream_complete
[2021-24-10T17:36:20+00:0@] INFO: Storing updated cookbooks/rabbitmg/recipes/default.rb in the cache.
[2821-84-10T17:36:20+80:08] DEBUG: Creating directory ,/var/run/cookbooks/rabbitmq/recipes

& Download Output

Apds concluir a instalagao, pressione o botao de reinicializagéo



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

£2 State £ started 84 Finished @ Duration

Sat Apr 10 2021 13:36:08 Sat Apr 10 2021 13:57:05 0 day, 0 hour, 20 minutes, 57

GMT-0400 (Eastern Daylight Time) ~ GMT-0400 (Eastern Daylight Time)  seconds
0 day, 0 hour, 24 minutes, 14 0 day. 0 hour, 3 minutes, 17
seconds ago seconds ago

Your device will need to be rebooted after this operation.

[2621-84-18T17:57:84+80:088] INFO: Running report handlers

[2021-94-1@T17:57:84400:8@] INFO: Report handlers complete

[2021-94-10T17:57:04400:00] DEBUG: Server doesn't support resource histery, skipping resource report.
[2621-84-18T17:57:04+00:008] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2021-84-10T17:57:04400:00] DEBUG: Forked instance successfully reaped (pid: 2552)
[2621-84-10T717:57:04+00:00] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 48 retries remaining.

Chef run finished successfully

Registration against the AMP fer Endpeints Disposition Server has previcusly succeeded.

Installation has finished successfully! Please reboot!

& Download Output

~ ¥ AIRGAP SOMENTE ¥ ¥



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

21 State ) Started A Finished @ Duration

Tue Nov 02 2021 14:46:30 Tue Nov 02 2021 15:07:02 0 day, 0 hour, 20 minutes, 32
GMT-0400 (Eastern Daylight Time) GMT-0400 (Eastern Daylight Time) seconds
0 day, 0 hour 1 U 0 hour, 0 minute, 49

Your device will need to be rebooted after this operation.

LEDLLTLALTUL I AT U/ JULTOU..UU | LW, RUNNILNE T EpPUl L nanuLer > A
[2021-11-82T19:87:91+88:8@] INFO: Report handlers complete

[2021-11-82T19:07:01+80:08] DEBUG: Server doesn't support resource history, skipping resource report.
[28621-11-82T19:87:01+00:08] DEBUG: Audit Reports are disabled. Skipping sending reports.

[2021-11-82T19:87:01+00:00] DEBUG: Forked instance successfully reaped (pid: 29292)

[2821-11-82T719:87:21+80:80] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 4@ retries remaining.

_______________________________________________________________________________

|Registratinn is not possible in air gap mode. I

Installation has finished successfully! FPlease reboot!

& Download Output

~ A AIRGAP APENAS A A

Quando o equipamento estiver totalmente inicializado, na proxima vez que vocé fizer login com a
interface de administrador, este painel sera apresentado a vocé. Vocé pode notar alta CPU no
inicio, mas se vocé der alguns minutos, ela se acalmara.



cisco AMP for Endpoints  prvate cioud dministration Portal . Support M Announcements 7 Help @ Logout

# | Configuration ~  Operations ~ Status +  Integrations +  Support = -~ ¢ -
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
9 8 % 1 8 % %
r* Details r* Details r* Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms %
* Details 7 Details 7 Details

Depois de alguns minutos...

T

cI1sco AMP for ElldeiI'l'[S Private Cloud Administration Portal . Support M Announcements  ? Help & Logout
# | Configuration ~ Operations ~ Status - Integrations ~ Support ~ | e~
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
3 O % % %
r* Details r* Details ~* Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms 6 O %
= Details ~ Details ~* Details

A partir daqui, vocé navegara para o console do Secure Endpoint. Clique no pequeno icone que
parece fogo no canto direito ao lado da bandeira.



AMP for Endnaints Private Cloud & X | A\ Server Not Found
| AMP for Endpoints Private Cloud Administration Portal

& c @ © & hitps://192.168.75.92 - O W o & =
-~
anIAn g .
cllsch AMP for Endpomts Private Cloud Administration Portal . Support M Announcements  ? Help @ Logout
#  Configuration = Operations ~  Status ~ Integrations - Support -
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
1 1 % % %
= Details r* Details = Details

¥~ ¥ AIRGAP SOMENTE ~ ¥

Como vocé pode ver, falhamos na verificagéo de integridade devido a DB Protect Snapshot ,
também Definicoes de Cliente, DFC e Tetra. Isso deve ser feito por atualizagao offline por meio
de arquivo ISO baixado, previamente preparado por amp-sync e carregado na VM ou
armazenado no local NFS.



asco AMP for Endpoints Private Cloud Administration Portal & Announcements  ?Help @ Logout

# Configuration ~ Operations - Status - Integrations - Support ~ «" Standalone | ™ & | ~

© Sanity Check Failing

The device sapity check is failing;
your device might not function
properly until corrective measures
are taken.

O Details

FAIL: A Protezz DB znapzhot haz not besn laaded.
Devices configured in standalone mode thould have = Protect DB snapshot
losded. Protect DB snapshots contain threat intellipence sbout known
clean and known malicious files.

Key Metrics
CPU Usage Memory Usage Fullest Partition : root
1 1 % % %
7 Details 7* Details 7* Details

Active Connections

r* Details



llcl|lslélol.‘ A‘\"IP fOl' EI]deiﬂtS Private Cloud Administration Portal A Announcements ?Help ™ Logout

& Configuration ~ Operations - Status - Integrations ~ Support ~ «" Standalone ™ & | -

© Sanity Check Failing

Updates keep your Private Cloud device up to date. & Download amp-sync

< Check Update IS0

@ There is no 1ISO Ioaded. Load an I1SO and try again.
Content

© 3.2.6_202010081917

@ Import a Protect DB snapshot to your standalone device.

il

Checked 1 minute ago; the updat-e c;ua-ckf.ai;e.d.
Software

2 3.2 9_2629.1_(.3:88212.[.8

Checked 1 minute ago; the update check failed.

Pacote de atualizacido AirGap

Pela primeira vez, precisamos usar este comando para receber o comando Protect DB

./amp-sync all

% Observacao: faca download de todos os pacotes por meio desse comando e verifique se
pode levar mais de 24 horas. Dependa da velocidade e da qualidade do link. No meu caso
com a fibra de 1Gig, ainda sdo necessarias quase 25 horas para conclui-la. Em parte, isso
também se deve ao fato de que esse download é diretamente do AWS e, portanto, é
limitado. Por fim, observe que esse download é bem grande. No meu caso, o arquivo
baixado tinha 323GB.

Neste exemplo, usamos CygWin64

1. Baixe e instale a versao x64 do Cygwin.

2. Execute setup-x86_64.exe e va até o processo de instalacido e escolha todos os padrdes.
3. Escolha um espelho de download.

4. Selecione os pacotes a serem instalados:



Tudo -> Rede -> Curva

Todos -> Utilitarios -> genisoimage
Todos -> Utilitarios -> xmlstarlet
*VPC 3.8.x superior - > xorriso

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4




Nota: Na mais recente atualizagdo VPC 3.8.x com CygWin64 como sua principal
ferramenta de download, vocé pode encontrar este problema descrito abaixo.



, Or 1s not an appropriate
alled in order for the AMP for En

Alr-Gap |_l_-:'\":|v_-1:!f‘ Tool to function:

MISSING ->

These tool
Unix-T7ke

Notas de versao Pagina #58. Como vocé pode ver "xorriso" agora € necessario. Mudamos o
formato do ISO para o0 ISO 9660 e essa dependéncia € o que converte a imagem para o formato
adequado para que a atualizagao possa ser concluida. Infelizmente, CygWin64 nao oferecem
xorriso em qualquer um de seus repositérios internos. No entanto, para aqueles que ainda
gostariam de usar CygWin64, ha uma maneira de superar este problema.


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

Installing dependencies

CentOS

To run amp-sync you will first have to install EPEL, xorriso, and xmistarlet.
1. Enable the EPEL repo.

» sudo yum install epel-release
1. Install dependencies via yum.

» sudo yum install worriso

» sudo yum install xmlstarlet

Ubuntu

To run amp=-sync you will first have to install xorriso and xmlstarlet.
* Install dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Windows

1. Setup Windows Subsystem for Linux (WSL) with the Ubuntu distribution. See the
Microsoft documentation for details.

2. Expand the WS5L virtual hard disk size to comply with minimum free disk space.
See the Microsoft documentation for details.

3. Install xorriso and xmistarlet dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Para poder usar o CygWin mais uma vez, vocé deve baixar manualmente o xorriso do repositorio
do GitHub. Abra seu navegador e digite <Latest xorriso.exe 1.5.2 pre-build for Windows> ele deve
aparecer como o primeiro link nomeado como <PeyTy/xorriso-exe-for-windows - GitHub>,
navegue até a pagina do GitHub e baixe o arquivo <xorriso-exe-for-windows-master.zip> dentro
do arquivo zip que vocé encontra entre alguns outros arquivos nomeados <xorriso.exe> copie e
cole este arquivo em <CygWin64\bin > caminho da instalagéo local do CygWin. Tente executar
novamente o comando <amp-sync>. Vocé nao deve mais ver a mensagem de erro e o download
comega e termina como mostrado na imagem.
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Execute o backup do VPC atual (neste caso) 3.2.0 no modo Airgap.

Vocé pode usar este comando na CLI

rpm -ga | grep Pri

Ou vocé também pode Navegar para Operagdes > Backups, como mostrado na imagem e
Executar backup Ia.



. LN .
L'.;CL AMP for El‘ldelll'[S Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration ~ Operations = Status - Integrations ~ Support = «" Standalone  m™ | & ~

© Sanity Check Failing

Backups create a copy of your configuration and databases.

Manual Backup

“Perform Backup

Last Backup Successful
Transferring Backups To External Storage Is Recommended

To facilitate disaster recovery, you are strongly encouraged fo transfer backup archives to a secure external backup location. Transfer of
backup archives can be performed via download. sftp. or rsync.

ES Backup Job Details

Previous Backups

The number of backups that will be stored on disk is: 1.

Name 8 Size £2 Timestamp iZ Operations
/data/backups/amp-backup-20211106-0000.18. bak 738MB  2021-11-06 00:03:43 +0000 2 B
about 17 hours ago

Transfira o ISO mais recente gerado com amp-sync para o VPC. Isso também pode levar varias
horas com base na sua velocidade. Neste caso, a transferéncia levou mais de 16 horas

/data/tmp
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Depois que o upload for concluido, monte o ISO

mount /data/tmp/PrivateCloud-3.2.0-Updates-2021-11-03-prod.iso /data/updates/

Navegue até a interface do usuario do opdamin para executar a atualizagdo Operagoes >

[
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Atualizar Dispositivo > Selecionar Verificar ISO de atualizagao.

'Ic||1$; élol AMP for Endpoints  ervate cioud Administration Portai A Announcements 2 Help G Logout

# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~ < Standalone m & | -

© Sanity Check Failing

Updates keep your Private Cloud device up to date. & Download amp-sync

Z Check Update ISO —_—

wr

¢ Checking IS0 for updates

Content

.2.0_202010081917

= ra Content Version
- & Import Protect DB

anf N ifians DEC Tet
Lient Definfrons, DFC, Tel

© ABSENT

@ Import a Protect DB snapshot to your standalone device.

tect DE

Checked 9 minutes ago; the update check failed.

Software
D 3.2.0_202010082118 0 Upaate Software _

8 A software updale is available

Neste exemplo, eu continuo com Atualizar conteudo primeiro



'lc|||5'é|¢;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration ~ Operations - Status ~ Integrations = Support = « Standalone m B

© Sanity Check Failing

& Download amp-sync

Updates keep your Private Cloud device up to date.

=~ Check Update SO

Content
0 3 . 2 . 0_2929 16@819 17 4 Update Content
LSRR 6. eV E ContEnrybrson £ Import Protect DB
© ABSENT
Protect DB Version I © IS0 contains Protect DB snapshot version 28218531-6613 ]
O Import a Protect DB snapshot to your standalone device,
I @ A content update |s available
Software

© 3.2.0 202010082118

rivale Cloud Software Version

I © A software update s availabie

Em seguida, selecione Importar Proteger BD.



'Et;ét' AMP for Endpoints private cious Administration Portal A& Announcements 2 Help & Logout

# Configuration Operations - Status - Integrations - Support * «" Standalone “ 4 | >

© Sanity Check Failing

Updates keep your Private Cloud device up to date. <+ Download amp-sync

< Check Update ISO

Content

-

Client D whions, DFC, Te

20211102210054

£ Import Protect DB

ontent Version

© ABSEN

{ DB Versior @ Import a Protect DB snapshot to your standalone device.

Checked less than a minute ago, content is up to date

Software

O 3.2. 0_202010682118

vate Cloud Software Verson

® A software update is available

Como vocé pode ver, esse é outro processo muito demorado que pode demorar muito para ser
concluido.

Home | Operafions - Update Device | Prolect DB Import Details

£+ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State B Started 3 Finished @ Duration

2021-11-07 18:48:44 +0000 @ Please wait... @ Please wait..

= Output

Attempting to mount an IS0, if one is present.
mount: special device /dev/cdrom does not exist
Starting update.

Stopping apply-cloud-deltas...

Stopping authentication_web...

Stepping authentication_worker...

& Download Output



Home = Operations - Update Device | Protect DB import Details

$* Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take|several hours.

22 State £ started & Finished @ Duratign

2021-11-07 18:48:44 +0000 @ Please walit...

42 minutes ago

@ Pleghe walit...

Output

LAV GLLAUIT AL TUL @ T & A ==
Extraction 14.9GB at 6.6MB/s eta: 9:28:21 6% [==

Extraction 14.9GB at 6.6MB/s eta: 9:28:27 6% [mm

Extraction  14.9GB at 6.5MB/s eta: 9:28:40 6% [==

Extraction 14.9G6 at 6.5MB/s eta: 9:25:46 6% [== 1
Extraction  14.9GB at 6.5MB s eta: 9:28:58 BX [== -
Extraction 14.9GB at 6.5MB/s eta: 9:209:12 6X [mm ]
Extraction 14.9GB at 6.5MB/s eta: 0120126 % [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:56 % [== 1
Extraction 15.8GB at 6.6MB/s eta: 9:28:28 6% [== ]
Extraction  15.8GB at 6.6MBSs eta: 9:28:28 6% [== ]
Extraction 15.8GB at 6.5MB/s eta: 9:28:44 6% [=m 1
Extraction 15.8GB at 6.5M8/s eta: 9:28:51 6% [== ]
Extraction 15.8GE at 6.5MB/s eta: 9:28:48 % [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:56 X [== ]
Extraction 15.8G8 at 6.5MB/s eta: 9:20:18 X [mm ]
Extraction 15.8GB at 6.5MB/s eta: 9:29:23 6% [== ]

£ Download Output

£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State £ Started B2 Finished @ Duration

2021-11-19 17:04:05 +0000 @ Please wait... @ Please wait...
about 20 hours ago

LA DGRV Gl LN A SAWI S ERES  WiWWIUA PP [ —————m—mmm——emmemmmee
Extraction 233.2GB at 4.2MB/s eta: @:00:808 998 [=====s=sss=s==s==s===]
Extraction 233.2GB at 4,.2M8/s eta: 0:00:00 100% [===s====csz======s===
Snapshot Version 3

Going to drop disposition tables.

Dropping detections table.

Dropping binaries table.

Dropping binaries_detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping certificates table.

Dropping cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).



Problema #1 - Espaco esgotado no Repositério de Dados

Aqui vocé pode ter dois problemas. Como o vPC anterior a versao 3.5.2 ndo tem a capacidade de
montar um armazenamento NFS externo, vocé precisa carregar o arquivo ISO de atualizagao no
diretorio /data/temp. No meu caso, como meu armazenamento de dados tinha apenas 1 TB, eu
sai da sala e a VM caiu. Em outras palavras, vocé precisa de pelo menos 2 TB de espaco no seu
Data Store para implantar com sucesso o VPC AirGap, que € a versao 3.5.2 abaixo

Esta imagem abaixo é do servidor ESXi que mostra o erro de que nao ha mais espaco disponivel
no HDD quando vocé tenta inicializar a VM. Consegui me recuperar desse erro trocando
temporariamente a RAM de 128 GB para 64 GB. Entdo eu consegui inicializar novamente.
Lembre-se também de que, se vocé provisionar essa VM como Thin Client, a desvantagem da
implantagédo do Thin Client € que o tamanho do disco pode aumentar, mas nao diminuiria mesmo
se voceé liberasse espago. Em outras palavras, digamos que vocé tenha carregado seu arquivo de
300 GB no diretério do vPC e excluido. O disco no ESXi ainda mostra 300 GB a menos de
espaco em seu HDD

I
|| Event Details

Type: error  User: root  Time: 11/15/2021 12:24:43 PM Target: AMP-VPC AirGap
Description: @
@J 11/15/2021 12:24:43PM, Error message on AMP-vPC AirGap on UCS-2 in ha-datacenter; Failed to power on VM,

Eror Stack:  Hide
“ Failed to power on VM.
+ Could not power an virtual machine: msg.vmk.status.VMK_NO_SPACE.
 Failed to extend the virtual machine swap file
4 Current swap file size is 0 KB.
+ Failed to extend swap file from 0 KB to 134217728 KB.
“ File systemepecificimplemantationof LookupAndOpenfile]failed
“ File systemspecificimplementation of Lookup(file] failed

Related Events:  Show

Problema #2 - Atualizac&o antiga

O 2° problema é se vocé executar a atualizacdo de software primeiro como eu fiz na minha 2°
avaliacao e a partir de 3.2.0 eu acabar com VPC para atualizar para 3.5.2 e por causa disso eu
tive que baixar o novo arquivo de atualizagao 1ISO desde o 3.2.0 tornar-se invalido devido ao fato
de que eu ndo estava mais na versao 3.2.0 original.



'Iclgls'élc;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ?Help @ Logout

-

# Configuration = Operations = Status - Integrations - Support ~ < Standalone @ ¢

© Maintenance Mode @ Sanity Check Failing @ Disabling TLS 1.0/1.1

The device is in maintenance mode
External services are unavailable

Updates keep your Private Cloud device up to date. | .t. Download amp-sync. '

< Check Update ISO
@ There is no ISO loaded. Load an ISO and try again.

Content

© 3.2.0_202010081917

© ABSENT
Profect DB Version @ Import a Protect DB snapshot to your standalone device.

©_The previous Protect DB import failed.
Checked 24 minutes ago; the update check failed

Software
© 3.5. 3202111080345 B Update Software

Checked 24 minutes ago; the update check failed.

Esse € o erro que vocé vé ao tentar montar o arquivo de atualizacdo ISO novamente.



Hmm

cisco AMP for Endpoints rrivate cioud Administration Portal A& Announcements 7 Help
& Configuration ~ Qperations ~ Status ~ Integrations ~ Support - «" Standalone |
© Maintenance Mode © Sanity Check Failing € Disabling TLS 1.0/1.1

Home ' Operations - Update Device © Update Check Details

© The update check failed

Something went wrong while checking for updates.

== State B2 started B Finished @ Duration

B coo-11-16 16:29:23 +0000 2021-11-16 16:29:30 +0000 less than a minute

less than a minute agq ess than a minute ago

Attempting to mount an ISO, if one is present.

Starting update check.

http://127.06.0.1:8088/PrivateCloud/3.5.3/prod/repodata/repomd.seml: [Errno 14] HTTP Error 484 - Not Found
Trying other mirror.

To address this issue please refer to the below wiki article

https://wiki.centos.org/yum-errors

If above article doesn't help to resolve this issue please use https://bugs.centos.org/.

One of the configured repositories failed (FireAMP PrivateCloud Repository),
and yum doesn't have enough cached data to continue. At this peint the only
safe thing yum can do is fail. There are a few ways to work "fix" this:

A ke ¢ B T PR S R e S MR S T SR TR S B T S

& Download Cutput

@ Logout
!_ -
W

Esta imagem mostra uma maneira alternativa de montar a imagem de atualizagdo em seu VPC.

Na versao 3.5.x, vocé pode usar um local remoto, como o armazenamento NFS, para
compartilhar o arquivo de atualizagdo com seu VPC.



':-_I|'s'élc;' AMP for El‘ldeiI’ltS Private Cloud Administration Portal 8 Announcements  ? Help & Logout

# Configuration ~ Operations ~ Status ~ Integrations ~ Support = «" Standalone | e | ¢ |~

© Maintenance Mode © Sanity Check Failing © Disabling TLS 1.0/1.1

Mount an Update 1ISO

I1SO Configuration

@ HELP
e e
IS0
NFS4
Mount Status
No ISO mounted
',':Ills'.:-_l,;' AMP for El‘ldpDilltS Private Cloud Administration Portal A Announcements  ?Help @ Logout
A Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ «" Standalone = ™ @ | ~
© Sanity Check Failing © Disabling TLS 1.0/1.1 @ Configuration saved.
Mount an Update ISO
ISO Configuration © HELP
Mount Type NFS3 w
Remote Share 192.168.75.4:/AMPAG

Remote 1SO File PrivateCloud-3.5.3-Updates-2021-11-16-prod.isoc e

Mount Status

Mounted 1SO

|nfs 192.168.75.4:/AMPAG PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso | m



Updates keep your Private Cloud device up to date.

< Check Update ISO

Content

& 3.5. 2_202110122340

© ABSENT

~roiecl Do o

0 A content update is avallable

Software

©® 3.5.2 202110130433

OuUg SO0TTWa

@ A software update is available,

& Download amp-sync

€ Update Content

L Import Protect DB

& IS0 contains Protect DB snapshot version 28218531-8613.

@ Import a Protect DB snapshot to your standalone device.

A falha na verificagdo de integridade esta relacionada ao Protect DB nao disponivel no momento

no VPC
sl balfly .
.-_I.sclo AMP for Endpomts Private Cloud Administration Portal
# | Configuration = Operations = Status - Integrations = Support =

€ Sanity Check Failing

Updates keep your Private Clods device up to date.

< Check Update 1SO

Content

.2_202110122340

fetra Co it Viersion

35

© ABSE

NT

bl

® A content update is available

Software

@ 3.5.2 2021

Private Cloud

10130433

are Version

Horiwa

O A software update is available

A Announcements  ?Help @ Logout

L

£

<" Standalone

& Download amp-sync

& Update Content

& Import Protect DB

@IS0 contains Protect DB snapshot version 28218531-8613.
@ Import a Protect DB snapshot to your standalone device.




#+ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

=2 State

5 Started

8 Finished @ Duration

abo

2021-11-19 17:04:05 +0000

t 20 hours ago

@ Please wait__ @ Please wait. .

CACTTCCLUN XN T S T I SRR
Extraction 233.2GB at 4.2MBfs eta: B:00:00 T [ ]
Extraction 233.2GB at 4.2MB/s eta: B:00:00 100% [==========s==========
Snapshot Version 3

Going to drop disposition tables.

Dropping
Dropping
Dropping
Dropping
Dropping
Dropping
Dropping
Dropping

detections table.

binaries table.
binaries_detections table.
samples table.

publishers table.

cas table.

certificates table.

cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).

£ Download Quiput
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# | Configuration = Operations Status = Integrations = Support = <" Standalone ¢ |~

1l

Home | Operations - Update Device | Protect DB Import Details

& Protect DB imported successfully

A Protect DB snapshot was successfully imported.

2= State £ started B Finished @ Duration

2021-11-19 17:04:05 +0000 2021-12-21 01:08:11 +0000 about 1 month

about 1 month ago less than a minute ago

ILE I 1L CIOSC_Ca SO o
Starting firehose_cassandra_replay...
Starting firehose_publisher...
Starting firehose_publisher replay...
Starting install-token-api...
Starting mgmt_unicorn...

Starting mongo_event_consumer...
Starting portal_unicorn...

Starting redis...

Starting retro-dipper...

Starting retrohose...

Starting retrohose-replay...

Starting tevent_listener...

Starting crond...

Starting flight...

Starting docker...

Sending notification (this may take some time).

& Download Qutput

A préxima atualizagdo comecga automaticamente
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# | Configuration ~ Operations ~ Status ~ Integrations - Support ~ «" Standaione M_ ¢ ~

Home Operations - Update Device Protect DB Update Details

£ Importing Protect DB deltas.

Your Protect DB is being updated with threat intelligence that was queued during a previous content
update. Each delta can take several hours to import, and system performance might be impacted
during this time.

You should run content updates at the end of the business day or week to ensure updates are applied
outside of peak use.

Queued Updates e Protect DB
20211116-2135 20210531-0613

g | ) Indate Version
S UFLEL L L LD VNGl VETaIU

i

Apos esse longo processo de importagao do Protect DB Database, vocé pode mover e atualizar a
Definicao de Cliente e o Software, o que pode levar mais de 3 horas.



clsco AMP for Endpoints Private Cloud Administration Portal
# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~

Home | Operations - Update Device | Update Content Details

@ Content updated successfully

The device successfully performed a content update.

2B State £2 started 22 Finished

& Announcements  2Help @ Logout

«" Standaione @M ¢ | ~

@ Duration

2021-12-21 03:10:11 +0000

o Minutes ago ess than a minut

2021-12-21 03:37:53 +0000

28 minutes

Attempting to mount an IS0, if one is present.

PAS5: The mount point / has sufficient space available: 23273833728 »= 1008000008
PASS: The mount point [ has sufficient inodes available: 2018323 »>= 10000@

All checks succeeded!

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast

Error: Mo matching Packages to list

Resolving Dependencies

--» Running transaction check

---» Package AMP-PrivateCloud-content.x86_64 ©:3.5.2 2021101223408-@ will be updated
---» Package AMP-PrivateCloud-content.x86 64 ©:28211117234515-0 will be an update
---» Package fireamp-amp-exprev-classifier.x86_64 ©:3.4.0-0.1a64 will be updated
---» Package fireamp-amp-exprev-classifier.x86_64 0:3.4.0-0.1a76 will be an update
---» Package fireamp-apde-signatures.x86_64 0:935-1 will be updated

---> Package fireamp-apde-signatures.x86_64 @:1852-1 will be an update

---» Package fireamp-clamav-definitions.x86 64 ©:1634876372-7 will be updated

---» Package fireamp-clamav-definitions.x86 64 ©:1637186573-7 will be an update

N e R s SR i AR i i e AT e s SR e A o

& Download Qutput

E, finalmente, observe que esse processo levara muito tempo.

Para o dispositivo VPC, visite este TZ que contém outros métodos para atualizar o dispositivo de

hardware, montar o arquivo ISO e inicializar a partir do USB.

https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-

upgrade-procedure-for-airgapped-amp-priv.html#anc5

A - AIRGAP APENAS A A


https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5

Troubleshooting Basico

Problema #1 - FQDN e Servidor DNS

O primeiro problema que vocé pode encontrar € se o seu servidor DNS nao esta estabelecido e
todos os FQDN nao estao registrados e resolvidos corretamente. O problema pode parecer assim
quando vocé tenta navegar para o console do Secure Endpoint por meio do icone "fire" do Secure
Endpoint. Se vocé usar apenas o endereco IP, ele funcionara, mas vocé n&o podera baixar o
conector. Como vocé pode ver na 3° imagem abaixo.

AMP for Endpoints Private Cloud

[Ca @ https://vpc2-consol al e w n @ @

Hmm. We're having trouble
finding that site.

We can't connect to the server at vpc2-
console.cyberworld.local.

// ?X If that address is correct, here are three other things you
” '- can try:

* Try again later.

* Check your network connection.

* |f you are connected but behind a firewall, check that
Firefox has permission to access the Web.

Try Again

Se vocé modificar o arquivo HOSTS em sua maquina local como mostrado na imagem, solucione
o problema e vocé terminara com erros.



File Home Share View

L2
FS v &4 s ThsPC » LocalDisk (C) » Windows + Systemdl 5 divert 5 off  —e——————— | 7 hoststxt - Notepad - o x
z | File gt Format View Help [
Issue CERT A Mame D Type | |
|# The IP address and the host name should be separated by at least one al
Ispue DING Server T hests S o IKE : # space.
| #
Imhosts.sam AN 4¥E|
& Onelrive R o o | # Additionally, comments (such as these) may be inserted on individual
& i - 4 | # lines or following the machine name denoted by a "#° symbol.
This PC pretocel IKE | g
= BACKUF E senices ¥E|# For example:
#
Backup Pragrm) # 102.54.94,97 rhing, acme, com # source server
Bachkup Video-& # 38.25.63.10 X, acme ., com & x client host
Cisco Stuff
4 3 # localhost mame resolution is handled within DNS itself.
i e # 127.0.8.1 localhost
GO-Pro # il loecalhost
Pictures
|R92.168.75.92 cyberworld. local
- EINGIE (G

E 92.168.75.93 wpc-console. cyberworld. local
[92.168.75.93 vpc-authentication.eyberworld, local
= MEDIA (D) 92,168.75,93 vpe-dispositionex. cyberworld, local

Bachup Progearr 92.168.75.93 vpc-disposition. cyberworld.local

" 92.168.75.93 vpc-update. cyberworld. local
i hi92.168.75.93 vpc-fmc. cyberworld. local [
Cisco Stuff | -
Docurments | |
Pictures | Ln 29, Col 14 100%  Windows (CRLF)  UTF-8
u 1
Sitems 1 item selected 1.57KE

Vocé recebe este erro ao tentar baixar o instalador do conector de Ponto de Extremidade Seguro.

il ANAD £~
/ \

LY 1AD0INT A ? Roman Valenta -
Cisco ~
Dashboard  Analysis Outbreak Control~  Management Accounts -~
© A failure has occurred downloading an installer. Please contact support. X

Download Connector

Group | Protect

Depois de alguma solucao de problemas, a unica solug¢ao correta foi configurar o servidor DNS.

DNS Resolution Console: nslookup vPC-Console.cyberworld.local (Returned 1, start 2021-03-02 15:43:00 +0

Server: 8.8.8.x
Address: 8.8.8.x#53
xS

server can't find vPC-Console.cyberworld.local: NXDOMAIN

Depois de registrar todos os FQDNSs no servidor DNS e alterar o registro na Nuvem privada virtual
de DNS publico para o servidor DNS, tudo comeca a funcionar como deveria.



csco  AMP for Endpoints erivate cious aministration Portat

k.3 Configuration = Operations - Status -

Con' Device Summary

Change Password
Adm  Cisco Cloud
| network |
Date and Time
Certificate Authorities

Proxy
Notifications
License
Email
Backup
SSH

Syslog
Updates
Services

s network settings.

. Support M Anhouncements  ? Help @ Logout

"~ IR

ethO/ee:eCc:29:A6:4A:11

IP Assignment 192 168.75.92

More details

eth1/06:0C:29:A6:4A:1B

IP Assignment 192.168.75.93

More details

IP Assignment Stalic |:l
IP Address  192.168.75.93
1 Check for IP Address conflicts

Subnet Mask  255.255.255.0

Gateway | 102 168.75.1

Warning: Address and Hostname Changes

If you change the |P address of the interface you must also update the DNS records for each of your configured hostnames to point to the
new address. AMP for Endpoints Connectors will expect services to be available at the original DNS names assigned fo them.

DNS

Primary DNS Server

cisco AMP for Endpoints prwvate cloud Administration Portal
# | Configuration ~  Operations *  Status *  Integrations ~

£ Configuration Changed

View the Configuration help page for a list of affected services.

@ Configuration saved.

Configuration changes do not take
effect until reconfiguration is
performed.

* Reconfiguration

. Support M Announcements ?Help & Logout

~ ENL
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# Configuration = Operations ~ Status ~ Integrations = Support = h L
Home | Operations - Apply Configuration | Details

2= State &3 started £ Finished @ Duration

Sun Apr 11 2021 20:19:00 © Please wait... © Please wait...
GMT-0400 (Eastern Daylight Time)
0 day, 0 hour, 1

T minute, 45
seconds ago

[2021-04-12T00:20:43+00:00] DEBUG: Found current_uid == nil, seo we are creating a new file, updating owner A
[2821-84-12T08:28:43+80:08] INFO: Tile[/tmp/cqlsh_check superuser_ password.cql] owner changed to 4815

[2021-€4-12T0@:208:43400:00] DEBUG: Found current_gid == nil, sc we are creating a new file, updating group
[2021-84-12T66:20:43+00:00] INFO: file[/tmp/cqlsh_check_superuser_password.cql] group changed to 4015

[2821-84-12T66:20:43+80:80] DEBUG: Found current_mode == nil, so we are creating a new file, updating mode
[2021-84-12T00:20:43+00:80] INFO: file[/tmp/cqlsh_check superuser password.cql] mode changed to 6@e

[2e21-84-12T@8:28:43+00:00] DEBUG: Restoring selinux security content with /sbhin/restorecon -R “"/tmp/cqlsh_check superuser_ passwo
rd.cql”

[2021-84-12T00:20:43+80:00] INFO: Processing execute[cqlsh_check superuser_password] action run (/var/run/cookbocks/cassandra/pro
viders/cqlsh.rb line 16)

[2021-@4-12T00:20:43+00:00] DEBUG: Providers for generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T80:20:43+0@:80] DEBUG: Provider for action run on resource execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute

[2021-84-12T00:20:43+80:00] INFO: Retrying execution of execute[cqlsh_check superuser_password], 19 attempt(s) left
[2821-84-12T00:208:45+00:00] DEBUG: Providers fTor generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T@@:20:45+00:00] DEBUG: Provider for action run on rescurce execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute w

& Download Qutput

Neste ponto, vocé podera fazer login e baixar o conector



AMP for Endpoints Private Clo Pl A Security X

I@ #. ~© https://vpc2-authenticat cailn—s.:f 905 sas i d m o & =

alean]n
CISCO

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolic

AMP for Endpoints

Threat Gnd
Threat Response

and more...

v O™

Use Single Sign-On

Can't access your account?

Vocé recebe o assistente inicial de politica de Ponto de Extremidade Seguro para seu ambiente.
Ele o orienta na selecao de produtos antivirus que vocé usa, se houver, bem como proxy e os
tipos de politicas que vocé deseja distribuir. Selecione o botdo Configurar... apropriado,
dependendo do sistema operacional do conector.

Vocé obtém a pagina Produtos de segurancga existentes, como mostrado na imagem. Escolha os
produtos de seguranga que vocé usa. Ele gera automaticamente exclusdes aplicaveis para evitar
problemas de desempenho nos endpoints. Selecione Avancar.



A Dashboard % IEg

= i)

&« - 3 @ I@ # httpsy/fvpc2-consol ‘dashboard/fresh l B e v m o &
b AMP for Endpoints 2) (2) Pomenvaients
Dashboard Analysis~  Outbreak Control~ Management~  Accounts v Search Q
Dashboard
[z Cisco - rvalenta

Dashboard Inbox Qverview Events
Getting Started Demo Computers

& View Online Help
+ Download Cisco AMP for Endpoints User Guide
i Download Cisco AMP for Endpoints Deployment Strategy

Deploy AMP for Endpoints Connectors

22 Set Up Windows Connector l

l # Set Up Mac Connector ]

l Q0 Set Up Linux Connector E

Demo Data

Demo Data allows you to see how Cisco AMP for Endpoints works by populating
your Console with replayed data from actual malware infections. Enabling Demo
Data will add computers and events to your Cisco AMP for Endpoints Console so
you can see how the Dashboard, File Trajectory, Device Trajectory, Threat Root
Cause, and Detections and Events displays behave when malware is detected.
Demo Data can coexist with live data from your Cisco AMP for Endpeints
deployment, however, because of the severity of some of the Demo Data

Baixar conector.

WannaCry Click here to view POF

The WannaCry attack involves a remote compromise through the Windows SMB
(Server Message Block) service using the ETERNALBLUE exploit. Upon system
compromise, the attacker drops the WannaCry ransomware variant that is initially
identified by AMP for Endpoints using ransomware indicators of compromise, and
later by AMP Cloud signatures.,

SFEicar Click here to view PDF
Learn how Indications of Compromise can alert you to potential malware
problems and how to determine their effects in Device Trajectory.

ZAccess Click here to view PDF

Use Device Trajectory to watch a rootkit exploit privilege escalation on a
computer, and use File Trajectory to discover which other endpoints have been
compromised.

ZBot Click here to view PDF

See how a vulnerable version of Internet Explorer can expose you to malware.
Use Device Trajectory to learn what happened and use application blocking lists
to stop the future execution of vulnerable programs.

CozyDuke Click here 1o view PDF
Trace a detection back to an abused DLL search path, block any communications
to its upstream CnC, and deploy an Endpoint 10C to contain further attacks.



et AMP for Endpoints

A ? Roman Valenta ~

Q

Opening amp_Protect.exe

You have chosen to open:

Dashboard Analysis ~ Outbreak Control ~ Management ACCOUNLS ~ Search
© Step 1: Existing Security Products
© Step 2: Set Up Proxy
© Step 3: Download Connector
Audit Only Protect Triage Server

Used when you're still
leamning about the product
and want to install it
without any impact to your
existing systems.

Used during normal
operations and you want
Cisco AMP for Endpoints

to quarantine a file.

Used when you have a
known or suspected
infected machine

Used when you're

[ amp_Protect.exe

whichis: exe File
frem: https://vpc-conscle.cybenworld.local

Would you like to save this file?

Save File

Cancel

installing a connector on
standard Windows
servers.

— T
[“installing a connector on |

Windows Domain
Controllers.

© Policy Details l

[ © Policy Details l

I © Policy Details

© Requirements |

[ O Reguirements

Files Files Flles Files Files
& audited i Quarantined Quarantined & Audited & audited
Network Network Network Network Network
0 Blocked 0 Blocked U Blocked @on @on
Offline Engine Offline Engine Offline Engine Offline Engine Offline Engine
TETRA TETRA TETRA TETRA TETRA
| + Download | | + Download | | + Download + Download | I + Download |

Step 4: Verify, Contain, and Protect

Problema #2 - Problema com CA Raiz

O préximo problema que vocé pode enfrentar € que se vocé usar seus proprios certificados

internos é que apos a instalagao inicial, o conector pode aparecer como desconectado.




Recycle Bin

2] 3 A & <« Network and Internet > Network Connections

Firefox
Organize « Disable this |

|
Ethernstd hl Internet Protocel Version 4 (TCR/IPv4) Properties

Metwork
a=~ |ntel(R) 82574 General

You can get IP settings assigned automatically if your nebwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP setfings.

() Obtain &n IP address automatically

(@) Use the following IP address:

IP address: [192.168. 75 . 59

Subnet mask: 255 .255.255. 0 |
Default gateway: 192 . 168 . 75 . 1

Obtain DNS server address automatically

(@) Use the following DMS server addresses:

Preferred DNS server: | i__19_2 (168,75 . 4 l

Alternate DNS server: |

D‘.'alidate settings upon exit Advanced...

Conce

Titem  1item selected

Depois de instalar o conector, o Secure Endpoint pode ser visto como Desconectado. Execute o
pacote de diagndstico e examine os logs; vocé podera determinar o problema.

Cisco AMP for Endpoints

Status:  Disconnected
Scanned: Never
Policy: Protect
Isolation: Mot Isolated

arla]n
cisco

*11 PM

e anything i’ [ i - £ o~ a Tldg 41172021 |

Com base nessa saida coletada do pacote de diagndstico, vocé pode ver o erro de CA raiz



(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@l011]: GET request https://vPC-Console.cyberworl
(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@l051]: async request failed (SSL peer certificat

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_cTlient.c@l074]: response failed with code 60

Depois de carregar a CA raiz no repositorio de CA raiz confiavel e reiniciar o servigo de Ponto de
Extremidade Seguro. Tudo comega a funcionar como esperado.

wa Certificate

General Detsils  Certification Path

4§} Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Status:  Disconnected Issued to: AMP-vPC

Scanned: Never
Policy:  Protect Issued by: AMP-vPC
Isolation: Mot Isolated

i, Valid from 4/3/2021 to 4/9/2031

Install Certificate... | | Issuer Statement

£ Cetificate Import Wizard

Cisco AMP for Endpoints Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
ksts from your dick to & certificate stere.

A certificate, which i issued by a certification authority, is a confirmation of your identity
and contains information used to pratect data or to establish secure netwark
conmections. A certificate store i the system area where certificates are kept.

Status:  Disconnected

‘ Scanned: Hever Store Location
Policy:  Protect O current User
Isolation: Mo @® Maschine

sifluat] s

Ta continue, dick Mext,




€ &* Certificate Imiport Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a kecation for
the certificate.

() Automatically select the certificate stare based on the type of certificate
(®) Flace all certificates in the following store

Status:  Disconmected Select Certificate Store x
Scanned:
Policy:  Protect Select the certificate store you want to use,
Isolation: Net Isclated

e | Pessonal

cIsco ] t Certification Author!

| Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

| 1intreted Cartificates
<

[Jshow physical stores

Cancel

& &* Certificate Import Wizard

Cisco AMP for Endpoints Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the folowng settings:

(2 Tt e e R T Trusted Root Certification Authorities

Content Certificate

Status:  Disconnected
Scanned: Never
Protect
Isolation: Mot Isclated
viliarln
cisco

Cancel




ok

General petals Certification Path

4§y Certificate Information

Cisco AMP for Endpoints
This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Centificate Import Wizard

0 The import was successful,

Status:  Disconnected Tesmed In- WNPARC

Scanned: Mewver
Folicy:
Isolation: Mot Isolated

Protect

Issued by: AMP-PC

]
Cisco

Valid from 4/9/2021 to 4/%/2031

Install Certificate...| = [ssuer

Etatement

15 Task Manager

File Opticns View

Processes Performance App history Startup Users Details Services

=

Mame PID
o COPUserSve
G COPUserSve_105b22
o CentPropSve

5 CiscoAMP_7.3.1

Description Status

Connected Devices Platform User Se...
4528 Connected Devices Platform User Se...
2216 Certificate Propagation

naaa — “**™ For Endpoints Connector...
Start

Group
UnistackSveGr..,
UnistackSveGr...
netsves
—

Cisco AMP for Endpoints Stopped
Running
Running

Running

Status:  Desconnected
Scanned: Never
Palicy: tect
Isolation: Not Isolated

sl
cisco

#; CiscoSCMS_7.3.1
, ClipSvC

G COMSysdpp

4 CoreMessagingRegist

4 CryptSve

4 Csclennice

Restart

4 DeomlLaunch
i defragsve

| Fewer details

SHOP .

Open Services
Search online

Go to details

2% Open Services

Connector Monitorin...

€ Service (ClipSViC)

!em Application

ing
ic Services

Lr Process Launcher
Optimize drmves

Running
Running
Stopped
Running
Running
Stopped
Running
Stopped

WSapP

LocalServiceM...
MetworkService
LocalSystemM...
DeomLaunch
defragsve

Depois que devolvermos o conector de servico do Secure Endpoint, ele se tornara on-line

conforme esperado.



1% Task Manager
File Optiens View
Processes Performance App history Startup  Users Details Services

Name = PID Description Status Group

(o CDPUserSvc Connected Devices Platform User Se...  Stopped UnistackSvcGr...
‘s COPUserSve_105b22 Connected Devices Platform User 5e...  Running UnistackSveGr...
i CertPropSwc Certificate Propagation Running netsves

L5 CiscoAMP_T.3.1 Cisco AMP for Endpoints Connector...  Running e

o CisenSCMS_7.3.1 Cisco Security Connector Monitorin..  Running

4 Clipsvc Client License Service (ClipSWC) Running wsapps

" COMSysApp COM= System Applicaticn Stopped

'+ CoreMessagingRegistrar CoreMessaging Running LocalServiceM...
Status:  Connected s CryptSve Cryptographic Services Running NetworkService
Scanned: Never f CscService Hfline Files Stopped LocalSystemMN...
FQ'f‘vY: Protect i DeemLaunch DCOM Server Process Launcher Running DeomlLaunch
Isolation: Mot lsolated 4, defragsve Optimize drives Stopped defragsve

alialn
cisco Fewer details < Open Services

A, Dashboard

< () ‘m o c2-console 80% LLL] fr I O '@. =
Dashboard Analysis Outbreak Cormrol Management Accounts - L]
Dashboard
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



