Implante o ASA DAP para identificar o endereco
MAC para o AnyConnect
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Introducao

Este documento descreve como configurar Politicas de Acesso Dinamico (DAP) através do
ASDM, para verificar o Endere¢o Mac do dispositivo usado para a conexao do AnyConnect.

Pré-requisitos

Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:
Configuragao do Cisco Anyconnect e Hostscan

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:
ASAv 9.18 (4)

ASDM 7.20 (1)

Anyconnect 4.10.07073

Hostscan 4.10.07073

Windows 10



As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacdes de Apoio

O HostScan é um médulo de software que fornece ao AnyConnect Secure Mobility Client a
capacidade de aplicar politicas de seguranca na rede. Durante o processo do Hostscan, varios
detalhes sobre o dispositivo cliente sdo coletados e relatados ao Adaptive Security Appliance
(ASA). Esses detalhes incluem o sistema operacional do dispositivo, software antivirus, software
de firewall, endereco MAC e muito mais. O recurso de Politicas de Acesso Dinamico (DAP -
Dynamic Access Policies) permite que os administradores de rede configurem politicas de
segurang¢a em uma base por usuario, o atributo endpoint.device.MAC no DAP pode ser usado
para corresponder ou verificar o endereco MAC do dispositivo cliente em relacao a politicas
predefinidas.

Configurar

Diagrama de Rede

Esta imagem mostra a topologia usada para o exemplo deste documento.
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Configuragao no ASA

Essa é a configuracdo minima no ASA CLI.

tunnel-group dap_test_tg type remote-access
tunnel-group dap_test_tg general-attributes
default-group-policy dap_test gp
tunnel-group dap_test_tg webvpn-attributes
group-aias dap_test enable



group-policy dap_test_gp internal
group-policy dap_test_gp attributes
vpn-tunnel-protocol ssl-client
address-pools value ac_pool
webvpn

anyconnect keep-installer installed
always-on-vpn profile-setting

ip local pool ac_pool 172.16.1.11-172.16.1.20 mask 255.255.255.0

webvpn

enable outside

hostscan image disk0:/hostscan_4.10.07073-k9.pkg

hostscan enable

anyconnect image disk0:/anyconnect-win-4.10.07073-webdepl oy-k9.pkg 1

anyconnect enable
tunnel-group-list enable

Configuracdo no ASDM

Esta secédo descreve como configurar o registro DAP no ASDM. Neste exemplo, defina 3 registros
DAP que usam o atributo endpoint.device. MAC como uma condicao.

-01_dap_test:endpoint.device. MAC=0050.5698.e608
-02_dap_test:endpoint.device. MAC=0050.5698.e605 = MAC do endpoint Anyconnect
-03_dap_test:endpoint.device. MAC=0050.5698.e609

1. Configure o primeiro DAP chamado 01_dap_test.

Navegue até Configuration > Remote Access VPN > Network (Client) Access > Dynamic Access
Policies. Clique em Adicionar e defina o Nome da politica, o Atributo AAA, os atributos do ponto
final, Acdo, Mensagem do usuario, como mostrado na imagem:



| & Edit Dynamic Access Policy

Policy Namef| 01_dap_test

Description: ACL Priority: |0

Selection Criteria

| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ALL of the following AAA Attributes values. .. w and the following endpoint atiributes are satisfied.

AAA Attribute Add Endpoint 10 Mame /Operation/Value Add

OperationValue

dsco.grouppalicy = dap_test_gp

Edit device MAC ["Cl[l 50, EEQE.EEUE\'"] = tru Edit
Delete Delete

Logical Op.

Advanced

<%

AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specdified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

IAction: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

01_dap_test

User Message:

Configurar primeiro DAP

Configure a Diretiva de Grupo para o Atributo AAA.



[ Add AAA Attribute

s
! H&umli"uiqr: = -~ |dap test gp

(] Assigned 1Pv4 Address: | =
(] Assigned 1Pvé Address: | =

| ] Connection Profile: = DefaultRAGroup

(] scEP Required: E true

Configurar Diretiva de Grupo para Registro DAP

Configure o endere¢co MAC para o atributo de ponto final.



' [B Edit Endpoint Attribute

() Fastiiame? Bl |
| [ 8105 Serial tumber .

[ Port Number (Legacy Attribute) =

(] TCPAIDP Port Mumber: |= | |TCP @Pve)

|:]Fm'a|:y' Protection: = _Mme (equivalent to Host Scan only)

[ ] HostScan Version -

- [_] version of Endpoint Assessment (OPSWAT): |

I

Configurar Condigcdo MAC para DAP

2. Configure o segundo DAP chamado 02_dap_test.



| & Edit Dynamic Access Policy

Policy Namef§ 02_dap_test
S—

Description: ACL Priority: |0

rSelection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

Add Endpoint 1D Mame (Operation/Value Add
Edit I device MAC ["Cl[l 50, EEQE.EEUEH] = true Edit

AAA Attribute COperation,Value

dsco.grouppalicy = dap_test_gp

Delete Delete

Logical Op.

Advanced

<%

- AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

02_dap_test

User Message:

Configurar Segundo DAP

3. Configure o terceiro DAP chamado 03_dap_test.




| & Edit Dynamic Access Policy

I Policy Namef| 03_dap_test I

Description: ACL Priority: |0

Selection Criteria

| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

| AAA Attribute OperationValue Add Endpoint ID Mame [Operation,Value Add
[ dsco.grouppalicy = dap_test_gp Edit b Edit
|
Delete Delete
Logical Op.

Advanced

<%

AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: iiContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

03_dap_test

User Message:

Configurar terceiro DAP

4. Use o mor e flash:/dap.xml comando para confirmar a configuragdo dos registros LDAP em dap.xml.

Os detal hes dos registros DAP definidos no ASDM sdo salvos na flash do ASA como dap.xml. Ap6s a conclusdo dessas configuragdes, trés
registros DAP s8o gerados em dap.xml. Vocé pode confirmar os detalhes de cada registro DAP em dap.xml.



Observagdo: aordem naqual o DAP esta sendo correspondido € a ordem de exibi¢do em dap.xml. O DAP (DfltAccessPolicy)
padréo é correspondido pela tltima vez.

<#root>
ciscoasatt

nore flash:/dap. xnl

<dapRecordList> <dapRecord> <dapName> <value>
01 _dap_test

</value> <--- 1st DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas



dap_test_gp
</value> <--- 1st DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC[ " 0050. 5698. 608" ]

</name> <--- 1st DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope
02_dap_test
</value> <--- 2nd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 2nd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC[ " 0050. 5698. 605" ]

</name> <--- 2nd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope
03_dap_test
</value> <--- 3rd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 3rd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC[ " 0050. 5698. e609"]

</name> <--- 3rd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope

Verificar

Cenério 1. Somente um DAP é correspondido

1. Certifique-se de que 0o MAC do ponto final seja 0050.5698.e605, que corresponde a condicdo MAC em 02_dap_test.

2. No endpoint, execute a conexao do Anyconnect e insirao home de usuario e a senha.



8 Cisco AnyConnect | 192.168.1.1

Please enter your username and password.

Group:

Username:

Password;

ﬁ' Cisco AnyConnect Secure Mobility Client >

~ 1 vew
Please enter your username and password.

192.168.1.1 Connect

Inserir nome de usuario e senha

3. Nainterface do usuério do Anyconnect, confirme se 02_dap_test foi correspondido.

Cizeo AmyConnect X

Security palicies were applied b0 your Se£50n, SCCELE 10 SOME PESOUNTEE "‘5- Crico bnyConnect Secune Maobilsty Cloent — 4
| mry be blocked. Your system sdministrator provided the fellowing
infermation te help you understand and rernedy the secwnty

condrtions: f—a WP
=, Comnected b 192, 168, 1. 1.
=

Confirmar mensagem do usuario na interface do usuario

4. No sysog ASA, confirme se 02_dap _test foi correspondido.



Observacéo: certifique-se de que debug dap trace esteja habilitado no ASA.

<#root>

Dec 30 2023 11:46:11: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device MACI["

0050. 5698. €605

"1 = "true"

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11: %ASA-4-711001:

Sel ect ed DAPs



02_dap_test

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Dec 30 2023 11:46:11: %ASA-4-711001: dap_process_selec

sel ected 1 records

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11: %ASA-4-711001: |

Cenério 2. O DAP padréo é correspondente

1. Altere o valor de endpoint.device MAC em 02_dap_test para 0050.5698.e607, que néo corresponde ao MAC do endpoint.
2. No endpoint, execute a conex@o do Anyconnect e insira 0 nome de usuario e a senha.

3. Confirme se a conexdo do Anyconnect foi negada.

Cisco AnyConnect

Login denied. default

fﬁ' Lisco AnyLonnect Secure Mobility Clhient

VPN:
Ready to connect.

| 192.168.1.1

Confirmar mensagem do usuério na interface do usuério



4. No syslog do ASA, confirme se DfltAccessPolicy é correspondido.

Observacéo: por padréo , a acdo de DfltAccessPolicy é Terminar.

<#froot>

Dec 30 2023 12:13:39: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device. MAC["



0050. 5698. e605

ll] = "tl”ue"

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: S
Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Dec 30 2023 12:13:39: %ASA-4-711001: dap_process_select

sel ected 0 records

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001:

Sel ect ed DAPs

Df | t AccessPol i cy

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: D.

Cenario 3. Varios DAPs (A¢ao : Continuar) sdo cor respondidos

1. Altere aagdo e o atributo em cada DAP.

-01_dap_test:
dapSelection (endereco MAC) = endpoint.device.MAC[0050.5698.e605] = MAC do endpoint Anyconnect
Acdo = Continuar

-02_dap_test:



dapSelection (Nome do Host) = endpoint.device.hostname] DESK TOP-VCKHRG1] = Nome do Host do Endpoint Anyconnect
Acdo = Continuar
-Apagar o registro 03_dap_test DAP

2. No endpoint, execute a conexdo do Anyconnect e insirao nome de usuario e a senha.

3. Nainterface do usuério do Anyconnect, confirme se todos os 2 DAPs sd0 correspondentes

Observagédo: se uma conexdo corresponder a varios DAPs, as mensagens de usuario de vérios DAPs serdo integradas e exibidas
juntas nainterface do usuério do Anyconnect.



Cisco AnyConnect =

Secunty policies were applied to your session, access fo some resomrces
! may be blocked. Your system administrator provided the following

informaticn to help you understand and remedy the security l'i..

conditions:

— Cormected to 192, 165, 1. 1.
02 dap _test ==

192.168.1. 1 DescorwniCt

Confirmar mensagem do usuario na interface do usuério

4. No syslog do ASA, confirme se todos 0os 2 DAPs sd0 correspondentes.

<#root>

Feb 01 2024 08:49:02: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MAC["

0050. 5698. 605

ll] = "tr‘ue"
Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: endpoint.device.ho

DESKTOP- VCKHRGL

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: S

01 _dap_test



02_dap_test

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: dap_process_select

sel ected 2 records

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: D

Cenariod. Véarios DAPs (Acdo: Terminar) sdo correspondidos

1. Altereaagdo de O1_dap _test.

-01_dap_test:
dapSelection (endereco MAC) = endpoint.device. MAC[0050.5698.e605] = MAC do endpoint Anyconnect

Acéo = Finalizar

-02_dap_test:
dapSelection (Nome do Host) = endpoint.device.hostname] DESK TOP-V CKHRG1] = Nome do Host do Endpoint Anyconnect

Acéo = Continuar

2. No endpoint, execute a conex&o do Anyconnect e insira o nome de usuério e a senha

3. Nainterface do usuario do Anyconnect, confirme se somente 01_dap_test é correspondido.



Observagdo: uma conexdo que estd sendo combinada com o registro DAP que foi definido para encerrar a agdo. Os registros
subsequentes ndo serdo mais correspondidos apos a agdo de término.



Cisco AnyConnect

Login denied. -
01_dap_test Ready to connect,

192,168, 1.1

Confirmar mensagem do usuério na interface do usuério

4. No syslog do ASA, confirme se somente 01_dap_test foi correspondido.

<ttroot>
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MACI"
0050. 5698. 605

ll] = lltruell
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device.ho

DESKTCOP- VCKHRGL

" Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001:

01 _dap_test

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: dap_process_selec

sel ected 1 records

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001:

Troubleshooting Geral

Esses |ogs de depuracdo ajudam a confirmar o comportamento detalhado do DAP no ASA.

debug dap trace
debug dap trace errors

<#root>
Feb 01 2024 08:49:02: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device. MAC["0050.5698.e605"] = "true" Feb
Sel ect ed DAPs

,01_dap_test,02_dap_test Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4

Informagtes Relacionadas



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-seri es-next-generati on-firewal | /'108000-dap-depl oy-quide.html#toc-hl d-
981572249



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



