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|ntroducao

Este documento descreve como configurar, verificar e solucionar problemas do canal de portaem
dispositivos Firepower.

Pré-requisitos

Requisitos



A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Firepower Management Center (FMC)
Firepower Chassis Manager (FCM)

Firepower eXtensible Operating System (FXOYS)
Firepower Threat Defense (FTD)

EtherChannel (EC)

Observacédo: neste documento, os termos EtherChannel e Port-Channel (PC) sdo usados como sinbnimos.
Componentes Utilizados

As informacdes neste documento sdo baseadas nestas versdes de software e hardware:

o 2x FPR4120 em FX0S 2.2(2.17), FTD 6.2.0.2.51
1 x FPR4110 em FX0S 2.1(0.159), FTD 6.1.0.330
1 x FPR2110 em FTD 6.2.1 (build 341)

1 x FPR1150 em FTD 6.5.0

WS-C3750X-24 em 15.2(4)E5

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de laboratério
especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma configuragéo
(padrdo) inicial. Se arede estiver ativa, certifique-se de que vocé entenda o impacto potencial de qualquer
comando.

| nfor macoes de Apoio

Este documento descreve a configuracdo, verificacdo e solucdo de problemas de um Port-Channel nos
dispositivos Firepower (FPR1xxx, FPR21xx, FPR41xx, FPR93xx). Os exemplos de configuragdo de
documentos séo baseados no Firepower Threat Defense (FTD), mas muitos conceitos (por exemplo, a
verificagdo e a solucdo de problemas) também sdo total mente aplicaveis ao Adaptive Security Appliance
(ASA).

Configurar

Port-Channel no FPR4100/FPR9300
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Configurar um Port-Channel na interface do usuario do FXOS (FPR4100/FPR9300)

O Port-Channel do FTD nos dispositivos Firepower é gerenciado pelo codigo do FXOS. No
FPR4100/FPR9300, a configuracdo é feitano Firepower Chassis Manager:
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O Port-Channel ficainativo (estado de falha) até ser atribuido a um dispositivo l6gico:
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Para atribuir o Port-Channel ao dispositivo légico:
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O resultado:
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Pontos principais

» Antesdaversdo 2.4.x do FXOS, o FPR4100/FPR9300 é compativel somente com o LACP (ndo ha
modo ON nem PAGP). Desde 0 FXOS 2.4.1.101, o modo ON é compativel com os Etherchannels de
dados e compartilhamento de dados.

 Certifique-se de que as interfaces que devem ser adicionadas no canal de porta ainda ndo foram
adicionadas ao dispositivo |6gico. Se estiverem, eles ndo aparecerdo nainterface quando o canal de
porta for adicionado.

* VVocé ndo pode ativar/desativar membros individuais do Port-Channel, mas apenas o proprio Port-
Channel.

» N&o é possivel excluir um canal de porta usado por um dispositivo |6gico (por exemplo, ASA ou
FTD). Vocé deve desassocié|o primeiro.

O Port-Channel néo fica ativo até ser atribuido a um dispositivo 16gico. Se o EtherChannel for



removido do dispositivo |6gico ou o dispositivo |6gico for excluido, o Port-Channel volta paraum
estado de suspensao.
» Definaas portas do switch que se conectam ao modo Ativo para obter a melhor compatibilidade.

Configuracao do Switch

Ao configurar o switch, recomenda-se 0 seguinte para evitar instabilidades no Port-Channel:

» Use 0 comando interface range.
» Dedligue os membros dainterface do canal de porta antes de fazer alteracOes que afetem a operacéo
do canal de porta (por exemplo, se 0 modo do canal de portafor alterado).

Exemplo

<#root>

Switch(config)#

interface range g1/0/2 - 3
Switch(config-if-range)#
shut down
Switch(config-if-range)#
swi tchport trunk encapsul ati on dot 1q
Switch(config-if-range)#
swi tchport node trunk
Switch(config-if-range)#
channel -group 5 node active
Switch(config-if-range)#

no shut down

Observacédo: consulte sempre a segdo Guia de Configuragdo do modelo de switch para obter detalhes
adicionais.

Configurar um Port-Channel na CL| do FXOS (FPR4100/FPR9300)

Etapa 1. Verificar as interfaces que j& estdo atribuidas ao dispositivo 16gico do FTD

<#root>
FP4110-7-A#
Scope ssa

FP4110-7-A /ssa #

show | ogi cal - devi ce



Logical Device:
Name Description Slot ID Mode Oper State

mzafeiro_FTD 1 Standalone Ok

FP4110-7-A /ssa #

scope | ogical -devi ce nzafeiro_FTD

FP4110-7-A /ssa/logical-device #

show external -port-1ink

External-Port Link:

Name Port or Port Channel Name App Name Description
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd

Etapa 2. Verificar asinterfaces do chass

<#root>

FP4110-7-A#

scope et h-uplink
FP4110-7-A /eth-uplink #
scope fabric a

FP4110-7-A /eth-uplink/fabric #

show i nterface

Interface:
Port Name Port Type Admin State Oper State
Ethernetl/1 Mgmt Enabled Up
Ethernetl/2 Data Disabled Admin Down
Ethernetl1/3 Data Disabled Admin Down
Ethernetl/4 Data Disabled Failed
Ethernetl/5 Data Disabled Sfp Not Present
Ethernetl/6 Data Disabled Sfp Not Present
Ethernetl/7 Data Disabled Sfp Not Present
Ethernetl/8 Data Disabled Sfp Not Present
Ethernet3/1 Data Disabled Admin Down
Ethernet3/2 Data Disabled Admin Down
Ethernet3/3 Data Disabled Admin Down
Ethernet3/4 Data Disabled Admin Down
Ethernet3/5 Data Disabled Admin Down
Ethernet3/6 Data Disabled Admin Down

FP4110-7-A /eth-uplink/fabric #

show port - channe

Port Channel:

Template Name

State Reason

Administratively down
Administratively down
SFP checksum error
Unknown

Unknown

Unknown

Unknown
Administratively down
Administratively down
Administratively down
Administratively down
Administratively down
Administratively down

ftd



Port Channel Id Name Port Type

48 Port-channel48 Cluster

Etapa 3. Criar o Port-Channel

<#root>

bsns-4110-2-A#

scope et h-uplink
bsns-4110-2-A /eth-uplink #
scope fabric a

bsns-4110-2-A /eth-uplink/fabric #

create port-channel 15

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl/5

Admin State Oper State

Disabled

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #

exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl/6

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #

exit

bsns-4110-2-A /eth-uplink/fabric/port-channel*
set port-type data

bsns-4110-2-A /eth-uplink/fabric/port-channel*
set speed 1gbps

bsns-4110-2-A /eth-uplink/fabric/port-channel*
enabl e

bsns-4110-2-A /eth-uplink/fabric/port-channel*

conmi t - buffer

Etapa 4. Atribua ainterface ao dispositivo I6gico do FTD:

<#root>
FP4110-7-A#
Scope ssa

FP4110-7-A /ssa #

Admin Down

State Reason

Administratively dowr



scope | ogical -devi ce nrzafeiro_FTD

FP4110-7-A /ssa/logical-device #

create external -port-link PCl5_ftd Port-channel 15 ftd

FP4110-7-A /ssa/logical-device/external-port-link* #

comm t-buffer

FP4110-7-A /ssa/logical-device/external-port-link #

Verificagdo

<#root>

FP4110-7-A#

scope ssa

FP4110-7-A /ssa #

scope | ogical -devi ce nzafeiro_FTD
FP4110-7-A /ssa/logical-device #

show external -port-1ink

External-Port Link:

Name Port or Port Channel Name App Name
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd
PC15_ftd Port-channell5 ftd
<#root>
FP4110-7-A#

scope et h-uplink
FP4110-7-A /eth-uplink #
scope fabric a

FP4110-7-A /eth-uplink/fabric #

show port-channe

Port Channel:

Description

Admin State Oper State

State Reason

Port Channel Id Name Port Type
15 Port-channell5 Data
48 Port-channel48 Cluster

<#root>

Enabled
Disabled

Up
Admin Down

Administratively dowr



FP4110-7-A /eth-uplink/fabric #
enter port-channel 15
FP4110-7-A /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Port Name Membership Oper State State Reason
Ethernetl/2 Up Up
Ethernetl/3 Up Up

Exclua o Port-Channel da CLI do FXOS (FPR4100/FPR9300)

<#root>

FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #
del ete port-channel 15
FP4110-7-A /eth-uplink/fabric* #

conmi t - buffer

Port-Channel no FPR21xx/FPR1xxx

Diagrama de Rede
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O Port-Channel do FTD nos dispositivos FPR21xx/FPR1xxx é gerenciado pelo codigo do FXOS, mas a
configuracdo é feitapelo FMC, pois o codigo do FTD e do FXOS esta integrado em um pacote de software:
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Add Ether Channel Interface ? X

Marme: INSIDE #! Enabled

Security Zone: w

Description:

O E M [Pyt IPve Advenced  Hardware Configuration

MTU: (64 -
1500 S108)

Ether Channel ID *: m (1-48)

Available Interfaces & Selected Interfaces

: 4, Search | .j
Ethernet1/13 = Ethernati/

Ethernet1/14

Ethernet1/15

Ethernet1/16

Ethernet1/3
= . aa b

=
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O modo (Ativo do LACP ou ON) é configurado na guia Avangado:

Add Ether Channel Interface T X
Mame: INSIDE # enabled
Security Zone: w
Description:

General IPwd  IPvGe BN U106 M Hardware Configuration

IOl ARP and MAC  Security Configuration

LACF Mode: | Active q
Active Mac Address: Active
On
Standby Mac Address:
DNS Lookup: o

As configuragdes de duplex e velocidade sdo definidas na guia Configuragdo de hardware:



Add Ether Channel Interface

Name: INSIDE ¥ Enabled
Security Zone: »r
BPS-.'I'I[‘.TI?‘.II'lZ

General IPvd  IPvE  Advanced IETSTEUERR T CTI T

Duplex: Full -
Speed; 1gbps hd

AULo-negotiation:

Observacdo: no FPR2100, vocé ndo pode criar um canal de porta a partir da CLI do FXOS, a menos que use
um ASA como dispositivo |6gico. Apds o ASA 9.13.x, este € 0 caso apenas ho modo Plataforma. No modo
Dispositivo (11xx/21xx), ndo ha FCM e toda a configuragéo de interface € realizada diretamente naCLI do
ASA.

<#root>

Fp211@ /eth-uplink/fabric* #

create port-channel 16

Fp211@ /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl1/10

Fp211@ /eth-uplink/fabric/port-channel/member-port* #
exit

Fp211@ /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl/11

Fp211@ /eth-uplink/fabric/port-channel/member-port* #
exit

Fp211@ /eth-uplink/fabric/port-channel* #
commi t - buffer

Error: Changes not allowed. use: 'connect ftd' to make changes.

Caso umainterface fisica estejainativa e vocé queira ativéa-la, faga o seguinte:

<#root>

firepower-2110#

scope et h-uplink
firepower-2110 /eth-uplink #
scope fabric a

firepower-2110 /eth-uplink/fabric #



show i nterface

Interface:

Port Name

Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl1/8
Ethernetl1/9
Ethernetl1/10
Ethernetl1/11
Ethernetl1/12
Ethernet1/13
Ethernetl/14
Ethernet1/15
Ethernetl/16

firepower-2110 /eth-uplink/fabric #

Port Type

Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data

enter interface Ethernetl/4

Admin State Oper

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

firepower-2110 /eth-uplink/fabric/interface #

show

Interface:
Port Name

Ethernetl/4

Port Type

Data

Up
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link

State

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Admin State Oper State

Disabled

firepower-2110 /eth-uplink/fabric/interface #

enabl e

firepower-2110 /eth-uplink/fabric/interface* #

comm t-buffer

firepower-2110 /eth-uplink/fabric/interface #

show

Interface:
Port Name

Ethernetl/4

Port Type

Data

Link

Down

Admin State Oper State

Enabled

firepower-2110 /eth-uplink/fabric/interface #

Configuracao do FDM

Considere esta topologia:

Link

Down

State Reason

State Reason

State Reason
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V océ pode configurar as interfaces EtherChannel que usam o FDM a partir da verséo de software 6.5.
Navegue até Dispositivo > Interfaces > EtherChannels e adicione um EtherChannel. Como nesse caso o
EtherChannel € um tronco, especifique a D do EtherChannel, ative-a (status) e adicione os membros. O
EtherChannel é compativel com o modo Ativo do LACP e On (sem LACP). Nesse caso, 0 modo Ativo do
LACP esta configurado.

Add EtherChannel Interface

Name Made EtherChannel 1D Status

Routed 1 I

Description

EtherChannel Specific IPvd Address IPvE Address Advanced

Link Aggregation Controd Protocol
I Active w

EtherChannel Members

+

[#] unnamed (Ethemet1/3)

[i] unnamed (Ethermet1/2)

Adicione as subinterfaces;



Add EtherChannel Subinterface

Parent Interface
unnamed (Port-channel1) w
Subinterface Name Mode Status
2out o=y
Description
o~
VLAN ID Subinterface ID
IPv4 Address IPvE Address Advanced
Type
Static
IP Address and Subnet Mask
192.168.201.112 ! 24
O resultado:
Interfaces Bridge Groups EtherChannels
1 EtherChannel Q, Search

LOGICAL NAME

g Port-channel1 EtherChannel m Routed

ETHERCHANNEL MEMEERS

X Ethermnatl/2 Physical Interface
¥ Ethermnatl/3 Physical Interface

SUBINTERFACES

@ Port-channel1.201 insadel Subinterface 192, 168.201.112

& Port-channel1.202 insade202 Subinterface 192.168.202.112

Implantar as alteragdes esperadas



Verificar
Verificar Port-Channel no FPR4100/FPR9300

Diagrama de Rede

O FTD (ou ASA) ndo tem conhecimento dos membros individuais do Port-Channel. Asinterfaces |6gicas
(subinterfaces) séo configuradas no FMC:

<#froot>
>
system support diagnostic-cl

firepower#

show interface ip brief

Interface IP-Address 0K? Method Status Protocol
Internal-Data@/0@ unassigned YES unset up up
Internal-Data@/1 unassigned YES unset up up
Internal-Data@/2 169.254.1.1 YES unset up up
Port-channell5 unassigned YES unset up up

firepower# show nameif

Interface Name Security
Port-channell5 INSIDE (]
Ethernetl/1 diagnostic 0

<#root>



firepower#

show i nterface Port-channel 15 det ai

Interface Port-channell5 "INSIDE", is up, line protocol is up
Hardware is EtherSVI, BW 20000 Mbps, DLY 1000 usec
MAC address 2c33.118e.07de, MTU 1500
IP address unassigned
Traffic Statistics for "INSIDE":
6767 packets input, 566328 bytes
@ packets output, @ bytes
6736 packets dropped
minute input rate 4 pkts/sec, 375 bytes/sec
minute output rate @ pkts/sec, @ bytes/sec
minute drop rate, 4 pkts/sec
minute input rate 4 pkts/sec, 401 bytes/sec
minute output rate @ pkts/sec, @ bytes/sec
5 minute drop rate, 4 pkts/sec
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

(S, IS, QS

Para verificar o status do Port-Channel e de seus membros, navegue até o modo do FXOS:

<#root>
FP4110-7-A#
connect fxos
FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended 1 - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

15 Pol5(SU) Eth LACP Eth1/2(P) Eth1/3(P)
48 Po48(SD) Eth NONE --

Paraver o0 estado dos Port-Channels, juntamente com o histérico dos Ultimos estados:

<#root>

FP4110-7-A(fxos)#
show port-channel database

port-channell5
Last membership update is successful



2 ports in total, 2 ports up

First operational port is Ethernetl/3

Age of the port-channel is @d:@@h:35m:00s

Time since last bundle is @d:@0h:34m:56s

Last bundled member is Ethernetl/3

Ports: Ethernetl/2 [active ] [up]
Ethernetl/3 [active ] [up] *

port-channel4s8
Last membership update is successful
@ ports in total, @ ports up
Age of the port-channel is 5d:@6h:35m:27s

Para verificar a distribuicdo de trafego entre os membros dainterface do Port-Channel:

<#froot>
FP4110-7-A(fxos)#
show port-channel traffic

ChanId Port Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst

15 Ethl/2 20.83% 49.71% 17.75% 43.67% 20.11% 49.94%
15 Ethl1/3 79.16% 50.28% 82.24% 56.32% 79.88% 50.05%

Verificagdo de vizinhosdo LACP

<#froot>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

port-channell5 neighbors

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 1984 FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x5 0x3f

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/3 32768,28-6f-7f-ec-59-800x104 2221 FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x5 0x3f



Chave de operacéo do parceiro 0x5 = O switch esta configurado com alD do Port-Channel 5

No switch:

<#root>

Switch#

show | acp nei ghbor
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 5 neighbors

Partner's information:

LACP port Admin Oper Port Port
Port Flags Priority Dev ID Age key Key Number State
Gil/@/2 FA 32768 2c33.118e.07b3  ©@s 0x0 OxE 0x42 Ox3F
Gil/@/3 FA 32768 2c33.118e.07b3  ©@s 0x0 OxE 0x43 Ox3F

Observe que, no switch adjacente, a chave de operacao do parceiro é mostrada como OXE (14), embora o
FXOS estgja configurado com alD do Port-Channel 15

Captura de pacotes do LACP no Wireshark:

LACP switch capture - SLOW - FX0S FAST.pcapng

Fle Edt View Go Capture Analyze Statistics Telephony Wieless Took Help

4B 10 LNREQes=FE _[ElaQal

I

No. Time Source Destination Pratocol Length Source For
480 2017-10-12 11:25:34.759928 Cisco ec:59:8f Slow-Protocols LACP 124 |

E- Partner State LACP Activity, LACP Timeout, Aggregation, Synchronization, Collecting, Distributil

ACP Activity: Active

...... 1. = LACP Timeout: Short Timeout f
: . = Aggregation: Aggregatable
... 1... = Synchronization: In Sync

: ee.. = Distributing: Enabled
B = Defaulted: No 3
0... .... = Expired: No
[Partner State Flags: **DCSGSA]
Reserved: 608888
Collector Information: @x@3
Collector Information Length: @x1@
Collector Max Delay: 32768
Reserved: 0000008000000200000000000

Estado do parceiro




Limite A ividade
Estado ||Expirado||Padréo Distribuido ||Coletado ||Sincronizacdo ||Agregacdo ||de tempo do LACP
do LACP
Vaor |0 0 1 1 1 1 1 1
Hex |3 f

Verificar Port-Channel no FPR21xx/FPR1xxx

Diagrama de Rede

it

FPR210

G1/0/13

Po22

Verificagdo basica do Port-Channel

<#root>

>

connect fxos

FP2110-2#

connect | ocal - mgnt

FP2110-2(local-mgmt)#

show portchannel sunmary

Flags:

Suspended
Switched

D - Down

G1/0/14

Catalyst 3750-X

P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
r - Module-removed

R - Routed

Up (port-channel)
Min-1links not met

Not in use.




Group Port- Type Protocol Member Ports

Channel

11 Pol1(U) Eth LACP Eth1/1(P)

Verificagdo adicional:

<#root>

FP2110-2#

scope et h-uplink
FP2110-2 /eth-uplink #
scope fabric a

FP2110-2 /eth-uplink/fabric #

show port-channe

Port Channel:
Port Channel Id Name Port Type

Eth1/2(P)

Admin State Oper State

State Reason

11 Port-channelll Data

Verifigue os detalhes do Port-Channel:

<#root>

FP2110-2 /eth-uplink/fabric #

show port-channel detai

Port Channel:
Port Channel Id: 11
Name: Port-channelll
Port Type: Data
Description:
Admin State: Enabled
Oper State: Up
Auto negotiation: Yes
Speed: 1 Gbps
Duplex: Full Duplex
Oper Speed: 1 Gbps
Band Width (Gbps): 2
State Reason: Up
flow control policy: default
LACP policy name: default

oper LACP policy name: org-root/lacp-default

Lacp Mode: Active
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:



Verifique os detal hes dos membros do Port-Channel:

<#root>

FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #

scope port-channel 11

FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Port Name Membership Oper State State Reason
Ethernetl/1 Up Up Up
Ethernetl/2 Up Up Up

Detalhes da porta de membros:

<#root>

FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port det ai

Member Port:
Port Name: Ethernetl/1
Membership: Up
Oper State: Up
State Reason: Up
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Unknown
Current Task:

Port Name: Ethernetl/2

Membership: Up

Oper State: Up

State Reason: Up

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Unknown

Current Task:



Verificagdo do LACP

<#froot>
FP2110-2(local-mgmt)#

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286T.7fec.5980 0x10e 13 s FA <-- the peer is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286T.7fec.5980 0x10f 5 s FA <-- the peer is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:
Yes Yes No No

Observacdo: em FPR21xx/FPR1xxXx, ataxa de LACP padréo € lenta e ndo pode ser aterada

Contadoresdo LACP

<#root>



FP2110-2(local-mgmt)#

show | acp counters

LACPDUs
Port Sent Recv

Channel group: 11

Ethl/1 4435 3532
Eth1l/2 4566 3532
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs
Port Sent Recv

Marker M
Sent Recv
] 0
] 0

Marker M

Sent Recv

Channel group: 11
Ethl/1 4436 3532
Eth1l/2 4567 3532

Verificagdo de interface do FPR2100

arker Response LACPDUs
Sent Recv Pkts Err
) 0 0

) 0 0

arker Response LACPDUs
Sent Recv Pkts Err
) 0 0

) 0 0

Como as interfaces fisicas sdo mapeadas para 0 switch interno do FPR2100:

Interface Switch interno no Switch interno no
FPR2110/FPR2120 FPR2130/FPR2140

EV/1 1 1

E1/2 0 0

E1/3 3 3

El/4 2 2

E1/5 5 5

EV6 4 4

EL/7 7 7

E1/8 6 6




E1/9 9 49
E1/10 8 48
El/11 11 51
El/12 10 50
E1/13 12 59
E1l/14 13 58
E1/15 14 57
E1/16 15 56
E2/1 - 70
E2/2 - 71
E2/3 - 69
E2/4 - 68
E2/5 - 66
E2/6 - 67
E2/7 - 65
E2/8 - 64

Verifique o status dainterface fisica:

<#root>




FP2110-2(local-mgmt)#

show portmanager port-info ethernet 1 1

port_info:
if_index: 0x1081000
type: PORTMGR_IPC_MSG_PORT_TYPE_PHYSICAL
mac_address: 70:df:2f:18:d8:04
flowctl: PORTMGR_IPC_MSG_FLOWCTL_NONE
role: PORTMGR_IPC_MSG_PORT_ROLE_NPU

admin_state: PORTMGR_IPC_MSG_PORT_STATE_ENABLED
oper_state: PORTMGR_IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR_IPC_MSG_SPEED_AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED_1GB
admin_mtu: 9216
admin_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
oper_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
pc_if_index: @x200000b
pc_membership_status: PORTMGR_IPC_MSG_MMBR_UP
pc_protocol: PORTMGR_IPC_MSG_PORT_CHANNEL_PRTCL_LACP_ACTIVE
native_vlan: 1011
num_allowed_vlan: 1

allowed_vlan[Q]: 1011

Contadores da interface fisica:

<#root>

FP2110-2(local-mgmt)#

show portmanager counters ethernet 1 1

Good Octets Received 1 2692986
Bad Octets Received : 0

MAC Transmit Error : 0
Good Packets Received : 37038
Bad Packets Received : 0
BRDC Packets Received 1 22290
MC Packets Received : 12538
Size 64 1 34193
Size 65 to 127 : 1531
Size 128 to 255 : 1515
Size 256 to 511 : 374
Size 512 to 1023 : 95
Size 1024 to Max : 0
Good Octets Sent : 87296
Good Packets Sent : 682
Excessive Collision : 0

MC Packets Sent : 682

BRDC Packets Sent
Unrecognized MAC Received
FC Sent

Good FC Received

Drop Events

Undersize Packets
Fragments Packets
Oversize Packets

Jabber Packets

MAC RX Error Packets Received
Bad CRC

[SENSENSEESEE SRS B RS R SR SIS



Collisions

TabelaMAC do switch interno do FPR2100. Observe que 01:80:C2:00:00:02 = LACP

<#root>

FP2110-2(local-mgmt)#
show portmanager switch nmac-filters

port ix MAC mask

00 03e 70:DF:2F:18:D8:05 FF:FF:FF:FF:
043 01:80:C2:00:00:02 FF:FF:FF:FF:
044 70:DF:2F:18:D8:2D FF:FF:FF:FF:
045 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3d0 00:00:00:00:00:00 01:00:00:00:
3e8 01:00:00:00:00:00 01:00:00:00:

01 03f 70:DF:2F:18:D8:04 FF:FF:FF:FF:
040 01:80:C2:00:00:02 FF:FF:FF:FF:
041 70:DF:2F:18:D8:2D FF:FF:FF:FF:
042 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3d1 00:00:00:00:00:00 01:00:00:00:
3e9 01:00:00:00:00:00 01:00:00:00:

02 03c 70:DF:2F:18:D8:07 FF:FF:FF:FF:
049 01:80:C2:00:00:02 FF:FF:FF:FF:
04a 70:DF:2F:18:D8:6D FF:FF:FF:FF:
@4b FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3d2 00:00:00:00:00:00 01:00:00:00:
3ea 01:00:00:00:00:00 01:00:00:00:

As portas el/1 e el/2 correspondem a 0/0 e 0/1 no switch interno:

<#root>

FP2110-2(local-mgmt)#

show portmanager switch status

Dev/Port Mode Link  Speed Duplex

0/0 QSGMII Up 1G Full None
0/1 QSGMII Up 1G Full None
0/2 QSGMII Down 1G Half None
/3 QSGMII Down 1G Half None
0/4 QSGMII Down 1G Half None
@/5 QSGMII Down 1G Half None
0/6 QSGMII Down 1G Half None
0/7 QSGMII Down 1G Half None
0/8 QSGMII Down 1G Half None
@/9 QSGMII Down 1G Half None
0/10 QSGMII Down 1G Half None
0/11 QSGMII Down 1G Half None

FF:
FF:
FF:
FF:
00
00

FF:
FF:
FF:
FF:
00
00

FF:
FF:
FF:
FF:
00
00

FF
FF
FF
FF
00
00

FF
FF
FF
FF
00
00

FF
FF
FF
FF
00
00

action

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

packets

687

5501
2101
7946

687
22351

2215
11886

Loopback Mode

bytes

87936

385360
141426
1524820

87936
1451504

154542
1006067



0/12
0/13
0/14
0/15
0/16
0/17
0/18
0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27

QSGMII Down 10 Half None

QSGMII Down 10 Half None
QSGMII Down 10 Half None
QSGMII Down 10 Half None
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A

KR Up 10G Full None

KR Up 10G Full None

KR Down 10G Full None

KR Up 10G Full None

Troubleshooting

Resumodo LACP

Fatosde LACP:

O Link Aggregation Control Protocol (LACP) do padr&o |EEE (802.3ad) é um protocolo L2 usado
para negociacdo do Port-Channel.

O LACP usao MAC de destino 0180.c200.0002 e o tipo de Ethernet 0x8809.

O LACP e o modo On (sem LACP) sdo os unicos modos compativeis com os dispositivos Firepower
(o modo On foi adicionado ao FP4100/FP9300 na versio 2.4.x do FXOS).

O LACP pode ser configurado em um dos dois modos (Ativo ou Passivo). O FXOS sempre usa o
modo Ativo.

O objetivo principal do LACP é proteger contra configuracdes incorretas do Port-Channel.

Para que um PC do LACP fique ATIV O, é necessério ter as mesmas configuragdes de

vel ocidade/duplex nos membros da interface do Port-Channel. No FXOS, vocé define a velocidade no
nivel do Port-Channel.

Agente do LACP = o dispositivo local

Parceiro do LACP = o dispositivo remoto

Cada dispositivo tem uma D do sistema do LACP, que geralmente € 0o MAC do chassi. A ID do
sistemado LACP é enviada em cada pacote do LACP.

Cada pacote do LACP tem aproximadamente 110 bytes.

O LACP pode funcionar em taxa répida ou taxa lenta (normal). No FXOS, o padréo € taxa rgpida
(exceto para 1xxx/21xx, em que ataxa € sempre lenta), mas também pode ser configurado como taxa
lenta. O modo do LACP no lado do switch depende do modelo do switch e do SW usado. Por
exemplo, um Cat3750 é compativel com taxa lenta e rpida a partir da versdo 15.2(4)E. Verifique o
guia de confirmacao do switch para obter mais detal hes.

No periodo de deteccéo do LACP, os LACPs sdo enviados a cada 1 segundo, independentemente da
taxade LACP. A taxado LACP afeta apenas o intervalo de keepalive do LACP, quando ainterface
etaATIVA.

Beneficios da manutencéo de atividade do LACP



O keepalive do LACP é (til nas situagdes em que a interface remota ndo esta mais funcional, mas ainda esta
ATIVA (nenhumafalhadiretafoi detectada). Esse pode ser o caso de um problema de driver/L2 ou se
houver algum dispositivo no caminho (por exemplo, IPS) que ndo permita a deteccéo de falhas de link
remoto. O keepalive do LACP tem um limite de tempo de taxa de pares x 3. Por exemplo, se 0 par remoto €
enviado a cada 1 segundo, o dispositivo local declara o par remoto como inativo se nenhum pacote do LACP
for recebido em 3 segundos. No caso de taxa lenta, isso ocorre depois de 90 segundos.

Todos os campos de um pacote do L ACP conforme sdo mostrados no Wireshark:

[l
™ | e | Sonrce | Destinaticn [prosest | rength | Sowrcepert | 1o
156 2017-10-12 19:13:01.348472 Cisco_ec:59:8f 5low-Protocols LACP 124 Link Aggregation Control Protocol Ve

* [Frame 156: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interfage®
# Ethernet II, Src: Cisco_ec:50:8F (28:6F:7Ff:ec:59:8F), Dst: Slow-Protocols (01:80:c2:00:00:02)
# 5low Protocols
 Link Aggregation Control Protocol
LACP Versiom Number: @x@l
Actor Information: @xel
Actor Information Length: @wld
Actor System Priority: 32768
Actor System: Cisco_ec:59:80 (2B:6f:7f:ec:59:80)
Actor Key: 16
Actor Port Priority: 32768
Actor Port: 272
= Actor State: @x85, LACP Activity, Aggregation, Expired
....... 1 = LACP Actiwvity: Active
. ..8. = LACP Timeout: Long Timeout
.. «1.. = Aggregation: Aggregatable
vees @... = Synchronization: Out of Sync
vasl oo = Collecting: Disabled
.8, .... = Distributing: Disabled
8., .... = Defaulted: Mo
love wuns = Expired: Yes
[Actor State Flags: E"™""G"A]
Reserved: QD000
Partner Information: Gwdl
Partner Information Length: @xld
Partner System Priority: 32768
Partner System: a3:00:88:c3:9%¢:ec (ad:00:88:c3:%e:ec)
Partner Key: 9
Partner Port Priority: 32768
Partner Port: 2116
3 Partner State: Ox36, LACP Timeout, Aggregation, Collecting, Distributing
....... B = LACP Activity: Passive
1. = LACP Timeowt: Short Tiseout
Aggregation: Aggregatable
Synchronization: Out of Sync
Collecting: Enabled
Distributing: Enabled
Defaulted: Mo
B... wuw. = Expired: Mo
[Partner State Flags: *=*DL*G57]
Reserved: 000000
Collector Information: @wdd
Collector Information Length: @xld
Collector Max Delay: 32768
Reservied: SO0B000000000000000MMDDN
Terminator Information: @x0@
Terminator Length: x0@
ﬂt"."rv’t"d: i ETeTatare! aTa vy

-
i nnE N

Observacdo: quando um canal de porta é terminado no FTD, a captura FXOS ndo mostra pacotes LACP
(entrada ou saida)

Comparacédo entretaxarapida etaxalentado LACP



Em geral, arecomendacdo € usar a taxa répida em ambos os lados (0 FXOS no 4100/9300 usa a taxa rapida
por padrdo e, no FPR2100, a taxa de envio padrdo do LACP élenta). A taxarapida do LACP pode aumentar

avelocidade dos pacotes do Port-Channel.

FXOS configurado com taxa
lenta

FXOS configurado com taxa
rapida

Switch configurado com
taxa lenta

O switch solicita taxalenta
O FXOS solicitataxalenta

O switch envial LACP/30
segundos

O FXOSenvial LACP/30
segundos

O switch solicita taxa lenta
O FXOS solicitataxa rapida

O switch envial
LACP/segundo

O FXOSenvial LACP/30
segundos

Switch configurado com
taxargpida

O switch solicitataxargpida
O FXOS solicitataxalenta

O switchenvial LACP/30
segundos

O FXOSenvial
LACP/segundo

O switch solicitataxarapida
O FXOS solicita taxa rapida

O switch envial
LACP/segundo

O FXOSenvial
LACP/segundo

Para configurar o modo do LACP no FXOS (41xx/93xx):

<#root>
KSEC-FPR4100-1#

scope org
KSEC-FPR4100-1 /org #

show | acppolicy

LACP policy:

Name LACP rate

default Fast
KSEC-FPR4100-1
KSEC-FPR4100-1
fast lacp
normal lacp

rate fast
rate normal

/org # scope lacppolicy default
/org/lacppolicy # set lacp-rate




Solucionar problemas do Port-Channel no FPR4100/FPR9300

Diagrama de Rede

Os chassis do FPR4100 e do FPR9300 contém um switch interno em que o Port-Channel € encerrado. Como
o switch interno é semelhante aum Nexus 5K e o FXOS é compativel apenas com o LACP, a abordagem de
solucdo de problemas é semelhante a um Nexus 5K.

Verificacdo 1 &€ Verifique o status do Port-Channel

<#root>

FP4110-7-A(fxos)#

show port-channel sunmmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended 1 - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
15 Po15(SU) Eth LACP Eth1/2(P) Eth1/3(P)

Verifique o status da interface do FXOS:

<#root>

FP4110-7-A(fxos)#

show i nterface brief



Ethernet VLAN Type Mode Status Reason Speed Port

Interface Ch #
Ethl/1 1 eth 1qtunl up none 1000(D) --
Ethl/2 1 eth 1qtunl up none 1000(D) 15
Eth1/3 1 eth 1qtunl up none 1000(D) 15
Ethl/4 1 eth 1qtunl down SFP not inserted 10G(D) --
Ethl/5 1 eth 1qtunl down Administratively down 1000(D) --
Ethl/6 1 eth 1qtunl down Administratively down 1000(D) --
Ethl/7 1 eth 1qtunl down Administratively down 10G(D) --
Eth1/8 1 eth 1qtunl down SFP not inserted 10G(D) --
Eth1/9 1 eth vntag up none 40G(D) --
Eth1/10 1 eth access down Administratively down 40G(D) --
Eth1/11 1 eth access down Administratively down 1000(D) --
Ethl/12 1 eth access down Administratively down 1000(D) --

Verificagdo 2 & Verifique se 0 FXOS envia e recebe L ACPs (execute o comando algumas vezes)

<#root>

FP4110-7-A(fxos)#

show | acp counters interface port-channel 15

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Erx
port-channell5
Ethernetl/2 223019 207280 © 0 0 () 0
Ethernetl/3 296532 207744 0 0 0 () 0

Verifique 0 mesmo no switch:

<#froot>
Switch#
show | acp 5 counters

LACPDUs Markexr Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 5
Gil/e/2 627 596 0 ) 0 ) )
Gil/e/3 623 593 0 ) 0 ) )

Verifigue os detalhes do LACP de umainterface individual do FXOS:

<#root>

FP4110-7-A(fxos)#



show [ acp interface ethernet 1/2

Interface Ethernetl/2 is up
Channel group is 15 port channel is Po1l5
PDUs sent: 222828
PDUs rcvd: 207074
Markers sent: @
Markers rcvd: @
Marker response sent:
Marker response rcvd:
Unknown packets rcvd:
I1legal packets rcvd: @

Lag Id: [ [(8000, 28-6f-7f-ec-59-80, 5, 8000, 103), (8000, 2c-33-11-8e-7-b3, e,

8000, 42)] ]

Operational as aggregated link since Tue Oct 31 19:14:57 2017

[SENSIN S

Local Port: Ethl/2 MAC Address= 2c-33-11-8e-7-b3
System Identifier=0x8000,2c-33-11-8e-7-b3
Port Identifier=0x8000,0x42
Operational key=14
LACP_Activity=active
LACP_Timeout=Short Timeout (1s)
Synchronization=IN_SYNC
Collected=true
Distributing=true

Verificacdo 3 &€ Verifigue as IDs do LACP dos dispositivos local e remoto

<#root>

FP4110-7-A(fxos)#

show | acp port-channel interface port-channel 15

port-channell5
System Mac=2c-33-11-8e-7-b3
Local System Identifier=0x8000,2c-33-11-8e-7-b3
Admin key=0xe
Operational key=0xe
Partner System Identifier=0x8000,28-6f-7f-ec-59-80
Operational key=0x5
Max delay=0
Aggregate or individual=1
Member Port List=

Verificacdo 4 (opcional) &* Colete essa saida (pode ser usada pelo Cisco TAC)

<#root>

FP4110-7-A(fxos)#

show | acp internal event-history errors

1) Event:E_DEBUG, length:74, at 574387 usecs after Tue Oct 31 19:14:57 2017
[102] lacp_proto_set_ntt(1780): Restarting periodic tx timer in 0x21@ msecs



2) Event:E_DEBUG, length:467, at 544757 usecs after Tue Oct 31 19:14:57 2017
[102] lacp_ac_init_port_channel_member(1660): TYPE1l UPDATE lacp_ac_init_port
_channel_member port-channel port-channell5(0x1600000e) lacp_mcec_typel_upd_sent

Verificacdo 5 &€ Verifique atransi¢céo do FSM do LACP para a porta especifica que tem o problema. As
mensagens S0 mostradas com a mais antiga na parte superior da saida

<#root>

FP4110-7-A(fxos)#

show | acp internal event-history interface ethernet 1/2

>>>>FSM: <Ethernetl/2> has 975 logged transitions<<<<<

1) FSM:<Ethernetl/2> Transition at 257150 usecs after Sun Oct 29 12:35:16 2017
Previous state: [LACP_ST_WAIT_FOR_HW_TO_PROGRAM_RECEIVE_PATH]
Triggered event: [LACP_EV_PORT_RECEIVE_PATH_ENABLED_AS_CHANNEL_MEMBER_MESSAGE]
Next state: [LACP_ST_PORT_MEMBER_RECEIVE_ENABLED]

4) FSM:<Ethernetl/2> Transition at 966987 usecs after Sun Oct 29 12:35:19 2017
Previous state: [LACP_ST_PORT_MEMBER_COLLECTING_AND_DISTRIBUTING_ENABLED]
Triggered event: [LACP_EV_PARTNER_PDU_IN_SYNC] <--- Good (Received LACP with a€"Synchronizat:
Next state: [LACP_ST_PORT_IS_DOWN_OR_LACP_IS_DISABLED]

207) FSM:<Ethernetl/4> Transition at 482767 usecs after Sun Oct 29 13:18:40 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC]
Next state: [FSM_ST_NO_CHANGE]

208) FSM:<Ethernetl/4> Transition at 363720 usecs after Sun Oct 29 13:18:41 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC] <--- Bad (Received LACP with a€~Synchroni:
Next state: [FSM_ST_NO_CHANGE]

Verificacdo 6 &€ Colete o historico de eventos do Port-Channel (pode ser usado pelo Cisco TAC)

<#root>

FP4110-7-A(fxos)#

show port-channel internal event-history al

Low Priority Pending queue: len(@), max len(1l) [Tue Oct 31 19:37:03 2017] High Priority Pending queue: 1



Solucionar problemas do Port-Channel no FPR21xx/FPR1xxx

Diagrama de Rede
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Verificagdo 1. Caso o LACP sgja usado, verifique os contadores do LACP

Vocé vera que os dois lados (switch e FXOS) enviam e recebem:

<#root>

FP211@-2(local-mgmt)#

show | acp counters

LACPDUs Markexr Marker Response

Port Sent Recv Sent Recv Sent Recv
Channel group: 11
Eth1/1 4435 3532 0 0 0 0
Ethl/2 4566 3532 0 0 0 0
Outra maneira de verificar o mesmo:
<#root>
FP211@0-2(local-mgmt)#
show pktmgr counters
Ports Tx Tx Tx Rx Rx

Packets Drops Bytes Packets Drops
Eth1/1 4575 0 567300 3537 0
Ethl/2 4706 0 583544 3537 0

LACPDUs

Pkts Exr

0

0

Rx Rx

Bytes Forwards
452736 3537 < LACP PDUs forwarded interr
452736 3537 < LACP PDUs forwarded interr



Eth1/3
Ethl/4
Eth1/5
Ethl/6
Eth1/7
Eth1/8
Eth1/9
Ethl/10
Eth1/11
Eth1/12
Eth1/13
Ethl/14
Eth1/15
Ethl/16
Misc.

[SENSENSEN SR SIS BN BN RIS IR S B RGN SR S
[SENSENSEN IR SIS BN BN RIS IR S B B R SR S
[SENSEN SIS ST BN BN SRS IS YOS B G R SR S
[SENSENSE IR SIS BN BN RIS IS B B R S S
[SENSENSEN IR ST BN BN SRS IS B B R S S
[SENSEN SIS SIS BN BN SRS IR S B B R S S

Verificagdo 2. Verifique o status do switch de upstream

<#root>

FP2110-2(local-mgmt)#

show | acp nei ghbor

S - Device
F - Device
A - Device

Flags: is requesting Slow LACPDUs

is requesting Fast LACPDUs
is in Active mode P - Device is in Passive mode

Channel group: 11

Partner (internal)

VU OO0 OO

>
~

Port
Ethl/1

Port
Ethl/2

information:
Partner Partner Partner
System ID Port Number Age Flags
32768,286T.7fec.5980 0@x10e 9 s FA
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes
Collected: Distributing: Defaulted: Expired:
Yes Yes No No
Partner Partner Partner
System ID Port Number Age Flags
32768,286T.7fec.5980 0x10f 24 s FA
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:



Active Long

Yes

Collected: Distributed:

Yes Yes

Defaulted:

No

Yes

Expired:

No

Observagdo: se Coletado e Distribuido ndo forem 'Sim' e Padréo for 'N&o', o LACP n&o seré convergido.

Verificacdo 3. Verifique sealD do sistemado LACP local ndo €0

<#froot>
FP2110-2(local-mgmt)#
show [ acp sys-id

32768, 70df.2f18.d813

Solucao de problemas adicional (comum em todas as platafor mas)

Verificagdo 1

Certifique-se de que ambos os lados (Firewall e switch) tenham configuragtes correspondentes (por
exemplo, Velocidade é amesma, o modo de canal de porta € o mesmo).

Verificagdo 2

Verifique se hafalhas do FXOS. Vocé pode fazer essa verificagcdo nainterface do usuério (Ul) do chassi ou

na CLI| gue usa esse comando:

<#root>

FPR4100#

show faul t

543322
34178
34177

531228

522921

522922

522929

300958

300903

Description

Virtual interface 781 1link state is down

Fan 1 in Fan Module 1-5 under chassis 1 operabilit)
Fan module 1-5 in chassis 1 operability: degraded
The password encryption key has not been set.

lan Member 1/5 of Port-Channel 1@ on fabric intercc
lan port-channel 10 on fabric interconnect A oper -
ether port 1/5 on fabric interconnect A oper state:
ether port 1/7 on fabric interconnect A oper state:
ether port 1/6 on fabric interconnect A oper state:

Severity Code Last Transition Time

Major Fo479 2020-03-19T11:50:44.322
Major F@373 2020-03-19T10:55:13.778
Minor Fo480 2020-03-19T10:55:13.777
Major F1767 2020-03-19T10:54:04.162
Major Fo727 2020-03-19T09:50:02.891
Major F0282 2020-03-19T09:49:31.462
Major Fo277 2020-03-19T09:49:31.437
Info F@279 2020-01-17T11:06:45.472
Info F@279 2020-01-17T711:06:37.941
Minor F1437 2020-01-16T10:11:39.675

291723

Config backup may be outdated



As falhas sd0 mostradas em ordem cronoldgica. A gravidade reflete aimportancia dafalha, enquanto a
descricéo fornece um breve resumo. O foco esté principa mente na gravidade, no carimbo de horae na
descricdo. A ordem de gravidade da falha da mais grave para a menos grave €

* Critico

Principal

Menor

Aviso
Informagdes/condic¢éo
e Limpo

Para obter detalhes sobre cada falha, consulte o guia Falhas e mensagens de erro do FXOS: Mensagens de
erro e do sistemado FXOS

Error and System Messages

Verificagdo 3

Se vocé fez algumas alteragdes recentes rel acionadas a configuracéo do Port-Channel no FMC, verifique se
apoliticafoi implantadado FMC parao FTD

Verificagdo 4

Se o Port-Channel estiver no estado de falha e o dispositivo pertencer aum cluster, verifique se o cluster

esta ativado no dispositivo. Para um dispositivo iniciado no cluster, € normal ter o Port-Channel em um
estado defalha

Verificagdo 5

Se aconfiguragdo estiver correta, mas ainterface ndo ficar ATIVA, verifique e substitua o cabo e/ou 0
transceptor plugavel de tamanho pequeno (SFP)

Verificagdo 6

Verifique as notas de versdo do Firepower quanto a problemas conhecidos relacionados ao Port-Channel.
Por exemplo, se vocé executar o FXOS versdo 2.6.1.169 e o FTD 6.4.0.6, verifique estas segoes:


https://www.cisco.com/c/pt_br/support/security/firepower-9000-series/products-system-message-guides-list.html
https://www.cisco.com/c/pt_br/support/security/firepower-9000-series/products-system-message-guides-list.html
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Problemas comuns

Caso 1. Incompatibilidade do modo Ether Channel

Considere esta topologia:
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Os sintomas do problema

No Firepower, o Port-Channel estainativo e o protocolo de negociagédo € o LACP:

<#root>

FP211@0-2(local-mgmt)#
show portchannel sunmmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met

0n
1

Group Port- Type Protocol Member Ports
Channel
11 Po11(D) Eth LACP Eth1/1(D) Eth1/2(D)

Em FXOS, os contadores de L ACP enviados sdo incrementados a cada 30 segundos, mas o0s contadores de
recebimento néo so:

<#root>

FP2110-2(local-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Exr



Channel group: 11

Ethl/1 11356 3762 ) 0 ) 0 0
Eth1l/2 11393 3761 ) 0 ) 0 0
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs Markexr Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11
Ethl/1 11357 3762 ) 0 ) 0 0
Eth1l/2 11394 3761 ) 0 ) 0 0

A causado problema

O Port-Channel no switch estA ATIVO, mas observe a auséncia do protocol o de negociacao:

<#root>

Switch#

show et her channel 22 sunmary

a€,

Number of channel-groups in use: 15

Number of aggregators: 15

Group Port-channel Protocol Ports

------ g
22 Po22(SU) - Gil/0/13(P) Gil/@/14(P)

A configuracéo da porta do switch confirmaisso:

<#root>

Switch#

show run int g1/0/13

interface GigabitEthernet1/0/13
lacp rate fast

channel-group 22 mode on
end

Switch#

show run int gl1/0/14

interface GigabitEthernetl1/0/14
lacp rate fast

channel-group 22 mode on
end

Solucéo



Como esse € um dispositivo FPR21xx, existemn duas solugdes possiveis:

1. Altere o modo do Port-Channel no lado do switch de ON para LACP (Ativo ou Passivo).
2. Altere o modo do Port-Channel no lado do FTD de LACP para ON.

Neste cenério, a segunda solucdo foi escolhida (defina o Port-Channel do FTD como o modo ON):

<#root>

FP2110-2(local-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met

(%]
1

Group Port- Type Protocol Member Ports
Channel
11 Poll(U) Eth ON Eth1/1(P) Eth1/2(P)

Os contadores do LACP ndo serdo mais exibidos:

<#root>

FP2110-2(local-mgmt)#
show | acp counters

FP2110-2(local-mgmt)#

Caso 2. Design errado do Port-Channed

Os sintomas do problema

<#root>

FP4110-7-A(fxos)#

show port-channel sunmmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended 1 - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports

Channel



15 Pol15(SD) Eth LACP Eth1/2(P) Eth1/3(s)
48 Po48(SD) Eth NONE -

Os contadores do LACP do FXOS aumentam em ambas as diregdes:

<#root>

FP4110-7-A(fxos)#

show | acp counters

LACPDUs Marker Marker Response
Port Sent Recv Sent Recv Sent Recv
port-channell5
Ethernetl/2 419219 451268 © 0 0 ()
Ethernetl/3 419215 446806 © 0 0 ()

FP4110-7-A(fxos)# show lacp counters

LACPDUs Marker Marker Response
Port Sent Recv Sent Recv Sent Recv
port-channell5
Ethernetl/2 419219 451269 © 0 0 ()
Ethernetl/3 419216 446807 © 0 0 ()

A causado problema

A saida do show lacp neighbor mostrauma ID do sistema do parceiro diferente em cada porta:

<#root>

FP4110-7-A(fxos)#

show | acp nei ghbor

Flags: S - Device is sending Slow LACPDUs F - Device is sendin
A - Device is in Active mode P - Device is in Pas
port-channell5 neighbors

Partner's information

Partner Partner
Port System ID Port Number Age
Ethl/2 32768,28-6f-7f-ec-59-800x103 419611
LACP Partner Partner
Port Priority Oper Key
32768 0x5
Partner's information
Partner Partner
Port System ID Port Number Age
Eth1l/3 32768,4-62-73-d2-65-0 0x12f 419610
LACP Partner Partner
Port Priority Oper Key
32768 0x16

LACPDUs
Pkts Exrr

LACPDUs
Pkts Exrr

g Fast LACPDUs

sive mode

Partner
Flags
FA

Partner
Port State
@x3d

Partner
Flags
SA

Partner
Port State
oxd



Isso pode ser visualizado da seguinte maneira:
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Cat 3750-X

Solucéo

» No caso do 2960, vocé precisa configurar o empilhamento (FlexStack).

No caso do 3750-X/3850 etc, vocé precisa configurar o empilhamento (StackWise Plus).
No caso do 4500, 6500 e 6800, voceé precisa usar o Virtual Switching System (VSS).

No caso do Nexus 5K, 7K ou 9K, vocé precisa usar o Virtual Port-Channel (vPC).

Em um caso diferente, vocé precisa conectar o FXOS ao mesmo switch fisico.

Caso 3. Port-Channdl do FXOS néo atribuido

Diagrama de Rede




Os sintomas do problema

No lado do FXOS, os membros do Port-Channel est&o suspensos:

<#root>

FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended 1 - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

15 Pol5(SD) Eth LACP Ethl/2(s) Eth1/3(s)
48 Po48(SD) Eth NONE --

O mesmo ocorre no lado do switch:

<#root>

Switch#

show et herchannel 5 summary

a€|

Group Port-channel Protocol Ports

------ g
5 Po5(SD) LACP Gil/@/2(s) Gil/@/3(s)

Os contadores FXOS L ACP mostram pacotes que sdo enviados e recebidos:

<#root>

FP4110-7-A(fxos)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Erx
port-channell5
Ethernetl/2 420839 452531 0@ (] 0 () ]
Ethernetl/3 420793 447409 © (] 0 () ]

FP4110-7-A(fxos)#
show | acp counters

LACPDUs Marker Marker Response LACPDUs



Port Sent Recv Sent Recv Sent Recv Pkts Exrr

port-channell5
Ethernetl/2 421026 452537 @ 0 ) 0 )
Ethernetl/3 420981 447416 @ 0 ) 0 )

No lado do switch, os contadores do L ACP também mostram pacotes que sdo enviados, mas ndo recebidos:

<#root>
Switch#
show | acp 5 counters

LACPDUs Markexr Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Exr

Channel group: 5

Gil/e/2 452539 420223 0 ) 0 0 )
Gil/e/3 447232 415274 0 ) 0 0 )
Switch#

show | acp 5 counters

LACPDUs Markexr Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Exr

Channel group: 5
Gil/e/2 452540 420223 @ ) 0 ) )
Gil/e/3 447233 415274 @ ) 0 ) )

A causado problema

Nesse caso, 0 problema é que o Port-Channel do FXOS ndo foi atribuido ao dispositivo [6gico (aplicacéo do
FTD):

Overview BOIGHET=N |oqgical Devices Security Engine Platform Settings

Network Module 1

= - Network Module 2 : Empty
- ———
ConsoLe MGMT  USE - D
2 4 3 &
e o
Interface Type Admin Speed Operational Spead Application Admin Duplex Auto Neg
@ MGMT Management

4 ' Port-channel15 data 1gbps 1gbps l:l Full Duplex ne
@ Ethernetl/2 data l1gbps Full Duplex no
Ethernatl/3 data 1gbps Full Duplex ng

TEER-



Solucdo

Atribuir o Port-Channel ao dispositivo |6gico

Caso 4. OsAlertas De Integridade Sobre O Canal De Porta N&o Recebem Nenhum
Pacote

A cada5 minutos, o dispositivo (FTD) enviainformagdes sobre o tréafego de interface recebido em cada
interface que tem um nome configurado e esta ATIVA. Se hdo houver pacotes recebidos no dltimo
interval 0, mensagens como esta serdo exibidas nainterface do usuério do FMC:

e o T I

[ l-]_loﬁlf- 1 warning 11 critical

@ Interface Status [ Interface Port-channeld 50' is not receiving any packets
Interface Port-channel10.14" is not receiving any packets

Acao recomendada

NaCLI do FTD, verifique a saida do comando show traffic e concentre-se na taxa de entrada de 5 minutos,
por exemplo,

Interface Port-channell®@.14
INSIDE:
received (in 237938.740 secs):

2 packets 84 bytes

0@ pkts/sec @ bytes/sec
transmitted (in 237938.740 secs):

5 packets 140 bytes

0@ pkts/sec @ bytes/sec
minute input rate @ pkts/sec, @ bytes/sec
minute output rate @ pkts/sec, © bytes/sec
minute drop rate, @ pkts/sec
minute input rate @ pkts/sec, @ bytes/sec
minute output rate @ pkts/sec, © bytes/sec
minute drop rate, @ pkts/sec

(2RO RO B i i

Caso 5. Alerta de saude no FM C: canal de porta desassociado ou interface adicionada

O dertade Integridade informa: "Interface com nome-fisico: "Canal-porta" desassociado.” ou "Interface
com nome-fisico: \"name_if\" adicionado."

Acé&o recomendada

Esse é um problema cosmético conhecido rastreado pela |D de bug Cisco CSCvb15074

ConsideracGes do canal da porta


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074

Consider acOes do projeto
Caso 1. Bladedo FTD/ASA em HA

Esta configuracé@o ndo é compativel. O motivo € que a configuracdo do canal de porta no lado do switch est4
incorreta e leva ao bloqueio de tréfego no dispositivo de standby. Esse design € compativel somente quando
vocé configurao ASA ou o FTD no modo Cluster Distribuido.

Incorrect Port-Channel design

Aviso: este cenario estaincorreto no failover (ata disponibilidade)

Este € o design apropriado do Port-Channel para alta disponibilidade:

100 gy FTDOTASAINHA  FPRAI00

Pol0

MSS

Correct Port-Channel design

Referéncias

» Conexdo com um EtherChannel em outro dispositivo
» EtherChannels para clustering entre chassis

Caso 2. FTD/ASA no cluster

Cada Port-Channel dainterface de dados do firewall usa o modo Distribuido (esse é o Unico modo
compativel nas plataformas Firepower). Da perspectiva de design, no lado do switch, as portas do switch
para uma Unicainterface de dados pertencem a um port-channel.


/content/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/logical_devices.html

Por exemplo, no caso do FP9300 (2 chassis, 6 blades), as portas de dados podem ser configuradas da
seguinte forma:

Data Port-Channel|

FP9300 FP9300
Unit-1 Unit-2
_- I -_ : : ; ...._.__._:_._.
blade-1 blade-2 blade-1 blade-2 blade-3
.—_._b“-: — = e el i i—_.--
T —
H&“mh — Data Port-Channel
® Pol (vPCl) ——— - —
® Po2 (vPC2)
® rol0
Poll

Por outro lado, o Cluster Control Link (CCL) usa o modo de cana de portaindividual e, de acordo com as
mel hores préticas, alargura de banda deve corresponder a capacidade méxima de cada membro. Além disso,
no caso do Nexus, cada port-channel pertence aum vPC diferente.

Unit-1

blade-1 blade-2
*— 0

@® Po1l1 (vPC10)
® Po12 (vPC20)
® Po48

Da mesmaforma, no caso do FP41xx:



® Po1 (vPC1)
® Po2 (vPC2)
® Po10

Po11

® Poll(vPC10)
® Po12(vPC20)

® Po4s8

Caso 3. Port-Channel encerrado no FXOS

Port-Channel encerrado no chassi do FXOS. Veja abaixo um exemplo desse design:

FPRO9300

61/0/23 SW2

Pol6  Poll O _ﬂ >

G1/0/24




Caso 4. Port-Channd atravésdo FXOS

O canal de porta passa pelo chass FXOS. Veja abaixo um exemplo desse design:

INSIDEL. FPRQ3()() OUTSIDEL
SW1Gi/03 el/4 e1/7
Inline Pair 1

_(Q)Pus Inline Set Poll -u;

g

G1/0/4 e1/6 e1/8 G1/0/24
INSIDE2 FTD  oursipe2

Glf‘ﬂ;"23

Observacdo: no segundo cenario, ndo ha nenhum canal de porta configurado no dispositivo Firepower.

Port-Channél encerrado no FXOS versus Port-Channdl através do FXOS

Recurso Comentérios

Port-Channel encerrado no

chassi do FXOS (MI0) Funcionaa partir do FX0OS 2.1.1

* Funcionaantes do FX0S2.1.1.58

O canal de porta passa pelo * N&o funcionaem FXOS>=2.1.158e<2.3.1.3
chassi FXOS (M10O) (devido ao bug da Cisco ID CSCva00405)

* Funcionaapbéso FX0S2.3.1.3

Outras consider agbes
Convergéncianormal do LACP

No caso de uma configuracdo de cluster (ASA ou FTD), arecomendag&o é que a convergéncianormal do
LACP sgja ativada no Nexus.

Perguntas frequentes

P. A distribuicdo hash de canal de porta do SSP é fixa ou adaptavel?

O FXOS usa a distribuicéo de hash resiliente. Parece ser equivalente ao modo de distribuicdo de hash fixo
descrito na documentacdo on-line do Nexus 7000/9k. No hash resiliente, se um link falhar, os fluxos
atribuidos ao link com falha serdo redistribuidos uniformemente entre os links ativos. Os fluxos atuais

através dos links ativos ndo so recriados e seus pacotes ndo sao entregues fora de ordem. Quando um link é


https://tools.cisco.com/bugsearch/bug/CSCva00405

adicionado ao canal de porta ou ao grupo ECMP, alguns dos fluxos com hash para os links atuais sdo
recriados para o novo link, mas ndo em todos os links atuais.

P. O que acontece se as portas do switch conectadas ao canal de porta forem desativadas? O FTD
monitora o link fisico ou o canal de porta?

Se todos os membros dainterface do port-channel ficarem inativos, o port-channel também ficarainativo. O
estado de operacéo do Port-Channel é mostrado como falha. Da perspectivado FTD, o port-channel é
mostrado como inativo. Por outro lado, nesta regra, ha uma excegdo: Quando os switches usam
empilhamento. Com o LACP, alD do sistema usa 0 endereco MAC da pilha do switch ativo e, se 0 switch
ativo for alterado, alD do sistema do LACP poderd ser adterada. SealD do sistemado LACP for aterada, o
EtherChannel sera alternado e ocorrera areconvergénciado STP. Use o comando stack-mac persistent timer
para controlar se 0 endereco MAC da pilha muda ou nédo apos um failover de switch ativo.

P. Gostaria de usar o comando " port-channel min-bundle 2" para que, seum link no canal da porta
cair, o canal da portaficarainativo e o firewall executara um failover.

Essa opc¢ado ndo é possivel no chassi do FXOS. Como alternativa e sempre que possivel, configure o
comando lacp min-links nos switches de pares.

P. Como capturar pacotesLACP?
Caso 1. Port-Channel encerrado no dispositivo l6gico (FTD/ASA)

* O Port-Channel é realmente encerrado no nivel do chassi (FXOS).
» Vocé ndo pode capturar os pacotes do LACP (entrada ou saida) no nivel do chassi (FXOS) nem no
nivel do aplicativo (FTD/ASA).

Caso 2. Port-Channel atravésdo FTD & Interface do FTD implantada como inline-set

inline-set setl
snort fail-open down
interface-pair INSIDE OUTSIDE
!
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
!
interface Ethernetl/3
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted

LACP Ethertype is @x8809 (dec 34825):
firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP
1: 21:15:00.403131 2894.0f57.271d ©0180.c200.0002 0x88@9 Length: 124 <-- LACP packet

0101 0114 8000 @017 dfd6 ec@d 0016 8000
0223 3d00 0000 ©214 8000 0017 dfd6 ec@®@
0015 8000 0222 3d00 0000 0310 3000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000



0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000

Caso 3. Port-Channel atravésdo FTD & Interface do FTD implantada como modo bridge-group:

interface Ethernetl/2

bridge-group 1

nameif INSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

!

interface Ethernetl/3

bridge-group 1

nameif OUTSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

!

interface BVI1

ip address 192.168.201.134 255.255.255.0

firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP

1 packet captured
1: 21:21:29.731987 2894.0f57.271c ©180.c200.0002 0x88@9 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec0d 0015 8000
0222 7d00 0000 0214 0000 0000 0000 0000
0000 0000 0000 0000 0000 0310 3000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000
1 packet shown

P. Como migrar de uma Unica porta para um canal de porta?

Essa alteracéo exige umajanela de manutencdo (MW) e é inconveniente. Depois que vocé migra de uma
Unicainterface para o Port-Channel, toda a configuragdo relacionada a uma unicainterface é desassociada.
Depois de criar o cana de porta, € necessario reassociar a mesma configuracdo ao canal de porta recém-
configurado, por exemplo, NAT, roteamento, VPN e assim por diante. Parao FTD, ha uma observacéo neste
documento:

Configurar um EtherChannel

Para um dispositivo ASA, o procedimento é descrito neste documento:

Conversdo das interfaces em uso em uma interface redundante ou EtherChannel



/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_85AADF58FE204A7C85ADB6A0D7724FE6
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889 

P. Como alterar o link de alta disponibilidade (HA) do FTD para o canal de porta?

Essa alteracéo exige umajanela de manutencdo (MW) e é inconveniente. Vocé deve interromper aHA e
reconfigura-la. No novo par de HA, especifique o Port-Channel como um link de HA. Documento
relacionado:

Configurar a alta disponibilidade do FTD em dispositivos Firepower

Q. O Firepower com ASA mostra o canal de porta ativo, o status da interface fisica inativo

| sso esta relacionado ao bug da Cisco |ID CSCvp03354

P. O que deve ser escolhido paraalD do canal deportano FMC? Ele precisa corresponder a alguma
coisa no lado do switch?

N&o, ndo é importante. VVocé pode usar qualquer ID do Port-Channel desejada.

P. Na guia Port-Channel Advanced (Avancado do canal de porta), hd alguma necessidade de fazer
algo parao MAC ativo/standby?

Se vocé plangja usar o Port-Channel no modo de acesso (sem tronco) e usa a configuracéo de alta
disponibilidade (HA), recomenda-se configurar o MAC ativo/em espera. Essa recomendacéo néo é
especifica do Port-Channel, mas é aplicavel aqualquer configuracéo de HA.

P. E possivel configurar descricdes para membros deinterface de um canal de porta?

Atualmente (FXOS 2.13.x), ndo € suportado. Verifique o guia de configuragdo mais recente do FXOS para
obter mais detal hes.

P. E possivel alterar o algoritmo de balanceamento de car ga de canal de porta FXOS?

Atualmente (FXOS 2.13.x), ndo € suportado. Verifique o guia de configuragdo mais recente do FXOS para
obter mais detal hes.

P. E possivel configurar o nimero minimo (min-links) de inter faces membro em um canal de porta
parafazer atransicdo do canal de porta para o estado agrupado?

Atualmente (FXOS 2.13.x), ndo é suportado. Verifique o guia de configuracdo mais recente do FXOS para
obter mais detalhes.

| nfor magbes Relacionadas

¢ Guias de configuracdo do FXOS
* Guias de configuracdo do FMC/FTD



https://www.cisco.com/c/pt_br/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp03354
https://www.cisco.com/c/pt_br/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/pt_br/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



