Configurar o mapeamento de atributos RADIUS
para usuarios remotos do FlexVPN
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Introducao

Este documento descreve como configurar o FlexVPN usando o Cisco Identity Services Engine
(ISE) para verificar identidades e executar o mapeamento do grupo de atributos.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

* Rede Virtual Privada de Acesso Remoto (RAVPN - Remote Access Virtual Private Network)
com configuracao IKEV2/IPsec em um Cisco IOS® XE Router via CLI

+ Configuracao do Cisco Identity Services Engine (ISE)

+ Cisco Secure Client (CSC)

protocolo RADIUS

Componentes Utilizados

Este documento é baseado nestas versdes de software e hardware:



Cisco CSR1000V (VXE) - Versao 17.03.04a
Cisco Identity Services Engine (ISE) - versao 3.1
» Cisco Secure Client (CSC) - Versao 5.0.05040

* Windows 11

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Configurar
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Configuracoes

Configuracao do roteador

Etapa 1. Configure um servidor RADIUS para autenticagéo e autorizagao local no dispositivo:

aaa new-model

aaa group server radius FlexVPN-Authentication-Server

server-private 192.168.30.110 key Ciscol23

aaa authentication login FlexVPN-Authentication-List group FlexVPN-Authentication-Server
aaa authorization network FlexVPN-Authorization-List local

O comando aaa authentication login <list_name> refere-se ao grupo de autentica¢ao, autorizacao
e contabilizacao (AAA) (que define o servidor RADIUS).

O comando aaa authorization network <list_name> local informa que usuarios/grupos definidos
localmente devem ser usados.

Etapa 2. Configurar um ponto confidvel para armazenar o certificado do roteador. Como a
autenticagao local do roteador € do tipo RSA, o dispositivo exige que o servidor se autentique
usando um certificado:



crypto pki trustpoint FlexVPN-TP
enrolIlment url http://192.168.50.230:80
subject-name CN=192.168.50.225
revocation-check none

rsakeypair FlexVPN_KEY

Etapa 3. Defina um pool local de IP para cada grupo de usuarios diferente:

ip local pool groupl 172.16.10.1 172.16.10.50
ip local pool group2 172.16.20.1 172.16.20.50

Etapa 4. Configure a diretiva de autorizagao local:

crypto ikev2 authorization policy FlexVPN-Local-Policy

Nenhuma configuragcéo é necessaria na politica de autorizagao, pois o servidor de autenticagéo é
responsavel por enviar os valores relevantes (DNS, pool, rotas protegidas e assim por diante)
com base no grupo ao qual o usuario pertence. No entanto, ele deve ser configurado para definir
o0 nome de usuario em nosso banco de dados de autorizagao local.

Etapa 5 (opcional). Crie uma proposta e uma politica IKEv2 (se nao estiverem configuradas,
serao usados padrodes inteligentes):

crypto ikev2 proposal IKEv2-prop
encryption aes-cbc-256
integrity sha256

group 14

crypto ikev2 policy IKEv2-pol
proposal IKEv2-prop

Etapa 6 (opcional). Configure o conjunto de transformacéao (se nao estiver configurado, os
padrdes inteligentes serdo usados):

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

Passo 7. Configure um perfil IKEv2 com as identidades locais e remotas apropriadas, métodos de



autenticagao (locais e remotos), ponto confiavel, AAA e a interface de modelo virtual usada para
as conexoes:

crypto ikev2 profile FlexVPN-IKEv2-Profile

match identity remote key-id cisco.example

identity local dn

authentication Tocal rsa-sig

authentication remote eap query-identity

pki trustpoint FlexVPN-TP

aaa authentication eap FlexVPN-Authentication-List

aaa authorization group eap Tist FlexVPN-Authorization-List FlexVPN-Local-Policy
aaa authorization user eap cached

virtual-template 100

O comando aaa authorization user eap cached especifica que os atributos recebidos durante a
autenticacao EAP devem ser armazenados em cache. Esse comando € essencial para a
configuracao porque, sem ele, os dados enviados pelo servidor de autenticagdo nao sao usados,
levando a uma falha na conexao.



Observagao: o key-id remoto deve corresponder ao valor key-id no arquivo XML. Se nao
for modificado no arquivo XML, o valor padrao (*$AnyConnectClient$*) sera usado e
devera ser configurado no perfil IKEv2.

Etapa 8. Configure um perfil IPsec e atribua o conjunto de transformacao e o perfil IKEv2:

crypto ipsec profile FlexVPN-IPsec-Profile
set transform-set TS
set ikev2-profile FlexVPN-IKEv2-Profile

Etapa 9. Configure uma interface de loopback. As interfaces de acesso virtual pegam emprestado
o endereco IP:

interface Loopbackl00



ip address 10.0.0.1 255.255.255.255

Etapa 10. Crie o modelo virtual que sera usado para criar as diferentes interfaces de acesso
virtual e vincule o perfil IPSec criado na Etapa 8:

interface Virtual-TemplatelO0 type tunnel

ip unnumbered Loopbackl00

tunnel mode ipsec ipv4

tunnel protection ipsec profile FlexVPN-IPsec-Profile-1

Etapa 11. Desabilite a pesquisa de certificado baseada em URL HTTP e o servidor HTTP no
roteador:

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server

Configuragao do ldentity Services Engine (ISE)

Etapa 1. Faca login no servidor ISE e navegue até Administracdo > Recursos de rede >
Dispositivos de rede:

® Cisco ISE

(1 What page are you loo

Dashboard

Context Vis Operations Policy Administration Work Centers

Recent Pages
System Network Resources pxGrid Services

Feed Service

Profiler

Threat Centric NAC

Third

Shortcuts




Menu geral do ISE

Etapa 2. Clique em Add para configurar o roteador como um cliente AAA:

Network Devices MNetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

.
Network Devices
Device Security Settings
L, Impart oty Export i Delete
O Name -~ IP/Mask Profile Name Location Type
0O CISCO_ROLL.., % Ciseo (1) All Locations All Davice Types

Adicionando um novo dispositivo de rede

Maore

Selected 0 Total 1 [ )

Al

Deascription

Insira os campos Nome do dispositivo de rede e Endereco IP e marque a caixa Configuragdes de
autenticagdo RADIUS e adicione o Segredo compartilhado. Esse valor deve ser o mesmo que foi

usado quando o objeto Servidor RADIUS no roteador foi criado.

Network Devices

Name CISCO_ROUTER
Description
IP Address .. JIP: 192.168.30.110 I 32

Nome e endereco IP



v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret =~ reeeees Show

(] Use Second Shared Secret (1)

networkDevices.secondSharedSecret Show

Senha Radius

Click Save.
Etapa 3. Navegue até Administragdo > Gerenciamento de identidades > Grupos:

X Cisco ISE

Q, What page are you looking for?

Dashboard

Operations Policy Administration

Recent Pages
Network Resources pxGrid Services

Network Devices

Feed Service

Device Portal Management Threat Centric NAG

Third Party V

Shortcuts

Menu geral do ISE

Etapa 4. Clique em User Identity Groups e, em seguida, clique em Add:



Identity Groups
E]

» 3 Endpoint Identity Groups

[ » 00 User ldentity Groups

Adicionar um novo grupo

User Identity Groups

& Delete ~ vdy Import (P Export

~  Description

Selected 0 Towl10 £ i

All A4

[_] &R ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
St Employee Default Employee User Group

O

O S GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default] User Group

Insira o Nome do grupo e clique em Enviar.

Identity Group

* Name Group1

Description

Informagdes do grupo




Observagao: repita as etapas 3 e 4 para criar quantos grupos forem necessarios.

Etapa 5. Navegue até Administragao > Gerenciamento de identidades > Identidades:



X Cisco ISE Q, what page are you looking for?

Pashboard ility Operations Policy
Recent Pages

System Network Resources

Device Portal Management

Identity Management

Identitias

Shortcuts

- Expand menu

Menu geral do ISE

Administration

pxGrid Services

Feed Service

Profiler

Threat Centric NAC

Etapa 6. Clique em Add para criar um novo usuario no banco de dados local do servidor:

Identities

Latest Manual Network Scan Res...

Groups External ldentity Sources

Identity Source Sequences

Settings

Network Access Users

o oo

Status Usernama Description First Name Last Name

o data avallable

Adicionar um usuario

Selected 0 Total 0 [ {3
A

Email Address User Identity Grou... Admin

Insira 0 nome de usuario e a senha de login. Em seguida, navegue até o final desta pagina e

selecione o Grupo de usuarios:



~ Network Access User

* Username  user]

Status Enabled

Email

~ Passwords
Password Type:

Internal Users

Password

Re-Enter Password

* Login Password ~ *v**=*

Generate Password ‘

Enable Password

Nome de usuario e senha

~ Account Options

Description

[

Generate Password }

Change password on next login |:|

User Groups

=a
< =
~ Account Disable Policy
Z ALL_ACCOUNTS (default)
D Disable account if date exceeds 20
& Employee
Z% Group1l
~ User Groups & Group2
Z1 GROUP_ACCOUNTS (default)

- Select an item ~

Atribuir o grupo correto ao usuario

Click Save.

®
®



Observacao: Repita as etapas 5 e 6 para criar 0s usuarios necessarios e atribui-los ao
grupo correspondente.

Etapa 7. Navegue até Politica > Conjuntos de Politicas:



Cisco ISE o

(1 What page are you looking for?

Dashboard

Operations Palicy Administration

Recent Pages
Policy Sets Profiling

Posture Cllent Provisioning

Policy Elements

Shortcuts

Menu geral do ISE

Selecione a politica de autorizagao padrao clicando na seta no lado direito da tela:

Policy Sets Reset Policyset Hitcounts

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

Q

L] Default Default policy set Default Network Access X] 35 {(}

Selecione a Politica de Autorizagao

Etapa 8. Clique na seta do menu suspenso ao lado deDiretiva de autorizagédo para expandi-la. Em
seguida, clique no icone add (+) para adicionar uma nova regra:

El!.umorizalion Policy (14)

Results

D Status  Rule Name Conditions Profiles Security Groups Hits Actions

o~
b

Adicionar uma nova regra de autorizagao

Digite o nome da regra e selecione o icone adicionar (+) na coluna Condigdes:



+)  Status

L]

Rule Name

| Conditions |

Groupl_AuthZ_Rule

Adicionar uma Condicao

Profiles

Select from list

Security Groups

Select from list

Hits

Etapa 9. Clique na caixa de texto Editor de atributos e clique no icone de grupo Identidade.
Selecione o atributo Grupo de identidade - Nome:

Conditions Studio

Library

EERREEE

Search oy iNam

=

BYOD_is_Registered

Catalyst_Switch_Local_Web_Aut __
hentication

Compliance_Unknown_Devices
Compliant_Devices
EAP-MSCHAPv2

EAP-TLS

Guest_Flow

MAC_in_SAN

Network_Access_Authentication_
Passed h

Non_Cisco_Profiled_Phones

Selecione a Condicao

Editor

sla[rle[s]e[t[=

Select attribute for condition

)

00 - DEOEOOOONOEE
Dictionary Attribute D Info
All Dictionaries Attribute i)

CWA_ExternalGroups

1N CWA

o IdentityGroup Description
1N IdentityGroup Name

1N InternalUser IdentityGroup
) PassivellD

PassivelD_Groups

Actions

®

Selecionelgual como o operador e, em seguida, clique na seta do menu suspenso para mostrar

as opgoes disponiveis e selecione User Identity Groups:<GROUP_NAME>.



Editor

IdentityGroup-Name

& Equals v phoose from list or type ~ Bt

Set to 'ls not' User Identity Groups:GROUP_ACCOUNTS (default) m

User Identity Groups:Group

User Identity Groups:Group2
User Identity Groups:GuestType_Contractor (default)

User Identity Groups:GuestType_Daily (default)

Selecione o grupo

Click Save.

Etapa 10. Na coluna Profiles, clique no icone add (+) e escolha Create a New Authorization
Profile:

Results

:Z) Status Rule Name Conditions Profiles Security Groups Hits Actions

Q

IdentityGroup-Name EQUALS User Identity Salact fram list D Select from list 10 @

i
(] Group1_AuthZ_Rule Groupa:Group

I Create a New Authorization Drofilel

[F]l  wireless_access
S — Select from list [ {@,

Wireless Black List
Default ‘ IdentityGroup-Mame EQUALS Endpoint
Identity Groups:Blacklist

Criar o Perfil de Autorizagao

Insira 0 nome do perfil



Add New Standard Profile

Authorization Profile

N
ame Profile_group1

Description

* Access Type
ACCESS_ACCEPT v

Network Device Profile i Cisco  ~

Service Template O
Track Movement 0o
Agentless Posture 0o

Passive Identity Tracking () (i)

Informacdes de perfil

Navegue até o final desta pagina em Advanced Attribute Settings e clique na seta do menu
suspenso. Em seguida, clique em Cisco e selecione cisco-av-pair—[1]:

~ Advanced Attributes Settings

Select an item ) v

~ Attributes Details

Access Type = ACCESS_ACCEPT

cisco-account-info--[250]

cisco-assign-ip-pool--[218]

cisco-av-pair--[1] I

cisco-call-filter--[243]

cisco-call-id--[141]

Selecione o Tipo de Atributo



Adicione o atributo cisco-av-pair que deseja configurar e clique no icone add (+) para adicionar
outro atributo:

v Advanced Attributes Settings

Cisco:cisco-av-pair v ipsec:dns-servers=10.0.50.10 |~

Observacao: para obter as especificacoes de atributo (nome, sintaxe, descricao, exemplo,
etc.), consulte o guia de configuracao de atributos RADIUS FlexVPN:

Guia de configuracao do FlexVVPN e do Internet Key Exchange versao 2, Cisco IOS XE



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396

Fuiji 16.9.x - Atributos RADIUS suportados

Observacao: Repita a etapa anterior para criar os atributos necessarios.

Click Save.
Os atributos que vém em seguida foram atribuidos a cada grupo:

* Atributos do grupo 1:


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396

~ Advanced Attributes Settings

Cisco:cisco-av-pair v~ ipsec:dns-servers=10.0.50.10 ~
Cisco:cisco-av-pair W : ipsec:route-set=prefix 192.16! ~
Cisco:cisco-av-pair ~ B ipsec:addr-pool=group1 ~

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsecidns-senvers=10.0.50.101
cisco-av-pair = ipsec:route-set=prefix 192.168.100.0/24

disco-av-pair = ipsec:addr-pool=groupl

Atributo Group1
* Atributos do grupo 2:

~ Advanced Attributes Settings

Cisco:cisco-av-pair ~ - ipsec:dns-servers=10.0.50.20 ~
Cisco:cisco-av-pair e - ipsec:route-set=prefix 192.16f ~
Cisco:cisco-av-pair v ipsec:addr-pool=group2 s

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsec:dns-servers=10.0.50.202
cisco-av-pair = ipsec:route-set=prefix 192,168.200.0/24

cisco-av-pair = ipsec:addr-pool=group2

Atributos do Grupo2

Etapa 11. Clique na seta do menu suspenso e selecione o perfil de autorizacao criado na Etapa
10:



Status  Rule Name

Groupl _AuthZ _Rule

Wireless Black Lis

Default

*rofiled Cisco IP P

Profiled Non Cisco IF

Phones

Click Save.

Observagao: repita as etapas de 8 a 11 para criar as regras de autorizagao necessarias
para cada grupo.

Conditions

IdemityGroup-Name E

Identity

ldentityGroup-Name E

Groups:Profiled:Cisco-1P-Phone

Men_Cisco_Profiled_Phones

ser |dentity

5 Endpoint

LS Endpoint ldentity

Profiles

Security Groups

Select from list

Select from list

Select from list

Select from list

Hits

Actions

.



Etapa 12 (opcional). Se vocé precisar editar o perfil de autorizagdo, navegue para Politica >
Resultados:

® | Cisco ISE

hat page are y Ing for?

Dashboard

Context V Operations Administration Work Centers

Recent Pages
Policy Sats Profiling
Aut

Posture Client Provisloning

Policy Elements

Shortcuts

=E

Menu geral do ISE

Navegue até Autorizacao > Perfis de autorizagao. Clique na caixa de selecao do perfil que deseja
modificar e, em seguida, clique em Edit:

= Cisco ISE Policy « Policy Elements Q @ @ @

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles
- Fne'F'nIir.y Expur‘ gul.o-“-.::‘.‘ listration > " stemn > Backup & Restore > Policy Export

| Authorization Profiles Selected 1 Total 11 [ 4

Downloadable ACLs

f= Add (] ODuplicate @ Delete Al
(] Namea Profile ~  Dascription
Profiling >
O Blackhole_Wirelass_Aceass &k Ciseo (T) Dafault profile used to blacklist wirelass devices. Ensura that you oo
Poasture ;
O Cisca_IP_Phonas (i) #& Clsco ® Default profite used for Clzco Phones.
Cliant Provisioning b3
O ik Clsco (7) Onboard the device with Clsco temporal agant
J Cisco_WebAuth = Cisco o Dafault Profile used to redirect users to the CWA portal.
O NSP_Onboard % Cisco (5) Onboard the device with Native Supplicant Provisioning
0O Mon_Cisco_IP_Phones == Cisco (D) Default Profile used for Non Cisco Phones,
Profile_groupl =k Cisco ()
Profile _group2 =k Cisco (D)
UDN &L Cisco _": Default profile used for UDN.
Denyhceess Dafault Profile with access type 45 Access-Rejeet
O PermitAccess Default Profile with access type as Access-Accept

Editar o perfil de autorizacao



Configuracao do Cliente

Etapa 1. Crie um perfil XML usando o editor de perfil XML. Este exemplo € aquele usado para a
criagcao deste documento:

<#froot>

<AnyConnectProfile xmIns="http://schemas.xmlsoap.org/encoding/" xmins:xsi="http://www.w3.0rg/2001/XMLSc
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">true</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="false">true</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al1</CertificateStoreMac>
<CertificateStoreLinux>Al1l</CertificateStoreLinux>
<CertificateStoreOverride>true</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AllowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>30</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="false">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">

true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<SuspendOnConnectedStandby>false</SuspendOnConnectedStandby>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocalLogon</WindowsLogonEnforcement>
<LinuxLogonEnforcement>SingleLocallLogon</LinuxLogonEnforcement>
<WindowsVPNEstab1ishment>AllowRemoteUsers</WindowsVPNEstab1ishment>
<LinuxVPNEstablishment>LocalUsersOnly</LinuxVPNEstablishment>
<AutomaticVPNPoT1icy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">

Disable

<PPPExclusionServerIP UserControllable="false"/>

</PPPExclusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">

false

<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnLogoff>false </RetainVpnOnLogoff>
<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailover>
<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>

<HostEntry>

<HostName>

FI exVPN HUB

</HostName>
<HostAddress>



192. 168. 50. 225

</HostAddress>
<PrimaryProtocol>

| Psec

<StandardAuthenticationOnly>
true
<AuthMethodDuringIKENegotiation>

EAP- MD5

</AuthMethodDuringIKENegotiation>
<IKEIdentity>

ci sco. exanpl e

</IKEIdentity>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>

</ServerList>
</AnyConnectProfile>

+ <HostName> - O alias usado para se referir ao host, endereco IP ou FQDN (Nome de
dominio totalmente qualificado). Isso é exibido na caixa CSC.

» <HostAddress> - Endereco IP ou FQDN do hub FlexVPN.

» <PrimaryProtocol> - Deve ser definido como IPsec para forgar o cliente a usar IKEv2/IPsec

em vez de SSL.

» <AuthMethodDuringlKENegotiation> - Deve ser definido para usar EAP-MD5 em EAP. Isso
€ necessario para autenticagcao no servidor ISE.

+ <|KEldentity> - Esta cadeia de caracteres € enviada pelo cliente como o payload de ID do
tipo ID_GROUP. Isso pode ser usado para corresponder o cliente a um perfil IKEv2

especifico no hub.

Verificar

Etapa 1. Navegue até a maquina do cliente na qual o CSC esta instalado. Conecte-se ao hub
FlexVPN e insira as credenciais do usuario1:



AnyConnect VPN:
Please enter your username and password.

& Cisco Secure Client | FlexVPN HUB b

Please enter your username and password.

userl

—

Credenciais do Usuario1

Etapa 2. Quando a conex&o estiver estabelecida, clique no icone de engrenagem (canto inferior
esquerdo) e navegue para AnyConnectVPN > Statistics. Confirme na sec¢éo Informagdes de
enderego que o enderego IP atribuido pertence ao pool configurado para group1:



@9 Cisco Secure Client =

v, :
asco Oecure Client N
Status Overview Virtual Private Network (VPN)
Preferences ' oute Details Firewall Message History

AnyConnect VPN

Secure Endpoint Connection Information
State: Connected
Tunnel Mode (IPv4): Split Include
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: None
Dynamic Tunnel Incusion: None
Duration: 00:00:22
Session Disconnect: None

Management Connection State: Disconnected (user tunnel active)

Address Information

Client (IPv4): 172.16.10.5
Client (IPv6): Not Available
Server:

Bytes

Reset

Export Stats

Estatisticas do Usuario1

Navegue para AnyConnectVPN > Route details e confirme se as informacgdes exibidas
correspondem as rotas seguras e ao DNS configurado para group1:




@ Cisco Secure Client

cI1SCO Secure Cllent N

Status Overview Virtual Private Network (VPN)

AnyConnect VPN

Secure Endpoint

Non-Secured Routes (IPv4)
0.0.0.0/0
Secured Routes (IPv4)

192.168.100.0/24
10.0.50.101/32

Detalhes da Rota do Usuario1

Etapa 3. Repita as etapas 1 e 2 com as credenciais do usuario2 para verificar se as informacdes
correspondem aos valores configurados na politica de autorizagédo do ISE para este grupo:




AnyConnect VPN:
Please enter your username and password.

€9 Cisco Secure Client | FlexVPN HUB

Credenciais do Usuario2



® Cisco Secure Client

Status Overview

AnyConnect VPN

Secure Endpoint

Estatisticas do Usuario2

@ Cisco Secure Client

Y .
auelt Secure Client

Virtual Private Network (VPN) [:é
Preferences| Statisbcs Route Details Firewall Message History

' | ' I ' .
vees’ Secure Client

Status Overview

AnyConnect VPN

Secure Endpoint

Detalhes da Rota do Usuario2

A
Connection Information ~
State: Connected
Tunnel Mode (IPv4): Split Indude
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: None
Dynamic Tunnel Indusion: None
Address Information -~
Client (IPv4): 172.16.20.5
Client (IPv6): Mot Available
Server:
By.tes -~ =
Export Stats
X

Virtual Private Network (VPN) [}

Preferences Statistics | Route Details Iﬁrewal Message History

Non-Secured Routes (IPv4)
0.0.0.0/0
Secured Routes (IPv4)

192.168.200.0/24
10.0.50.202/32




Troubleshooting

Depuracodes e logs

No roteador Cisco:

1. Use as depuracgdes de IKEv2 e IPSec para verificar a negociagao entre o headend e o

cliente:

debug
debug
debug
debug
debug
debug

crypto
crypto
crypto
crypto
crypto
crypto

ikev?2

ikev2 packet
ikev2 error
ikev2 internal
ipsec

ipsec error

. Use depuracdes AAA para verificar a atribuicao de atributos locais e/ou remotos:

debug aaa authorization
debug aaa authentication
debug radius authentication

No ISE:

» Logs ao vivo RADIUS

Cenarrio de trabalho

As proximas saidas sao exemplos de conexdes bem-sucedidas:

» Saida de depuracgao do usuario1:

<tfroot>

Jan 30 02:57:21.088: AAA/BIND(O00000FF): Bind i/f
Jan 30 02:57:21.088: AAA/AUTHEN/LOGIN (OOOOOOFF):

Pi ck nmethod |i st

Jan
Jan
Jan
Jan
Jan
Jan

30
30
30
30
30
30

02:
02:
02:
02:
02:
02:

57:
57:
57:
57:
57:
57:

21
21
21
21
21
21

.088:
.088:
.088:
.088:
.088:
.088:

' Fl exVPN- Aut hent i cati on-Li st

RADIUS/ENCODE (000000FF) :0rig. component type = VPN IPSEC

RADIUS/ENCODE (000000FF) : dropping service type, "radius-server attribute 6 on-for-
RADIUS (000000FF): Config NAS IP: 0.0.0.0

vrfid: [65535] ipv6e tableid : [0]

idb is NULL

RADIUS (000000FF): Config NAS IPvG6:



Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:
02:

57:21.089:
57:21.089:
57:21.089:
57:21.089:
57:21.089:

RADIUS/
RADIUS (
RADIUS/
RADIUS:
RADIUS (

ENCODE (000000FF) : acct_session_id: 4245

000000FF) : sending

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

000000FF) :

Send Access-Request to 192.168.30.110: 1645 id 1645/85, len 229

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator C9 82

02:
02:
02:
02:
02:

57:21.089:
57:21.089:
57:21.089:
57:21.089:
57:21.089:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

15 29 AF 4B 17 61 - 27 F4 5C 27 C2 C3 50 34
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 1"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:

02:

57:21.089:
57:21.089:
57:21.089:
57:21.089:

57:21.089:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

02:57:21.089: RADIUS:
02:57:21.089: RADIUS:

02 3B 00 OA 01 75 73
02:57:21.089: RADIUS:

E7 22 65 EO DC 03 3A

02:57:21.089: RADIUS:
02:57:21.089: RADIUS(OOO000OFF): Sending a IPv4 Radius Packet
02:57:21.090: RADIUS(COOOOOOFF): Started 5 sec timeout

02:57:21.094: RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"
EAP-Message [79] 12

65 72 31 [ ;userl]
Message-Authenticato[80] 18

49 OB 01 49 2A D5 3F AD 4F [ "e:1I*70]
NAS-IP-Address [4] 6 192.168.30.100

Received fromid 1645/85 192.168. 30. 110: 1645, Access-Chal |l enge, len 137

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

authenticator 67 2B 9D 9C 4D 1F F3 E8 - F6 EC 9B EB 8E 49 (C8 A5
02:57:21.094: RADIUS:

35
32
32
45
49
38

02:57:21.094:

32
4C
46
32
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

01 52 00 06

02:57:21.094:

38 8A B1 31
02:57:21.094: RADIUS(O00000FF): Received from id 1645/85
RADIUS/DECODE: EAP-Message fragments, 6, total 6 bytes
Jan 30 02:57:21.097: AAA/AUTHEN/LOGIN (OOO0OOOQFF):

Pi ck nmethod Ii st

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:
02:

57:21.097:
57:21.097:
57:21.097:
57:21.097:
57:21.097:

4D 53 65
46 32 46
30 31 36
31 46 3B
53 45 2D
38 2F 32
RADIUS:
0D 20 [
RADIUS:
72 62 06

RADIUS/
RADIUS/

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
39 3B [ 80018/29;]

EAP-Message [79] 8
R 1]

Message-Authenticato[80] 18

40 4F D4 58 48 E8 36 E7 80 [ 81rb@OXH6]

' Fl exVPN- Aut hent i cati on-Li st

ENCODE (000000FF) :Orig. component type = VPN IPSEC
ENCODE (000000FF) : dropping service type, "radius-server attribute 6 on-for-

RADIUS (000000FF): Config NAS IP: 0.0.0.0

vrfid:
idb is

[65535] ipv6 tableid : [0]
NULL



Jan 30 02:57:21.097: RADIUS(OO00000FF): Config NAS IPv6:

Jan 30 02:57:21.097: RADIUS/ENCODE(O00000FF): acct_session_id: 4245

Jan 30 02:57:21.097: RADIUS(O00000FF): sending

Jan 30 02:57:21.097: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 02:57:21.097: RADIUS: Message Authenticator encoded

Jan 30 02:57:21.097: RADIUS(000000FF):

Send Access-Request to 192.168.30.110: 1645 id 1645/86, len 316

RADIUS: authenticator 93 07 42 CC D1 90 31 68 - 56 DO DO 5A 35 C3 67 BC
Jan 30 02:57:21.097: RADIUS: Service-Type [6] 6 Login [1]

Jan 30 02:57:21.097: RADIUS: Vendor, Cisco [26] 26

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 20 "service-type=Login"
Jan 30 02:57:21.098: RADIUS: Vendor, Cisco [26] 36

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30 02:57:21.098: RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

Jan 30 02:57:21.098: RADIUS: Vendor, Cisco [26] 64

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
Jan 30 02:57:21.098: RADIUS: User-Name [1] 7

"user 1"

Jan 30 02:57:21.098: RADIUS: Vendor, Cisco [26] 21

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 15 "coa-push=true"

Jan 30 02:57:21.098: RADIUS: EAP-Message [79] 8

RADIUS: 02 52 00 06 03 04 [ R]

Jan 30 02:57:21.098: RADIUS: Message-Authenticato[80] 18

RADIUS: EO 67 24 D3 BB CF D9 EO EE 44 98 8A 26 64 AC C9 [ g$D&d]

Jan 30 02:57:21.098: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
RADIUS: 45 32 5A 4E 31 46 3B 33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 32 39 3B [ 80018/29;]

Jan 30 02:57:21.098: RADIUS: NAS-IP-Address [4] 6 192.168.30.100

Jan 30 02:57:21.098: RADIUS(000000FF): Sending a IPv4 Radius Packet

Jan 30 02:57:21.099: RADIUS(O000000FF): Started 5 sec timeout

Jan 30 02:57:21.101: RADIUS:

Received fromid 1645/86 192.168. 30.110: 1645, Access-Chall enge, len 161

RADIUS: authenticator 42 A3 5F EO 92 13 51 13 - B2 80 56 A3 91 36 BD Al

Jan 30 02:57:21.101: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
RADIUS: 45 32 5A 4E 31 46 3B 33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 32 39 3B [ 80018/29;]

Jan 30 02:57:21.101: RADIUS: EAP-Message [79] 32

RADIUS: 01 53 00 1E 04 10 D7 61 AE 69 3B 88 Al 83 E4 EC OF B6 EF 68 58 16 49 53 45 2D 44 49 41 4E [ Sai
Jan 30 02:57:21.101: RADIUS: Message-Authenticato[80] 18

RADIUS: 3E C9 C1 E1 F2 3B 4E 4C DF CF AC 21 AA E9 C3 FO [ >;NL!]

Jan 30 02:57:21.101: RADIUS(OOOOOOFF): Received from id 1645/86
RADIUS/DECODE: EAP-Message fragments, 30, total 30 bytes

Jan 30 02:57:21.103: AAA/AUTHEN/LOGIN (OOO0OOOQFF):



Pick nmethod |ist 'FlexVPN Authentication-List'

Jan 30 02:57:21.103: RADIUS/ENCODE(O00000FF):0rig. component type = VPN IPSEC

Jan 30 02:57:21.103: RADIUS/ENCODE(O00000OFF): dropping service type, "radius-server attribute 6 on-for-
Jan 30 02:57:21.103: RADIUS(000000FF): Config NAS IP: 0.0.0.0

Jan 30 02:57:21.103: vrfid: [65535] ipv6 tableid : [0]

Jan 30 02:57:21.104: idb is NULL

Jan 30 02:57:21.104: RADIUS(O00000FF): Config NAS IPv6:

Jan 30 02:57:21.104: RADIUS/ENCODE(OO00000FF): acct_session_id: 4245

Jan 30 02:57:21.104: RADIUS(O00000FF): sending

Jan 30 02:57:21.104: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 02:57:21.104: RADIUS: Message Authenticator encoded

Jan 30 02:57:21.104: RADIUS(OOO000FF):

Send Access-Request to 192.168. 30.110: 1645 id 1645/87, len 332

RADIUS: authenticator 89 35 9C C5 06 FB 04 B7 - 4E A3 B2 5F 2B 15 4F 46
Jan 30 02:57:21.104: RADIUS: Service-Type [6] 6 Login [1]

Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 26

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 20 "service-type=Login"
Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 36

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30 02:57:21.104: RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 64

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
Jan 30 02:57:21.104: RADIUS: User-Name [1] 7

"user 1"

Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 21

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 15 "coa-push=true"

Jan 30 02:57:21.104: RADIUS: EAP-Message [79] 24

RADIUS: 02 53 00 16 04 10 BO BB 3E D5 B1 D6 01 FC 9A B7 4A DB AB F7 2F B6 [ S>]/]
Jan 30 02:57:21.104: RADIUS: Message-Authenticato[80] 18

RADIUS: 79 43 97 A7 26 17 3E 3B 54 B4 90 D4 76 OF EO 14 [ yC&>;Tv]

Jan 30 02:57:21.104: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
RADIUS: 45 32 5A 4E 31 46 3B 33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 32 39 3B [ 80018/29;]

Jan 30 02:57:21.104: RADIUS: NAS-IP-Address [4] 6 192.168.30.100

Jan 30 02:57:21.105: RADIUS(O00000FF): Sending a IPv4 Radius Packet

Jan 30 02:57:21.105: RADIUS(O00000FF): Started 5 sec timeout

Jan 30 02:57:21.170: RADIUS:

Received fromid 1645/87 192.168. 30. 110: 1645, Access-Accept, |en 233

RADIUS: authenticator 75 F6 05 85 1D A0 C3 EE - F8 81 F9 02 38 AC Cl1 B6
Jan 30 02:57:21.170: RADIUS: User-Name [1] 7

"user 1"

Jan 30 02:57:21.170: RADIUS: Class [25] 68
RADIUS: 43 41 43 53 3A 4C 32 4C 34 32 46 32 46 30 31 31 [CACS:L2L42F2F011]



RADIUS: 36 5A 4F 32 4C 34 32 46 32 46 30 31 36 46 5A 48 [6Z02L42F2F016FZH]
RADIUS: 31 31 39 34 43 41 45 32 5A 4E 31 46 3A 49 53 45 [1194CAE2ZN1F:ISE]
RADIUS: 2D 44 49 41 4E 2F 34 39 33 30 38 30 30 31 38 2F [-DIAN/493080018/]
RADIUS: 32 39 [ 29]

Jan 30 02:57:21.170: RADIUS: EAP-Message [79] 6

RADIUS: 03 53 00 04 [ S]

Jan 30 02:57:21.170: RADIUS: Message-Authenticato[80] 18

RADIUS: 8A A9 CC 07 61 A2 6D BA E4 EB B5 B7 73 OE EC 28 [ ams(]

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 37

Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 31

"i psec: dns-servers=10. 0. 50. 101"

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 47
Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 41

"ipsec:route-set=prefix 192.168. 100. 0/ 24"

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 30
Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 24

"i psec: addr - pool =gr oup1”

Jan 30 02:57:21.171: RADIUS(OOOOO0OOFF): Received from id 1645/87
RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Jan 30 02:57:21.175: AAA/BIND(00000100): Bind i/f

Jan 30 02:57:21.175: AAA/AUTHOR (0x100):

Pi ck nmethod list 'FlexVPN Aut hori zation-List

Jan 30 02:57:21.176: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to
Jan 30 02:57:21.192: %SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as
Jan 30 02:57:21.376: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Virtual - Accessl, changed state to up

» Saida de depuragao do usuario2:

<tfroot>

Jan 30 03:28:58.102: AAA/BIND(00000103): Bind i/f
Jan 30 03:28:58.102: AAA/AUTHEN/LOGIN (00000103):

Pi ck nmethod |ist 'FlexVPN Aut hentication-List’

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103):0rig. component type = VPN IPSEC

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103): dropping service type, "radius-server attribute 6 on-for-
Jan 30 03:28:58.103: RADIUS(00000103): Config NAS IP: 0.0.0.0

Jan 30 03:28:58.103: vrfid: [65535] ipv6 tableid : [0]

Jan 30 03:28:58.103: idb is NULL

Jan 30 03:28:58.103: RADIUS(00000103): Config NAS IPv6:

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103): acct_session_id: 4249

Jan 30 03:28:58.103: RADIUS(00000103): sending

Jan 30 03:28:58.103: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 03:28:58.103: RADIUS: Message Authenticator encoded

Jan 30 03:28:58.103: RADIUS(00000103):



Send Access-Request to 192.168. 30.110: 1645 id 1645/88, len 229

RADIUS: authenticator 71 99 09 63 19 F7 D7 0B - 1D A9 4E 64 28 6F A5 64
Jan 30 03:28:58.103: RADIUS: Service-Type [6] 6 Login [1]

Jan 30 03:28:58.103: RADIUS: Vendor, Cisco [26] 26

Jan 30 03:28:58.103: RADIUS: Cisco AVpair [1] 20 "service-type=Login"
Jan 30 03:28:58.103: RADIUS: Vendor, Cisco [26] 36

Jan 30 03:28:58.104: RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30 03:28:58.104: RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

Jan 30 03:28:58.104: RADIUS: Vendor, Cisco [26] 64

Jan 30 03:28:58.104: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
Jan 30 03:28:58.104: RADIUS: User-Name [1] 7

"user 2"

Jan 30 03:28:58.104: RADIUS: Vendor, Cisco [26] 21

Jan 30 03:28:58.104: RADIUS: Cisco AVpair [1] 15 "coa-push=true"
Jan 30 03:28:58.104: RADIUS: EAP-Message [79] 12

RADIUS: 02 3B 00 OA 01 75 73 65 72 32 [ ;user2]

Jan 30 03:28:58.104: RADIUS: Message-Authenticato[80] 18

RADIUS: 12 62 2F 51 12 FC F7 EC FO 87 EO 34 1E F1 AD E5 [ b/Q4]

Jan 30 03:28:58.104: RADIUS: NAS-IP-Address [4] 6 192.168.30.100
Jan 30 03:28:58.104: RADIUS(00000103): Sending a IPv4 Radius Packet
Jan 30 03:28:58.105: RADIUS(00000103): Started 5 sec timeout

Jan 30 03:28:58.109: RADIUS:

Received fromid 1645/88 192.168. 30. 110: 1645, Access-Chal |l enge, |len 137

RADIUS: authenticator 98 04 01 EA CD 9B 1E A9 - DC 6F 2F 17 1F 2A 5F 43
Jan 30 03:28:58.109: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194EA4]
RADIUS: 34 34 5A 4E 32 30 3B 33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 33 30 3B [ 80018/30;]

Jan 30 03:28:58.110: RADIUS: EAP-Message [79] 8

RADIUS: 01 35 00 06 OD 20 [ 5 ]

Jan 30 03:28:58.110: RADIUS: Message-Authenticato[80] 18

RADIUS: E3 A6 88 B1 B6 3D 93 1F 39 B3 AE 9E EA 1D BB 15 [ =9]

Jan 30 03:28:58.110: RADIUS(00000103): Received from id 1645/88
RADIUS/DECODE: EAP-Message fragments, 6, total 6 bytes

Jan 30 03:28:58.112: AAA/AUTHEN/LOGIN (00000103):

Pick nmethod |ist 'FlexVPN Authentication-List'

Jan 30 03:28:58.112: RADIUS/ENCODE(00000103):0rig. component type = VPN IPSEC

Jan 30 03:28:58.112: RADIUS/ENCODE(00000103): dropping service type, "radius-server attribute 6 on-for-
Jan 30 03:28:58.112: RADIUS(00000103): Config NAS IP: 0.0.0.0

Jan 30 03:28:58.112: vrfid: [65535] ipv6 tableid : [0]

Jan 30 03:28:58.113: didb is NULL

Jan 30 03:28:58.113: RADIUS(00000103): Config NAS IPv6:

Jan 30 03:28:58.113: RADIUS/ENCODE(00000103): acct_session_id: 4249

Jan 30 03:28:58.113: RADIUS(00000103): sending

Jan 30 03:28:58.113: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 03:28:58.113: RADIUS: Message Authenticator encoded

Jan 30 03:28:58.113: RADIUS(00000103):



Send Access-Request to 192.168. 30.110: 1645 id 1645/89, len 316

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator 56 BD FO 9A 4B 16 5C 6C - 4E 41 00 56 8D CO 3A 8C
03:28:58.113:
03:28:58.113:
03:28:58.113:
03:28:58.113:
03:28:58.113:

RADIUS: Service-Type [6] 6 Login [1]

RADIUS: Vendor, Cisco [26] 26

RADIUS: Cisco AVpair [1] 20 "service-type=Login"
RADIUS: Vendor, Cisco [26] 36

RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 2"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

03:
03:
03:
03:

03:
03:

28:
28:
28:
28:

28:
28:

58.113:
58.113:
58.113:
58.113:

58.113:
58.113:

RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

RADIUS: Vendor, Cisco [26] 64

RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
RADIUS: User-Name [1] 7

RADIUS: Vendor, Cisco [26] 21
RADIUS: Cisco AVpair [1] 15 "coa-push=true"

03:28:58.113: RADIUS: EAP-Message [79] 8
02 35 00 06
03:28:58.113:
47 1F 36 A7
03:28:58.113:

35
32
32
34
49
38

32
4c
46
34
44
30

43 50
34 32
32 46
5A 4E
3D 49
30 31

03:28:58.114:
03:28:58.114:
03:28:58.114:
03:28:58.116:

03 04 [ 5]
RADIUS: Message-Authenticato[80] 18
C3 9B 90 6E 03 2C B8 D7 FE A7 13 44 [ G6n,D]
RADIUS: State [24] 91
4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
30 31 36 46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194EA4]
32 30 3B 33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
38 2F 33 30 3B [ 80018/30;]
RADIUS: NAS-IP-Address [4] 6 192.168.30.100
RADIUS(00000103): Sending a IPv4 Radius Packet
RADIUS(00000103): Started 5 sec timeout
RADIUS:

Received fromid 1645/89 192.168. 30. 110: 1645, Access-Chal |l enge, len 161

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

authenticator 84 A3 30 3D 80 BC 71 42 - 1B 9B 49 EF OB 1B 02 02
03:28:58.116:

35
32
32
34
49
38

32
4c
46
34
44
30

43 50
34 32
32 46
5A 4E
3D 49
30 31

03:28:58.116:

01 36 00 1E
03:28:58.116:
08 5E BC EF
03:28:58.116:
RADIUS/DECODE: EAP-Message fragments, 30, total 30 bytes
Jan 30 03:28:58.118: AAA/AUTHEN/LOGIN (00000103):

Pick nmethod list 'Fl

Jan 30 03:28:58.118:
Jan 30 03:28:58.118:
Jan 30 03:28:58.118:
Jan 30 03:28:58.118:

RADIUS: State [24] 91
4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
30 31 36 46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194EA4]
32 30 3B 33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
38 2F 33 30 3B [ 80018/30;]
RADIUS: EAP-Message [79] 32
04 10 EB 9F A5 AC 70 1F 4D D6 48 05 9D EC 1F 29 67 AE 49 53 45 2D 44 49 41 4E [ 6pM
RADIUS: Message-Authenticato[80] 18
E5 38 50 CD FB 3C B3 E9 99 0A 51 B3 [ A8P<Q]
RADIUS(00000103): Received from id 1645/89

exVPN- Aut henti cati on-List'

RADIUS/ENCODE (00000103) :0Orig. component type = VPN IPSEC

RADIUS/ENCODE (00000103): dropping service type, "radius-server attribute 6 on-for-
RADIUS(00000103): Config NAS IP: 0.0.0.0

vrfid: [65535] ipv6 tableid : [0]



Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.119:
03:28:58.119:

idb is

RADIUS (
RADIUS/
RADIUS (
RADIUS/
RADIUS:
RADIUS (

NULL

00000103): Config NAS IPv6:

ENCODE (00000103) : acct_session_id: 4249

00000103): sending

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

00000103):

Send Access-Request to 192.168.30.110: 1645 id 1645/90, len 332

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator Al 62

03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

1A FB 18 58 7B 47 - 5C 8A 64 FA B7 23 9B BE
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 2"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

"user 2"

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30
Jan 30

03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:

03:28:58.119:
03:28:58.119:
03:28:58.119:
02 36 00 16
03:28:58.119:
B1 68 3C 25
03:28:58.119:
35 32 43 50
32 4C 34 32
32 46 32 46
34 34 S5A 4E
49 44 3D 49
38 30 30 31
03:28:58.119:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
04 10 73
RADIUS:
9E FE 52
RADIUS:
4D 53 65
46 32 46
30 31 36
32 30 3B
53 45 2D
38 2F 33
RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"

EAP-Message [79] 24

B7 F2 42 09 5B AB 21 D8 77 96 A2 F7 C7 83 AD [ 6sB[!w]
Message-Authenticato[80] 18

13 10 69 E6 BB 17 67 6F 18 [ h<?Rigo]

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194E4]
33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
30 3B [ 80018/30;]

NAS-IP-Address [4] 6 192.168.30.100

03:28:58.119: RADIUS(00000103): Sending a IPv4 Radius Packet

03:28:58.119: RADIUS(00000103): Started 5 sec timeout

03:28:58.186: RADIUS: Received from id 1645/90 192.168.30.110:1645, Access-Accept, len 233
authenticator 48 A5 AO 11 ED B8 C2 87 - 35 30 17 D5 6D D7 B4 FD

03:28:58.186: RADIUS: User-Name [1] 7

03:28:58.186:
43 41 43 53
36 5A 4F 32
31 31 39 34
2D 44 49 41
33 30 [ 30]
03:28:58.186:
03 36 00 04
03:28:58.186:
9E A6 D9 56
03:28:58.187:
03:28:58.187:

RADIUS:
3A 4C 32
4C 34 32
45 34 34
4E 2F 34

RADIUS:
[ 6]
RADIUS:
40 C8 EB
RADIUS:
RADIUS:

Class [25] 68

4C 34 32 46 32 46 30 31 31 [CACS:L2L42F2F011]
46 32 46 30 31 36 46 5A 48 [6Z02L42F2F016FZH]
34 5A 4E 32 30 3A 49 53 45 [1194E4447ZN20:1ISE]
39 33 30 38 30 30 31 38 2F [-DIAN/493080018/]

EAP-Message [79] 6

Message-Authenticato[80] 18

08 69 8C E1 35 35 53 18 83 [ V@i55S]
Vendor, Cisco [26] 37

Cisco Avpair [1] 31



"i psec: dns-servers=10. 0. 50. 202"

Jan 30 03:28:58.187: RADIUS: Vendor, Cisco [26] 47
Jan 30 03:28:58.187: RADIUS: Cisco AVpair [1] 41

"ipsec:route-set=prefix 192.168. 200. 0/ 24"

Jan 30 03:28:58.187: RADIUS: Vendor, Cisco [26] 30
Jan 30 03:28:58.187: RADIUS: Cisco AVpair [1] 24

"i psec: addr - pool =gr oup2"

Jan 30 03:28:58.187: RADIUS(00000103): Received from id 1645/90
RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Jan 30 03:28:58.190: AAA/BIND(00000104): Bind i/f

Jan 30 03:28:58.190: AAA/AUTHOR (0x104):

Pick nmethod |ist 'FlexVPN Authorization-Li st

Jan 30 03:28:58.192: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access2, changed state to
Jan 30 03:28:58.209: %SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as
Jan 30 03:28:58.398: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Virtual - Access2, changed state to up
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



