Configurar a postura da VPN Linux com o ISE
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Introducao

Este documento descreve como configurar a postura da VPN Linux com o Identity Services
Engine (ISE) e o Firepower Threat Defense (FTD).

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Cisco Secure Client
* VPN de acesso remoto no Firepower Threat Defense (FTD)
* Identity services engine (ISE)

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software:

* Ubuntu 22,04
» Cisco Secure Client 5.1.3.62

» Defesa contra ameacas do Cisco Firepower (FTD) 7.4.1
+ Cisco Firepower Management Center (FMC) 7.4.1
+ Cisco ldentity Services Engine (ISE) 3.3



As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.
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Configuragdes no FMC/FTD

Etapa 1. A conectividade entre o cliente, o FTD, o FMC e o ISE foi configurada com éxito. Como
enroll.cisco.com € usado para endpoints que realizam sondagem para redirecionamento (consulte
fluxo de postura CCO documentsISE Posture Style Comparison for Pre and Post 2.2 para obter
detalhes). Verifique se a rota para o trafego para enroll.cisco.com no FTD esta configurada
corretamente.

Etapa 2. Faga o download do nomecisco-secure-client-linux64-5.1.3.62-webdepl oy-k9.pkg do pacote a partir de Download do
Software Cisco e certifique-se de que o arquivo esteja bom apds o download confirmando que o checksum md5 do arquivo baixado € 0 mesmo

que a pagina Download do Software Cisco.

Etapa 3. Navegue até Objects > Object Management > VPN > Secure Client File. Clique em Add Secure Client File, fornega o nome,
procureFile Name para selecionar cisco-secure-client-linux64-5.1.3.62-webdepl oy-k9.pkg, selecione Secure Client Image na lista suspensa File

Type. Em seguida, clique em Save.


https://software.cisco.com/download/home
https://software.cisco.com/download/home
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Etapa 4. Navegue até Objects > Object Management > Network.
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Cancel Save
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Etapa 4.1. Crie um objeto para o servidor DNS. Clique em Add Object, fornega o nome e o endereco IP DNS disponivel. Clique em Save.
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Observagéo: o servidor DNS configurado aqui deve ser usado para usuarios VPN.

Etapa4.2. Crie um objeto para | SE PSN. Clique em Add Object, fornega o nome e o endereco |P PSN do | SE disponivel. Clique em Save.
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Etapa 5. Navegue até Objects > Object Management > VPN > Group Policy. Clique em Add Group Policy. Clique em DNS/WINS e selecione o
objeto do servidor DNS no Primary DNS Server. Em seguida, clique em Save.
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Observacdo: verifique se o servidor DNS usado na politica de grupo VPN pode resolver o FQDN e o enroll.cisco.com do portal de
provisionamento do cliente I SE.

Etapa 6. Navegue até Objects > Object Management > Access List > Extended. Clique em Add Extended Access List.

Etapa 6.1. Forneca o nome da ACL de redirecionamento. Esse nome deve ser 0 mesmo do perfil de autorizagdo do ISE. Clique em Add.



MNew Extended Access List Object

Mame
l redirect

Entries (0)

Sequence  Action Source Source Port Destination Destination Port

No records to display

Allow Cverrides

FMC _Add Redirect ACL Part 1

Application

Users sGT

Cance Save

Etapa 6.2. Blogueie o tr&fego DNS, o tréfego para o endereco |P PSN do ISE e os servidores de remediacdo para exclui-los do redirecionamento.

Permita o restante do tréfego. 1sso aciona o redirecionamento. Clique em Save.

Add Extended Access List Entry

Action:

© Block " I

Logging:
Default hd

Log Level:

Informational v

Log Interval:
300 Sec.

Network  Port @ Application @ Users @ Security Group Tag

I
Awvailable Networks (™ =+ Source Networks (0)
‘Q, Search by name or value . any

IPva-Private-192.168.0.0-16 @

IPv4=Private=All-RFC1918
IPvE-IPv4-Mapped

IPv6-Link-Local
IPv6~-Private-Unigue-Local-Addresses

IPvG-to-IPvd-Relay-Anycast

ISE_pSn @ ==

np_ise [ Enter an IP address
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Destination Metworks (1)
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Name

redirect

Entries (4)

@ Block  any-ipvd

3 @ Biock

Allgw  Bny-ipvd

Allow Owverrides

ISE_PSH,

DNS_over_TCP
DNS_over _UDP

Observacdo: o FTP de destino neste exemplo de ACL de redirecionamento é usado como o exemplo de servidor de corregao.




Passo 7. Navegue até Objects > Object Management > RADIUS Server Group. Clique em Add RADIUS Server Group.
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|
RADIUS Server Group

RADIUS Server Group Objects contain ane o mare references to RADIUS Servers. These AAA servers are used 1o authenticate users logging in through Remote Access VPN connections.

Hame

FMC_Add New_Radius Server_Group

Etapa 7.1. Fornega o nome, chequeEnable authorize only, cheque Enable interim account update, cheque Enable dynamic authorization.

Add RADIUS Server Group (7]

Name:*

rtpise

Description:

Group Accounting Mode:

Single v
Retry Interval:* (1-10) Seconds

10
Realms:

v

Enable authorize only
Enable interim account update
Interval:* (1-120) hours
|24
Enable dynamic authorization
Port:* (1024-65535)

f 1

Cancel Save



FMC_Add New Radius Server_Group Part_1

Etapa 7.2. Clique no Plus icone para adicionar um novo servidor radius. Forneca o PSNIP Address/Hostname, Key do | SE. Selecione o specific

interface para conexao. Selecione o Redirect ACL. Em seguida, clique Savepara salvar o novo servidor radius. Em seguida, cliqueSave

novamente para salvar o novo grupo de servidores radius.

Add RADIUS Server Group [7]

Enable authorize only
Enable interim account update
Interval:*

24
Enable dynamic authorization
Port:*

1700

Merge Downloadable ACL with Cisco AV Pair ACL

o Afier Cisc Befere Cisco AV Pair ACL

o AV Pair ACL

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname
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" New RADIUS Server [+]

1P Ay Hostname:*

Authentication Port:™
1812

Key:*

Confiern Kay®

Accounting Port:
1813
Timeout:

10

Connect using:

Routing (® Specific Interface

inside_zone v |
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—

Etapa 8. Navegue até Objects > Object Management > Address Pools > |Pv4 Pools. Clique em Add IPv4 Pools e forneca o Name, | Pv4

Address Rangee Mask. Em seguida, clique em Save.
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Etapa 9. Navegue até Certificate Objects > Object Management > PK| > Cert Enrollment. Clique em Add Cert Enrollment, fornegaum nome e
selecione Self Signed Certificateem Enrollment Type. Clique na guiaCertificate Parameters e fornega Common Name e Country Code. Em
seguida, clique em Save.

Frewall Management Center o L -
SartEmolinert e

Doploy O @ & @ fangnl -y

B COmhesn 4 e ther Curiication Autherity (CA) senver information and enolimes parmeters that an recined for cresting Centitcale Signing Regarats (C58s) sed abitaining kdontity CaniScatas from the specied CA. Thase sctiviios occur in
your Private K
...... Time
Add Cart Enroliment @ Add Cert Enrollment [ e
et 3
Barma Nama* S u
darma,vpn ot Fa
Descripson
G tormation CA miomation Key  Pevocaton
Envolment Typa: Includs FOON: | Don'tuss FODN in centifeate  +
4 Comman Name (CH s mangatory for sel CeriAcabe that s vsed in Remate Access Inchuse Device's 1P Addrness:
WAL To conbigere G, plrase navigata 1o tn Parameters' tab.
Common Hame (CHI: | demo.exnmple com
Wakdation Usage: ) WPsec Clent SSL Sanar I I
Owgarization Una (OU): |
S2ate (5T)
Contry Code (Gl | GN
Tt
Inehste Davies's Sorisl Nuskar
Alow Overrides Allow Overrides
Exspirging 1 - 3543 rown Pagalt  |af1 c

FMC_Add_New_Cert_Enroll

Etapa 10. Navegue até Devices > Certificates. Clique em Add, selecione o nome do FTD em Device, selecione inscri¢do configurada

anteriormente em Cert Enrollment. Clique em Add.
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Add a new certificate to the device using cert enrollment object which is used to

generate CA and identify certificate. &

L0
Device®: "
| Posture-FTD-CML27 v

Cert Enrolliment*:

de mp__upli v

Cert Enroliment Details:

Mame: demao_vpn
Enrollment Type Self-Signed
Enrollment URL! MIA
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Etapa 11. Navegue até Devices > VPN > Remote Access. Clique em Add.

Etapa 11.1. Fornega o nome e adicione 0 FTD ao Selected Devices. Clique em Next.
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Etapa 11.2. Selecione o grupo de servidores radius configurado anteriormente no Authentication Server, Authorization Server, Accounting

Server. Role a pagina para baixo.
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Etapa 11.3. Selecione o nome do pool configurado anteriormente em |1Pv4 Address Pools. Selecione a politica de grupo configurada

anteriormente em Group Policy. Clique em Next.
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Etapa 11.4. Marque a caixa de selegdo daimagem do Linux. Clique em Next.
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Etapa 11.5. Selecione ainterface dainterface VPN. Selecione ainscri¢do de certificado inscritano FTD na etapa 9. Clique em Next.
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Etapa 11.6. Confirme duas vezes as informagdes rel acionadas na pagina de resumo. Se tudo estiver bem, clique em Finish. Se algo precisar ser

modificado, clique em Back.
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Etapa 12. Implante a nova configuragdo no FTD para concluir a configuracdo da VPN de acesso remoto.
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Configuragdes no ISE

Etapa 13. Navegue até Work Centers > Posture > Network Devices. Clique em Add.
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Etapa 13.1. Forneca o Name, | P Addresse role a pagina para baixo.
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ISE_Add_New Devices 1

Etapa 13.2. Marque a caixa de selecdo de RADIUS Authentication Settings. Fornegca o Shared Secret. Clique em Submit.
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Etapa 14. Baixe 0 nomecisco-secure-client-linux64-4.3.3139.0-i secompliance-webdepl oy-k9.pkg do pacote em Download do software Cisco e

verifique se 0 arquivo esta bom confirmando se a soma de verificagdo md5 do arquivo baixado é a mesma que a pagina de Download do


https://software.cisco.com/download/home

software Cisco. O download do nomecisco-secure-client-linux64-5.1.3.62-webdepl oy-k9.pkg do pacote foi concluido com éxito na Etapa 1.

Etapa 15. Navegue até Work Centers > Posture > Client Provisioning > Resources. Clique em Add. Selecione Agent resources from local disk.
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Etapa 15.1. Selecione Cisco Provided Package. Clique Choose File para carregar cisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkg. Clique

em Submit.
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Observacdo: repitaa Etapa 14. para carregar cisco-secure-client-linux64-4.3.3139.0-isecompliance-webdeploy-k9.pkg .

Etapa 16. Navegue até Work Centers > Posture > Client Provisioning > Resources. Clique em Add. Selecione Agent Posture Profile.
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ISE_Add_Agent_Posture Profile

Etapa 16.1. Fornega o Name, Server name rules e mantenha o restante como padr&o. Clique em Save.
Nome: linux_agent_profile

Regras de nome de servidor: *.example.com

* Identity Services Engine Waork Centers / Posture

) Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Palicy F—
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Clignt Provisioning Portal Agent Posture Profile
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l linux_agent_profile
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F
Al
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Enable debug log No b Enables the debug leg on the agent

ISE_Add_Agent_Posture Profile 1
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ISE_Add_Agent_Posture Profile 2

Etapa 17. Navegue até Work Centers > Posture > Client Provisioning > Resources. Clique em Add. Selecione Agent Configuration.

ces Engine Work Centers / Posture
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ISE_Add_Agent_Configuration

Etapa 17.2. Configure os detal hes:

Selecione Pacote de agentes: CiscoSecureClientDesktopLinux 5.1.3.062

Nome: linux_agent_config

Maodulo de conformidade: CiscoSecureClientComplianceModulelinux 4.3.3139.0

Marque a caixa de selecdo de VPN, Diagnostic and Reporting Tool

Postura | SE de selegéo de perfil: linux_agent_profile



Clique em Submit.
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ISE_Add_Agent_Configuration_1

Etapa 18. Navegue até Work Centers > Posture > Client Provisioning > Client Provisioning Policy. Clique Edit no final de qualquer nome de

regra. Selecione Insert new policy below.
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ISE_Add_New_Provisioning_Policy



Etapa 18.1. Configure os detal hes:

Nome daregra: Linux

Sistemas Operacionais: Linux All

Resultados: linux_agent_config

Clique em Done e Save.
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Etapa 19. Navegue até Work Centers > Posture > Policy Elements > Conditions > File. Clique em Add.
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ISE Add_New File Condition

Etapa 19.1. Configure os detal hes:

Nome: linux_demo_file_exist



Sistemas Operacionais: Linux All

Tipo de arquivo: FileExistence

Caminho do arquivo: home, Desktop/test.txt

Operador de Arquivo: Existe

Clique em Submit.
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Etapa 20. Navegue até Work Centers > Posture > Policy Elements > Requirements. Clique Edit no final de qualquer nome de regra. Selecione

Insert new Requirement.
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ISE_Add_New_Posture Requirement

Etapa 20.1. Configure os detal hes:

Nome: Test_exist_linux

Sistemas Operacionais. Linux All

Maodulo de conformidade: 4.x ou posterior

Tipo de postura: Agente

Condigdes: linux_demo_file exist

Clique em Done e Save.
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Observacéo: até agora, somente scripts de shell sdo suportados para agentes Linux como correg&o.

Etapa 21. Navegue até Work Centers > Posture > Policy Elements > Authorization Profiles. Clique em Add.
Etapa 21.1. Configure os detal hes:

Nome: unknown_redirect

Marque a caixa de selecéo de Web Redirection(CWA,MDM ,NSP,CPP)

Selecionar Client Provisioning(Posture)

ACL: redirecionar



Valor: Portal de provisionamento do cliente (padréo)
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Observacéo: esse redirecionamento de nome de ACL deve corresponder a0 nome de ACL correspondente configurado no FTD.

Etapa 21.2. Repitao Add paracriar outros dois perfis de autorizagdo para endpoints ndo compativeis e compativeis com os detal hes.

Nome: non_compliance_profile

Nome DACL: DENY_ALL_IPv4_TRAFFIC

Nome: compliance _profile

Nome DACL: PERMIT_ALL_IPv4_ TRAFFIC



Observagdo: aDACL para endpoints compativeis ou ndo compativeis precisa ser configurada de acordo com os requisitos reais.

Etapa 22. Navegue até Work Centers > Posture > Posture Policy. Clique Edit no final de qualquer regra. Selecione Insert new policy.
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Etapa 22.1. Configure os detal hes:

A

Nome daregra: Demo_test_exist_linux

Grupos de I dentidade: Qual quer

Sistemas Operacionais: Linux All

Maodulo de conformidade: 4.x ou posterior

Tipo de postura: Agente

Requisitos: Test_exist_linux

Clique em Done e Save.
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Etapa 23. Navegue até Work Centers > Posture > Policy Sets. Clique para Insert new row above.

Waork Cartars

P Boskmarks Cwarview  Motwork Dovices  Clant Provisioning  Policy Dlemants Pollumneu: Troublashoot  Reperts  Settings

7 Dashboard

Folicy Sots . —
1 Centent Viaiity
A opemben Suetun  Policy Sut Marms Baneristion. Ganditians Albgmreed Prutecois [ Berver Sequence M Actisns  Wies
U pesey
B Adreinigapsion
A
[ Datet poscy net ¥

Iniaracsive Haip

ISE_Add_New_Policy Set

Etapa 23.1. Configure os detal hes:

Nome do Conjunto de Politicas: Postura de Firewall

Condigdes: Endereco IP do dispositivo de acesso arede IGUALs [Enderego IP FTD]

Clique Save.
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ISE_Add_New Policy Set 1

Etapa 23.2. Clique > parainserir o conjunto de politicas. Crie novas regras de autorizagdo para status compativel, ndo compativel e
desconhecido de postura. Clique em Save.

Compativel com compliance_profile
N&o Compativel com non_compliance_profile

Desconhecido com unknown_redirect

Identity Services Engine Wark Centers / Posturs

] Overview Hetwark Devices Client Provisioning Policy Elements Posture Palicy Policy Sets Troubleshoot Reparts Settings

t
us
Bl L Foskms G Hetwork Atcess Device P Address EQUALS ©
X Auihentication Policy(1)
1

Status  Rule Name Conditions Use Hits  Actions

]
L

L] Dafaut = a8 {@

Options
 Autharizatian Palicy - Local Excopticns
> dusthadzation Palley - Global Exceptions
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Results
Status  Ruls Name Conditions Profiles Sacurity Groups Hits  Actions
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Configuragtes no Ubuntu

Etapa 24. Fagalogin no cliente Ubuntu via GUI. Abra o navegador para fazer login no portal VPN. Neste exemplo, € demo.example.com.



demo.example.com/+CSCOL X

+

- > C O a

Ubuntu_Browser VPN _Login

hetps://demo.example.com/

CSCOE+/logon.htmliztform_title text

N oo
oroup
Username | |
Password | |
Logon

Etapa 25. Clique em Download for Linux.

w

[«

1]



Cisco Secure Client Installati x - = i &=

&« C O & https:;//demo.example.com/CACHE/stc/2/index.html B s80% ¥ o=

alali
ey

[l

ecure lient

Download & Install

Jownload Cisco Secure Client and install it on your computer.

Download for Linux

© Instructions

Ubuntu_Browser_VPN_Download_1

O nome do arquivo baixado é cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh.



Cisco Secure Client Installat x = + - 8 x

“ &] O & https://demo.example.com/CACHE/stc/2/index.html B so% v @ & =
Library = &)
Organize~ Clear Downloads 2 Search Downloads
» (O History
; cisco-secure-client-linux64-5.1.3.62-core-vpn-webdeploy-k9.sh
. (]
9.6 MB — example.com — 11:39
> © Tags
>  All Bo...

& mswrucuons

Ubuntu Browser VPN _Download 2

Etapa 26. Baixe o certificado VPN pelo navegador e renomeie 0 arquivo como <certificate>.crt. Este € o exemplo do uso do firefox para baixar o

certificado.



=) demo.example.com/+CSC - 1 v -

= » O Ol&a ttps://demo.example.com/+CSCOE+/logon.html#form_title_text bk, @ @

o B B

General Media Permissions IR

Website Identity
Website: demo.example.com
owner: This website does not supply ownership information.

Page Info — https://demo.example.com/+CSCOE+flogon.html#form_title_text - O x

Verified by: C=CN,CN=demo.example.com View Certificate

Privacy & History

Have | visited this website prior to today? No

Is this website storing information on my computer? Yes, cookies Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.

Help

Ubuntu Browser VPN_Cert_Download

Etapa 27. Abra o terminal no cliente Ubuntu. Navegue até path home/user/Downloads/ parainstalar o Cisco Secure Client.

<#root>
user@ubuntu22-desktop: ~$

cd Downl oads/

user@ubuntu22-desktop:~/Downloads$

I's

ci sco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

demo-example-com.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

user@ubuntu22-desktop:~/Downloads$




sudo ./cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

[sudo] password for user:

Installing Cisco Secure Client...

Migrating /opt/cisco/anyconnect directory to /opt/cisco/secureclient directory
Extracting installation files to /tmp/vpn.zaeAZd/vpninst959732303.tgz...
Unarchiving installation files to /tmp/vpn.zaeAZd...

Starting Cisco Secure Client Agent...

Done!

Exiting now.

user@ubuntu22-desktop:~/DownTloads$

Etapa 28. Confie no certificado do portal VPN no cliente Ubuntu.

<#root>
user@ubuntu22-desktop:~$

cd Downl oads/

user@ubuntu22-desktop:~/DownTloads$

I's

cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh

deno- exanpl e-com crt

user@ubuntu22-desktop:~/DownTloads$

openssl verify denp-exanpl e-comcrt

CN = demo.example.com, C = CN
error 18 at 0 depth lookup: self-signed certificate
Error demo-example-com.crt:

verification failed

user@ubuntu22-desktop:~/DownTloads$

sudo cp denp-exanpl e-comcrt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/DownTloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added

, 0 removed; done.
Running hooks in /etc/ca-certificates/update.d...
done.



user@ubuntu22-desktop:~/Downloads$

openssl verify denp-exanpl e-comcrt

demo-example-com.crt: OK

Etapa 29. Abra o Cisco Secure Client no cliente Ubuntu e conecte a VPN ao demo.example.com com éxito.



Cisco Secure Client = (= &

(@) AnyConnect VPN |~ Statistics @ About

TIr
CISCO

Connect to: | demo.example.com | 1t ‘
Group: posture _vpn
Username: | isetest

Password: feasseReed

¥, Disconnect

Connected to demo.example.com.

Ubuntu_Secure_Client_Connected

Etapa 30. Abra o navegador para acessar qualquer site que dispare o redirecionamento para o portal CPP do | SE. Baixe o certificado do portal

CPP do I SE e renomeie o arquivo como <certificate>.crt. Este € um exemplo do uso do Firefox para download.



) Device Security Check = @ + - B X
« C Ohttps:ffdemoisa.example.com:8443;’portal,fPortalSe-‘:up.action?portal:eeBQFd ity =

i i 3 e — x
WESRITILSE l°g n to this Page Info — https://demoise.example.com :8443/portal/PortalSetupaction?... - O X

M LG (=]
O kK s =
General Media Permissions BRI

Website Identity
Device Security Check Website: demoise.example.com

. Qwner: This website does not supply ownership information.
Your computer requires s = ) . .

Verified by: CN=demoise.example.com View Certificate

Start Privacy & History
Have | visited this website prior to today? No k
Is this website staring information on my Yes, . Clear Cookies and Site Data
computer? cookies
Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the
network.

Help

Ubuntu_Browser  CPP_Cert_Download

Etapa 30.1. Confie no certificado do portal |SE CPP no cliente Ubuntu.

<{froot>

user @ubuntu22-desktop:~/Downloads$ |s
cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh
demo-example-com.crt

ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

sudo cp ise-cert.crt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/Downloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added
, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

Etapa 31. Clique Start no portal CPP do | SE.



(L) Device Security Check % -+

« > C QO G https:;//demoise.example.com :8443/portal/PortalSetup.action?portal=ee39fdo ¥ =
©@ vou must log in to this network before you can access the Internet. X
Client Provisioning
Device Security Check
Your computer requires security software to be installed before you can connect to the network.
Start
Ubuntu Browser CPP_Start
Etapa 32. Click here to download and install Agent.
() Device Security Check % | + B e &
€= IE https://demoise.example.com :8443/portal/ClientProvisionStart.action?from=C ¥ =
X

©® voumust log in to this network before you can access the Internet.

i 1 - I
cisco Client Provisioning F

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

- + This is my first time here

1. You must install Agent to check your device before accessing the networld Click here fo download and install Agent

2. After installation, Agent will automatically scan your device before allowin
3. You have 20 minutes to install and for the system scan to complete.

Note: With some browsers, when you click Download, the script is directly saved in the configured Downloads folder in your

sysiem.
Tip: Leave Agent running so it will automatically scan your device and connect you faster next time you access this network.

":: You have 20 minutes to install and for the compliance check to complete

+ Remind me what to do next

Ubuntu_Browser_CPP_Download_Posture

Etapa 33. Abra o terminal no cliente Ubuntu. Navegue até o caminho home/user/Downloads/ parainstalar o médulo de postura.

<tfroot>

user@ubuntu22-desktop:~/Downloads$ Is
ci sco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denpi se. exanpl e. com 8443_0NcLgcMJRf yZmR6HoL



cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh
demo-example-com.crt
ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denoi se. exanpl e. com 8443 ONcLgcMJRf

user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$

./ cisco-secure-client-ise-network-assistant-linux64-5.1.3.62_denpoi se. exanpl e. com 8443 _0NcLgcMJRf yZnR6Hol

Cisco Network Setup Assistant

(c) 2022-2024 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks
Cisco ISE Network Setup Assistant started. Version - 5.1.3.62

Trusted and Secure Connection

You are connected to

demoise.example.com

whose identity has been certified. Your connection to this website is encrypted.
Downloading Cisco Secure Client...

Downloading remote package...

Running Cisco Secure Client - Downloader...

Installation is completed.

Etapa 34. Nainterface do usuério do cliente Ubuntu, saia do Cisco Secure Client e abra-o novamente. O mddulo de posturado | SE foi instalado

e executado com éxito.



Cisco Secure Client — 0 X

(@ AnyConnect VPN |~ Statistics @) ISE Posture ® ~bout

NI
CISCO

Connect to: v It

Conneckt

Ready to connect.
Ubuntu_Secure Client |SE Posture Installed
Etapa 35. Abra o terminal no cliente Ubuntu. Navegue até o caminho home/user/Desktop , crie um test.txt arquivo para atender a condicéo de

arquivo configurada no I SE.

<#root>
user@ubuntu22-desktop: ~$

cd Deskt op/

user@ubuntu22-desktop:~/Desktop$



echo test > test.txt

Verificar

Use esta se¢o para confirmar se a sua configuragdo funciona corretamente.

Etapa 1. Conecte a VPN a demo.example.com no cliente Ubuntu.

Cisco Secure Client

(@) AnyConnect VPN ‘ |~ Statistics

@) ISE Posture

CISCO

Connectto: | demo.example.com

Group: posture _vpn
Username: | isekest

Password:

¥, Disconnect

‘ Connected to demo.example.com. \

© About

Verify_Ubuntu_Secure Client_Connected

Etapa 2. Verifique o status da postura do | SE no cliente Ubuntu.



Cisco Secure Client - o x

(@ AnyConnect VPN |~/ Statistics @) ISE Posture \ @ About

NI
CISCO

A9

Compliant.

Network access allowed.

Verify_Ubuntu_Secure_Client_Compliant

Etapa 3. Verifique o registro em tempo real do Radius no ISE. Navegue até Operations > RADIUS Live Log.

iy Identity Services Engine Operations / RADIUS
|} Live Logs Live Sessions
0
1 Misconfigured Supplicants Mii figured Davi RADIUS Drops: Client Stopped Responding Repeat Counter

X 0 0 0 0 0
.

Refresh Show Within

i Mever w Latest 20 records -~ Last 24 hours
A "
Time Status Details Identity Endpoint ID Profile Status 1 Poliey Authorization Policy
: w Idontity Endpein ID Endpairt Profile Pagture Status Authantication Paliey Autharizatian Policy
Muy 29, 2024 DIDB:4E, 798 PM [} 3 satest 52:54:00:1T:BB:FA Ubuntu-Warkstation Compliant : Firewoll Posture => Dofault Firgwall Pastuse »» Compliant
May 20, 2024 (0:08:48,798 PM | -] R 52:54:00:1 T-68:FA Complian I I Firewall Pesture Finawall Postuse == Compliant
May 29, 2024 09:08:13.570 PM | -] a sotest 52:54:00:1 T:68:FA Ubuntu-Workstation  Pending I © Firewall Posture »» Default Firgwall Posture »» Unknawn




Verify I1SE LivelLog

Etapa 4. Navegue até a CLI do FTD via SSH ou console.

<tfroot>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftdv741>

enabl e

Password:
ftdv741#
ftdv741#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : isetest Index : 33

Assigned IP : 192.168.6.30 Public IP : 192.168.10.13

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 51596 Bytes Rx : 17606

Pkts Tx : 107 Pkts Rx : 136

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

Group Policy : posture_gp Tunnel Group : posture_vpn

Login Time : 14:02:25 UTC Fri May 31 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb007182000210006659d871

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 33.1

Public IP : 192.168.10.13

Encryption : none Hashing : none

TCP Src Port : 59180 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : 1inux-64

Client OS Ver: Ubuntu 22.04 LTS 22.04 (Jammy Jel |l yfish)



Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62

Bytes Tx : 6364 Bytes Rx : 0
Pkts Tx : 1 Pkts Rx : 0O
Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 33.2

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 59182

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 6364 Bytes Rx : 498

Pkts Tx : 1 Pkts Rx : 6

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4_TRAFFI C- 57f 6b0d3

DTLS-Tunnel:

Tunnel ID : 33.3

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 56078

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 38868 Bytes Rx : 17108

Pkts Tx : 105 Pkts Rx : 130

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4A_TRAFFI C- 57f 6b0d3

Troubleshooting

Esta secao disponibiliza informagdes para a solugéo de problemas de configuracéo.

Para fluxo de postura e solucéo de problemas do Cisco Secure Client e | SE, consulte os documentos do CCOCompar acéo de estilo de postura
do I SE parapréepés-2.2 e Solucéo de problemas de ger enciamento de sessio e postura do I SE.
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



