Como exportar o backup de dados de
configuracao e operacgao do ISE
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Introduction

Este documento descreve como fazer backup de dados de configuragdo sob demanda e de
dados de operacgao do Identity Service Engine (ISE).

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Conhecimento basico do Identity Service Engine (ISE).
- Como configurar um repositorio.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco Identity Service Engine 2.7

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Informagdes de Apoio



Outra estratégia importante para garantir a disponibilidade do ISE no ambiente é ter uma
estratégia de backup sdélida. Ha dois tipos de backups do ISE: backup de configuragao e backup
operacional.

O Cisco ISE permite fazer backup dos dados do PAN primario e do n6 de monitoramento. O

backup pode ser feito na CLI ou na interface do usuario.

Dados de configuragao- Contém dados de configuragao do sistema operacional especificos do
aplicativo e do Cisco ADE. O backup pode ser feito via PAN principal usando a GUI ou CLI.

Dados operacionais- Contém dados de monitoramento e solu¢ao de problemas. O backup pode
ser feito por meio da GUI do PAN primario ou usando a CLI para o né de monitoramento.

Os backups sdo armazenados em um repositério e podem ser restaurados do mesmo repositorio.
Vocé pode programar backups para execugao automatica ou executa-los manualmente sob

demanda. Vocé pode exibir o status de um backup na GUI ou na CLI, mas pode exibir o status de
uma restauragao somente na CLI.

Caution: O Cisco ISE nao oferece suporte a snapshots do VMware para backup de dados
do ISE. Usar snapshots VMware ou qualquer backup de terceiros para fazer backup dos
dados do ISE resulta na interrupg¢ao dos servigos do Cisco ISE.

Configuracao

Executar backup de dados sob demanda de configuragdo do ISE a partir da GUI

Etapa 1. Configurar um repositério consulte Como configurar Repositério no ISE

Etapa 2. Faca login no ISE , navegue para Administration > System > Backup & Restore,
selecione Configuration Data Backup, clique em Backup Now, conforme mostrado na imagem:

bl |dentity Services Engine Home b Context Visibility » Operations v Policy ~ Administration » Work Centers

- System ¢ Identity Management r Metwork Resources ¢ Device Portal Management  pxGrid Services
Deployment  Licensing » Ceriificates » Logging ¢ Maintenance  Upgrade I'Backup& Restore I ¢ Admin Access  » Settings
<]
Backup & Restore
Paolicy Export

Backup Now @

© Configuration Data Backup

Operational Data Backup

Etapa 3. Forneca Nome do Backup, Nome do Repositério e Chave de Criptografia e clique em
Backup.


https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html

Dica: Certifique-se de que se lembra da chave de criptografia.

Backup Configuration Data

*Backup Mame Config-Backup

*Repository Mame FTP-Repo v

"EI'ICI"'}'DUU" H'.E? (TR T

“Re-Enter Encryption Key

© Internal CA Certificate Store in not in this backup. It is recommend to
export it using "application configure ise™ CLI command

Cancel Backup

Note: O backup de configuragéo do ISE contém certificados confiaveis e do sistema e ndo
contém certificados CA (Certificate Authority) internos.

Para fazer backup do armazenamento interno da autoridade de certificagdo (CA) manualmente da
CLI do ISE. Faga login no n6 de né administrativo primario (PAN) do ISE via SSH e execute o
aplicativo de comando configure ise > selecione a opg¢ao 7 para Exportar armazenamento interno
de CA.

i se/ adm n# application configure ise

Sel ection configuration option

[ 1] Reset M&T Sessi on Dat abase

[ 2] Rebuild M&T Unusabl e | ndexes

[ 3] Purge M&T Cperational Data

[ 4] Reset M&T Dat abase

[ 5] Refresh Dat abase Statistics
[6]Display Profiler Statistics
[7]1Export Internal CA Store

[8]Import Internal CA Store

[9] Create M ssing Config |Indexes

[10] Create M ssing M&T | ndexes

[ 11] Enabl e/ Di sabl e ACS M grati on

[12] Generate Daily KPM Stats

[13] Generate KPM Stats for |ast 8 Weks
[ 14] Enabl e/ Di sabl e Counter Attribute Collection
[15] View Admin Users

[16] Get all Endpoints



[17] Enabl e/ Di sable Wfi Setup

[ 18] Reset Config Wfi Setup

[19] Establish Trust with controller

[ 20] Reset Context Visibility

[ 21] Synchroni ze Context Visibility Wth Database
[ 22] Generate Heap Dump

[ 23] Generate Thread Dunp

[ 24] Force Backup Cancel |l ation

[25]C eanUp ESR 5921 10S Crash Info Files

[0] Exi t

7

Export Repository Name: FTP-Repo
Enter encryption-key for export:
Security Protocol list Start

I nsi de Session facade init

ad Menory Size : 7906192

ad Menory Size : 7906192

Export in progress...

ad Menory Size : 7906192

The following 5 CA key pairs were exported to repository '

"ise_ca_key_pairs_of _ise':
Subj ect: CN=Certificate Services Root CA - ise
I ssuer: CN=Certificate Services Root CA - ise
Seri al #: 0x08f 06033- 2a4c4f cc- b297e75a- 04f 11bf 9

Subj ect: CN=Certificate Services Node CA - ise
| ssuer: CN=Certificate Services Root CA - ise
Seri al #: 0x3a0e8d8a- 5a2846be- a902c280- b5d678aa

Subj ect: CN=Certificate Services Endpoint Sub CA -
I ssuer: CN=Certificate Services Node CA - ise
Seri al #: 0x33b14150- 596¢c4552- ad0a9ab1- 9541f Obb

Subj ect: CN=Certificate Services Endpoint RA - ise
I ssuer: CN=Certificate Services Endpoint Sub CA -
Seri al #: 0x37e17494- cf 1d4372- bf Obale6- 83653826

Subj ect: CN=Certificate Services OCSP Responder -
| ssuer: CN=Certificate Services Node CA - ise
Seri al #: 0x68a694ed- bc48481d- bc6cc58e- 60ad44a6l

ise CA keys export completed successfully

FTP- Repo’

ise

i se

i se

at

Executar backup de dados de configuragéo do ISE sob demanda a partir da CLI

Etapa 1. Configurar um repositério consulte Como configurar Repositério no ISE

Etapa 2. Faca login na CLI do né PAN e execute o comando:

backup <nome do arquivo de backup> repositério <nome do repositério> ise-config encryption-

key plain <chave de criptografia>

i se/ adm n# backup ConfigBackup-CLI repository FTP-Repo ise-config encryption-key plain


https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html

% Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI conmand

% Creating backup with timestanped fil enane: Confi gBackup-CLI - CFGLO-200326-0705.tar. gpg
% backup in progress: Starting Backup...10% conpl et ed

% backup in progress: Validating | SE Node Rol e... 15% conpl et ed

% backup in progress: Backing up | SE Configuration Data...20% conpl eted

% backup in progress: Backing up | SE Indexi ng Engi ne Data...45% conpl et ed
% backup in progress: Backing up | SE Logs...50% conpl eted

% backup in progress: Conpleting | SE Backup Staging...55% conpl et ed

% backup in progress: Backing up ADECS configuration...55% conpl eted

% backup in progress: Myving Backup file to the repository...75% conpl et ed
% backup in progress: Conpleting Backup...100% conpl et ed

i se/ adm n#

Executar backup de dados operacionais do ISE sob demanda a partir da GUI

Etapa 1. Configurar um repositério consulte Como configurar Repositério no ISE

Etapa 2. Inicie o backup operacional do ISE.

Faca login na GUI do ISE, navegue para Administration > System > Backup & Restore, selecione
Operational Data Backup, clique em Backup Now, como mostrado na imagem:

"dueh’  Identity Services Engine Home » Context Visibility » Operations + Policy » Work Centers

b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment Licensing v Certificates » Logging » Maintenance Upgrade - Backup & Restore r Admin Access » Settings

®  Backup & Restore

Policy Export

Backup Now @

Configuration Data Backup

© Operational Data Backup

Schedule Backup

Etapa 3. Forneca Nome do Backup, Nome do Repositério e Chave de Criptografia e clique em
Backup.

Dica: Certifique-se de que se lembra da chave de criptografia.

Executar backup de dados operacionais do ISE sob demanda a partir da CLI

Etapa 1.Configurar um repositério consulte Como configurar o repositério no ISE

Etapa 2. Faga login na CLI do né MNT principal e execute o comando:

backup <nome do arquivo de backup> repositério <nome do repositério> ise-operational
encryption-key plain <chave de criptografia>


https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html

i se/ adm n# backup Ops-Backup-CLI repository FTP-Repo ise-operational encryption-key plain
<backup passwor d>

% Creating backup with timestanped fil enane: Ops-Backup-CLI-OPS10-200326-0719.tar. gpg

% backup in progress: Starting Backup...10% conpl et ed

% backup in progress: starting dbbackup using expdp....... 20% conpl et ed

% backup in progress: starting cars logic....... 50% conpl et ed

% backup in progress: Myving Backup file to the repository...75% conpl et ed

% backup in progress: Conpleting Backup...100% conpl et ed

i se/ adm n#

Verificar

Navegue até Administration > System > Backup & Restore (Administragdo > Sistema > Backup e
restauragéo) para ver o progresso do backup de dados de configuragdo, como mostrado na
imagem:

uluile |dentity Services Engine Home  » ContextVisbilty  » Operations  » Policy [RRg il * Work Centers

= System | » |dentity Management  » Network Resources  » Davice Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  ~Backup & Restore  » Admin Access  » Settings
<]

Backup & Reslore

Configuration D Back
Policy Export Igurat ata up

20%

Click on "Stap’ to cancel Configuration Data Backup

Navegue até Administration > System > Backup & Restore Para revisar o progresso do backup de
dados operacionais , como mostrado na imagem:



thalie Identity Services Engine Home  » ConlextVisibiity  » Operations  » Policy RENLIONE * Work Centers

= System  » Identity » Network » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  +Backup & Restore b Admin Access b Settings
——

Operational Data Backup
Backup & Restore

Policy Export 20% m

Click on "Stop' to cancel Operational Data Backup

Vocé também pode verificar o progresso do backup de configuragéo a partir da CLI do n6 PAN.

i se/ adm n# show backup status
%% Confi gurati on backup status

[ T

% backup nanme: Confi gBackup- CLI

% repository: FTP-Repo

% start date: Thu Mar 26 07:05:11 | ST 2020
% schedul ed: no

% triggered from CLI

% host :

% status: Backup is in progress

% progress % 50

% progress nessage: Backing up | SE Logs
%6 Oper ati on backup status

% No data found. Try 'show backup history' or |ISE operation audit report
i se/ adm n#

Quando o backup for concluido, vocé podera ver o Status do backup como bem-sucedido.



‘il \dentity Services Engine Home  » ContextVisiolity  » Operations  + Palicy

v Identity Management  » Network Resources  » Davice Portal Management  puGrid Services

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade | = Backup & Restore | » AdminAccess  » Setlings

Backup & Restore

Policy Export

Click here to d

Backup Now @

O Configuration Data Backup
Operaticnal Data Backup

Schedule Backup
Frequency Start End Date Execute At Schedule Status

Cenfiguration Data Backup Schodule
Operational Data Backup Schedule

Last Backup Details ©

Configurational Backup Details Operational Backup Details
Backup Name :  Ops-Backup-CLI

Backup Name  ConfigBackup-CLI
Repository Kame :  FTP-Repo

Start Date & Time :  Thu Mar 26 07:22:58 IST 2020

backup Ops-Backup-CLI-0PS10-200326-0722.tar.gpg

Repository Name :  FTP-Repo
Start Date & Time :  Thu Mar 26 07:05:11 IST 2020
backup ConfigBackup-CLT- Status

Status:  CFG10-200326-0705.tar.gpg to repository FTP-Repo: 5 Paposiney ETE-Rapa) succes
success Scheduled :  no
Scheduled : o Triggered Form :  CLL
Triggered Form :  CLI Execute On ©

Execute On Roslore

Troubleshoot

Verifique se o servico ISE Indexing Engine esta em execug¢do nos nos de administrador do ISE.

i se-1/adm n# show application status ise

| SE PROCESS NAME STATE PROCESS | D
Dat abase Li stener runni ng 15706

Dat abase Server runni ng 89 PROCESSES
Appl i cation Server runni ng 25683
Profil er Database runni ng 23511

ISE Indexing Engine running 28268

AD Connect or runni ng 32319

M&T Sessi on Dat abase runni ng 23320

M&T Log Processor runni ng 16272

Para depurar a restauragao de backup no ISE, use as seguintes depuracoes:

i se-1/ adm n# debug backup-restore backup ?
<0-7> Set level, fromO (severe only) to 7 (all)
<cr> Carriage return.

i se- 1/ pan# debug backup-restore backup 7

i se-1/ pan#

i se-1/pan# 6 [25683]:[info] backup-restore:backup: br_history.c[549] [systen]: |SE
backup/restore initiated by web U as ise.br.status is "in-progress' in /tnp/ise-cfg-br-flags

7 [25683]:[debug] backup-restore: backup: br_backup.c[600] [systen]: initiating backup Config-
Backup to repos FTP-Repo

7 [25683]:[debug] backup-restore: backup: br_backup.c[644] [systen]: no staging url defined,
using |l ocal space

7 [25683]:[debug] backup-restore: backup: br_backup.c[60] [systen]: flushing the staging area

7 [25683]:[debug] backup-restore: backup: br_backup.c[673] [systen]: creating /opt/backup/backup-
Confi g- Backup- 1587431770

7 [25683]:[debug] backup-restore: backup: br_backup.c[677] [systen]: creating /opt/backup/backup-
Confi g- Backup- 1587431770/ backup/ cars

7 [25683]:[debug] backup-restore: backup: br_backup.c[740] [systen]: creating /opt/backup/backup-
Confi g- Backup- 1587431770/ backup/i se



7 [25683]:[debug] backup-restore: backup: br_backup.c[781] [systen]: calling script

/ opt/ CSCCcpni bi n/ i secf gbackup. sh

6 [25683]:[info] backup-restore:backup: br_backup.c[818] [systen]: adding ADECS files to backup
6 [25683]:[info] backup-restore:backup: br_backup.c[831] [systen]: Backup password provi ded by
user

6 [25683]:[info] backup-restore:backup: br_backup.c[190] [systen]: No post-backup entry in the
mani fest file for ise

7 [25683]:[debug] backup-restore: backup: br_backup.c[60] [systen]: flushing the staging area

6 [25683]:[info] backup-restore:backup: br_backup.c[912] [systen]: backup Confi g- Backup- CFGLO-
200421-0646.tar.gpg to repository FTP-Repo: success

6 [25683]:[info] backup-restore:backup: br_history.c[487] [systen]: updating /tnp/ise-cfg-br-
flags with status: conplete and nessage: backup Confi g-Backup- CFGLO- 200421-0646.tar.gpg to
repository FTP-Repo: success

Use no debug backup backup-restore 7 para desativar as depurag¢des no no.

i se-1/adm n# no debug backup-restore backup 7
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