Configure o acesso seguro com o firewall
Sophos XG
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Introducao
Este documento descreve como configurar o acesso seguro com o Sophos XG Firewall.
Pré-requisitos

« Configurar Provisionamento de Usuario

» Configuracao de Autenticacdo ZTNA SSO
» Configurar o acesso sequro da VPN de acesso remoto

Requisitos
A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Firewall Sophos XG
* Acesso seguro


https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://docs.sse.cisco.com/sse-user-guide/docs/configure-integrations-with-saml-identity-providers
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks

» Cisco Secure Client - VPN
» Cisco Secure Client - ZTNA
 ZTNA sem cliente

Componentes Utilizados

As informacdes neste documento sdo baseadas em:

» Firewall Sophos XG

* Acesso seguro

» Cisco Secure Client - VPN
» Cisco Secure Client - ZTNA

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio
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Acesso seguro - Sophos

A Cisco projetou o Secure Access para garantir a protecao e o fornecimento de acesso a
aplicativos privados, tanto no local quanto baseados em nuvem. Ele também protege a conexao
da rede a Internet. Isso € obtido por meio da implementacéo de varios métodos e camadas de
seguranga, todos voltados para preservar as informac¢des a medida que elas sdo acessadas pela



nuvem.

Configurar

Configurar o tunel no acesso seguro

Navegue até o painel de administracdo do Secure Access.

el
wsce

Secure Access

0 Overview Overview
The Cverview dash alth m !
& con
Resources Data Transfer | L.:70a

TOTAL USAGE

0 Secu

b Monitar 69.52 MB Total traffic
725.98 MB . Docroase (st 7 days)

o A

16.45 MB Receive

A workficws

35.39 MB - Decrsass (last 7 days) 5
53.07 MB sent )

690.58 MB " Decrease (st T dayz) " I I
Acesso seguro - Pagina principal

» Clique em Connect > Network Connections.

B — Branch
B — Cisca Secure Client
8 — RAaEN

B — Browsor-based ZTNA

B seectal


https://login.sse.cisco.com/

B Overview

&Y Connect

Resources

I Secure

I~"  Monitor

o Admin

Acesso seguro - Conexdes de rede

¢ Em Network Tunnel Groups clique em + Add.

Connector Groups | Bata Metwork Tunnel Groups

Netweork Tunnel Groups : ..

1 1
Disconnected Warning Jk

Metwork Tunnel Groups

A netwark tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 1o the hubs within a network tunnél group 10 Secuniy contnol

user access (o the Internet and peivate resources. Help of

[:: Saarch

Overview

The Overview dashboard displays

Essentials

MNetwork Connections

Connect data centers, tunnels,
resource connectors

Users and Groups

Provision and ma nage users anc
LY MLFUERS for use In ACCESS rules

End User Connectivity
Manage trafhic steanng from
endpaints to Secure Access

Primary

Network Tunnel Group Status Primary Hub Data Center e Secondary Hub Data Genter Secondary Tunnels
HOME i Disconnected sse-euc-1-1-0 [+] S5e-euc-1-1-1 o
SAD il Wasrirg sse-guc-1-1-0 1 sse-auc-1-1-1 o

Acesso seguro - Grupos de tunel derede

Rows per page mv] < >

e Configure Tunnel Group Name, Region e Device Type.

¢ Clique Next em.



General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel
group will use.

Tunnel Group Name

[ SophosFirewall ® ]
Region

[ Europe (Germany) v ]
Device Type

[ Other v ]

Acesso seguro - Grupos de tuneis - Configuragdes gerais



Observacéo: escolha aregido mais proximaao local do firewall.

*  Configure o Tunnel ID Format e Passphrase.

» Clique em Next.



Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

(® Email IP Address

Tunnel ID

[ csasophos ® ] @<org><hub>.sse.cisco.com

Passphrase

[ L R R Y Show @]

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ FEBEBIBISIIIBIBRBEE S Show @ ]

Acesso seguro - Grupos de tineis - ID e senha do tunel

e Configure osintervalos de enderegos | P ou hosts que vocé configurou na rede e desegja passar o tréfego pelo Secure Access.

¢ Clique em Save.

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

Acesso seguro - Grupos de tuneis - Opgdes de roteamento

Depois de clicar nas informagdes sobre Save o tlnel que sdo exibidas, salve essas informagtes para a proxima etapa, Configure the tunnel on
Sophos.

Dados do tlinel



Data for Tunnel Setup

Review and save the following information for use when setting up your netwaork tunnel devices. This is the only time that

your passphrase is displayed.

Primary Tunnel ID:
Primary Data Center IP Address:

Secondary Tunnel ID:

Secondary Data Center IP Address:

Passphrase:

csasophos@
1815614574 O
csasophos@

3720.45.23 O

I -

-sse.cisco.com O

-sse.cisco.com [

Download CSV

Secure Access - Tunnel Groups - Resume of configuration (Acesso seguro - Grupos de tuneis - Retomar a configuracao)

Configurar o tdnel no Sophos

Configurar perfil 1Psec

Para configurar o perfil IPsec, navegue para o firewall do Sophos XG.

V océ obtém algo semelhante aisto:



SOPHOS Control center Feedback WM How-toguides Log view
5 awall or - - —

S 51953 MR-3
System Traffic insight User & device insights
Web actnaty Cloud apphcations Security Heartbeat®
o
Control canter l ol *‘” 0 Monitor endpaint health
Parformance Sarvices

- A " and systams at risk
Currant activities B - Atrisk = =
-

Reports Intorfaces VPN
Synchronized Application Contrgl™

Zero-day protection

M/ [ 0 Identify unknown apps on
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Diagnostics RED Wingless APS apps  Yourmetwork
0 0 e
Connected remote Live users o =
Rules and policies usens N Zero-day protection
Intrusion prevention 12% E1% 0 0
Py Memaory Recent Incidents Seanned
‘Web 61B/s o e
N Bandwidth Sessions - ATP uTg
Applications o% o
. Decryption capacity Decrypt sessions 0 i 0
Wireless N
(] ] Sources biocked Accounts at risk
High availability: Not configurad
Email Configure
Web server Running for 0 day(s), 3 hour(s], 52 minute(s) S5L/TLS connections
Advanced protection 0w Ox% 0
Of traffic Decryptad Failad

Remote access VPN
Sita-to-sita VPN Active firewall rules Reports Messages
Network 0 _ 1 3 i 4 0 Risky apps seen 0 Alert
WAF T Scanned T T
Routing
Warning
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New Clickh
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Sophos Central . D Intrusion at

Profiles

Painel de administracéo do Sophos

*  Navegue até Profiles

e Clique em I Psec Profiles e depois clique emAdd

Device access

Delete

jorithm
Manage
Phase 2



Sophos - Perfis |Psec

Em General Settings configurar:

¢ Name: um nome de referéncia para a Politica de acesso seguro da Cisco

« Key Exchange: IKEv2

¢ Authentication Mode: Modo principal

« Key Negotiation Tries.0

¢« Re-Key connection: Marque a opgéo

Name Description
L]
“
Re-key connection
O IKEvl (® IKEv2 0 ©

D Pass datain compressed format
Authentication mode (
®) Mainmode () Aggressive mode '

A

| SHAZ with 96-bit truncation

Sophos - Perfis |Psec - Configuragdes gerais

Em Phase 1 configurar:

¢ KeyLife:28800

¢ DH group(key group): Selecione 19 e 20

¢ Encryption: AES256

« Authentication: SHA2 256

¢ Re-key margin:360 (Padré&o)

¢ Randomizere-keying margin by:50 (Padréo)



Phase 1

Key life Re-key margin
28800 ] 360 L]

DH group (key group)

2 selected o~
Encryption Authentication
AES256 [ 3% SHA2 256 [ 2%

© You can add up to 3 different algorithm combinations

Sophos - PerfisIPsec - Fase 1

Em Phase 2 configurar:

e PFSgroup (DH group): Igual afasel

.« Keylife:3600

* Encryption: AES 256

e Authentication: SHA2 256

Phase 2
PFS group [DH group) Key life
Same as phase-| S 3600
Encryption Authentication
AESZ256 O SHARZ 256

oYou can add up to 3 different algorithm combinations

Sophos - Perfis IPsec - Fase 2

Em Dead Peer Detection configurar:

¢ Dead Peer Detection: Marque a opgéo
e Check peer after every:10
¢ Wait for response up t0:120 (Padréo)

¢ When peer unreachable: Reiniciar (Padréo)

Randomize re-keying margin by

S0

O



BEFORE

D Dead Peer Detection

Check peer after every Wait for response up to ‘When peer unreachable

AFTER

G Dead Peer Detection
Check peer after every Wait for response up to When peer unreachable

10 1] 120 (] Re-initiate

Sophos - Perfis |Psec - Detecgdo Dead Peer
Depois disso, clique em Save and proceed with the next step, Configure Site-to-site VPN.
Configurar VPN siteasite

Parainiciar a configuracdo da VPN, clique em Site-to-site VPN e em Add.

eports

Zero-day protection Show additional properties Delete
Diagnostics

Connectigp ] .

[j Mame -  Group name Profile

Rules and policies Active Connection

Intrusion prevention
Web Mo records found
Applications

Wireless
Email
Wi ver

Advanced protection F g
allover grous

Remote acc VPN
Site-to-site VPN Add
MNetwork

Sophos - VPN site a site

Em General Settings configurar:

¢ Name: Um nome de referéncia para a Politica | Psec do Cisco Secure Access

¢ |Pversion:IPv4

e Connection type: interface de ttnel

e Gateway type: Inicie aconexd@o

* Active on save: Marque a opgéo

Wizard

Manage

Delete




Observagdo: aopcdo Active on save habilitaa VPN automaticamente depois que vocé termina de configurar a VPN site asite.



Name IP version Activate on save

SecureAccess (] @ IPvd O IPvB O Dual
[:] Create firewall rule
Description Connection type
This is the IPsec Policy for Sophos Tunnel interface [ R
Gateway type
Initiate the connection o~

Observagdo: aopcao Tunnel interface criaumainterface de tinel virtual para o Sophos XG Firewall com o0 nome XFRM.



Em Encryption configurar:

«  Profile: o perfil que vocé criana etapa, Configure | Psec Profile

¢ Authentication type: Chave pré-compartilhada

e Preshared key: A chave configurada na etapa, Configure the Tunnel on Secure Access

e Repeat preshared key: Preshared key

Encryption

Profile Authentication type

CSA (v N Preshared key v

£

-3

Sophos - VPN site a site - Criptografia

Nas opg¢des Gateway Settings configure Local Gateway e Remote Gateway, use esta tabela como referéncia

Gateway local Gateway remoto

Interface de escuta Enderego do gateway

Sua Interface Wan-Internet O IP publico gerado sob a etapa, Tunnel Data

Tipo de ID local Tipo de ID remota

E-mail Endereco IP




ID local
O e-mail gerado sob a etapa, Tunne Data

ID remota

O IP publico gerado sob a etapa, Tunnel Data

Sub-rede local
qualquer um

Sub-rede Remota

qualquer um

Gateway settings
Local gateway

Listening interface

PortB - 192.168.0.33

Local ID type

Email

Local ID

csasophos@ -SSe.cisco.com

Local subnet
Any

Add new item

Sophos - VPN site a site - Configuracdes de gateway

Remote gateway

Gateway address

v R 18.156.145.74

Remote ID type

[ IP address
Remote ID
(v] 18.156.145.74

Remote subnet

) Any

Add new item

Depois disso, clique em Save, e vocé podera ver que o tund foi criado.

IPsec connections

Show additional properties

a Name ° - Group name Profile

(0  securefccess - CSA

Sophos - VPN site a site - Conexdes | Psec

Connection type 5
Active N7 Connection *

Tunnel interface ’ 1

Wizard

Manage

P X




Observagdo: para verificar se o tlnel esté habilitado corretamente na Ultimaimagem, vocé pode verificar o Connection status; se
estiver verde, o tiinel esta conectado; se ndo estiver verde, o tlnel ndo esta conectado.

Para verificar se um tlnel esté estabelecido, navegue até Current Activities > | Psec Connections.



MOMNITOR &
Control center
Current activities
Reports

Zero-day protection

Diagnostics

Sophos - Monitorar e analisar - |Psec

Live users Live connections Live connections |PvE IPsec connections Remote users

No tunnel established to Secure Access

L D Name Local server -ocal subnet Username Remote server/host Remote subnet Manage

Mo records found

~
Tunnel established to Secure Access
[:I Name Local server Local subnet Username Remote server/host Remote subnet Manage
O SecureAccesS-1 192.168.0.33 0.0.0.0/0 18.156.145.74 0.0.0.0/0 P

Sophos - Monitorar e analisar - |Psec antes e depois

Depois disso, podemos continuar com a etapa, Configure Tunnel I nterface Gateway.

Configurar ainterface do tinel

Navegue Network e verifique suaWAN interface configurada na VPN para editar ainterface do tunel virtual com o nome xfrm.

¢ Clique naxfrm interface.



il L =YL |

eless

Email

WAN
_eth RFTEYN
Physical

Web sarver

Advanced protection

Remaote access VPN

zl’r_nﬂ.

Site-to-site VPN B VPN

Netwark

Routing PortC

T
Authentication LS Unbound

System services Physica

Sophos - Rede - Interface de tlnel

«  Configure ainterface com um IP ndo-rotedvel em suarede. Por exemplo, vocé pode usar 169.254.x.x/30, que é um |P em um
espaco ndo-roteavel normalmente, em nosso exemplo, usamos 169.254.0.1/30

General settings

Mame *

xfrml
Hardware xfrml
IPsec connection SecureAccess
Network zone VPN
IPv4 configuration
IPvi/netmask * 169.254.0.1 /30 (255.255.255.252)

Sophos - Rede - Interface de tunel - Configuracéo

Configurar os gateways

Para configurar o gateway paraainterface virtua (xfrm)

« Navegue até Routing > Gateways

¢ Cliqueem Add



S0-WAN routes  SD-WAN profiles Gateways Static routes BGP 0SPF 05PFva Information Upstream proxy ss=

Rules and policies 1PV catewan
Ve g

Intrugien prevention

Web

Wireless E Delete

Email & i el e g . Haal " Shatie " :
Wb sarici O Name IP addrass Interface Health check Status Manage

Advanced protection

P _Por W 182.168.0.1 WAN On ] rd
Remote

Site-to-site

MNetwork

Routing

1D Aatas

Sophos - Roteamento - Gateways

Em Gateway host configurar:

¢ Name: um nome que faz referénciadinterface virtual criada paraa VPN
e Gateway | P: No nosso caso 169.254.0.2, esse é 0 |P narede 169.254.0.1/30 que ja atribuimos na etapa, Configure Tunnel Interface
¢ Interface: Interface virtual VPN

e Zone: Nenhum (Padr&o)

Gateway host

Name * CSA_GW

Gateway IP 169.254.0.2

Interface xfrm1-169.254.0.1 v
Zone None v

Sophos - Roteamento - Gateways - Host do gateway

¢ EmHealth check desativar a verificagdo

¢ Cliqueem Save



Health check

Health check

Sophos - Roteamento - Gateways - Verificacdo de integridade

Vocé pode observar o status do gateway depois de salvar a configurago:

IPv4 gateway

Add Delete
O Name 57 IPaddress Y/ Interface %7 Health check 7 Status T/ Manage
[ csacw 169.254.0.2 xfrmi off ® R
OHCP PortB GW 192168.0.1 WAN On ® d

Sophos - Roteamento - Gateways - Satus

Configurar arota SD-WAN

Parafinalizar o processo de configuraco, vocé precisa criar a rota que permite encaminhar o tréfego para o Secure Access.

Navegue até Routing > SD-WAN routes.

¢ CliqueemAdd



Diagnostics SD-WAN routes]

SD-WAN profiles Gateways Static routes BGP OSPF OSF

Rules and policies

Intrusion prevention
Wehb Policy rc Sy T4 and reply n how to change the configuration, go to the online help
Applications

Email
Web sarver
Advanced protectica

>h: How to use SD-WARN routes

Remote accers VPN
Site-to-site VPN

Routing

Authentication ]

Sophos - Rotas SD-Wan

i = Destination . ) Application

Em Traffic Selector configurar:

¢ Incoming interface: selecione ainterface de onde desgja enviar o trafego ou os usudrios que acessam de RA-VPN, ZTNA ou
ClientlessZTNA

¢ DSCP marking: Nada para este exemplo

«  Source networks: selecione 0 enderego que vocé deseja rotear pelo tlnel
¢ Destination networks: Qualquer um ou vocé pode especificar um destino
e Services: Qualquer um ou vocé pode especificar 0s servigos

e Application object: um aplicativo se vocé tiver o objeto configurado

e User or groups: se desgjar adicionar um grupo especifico de usuérios pararotear o trafego para 0 acesso seguro

Traffic selector

Incoming interface

LAN-192.168.0.203

Source networks

T
Any

Add new item

Application object

Any

Add new item

Sophos - Rotas SD-Wan - Seletor de trafego

Em Link selection settings configurar o gateway:

DSCP marking

Select DSCP marking

Destination networks

Any

Add new item

User or groups

Any

Add new item

e Primary and Backup gateways: Marque a op¢éo

Add new item



« Primary gateway: selecione o gateway configurado na etapa, Configure the Gateways

¢ Cliqueem Save

Link selection settings

O Select SD-WAN profile €) @ Primary and Backup gateways

Primary gateway Backup gateway
CSA_GW . None

() Route only through specified gateways )

I
Save Cancel

Sophos - Rotas SD-Wan - Seletor de trafego - Gateways primarios e de backup

Depois de finalizar a configuracdo no Sophos XG Firewall, vocé pode prosseguir com a etapa, Configure Private App.
Configurar Aplicativo Privado

Para configurar o acesso ao aplicativo privado, faga login no Portal de administracéo.

¢ Navegue até Resour ces > Private Resour ces


https://login.sse.cisco.com/

B® Overview

' Secure
I  Monitor
o Admin

4  Workflows

Acesso seguro - Recursos privados

¢« Cliqueem+ Add

Private Resources Private Resource Groups

Private Resources

Q

Private Resource

Acesso seguro - Recursos privados 2

Private Resources

Private Resources are applications, t
resource using zero-trust access. Hi

Private Resources Private F

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks

Point your networks to our servers

Internal Networks

Define internal network segments
to use as sources in access rules

Internet and SaaS Resources

Define destinations for internet
access rules

Roaming Devices
Mac and Windows

@ Last 24 Hours ~
i 4 Private Resources + Add
Accessed by Rules Total Requests



¢« Em General Configurar, Private Resource Name

General

Private Resource Name

SplunkSophos

Description (optional)

Acesso seguro - Recursos privados - Geral

Em Communication with Secure Access Cloud configurar:

« Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR): selecione o recurso que desegja acessar



Observagéo: lembre-se de que o enderego acessivel internamente foi atribuido na etapa, Configur e the Tunnel on Secure Access.

» Protocol: selecione o protocolo que vocé usa para acessar esse recurso

» Port/ Ranges: selecione as portas que vocé precisa habilitar para acessar o aplicativo



Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help 2

Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR] @& Protocol Port [ Ranges

192.168.0.40 TCP - (HTTR/HTTPS 8000 + Protocol & Port

+ |P Address or FQDN

Acesso seguro - Recursos privados - Comunicacfes com Secure Access Cloud

No, vocé configura todas as formas possiveis de acessar recursos privados por meio do Secure Access e escol he os métodos que desgja usar para
seu ambiente Endpoint Connection M ethods:

e Zero-trust connections: Marque a caixa para habilitar o acesso ZTNA.

Client-based connection: Habilite o bot&o para permitir ZTNA de base de cliente

Remotely Reachable Address: Configure o 1P do seu aplicativo privado

*  Browser-based connection: Habilite o bot&o para permitir ZTNA baseado em navegador

Public URL for this resource: Adicione um nome para usar em conjunto com o dominio ztna.sse.cisco.com

e Protocol: escolhaHTTP ou HTTPS como protocolo para acessar por meio do navegador

¢ VPN connections: Marque a caixa para habilitar o acesso RA-VPN.

¢ Cliqueem Save



Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help ¢

‘D Client-based connection
Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over
Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) ©

192.168.0.40

+ FQDN or IP Address

‘) Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed. Enable this option wh
endpoint security checks are possible.

Public URL for this resource @

https://  splunksophos -8195126.ztna.sse.cisco.com
Protocol Server Name Indication (SNI) (optional) ®
HTTP v

Validate Application Certificate ®

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

A

m Cancel

Acesso seguro - Recursos privados - Comunicagdes com Secure Access Cloud 2

Apbs a conclusdo da configuracao, este é o resultado:

Connection
] Private Resource Group Matiod Accessed by Rules Total Requests

Private Resource

VPH

SplunkSophos - ITHA 1 2 18

Client-based
ZTNA

Acesso seguro - Recursos privados configurados



Agoravocé pode prosseguir com a etapa, Configure the Access Palicy.

Configurar a politica de acesso

Para configurar a politica de acesso, navegue até Secure > Access Policy.

Secure

Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations

# Admin

Acesso seguro - Politica de acesso

¢ Cliqueem Add Rule > Private Access



Add Rule ~

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

4

Acesso seguro - Politica de acesso - Acesso privado

Configure as proximas opgdes para fornecer acesso por meio de varios métodos de autenti caggo:

e 1. Specify Access

- Action:Permissdo

¢ Rulename: especifique um nome para suaregra de acesso
e From: Os usuarios aos quais vocé concede acesso
e To: oaplicativo ao qual vocé desgja permitir acesso

e Endpoint Requirements: (Padr&o)

¢ Clique em Next



o Specify Access

Specity which users wipaints can access which resources. Help .3

Action
) Allow Black
Alow specified traffic if security reguirements k
are met.
From To

Specify one or more sources, Specify one or more destinations,

Any Private Resources s SplunkSophos

nformation about destinations, incl ullighe destinations, Help .3

Information about sources, ing

ting multiple

Endpoint Requirements

If endpoints do not meet the specified requirements for zero-trust connections, this rule will not match the traffic. Help

) Zero-Trust Client-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

Frofile: System provided (Client-based) | Requirements: Disk encryption, Operating System, Endpoint security agent, Firewall

Privale Resources: SplunkSophos

] Zero Trust Browser-based Posture Profile  pule Defaulta
Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

Profile: System provided (Browser-based) | Requirements: Operating System, Browser

Private Resources: SplunkSophos

Acesso seguro - Politica de acesso - Especificar acesso



Observagdo: para a etapa 2. Configure Security conforme necessario, mas nesse caso, vocé ndo habilitou o Intrusion Prevention
(IPS), ou Tenant Control Prdfile.

» Clique em Save e vocé tera:

# Rule name Access Action Sources Destinations Security Status

Splunksophos Private Allow Any SplunkSophos - ]

Depois disso, vocé podera prosseguir com a etapa Verify.



Verificar

Para verificar 0 acesso, vocé deve ter instalado o agente do Cisco Secure Client que pode ser baixado em Download de Software - Cisco Secure

Client.
RA-VPN

Facalogin através do Cisco Secure Client Agent-VPN.

€8 Cisco Secure Client — b

AnyConnect VPN:
Ready to connect.

7 VPN, S5E, CSCO, COm

Zero Trust Access:

Registration is required to access
SECUre resources.,

3 @ alate

Cliente seguro - VPN

¢ Autenticar através do provedor SSO


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

8 Cisco Secure Client - Lagin e O *

Single Sign-On

vpnuser@  edit

Password

Secured by Duo

Acesso seguro - VPN - SSO

¢ Depois de autenticado, acesse 0 recurso:

Bd Login | Splunk X T €8 Cisco Secure Client — X

A Mot secure | §192.168.0.40:3000 fn-US/accour

Connected to

T

. Disconnect

00:05:18 (6 Days 23 Hours Remaining) IPv4
Zero Trust Access:

Registration is required to access
SECUre resources,

2 @
splunk

Username Password

Acesso seguro - VPN - Autenticado

Navegue at&:Monitor > Activity Search



42
Total

vpn user (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (Vvpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

Results

per page:

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

Acesso seguro - Pesquisa de atividades - RA-VPN

\/océ pode ver que 0 usuario teve permissao para se autenticar por meio de RA-VPN.

ZTNA baseado em cliente

Facalogin através do Cisco Secure Client Agent - ZTNA.

Cliente seguro - ZTNA

Inscreva-se com seu nome de usuério.

Event Details

Allowed

Mowv 23, 2023 1:09 AM

RDP (373192)

4 vpn user (vpnuser@ciscosspt.es)

192.168.50.130

192.168.0.40

50226

8000

Uncategorized

Dispute Categorization

AnyConnect VPN:

Ready to connect.

Zero Trust Access:

Registration is required to access
SECLINE resoUrces.,



€9 Cisco Secure Client - Zero Trust Access

Secure Client - ZTNA - Inscrever

stlosallns
[4E14-]

Cisco Secure Access

Sign In to Enroll

Use your company email address and continue

Email Address

[ you@yourcompany.com ]

e Autenticar em seu Provedor de SSO




 Cisco Secure Client - Zero Trust Access - [m} x

Single Sign-On

vpnuser@ciscosspt.es edi

Password

Secured by Duo

Cliente seguro - ZTNA - Login SSO

«  Depois de autenticado, acesse 0 recurso:

B Login | Splunk ® +

&« C A Not secure | 192.168.0.40:8000/en-US/account/login?return_to=%2Fen-US%2F 1=

@ Cisco Secure Client

Ready to connect,

Zero Trust Access:
Zero Trust Access is active.

Acesso seguro - ZTNA - Conectado

Navegue até:Monitor > Activity Search



ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

D
<
D
| WEE J
L FW
L Fw
L Fw
«=»

o T I O S R D R R DR B I B R O T DR N O T N

b

TR AR LW R R e e e o

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (Vvpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

Acesso seguro - Pesquisa de atividades - Baseado em cliente ZTNA

AcTiOn
@ Allowed

Time

Nov 23, 2023 1:27 AM

Rule Name

Splunksophos

Identity
b § vpn user (vpnuser@ciscosspt.es)

Policy or Ruleset Identity

4 vpn user (vpnuser@ciscosspt.es)

Resource/Application

SplunkSophos

0s
win 10.0.19045.3693

Location

us

Location IP
47.185.249.220

Enpoint Security Agent
windows-defender(]

Firewall

System

System Password
enabled(]

Disk Encryption
None

Vocé pode ver que 0 usuario teve permissao para se autenticar por meio do ZTNA baseado em cliente.

ZTNA baseado em navegador

Para obter 0 URL, vocé precisair para Resour ces > Private Resour ces.



.s Resources

' Secure

I  Monitor

a Admin

Acesso seguro - Recurso privado

e Clique em suapolitica

/

SplunkSophos

Acesso seguro - Recurso privado - SolunkSophos

¢ Rolar parabaixo

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks
Point your networks to our servers

Client-based
ZTNA

Browser-based 1
ZTNA

VPN



SplunkSophos

Client-based ZTNA Browser-based ZTNA X

VPN

Total Requests

23 ~" 44% from previous 24 hours -

15

10

2

D A
3am Sam 2pm apm Tar

TOTAL REQUESTS BY STATUS

Status

@ Success 5

Blocked 18

Acesso seguro - Recurso privado - Rolagem para baixo


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html




Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



