Configurar a Autenticacao de Fator da Maquina
Dois para Acesso do Candidato
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Este documento descreve as etapas necessarias para configurar a autenticagdo de dois fatores
com a maquina e a autenticacao dot1x.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes tépicos:

» Configuracao do Cisco ldentity Services Engine
» Configuracao do Cisco Catalyst
« |EEE802.1X

Componentes Utilizados

* Identity Services Engine Virtual 3.3 Patch 1
+ C1000-48FP-4G-L 15.2(7)E9

* Windows Server 2019

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Diagrama de Rede

Esta imagem mostra a topologia usada para o exemplo deste documento.

O nome de dominio configurado no Windows Server 2019 é ad.rem-xxx.com, usado como
exemplo neste documento.
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Diagrama de Rede

Informacgdes de Apoio

A autenticacdo de maquina € um processo de seguranga que verifica a identidade de um
dispositivo que busca acesso a uma rede ou sistema. Diferentemente da autenticagdo de usuario,
que verifica a identidade de uma pessoa com base em credenciais como um nome de usuario e
senha, a autenticacido de maquina se concentra na validacao do proéprio dispositivo. Isso é feito
frequentemente usando certificados digitais ou chaves de seguranga que s&o exclusivas do
dispositivo.

Ao usar a autenticagao de maquina e usuario em conjunto, uma organizagao pode garantir que
apenas dispositivos e usuarios autorizados possam acessar sua rede, fornecendo, assim, um
ambiente mais seguro. Esse método de autenticagdo de dois fatores é particularmente util para
proteger informacdes confidenciais e estar em conformidade com padrdes regulatorios rigorosos.

Configuracoes

Configuracao no C1000

Essa é a configuragdo minima na CLI do C1000.

aaa new-model

radius server ISE33
address ipv4 1.x.x.191
key ciscol23



aaa group server radius AAASERVER
server name ISE33

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
switchport access vlan 14
switchport mode access

interface GigabitEthernetl/0/2
switchport access vlan 14
switchport mode access
authentication host-mode multi-auth
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge

Configuracao no PC com Windows
Etapa 1. Adicionar computador ao Dominio do AD
Navegue para Painel de controle > Sistema e seguranga, clique em Sistema e em Configuragdes

avancgadas do sistema. Na janela Propriedades do sistema, clique em Alterar, selecione Dominio
e insira o nome do dominio.
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Adicionar computador ao Dominio do AD

Na janela Seguranca do Windows, insira o nome de usuario € a senha do servidor de dominio.
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Inserir nome de usuario e senha
Etapa 2. Configurar autenticagéo de usuario

Navegue até Authentication, marque Enable IEEE 802.1X authentication. Clique em Settings na
janela Protected EAP Properties, desmarque Verify the server's identity by validating the
certificate e clique em Configure. Na janela Propriedades de EAP MSCHAPv2, marque Usar
automaticamente meu nome e senha de logon do Windows (e o dominio, se houver) para usar o
nome de usuario inserido durante o logon de maquina do Windows para autenticagao de usuario.
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Habilitar Autenticagao de Usuario

Navegue até Authentication, verifique Additional Settings. Selecione User or computer
authentication na lista suspensa.
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Configuracao no Windows Server
Etapa 1. Confirmar computadores de dominio

Navegue até Usuarios e computadores do Ative Diretory, clique em Computadores. Confirme se o
Win10 PC1 esta listado no dominio.

. Actree Directory Users and Computers - (| b4
Eile Action Miew Help
e M0 D Em iR TER
- Active Directory Users and Computers [winsenver.ad.rem- .Harne ]
18 DESKTOP-L2ILSG
v ¥4 adremes . m.com I
:
| _ Computers I
» &) Uermam Cantrallers
v ] FereigrSecuntyPrineipsls
3 ] Managed Service Accounts
» [ Users

Type
Computer
Computer

Confirmar computador de dominio

Etapa 2. Adicionar usuario de dominio



Navegue até Usuarios e computadores do Ative Diretory, clique em Usuarios. Adicionar usuario

de teste como usuario de dominio.
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Adicione o usuario de dominio ao membro de Admins. do Dominio e Usuarios do Dominio.
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Configuragao no ISE
Etapa 1. Adicionar dispositivo

Navegue até Administragao > Dispositivos de rede, clique no botdo Adicionar para adicionar o
dispositivo C1000.

‘tues Identity Services Engine Administration / Network Resources

[ Bookmarks Metwork Devices Metwork Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers
—

-
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s Context Visibility Network Devices

MName C1000

Description

A, Operations
) Policy
4. Administration

Al Werk Centers

l WP Addross g 1. 2101 32 I
Imteractive Help

Device Profile 25 Cisco w

Model Name w

Software Version v

MNatwark Davice Group

Location All Locations v Set To Default
FSEC Mo hd
Dovice Type All Device Types ~ t Te Default

RADIUS Authentication Settings

RADIUS UDP Seutings

Protocol RADIUS

I Shared Secret ciaeo123 I Hid

Adicionar dispositivo
Etapa 2. Adicionar Ative Diretory

Navegue para Administracao > Fontes de identidade externas > Ative Diretory, clique na guia
Conexao e adicione o Ative Diretory ao ISE.

* Nome do ponto de jungéo: AD_Join_Point
* Dominio do Ative Diretory: ad.rem-xxx.com
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Adicionar Ative Diretory

Navegue até a guia Grupos e selecione Selecionar grupos do diretdrio na lista suspensa.
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Selecionar grupos do diretério

Clique em Recuperar grupos na lista suspensa. Marque ad.rem-xxx.com/Users/Domain
Computers e ad.rem-xxx.com/Users/Domain Users e clique em OK.

Select Directory Groups
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Adicionar computadores e usuarios de dominio
Etapa 3. Confirmar Configuracao de Autenticacdo do Computador

Navegue até a guia Advanced Settings, confirme a configuracdo de autenticacdo de maquina.

+ Habilitar Autenticacdao da Maquina: para habilitar a autenticagcdo da maquina

+ Habilitar Restricdo de Acesso a Maquina: para combinar autenticagao de usuario € maquina

antes da autorizagao



Observacao: o intervalo valido de tempo de envelhecimento é de 1 a 8760.
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Configuracao de Autenticagcdo de Computador
Etapa 4. Adicionar Sequéncias de Origem de Identidade

Navegue até Administragdo > Sequéncias de origem de identidade, adicione uma Sequéncia de
origem de identidade.

* Nome: Identity_AD
+ Lista de pesquisa de autenticacdo: AD_Join_Point

sl |dentity Services Engine Administration / Identity Management

cIsEo

)| Bookmarks Identities Groups External Identity Sources Identity Source Sequences Settings
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2l Context Visibilit
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I Policy
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Description
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Adicionar Sequéncias de Origem de Identidade
Etapa 5. Adicionar DACL e perfil de autorizagao

Navegue até Policy > Results > Authorization > Downloadable ACLs e adicione um DACL.

* Nome: MAR_Passed
» Conteudo da DACL: permit ip any host 1.x.x.101 e permit ip any host 1.x.x.105



= iyl Identity Services Engine Policy / Policy Elements

I Boockmarks Dictionaries Conditions Results

8%  Dashboard
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= Downloadable ACL

A, Operations

Authodization Profiles
“Name  MAR_Passed|

Description

4. Administration
Profiling

1P version @ 1Pv4 Pv6 Agnastic
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Posture

* DACL Content 1224367 | permit ip any host 1.7 " 1. 2101 I
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Client Provisloning

Adicionar DACL

Navegue até Politica > Resultados > Autorizacao > Perfis de autorizagao, adicione um perfil de
autorizacao.

* Nome: MAR_Passed
* Nome DACL: MAR_Passed
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Adicionar perfil de autorizagéo
Etapa 6. Adicionar conjunto de politicas

Navegue para Politica > Conjuntos de politicas, clique em + para adicionar um conjunto de
politicas.

* Nome do Conjunto de Politicas: MAR_Test
» Condigdes: Wired_802.1X
* Protocolos Permitidos/Sequéncia de Servidores: Acesso Padrao a Rede



= b identity Services Engine

Adicionar conjunto de politicas
Passo 7. Adicionar politica de autenticagao

Navegue até Policy Sets, clique em MAR_Test para adicionar uma politica de autenticagao.

* Nome da regra: MAR_dot1x
» Condicoes: Wired_802.1X
* Uso: Identity_AD

Adicionar politica de autenticagao
Etapa 8. Adicionar Politica de Autorizagao

Navegue até Policy Sets, clique em MAR_Test para adicionar uma politica de autorizacao.

* Nome da Regra: MAR_Passed

» Condicbes: AD_Join_Point-ExternalGroups EQUALS ad.rem-xxx.com/Users/Domain
Computadores AND Network_Access_Authentication_Passed

* Resultados: MAR_Passed

* Nome da regra: User_MAR_Passed

» Condicdes: Network Access-WasMachineAuthenticated EQUALS True AND
AD_Join_Point-ExternalGroups EQUALS ad.rem-xxx.com/Users/Domain Usuarios

* Resultados: PermitAccess

Adicionar politica de Autorizacao



Verificar

Padrao 1. Autenticacao de maquina e autenticacao de usuario

Etapa 1. Sair do Windows PC

Clique no botao Sair do Win10 PC1 para disparar a autenticagdo da maquina.
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Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 1.x.x.9
User-Name:

host / DESKTOP- L21 L9l 6. ad. r em XXx. com

Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 5s

Common Session ID: 01C2006500000049AA780D80
Acct Session ID: 0x0000003C
HandTe: 0x66000016

Current Policy: POLICY_Gil1l/0/2

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:
ACS ACL: xACSACLx-IP-MAR_Passed-6639ba20

Method status Tist:
Method State

dotlx Authc Success

Etapa 3. Fazer login no Windows PC

Fagalogin no Win10 PC1, insira 0 nome de usuario e a senha para disparar a autenticagdo de usuario.



test user

illliil4

Fazer login no Windows PC

Etapa 4. Confirmar sesséo de autenticacdo

Execute show authentication sessions interface GigabitEthernet1/0/2 details 0 comando para confirmar a sesséo de autenticago de usuario no
C1000

<ffroot>
Switch#

show aut hentication sessions interface G gabitEthernetl/0/2 details

Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 1.x.x.9
User-Name:

AD\ t est user

Status: Authorized
Domain: DATA

Oper host mode: multi-auth
Oper control dir: both



Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A

Session Uptime: 85s

Common Session ID: 01C2006500000049AA780D80
Acct Session ID: 0x0000003D

Handle: 0x66000016

Current Policy: POLICY_Gil1l/0/2

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

dotlx Authc Success

Etapa 5. Confirmar registro ao vivo do Radius

Navegue para Operations > RADIUS > Live L ogs na GUI do ISE, confirme o registro em tempo real para autenticagdo da méquina e

autenticagéio do usuario.

Operations / RADIUS

Tima Statun Distalls  Bepea_  Maniity Endpoiak 1D Endpolasi . Auiheafication Pollcy Autharization Py Buthesizstion P 1B Addreus [ .

sla|ja]e
o le]e|e
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Log ao vivo do Radius

Confirme o registro ao vivo detalhado da autenticacdo da méguina.



Cisco ISE

Overview

Event

5200 Authentication succeeded

I Username

hosy/DESKTOP-L2IL9I6 ad.rem-5, ¢ :m.com I

Endpaint Id

Endpoint Profile

B4:96:91:15:84:C8 &

Intel-Device

Authentication Policy

Authorization Policy

Authorization Result

MAR_Test »> MAR_dot1x

MAR_Test »> MAR_Passed

MAR_Passed

Authentication Details

Source Timest

Received Timestamp
Folicy Server

Event

Username

Endpoint Id

Calling Station Id
Endpoint Profile
IPvd Address

Authentication ldentity
Store

Identity Group
Audit Session ld
Authentication Method

Authentication Protocol

2024-05-07 16:35:12.222

2024-05-07 16:35:12.222

ise33-01

5200 Authentication succeeded

hosty/DESKTOP-L 2IL96.0d rem-sy ©m.com

B4:96:91:15:84:.CB

B4-96-91-15-84-CB

Intel-Device

169.254.90.172

AD_Jon_Point

Profiled

01C2006500000049AA 780080

dotlx

PEAP (EAP-MSCHAPVZ)

Detalhes da autenticacéo da maquina

Confirme o registro ao vivo detalhado da autenticacdo do usuario.

Steps

Step ID
1100
oz
15049
15008
15048
11507
12500
12625
11006
11001

1os

1230

12300
12625
11006
11001
11018

12302

61025
12318
12800
12805
12806
12807
12808
12810
12305
11006
11001
11018

Description

Received RADIUS Access-Request - AD_Join_Point
RADIUS created a new 5es5ion - ad.rem-5)y .em.com
Evaluating Policy Group - AD_Join_Paint

Evaluating Service Selection Policy

Queried PIP - Normalised Radius.RadiusFiowType
Extracted EAP-Response/identity

Prepared EAP-Request proposing EAP-TLS with challenge
Valid EAP-Eey-Name attribute recaived

Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response/NAK requesting to use PEAP
instead

Prepared EAP-Request proposing PEAP with challenge
Valid EAP-Key-Name attribute received

Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS s re=using an existing session

Extracted EAP-Response containing PEAP challenge-
rasponse and accepting PEAP as negotiated

Open secure connection with TLS peer
Successfully negotiated PEAP version 0

Extracted first TLS record: TLS handshake started
Extracted TLS ClientHello message

Prepared TLS ServerHello message

Prepared TLS Certificate message

Prepared TLS ServerKeyExchange message
Prepared TLS ServerDone message

Prepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re=using an existing session

Latency {ms)

o o o o



Overview

Event

00 Authentication

I Usamame

ADVtestuser I

Endpoint Id

Endpoint Profile

B4:96:91:15:84:CB &

Intel-Device

Authentication Policy

Authorization Policy

Authorization Result

MAR_Test »> MAR_dot1x

MAR_Test »> User_MAR_Passed

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp
Paolicy Server

Event

Username

Endpaint Id

Calling Station ld
Endpoint Profile

IPvd Address

Authentication identity
Store

Identity Group
Audit Session Id
Authentication Method

Authentication Protocol

2024-05-07 16:36:13,748

2024-05-07 16:36:13.748

ise33-01

5200 Authenti

ion succeed

AD\testuser

B4:96:91:15:84:C8

B4-96-91-15-84-CB

Intel-Device

1.°"" 09

AD_Join_Point

Profiled

01C2006500000049AATEODED

dotix

PEAP (EAP-MSCHAPVZ)

Detalhes da autenticacdo de usuario

Padrdo 2. Somente Autenticaggo de Usuério

Etapa 1. Desabilitar e Habilitar NIC de PC com Windows

Para disparar a autenticag&o de usuario, desabilite e habilite a placa de rede do Win10 PC1.

Etapa 2. Confirmar sesséo de autenticagdo

Steps

Step ID
11001
11017
15049
15008
113507
12500
12625
11006
11001
11018

12301

12300
12625
11006
11001
1018
12302
61025
12318
12800
12805
12806
12807
12808
12810
12305
11006
11001
11018

12304

Description

Received RADIUS Access-Roquest = AD_Join_Point
RADIUS created a new session - ad.rem-sy .em.com
Evaluating Policy Group - AD_Join_Point

Evaluating Service Selection Policy

Extracted EAP-Response/identity

Prepared EAP-Request propoasing EAP-TLS with challenge
Valid EAP-Key-Name attribute received

Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re=using an existing session

Extracted EAP-Response/NAK requesting to use PEAP
instoad

Prepared EAP-Request proposing PEAP with challenge
Valid EAP-Key-Name attribute received

Returned RADIUS Access-Challenge

Recelved RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge -
response and accepting PEAP as negotiated

Open secure cennection with TLS peer
Successfully negotiated PEAP version 0

Extracted first TLS record; TLS handshake starmed
Extracted TLS ClientHello message

Prepared TLS ServerHelle message

Prepared TLS Certificate massage

Prepared TLS ServerKeyExchange message
Prepared TLS ServerDone message

Prepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge -

Lawency (ms)

-

~

e ® 8 8 ©

Execute show authentication sessions interface GigabitEthernet1/0/2 details o comando para confirmar a sesséo de autenticagdo de usuario no

C1000.

<tfroot>

Switch#

show aut hentication sessions interface G gabitEthernet1/0/2 details

Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 1.x.x.9



User-Name: AD\testuser

Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 419s

Common Session ID: 01C2006500000049AA780D80
Acct Session ID: 0x0000003D
HandTe: 0x66000016

Current Policy: POLICY_Gil1l/0/2

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

dotlx Authc Success

Etapa 3. Confirmar registro ao vivo do Radius

Navegue até Operations > RADIUS > Live L ogs naGUI do I SE e confirme o registro em tempo real para a autenticagéo do usudrio.



Observagdo: como o cache MAR é armazenado no | SE, somente a autenticagéo do usuério € necesséria.

= il 1dentity Services Engine

Misconfigened Suppicants Miseon igured Metmork Devices RADIFS Drops Gibent Stopped Renpendieg Repaat Gounter




Log ao vivo do Radius

Confirme o registro ao vivo detalhado da autenticacdo do usuario.

5200 Authentication succeeded

Cisco ISE
Overview
Event
I Usarname ADAEStUSEr I
Endpoint id B4:96:91:15:84:C8 &

Endpaint Profile

Intel- Deviee

Authentication Policy

Aurthorization Policy

Authornzation Result

MAR_Test »> MAR_dotIx

MAR_Test »> User_MAR_Pazsed

PeimilACooss

Authentication Details

Source Timestamp
Recoived Timestamg
Folicy Server

Event

Username

Endpoint Id

Calling Station Id
Endpoint Profile
Pvd Address

Authentication identity
Store

Identity Group
Audit Session Id

Authentication Method

Authentication Protocol

Service Type

Metwork Device

CizcoAVPair

AD-Groups-Names

AD-Groups-Names

AD-Groups-Names

AD-Groups-Names

AD-Groups-Names

Result

2024-05-07 16:42:04. 467
2024-05-07 16:42:04.467
ise33-01

5200 Authentication succoeded
ADUestuser
B4:96:91:15:84:C8
B4-96-91-15-84-CB
tel-Device

117738

AD_Jain_Point

Profiled

DICHO0ESO0000049AATEODED

dotlx

PEAP (EAP-MSCHAPVZ)

Framed

C1000
service-type=Framed,
audit-session -id=01C200650000004 944 TEODED,
method=dotlx,
AuthenticationldentityStore=AD_Jein_Point,
FOSubjectMName=2¢e19620-0842- 11el-abec-
362cecdbdildiitesmserd@ad rem-5y e 1.00m,
UnigqueSubjectiD=9273167 4052 338dBI4B0 T cd 95e 1 M4c?el92
1719
ad.rem-sy  m.com/Buillin/Users

ad.rem-5 L.om com/Builtin/ Adminis irators

ad.rem-5y " n.comfUsers/Denied RODC Password
Replication Group

ad,rem-51 3t n.comfUsers/Domain Admins

ad.rem-5y * m comfUsers/Domain Users

Detalhes da autenticacao de usuario

Troubleshooting

Steps
Stwep ID Dascription Latency (ms)
1om Received RADIUS Access-Request - AD_ Join_Paint
1Moz RADIUS created a new session = ad.rem-1_L.om.com L]
15049 Evaluating Policy Group - AD_Join_Point 1
15008 Evaluating Service Selection Policy L]
11507 Extracted EAP-Responsafldentity 16
12500 Prepared EAP-Request proposing EAP-TLS with challenge 2
12625 Valid EAP=Key-Name attribute received o
11006 Returned RADIUS Access-Challenge o
1o Received RADIUS Access-Request 5
mnos RADIUS iz re-using an axisting session o
12301 ::;;[:::;M EAP-Response/NAK requesting 1o use PEAP o
12300 Prepared EAP-Requost proposing PEAP with challenge
12625 Valid EAP=Koy=MName anribute received o
11006 Returned RADIUS Access-Challenge o
11001 Roceived RADIUS Access-Request Fa]
1mos RADIUS is re-using an existing session o
12302 Extracted EAP-Rosponse containing PEAP challange- i
response and accepting PLAP as negotiated
61025 Opan secure connection with TLS poer o
1238 Successfully negotiated PEAP version O o
12800 Extracted first TLS rocord; TLS handshake started ]
12805 Extracted TLS ClientHello message o
12806 Prepared TLS ServerHello mossage o
12807 Prepared TLS Cortificats message o
12808 Prepared TLS ServerkKeyExchange mossage 26
12810 Prepared TLS ServerDone message (1]
12305 Fropared EAP-Roquost with another PEAR challenge /]
11006 Returned RADIUS Access=-Challenge o
1100 Recelved RADIUS Access-Request 14
11018 RADIUS I3 re-using an oxisting session o
12304 Extracted EAP-Rosponse containing PEAP challonge=- i
raSponse
12305 Fropared EAP-Requost with another PEAP challenge /]
W2 oo e e ey 3
15036 Evaluating Authorization Pollcy [']
24208 ;c;::::unzrhnpom in internal Endpoints IDStong = 1
24211 Found Endpoint in internal Endpoints IB5tore 3
24432 Locking up user in Active Directory = AD\testuser
24355 LDAP fotch succeeded
24416 Users Groups rotrieval from Active Directory succoeded
15048 Queried PIP = AD_Join_Point.ExternaiGroups 1
15016 Selected Authorization Profile = PermitAccess 5
22081 Max sossions policy passed o
23080 New accounting session created in Session cache o
12306 PEAP authentication sucetedid o
61026 Shutdown socune conmection with TLS peer o
11503 Prepared EAP-Succoss 1
11002 Returned RADIUS Access-Accept 2

Esses logs de depuracao (prt-server.log) ajudam a confirmar o comportamento detal hado da autenticacéo no I SE.

e runtime-config



e runtime-logging

¢ runtime-AAA

Este é um exemplo do log de depuragdo para o Padr o 1. Autenticacdo de maquina e autenticacdo de usuario neste documento.

<ffroot>

/I machine authentication
MAR,2024-05-08 16:54:50,582, DEBUG,0x7fb2fd3db700,cntx=0000034313,sesn=ise33-01/504417979/41,CPM Sessi onl D=01C2006500000049A A 780D¢

user =host / DESKTOP- L21 L9l 6. ad. rem xxx. com
,CallingStationID=B4-96-91-15-84-CB,FramedIPAddress=1.x.x.9,MARCache: :checkInsertConditions:
subj ect =machi ne

, calling-station-id=B4-96-91-15-84-CB, HostName=DESKTOP-L2IL9I6%$@ad.rem-xxx.com,MARCache.cpp:105

// insert MAR cache
MAR, 2024-05-08 16:54:50,582,DEBUG,0x7fb2fd3db700,cntx=0000034313,sesn=ise33-01/504417979/41,CPMSessionl

user =host / DESKTOP- L21 L9l 6. ad. rem xxx. com

,CallingStationID=B4-96-91-15-84-CB,FramedIPAddress=1.x.x.9,

Inserting new entry to cache

CallingStationId=B4-96-91-15-84-CB, HostName=DESKTOP-L2IL9I6%$@ad.rem-xxx.com, IDStore=AD_Join_Point an
MAR,2024-05-08 16:54:50,582,DEBUG,0x7fb2fd3db700,cntx=0000034313,sesn=1se33-01/504417979/41,CPMSessionl

user =host / DESKTOP- L21 L9l 6. ad. rem xxx. com

,CallingStationID=B4-96-91-15-84-CB,FramedIPAddress=1.x.x.9,MARCache: :onInsertRequest: event not locall

// user authentication
MAR,2024-05-08 16:55:11,120,DEBUG,0x7fb2fdde0700,cntx=0000034409,sesn=ise33-01/504417979/45,CPMSessionl

user =AD\ t est user

,CallingStationID=B4-96-91-15-84-CB,FramedIPAddress=1.x.x.9,MARCache: :onQueryRequest:

machi ne aut hentication confirned locally

,MARCache.cpp:222
MAR, 2024-05-08 16:55:11,130,DEBUG,0x7fb2fe5e4700,cntx=0000034409,sesn=ise33-01/504417979/45,CPMSessionl

user =AD\ t est user

,CallingStationID=B4-96-91-15-84-CB,FramedIPAddress=1.x.x.9,MARCache: :onMachineQueryResponse:

machi ne DESKTOP-L2I L9l 6$@d. rem xxx.comvalid in AD

,MARCache.cpp:316

Informagtes Relacionadas

Pros e contras da restricéo de acesso a maguina


https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/116516-problemsolution-technology-00.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



