Instale o Secure Web Appliance no Microsoft
Hyper-V
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Introducao

Este documento descreve as etapas necessarias para instalar o Secure Web Appliance (SWA) no
Microsoft Hyper-V.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

* Administragao SWA.
* Principios fundamentais de rede.
» Administragao do Microsoft Hyper-V.

A Cisco recomenda que vocé:

» Microsoft Hyper-V Instalado.
» Acesso Administrativo ao Microsoft Hyper-V.
» Conta Cisco valida para fazer download do arquivo de imagem SWA.

Componentes Utilizados

Este documento ndo se restringe a versdes de software e hardware especificas.

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.



Microsoft Hyper-V

O Hyper-V é uma plataforma de virtualizagdo poderosa desenvolvida pela Microsoft que permite
gue os usuarios criem e gerenciem maquinas virtuais (VMs) em um sistema operacional
Windows. Ele fornece um ambiente robusto para executar varios sistemas operacionais
simultaneamente em um unico host fisico, tornando-o a escolha ideal para empresas que buscam
otimizar sua infraestrutura de TI.

Neste artigo, guiamos vocé pelas etapas essenciais para instalar o SWA no Hyper-V. O Cisco
SWA é uma solugao de seguranga da Web dedicada, projetada para proteger as empresas contra
ameagas cibernéticas, monitorando e controlando o trafego da Internet. Nossas instru¢des passo
a passo ajudam vocé a configurar e implantar o Cisco SWA de forma eficiente em seu ambiente
Hyper-V, garantindo maior segurancga e desempenho para sua rede.

Fazer download da imagem

Para fazer o download das imagens SWA desejadas e mais recentes, use estas etapas:

Etapa 1. Navegue até https://software.cisco.com/.

Etapa 2. Faca login com sua conta da Cisco

Etapa 3. Selecione Acessar downloads.

Login
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= Cisco Software Central cISCo Q @ N

Cisco Software Central

nage

Download and manage

Smart Software Manager Download and Upgrade Traditional Licenses

Track and manage your licenses. Convert Download new software or updates to your x PAK-based and other

traditional icenses to Smart Licenses current software. device licenses, including demo licenses



https://software.cisco.com/

Etapa 4. Procure por "Secure Web Appliance Virtual".
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Software Download

My Previous Downloads Most Popular

Most Popular for Web Security
Product Software Type Latest Release Last Downloaded

Secure Web Appliance Virtual :14.5.1MD 2Asy

Secure Web Appliance Vinual AgyncOS for WSA 1521 MD @ 15.2.0(GD) ) )
Secure Web Appliance Virtual :15.2.1 MD :As
Secure Web Appliance Virtual AsyncOS for WSA 15.2.1 MD @ 14.5.1 MD Secure Web Appliance Virtual :14.0.1 GD :As
Secure Web Appliance Virtual :14.0.5 MD :As
Secure Web Appliance Virual AsyncOS for WSA 1521 MD O 14.5.1 MD Secure Web Appliance Virtual :15.2.0(GD) 2

Secure Wab Appliance Virtual :15.0.1 MR :As

Vigw all 9 Downloads >

<, Secure Web Appliance Virtual

Select a Pre

Downloads Home [ Security /| Web Security

Cloud and Systems Management Email Security Secure Email snd Web Menager
C DR Rk FUETHEEELY Secure Email and Wb Manager Virtual
Colepnchs SR Secure Web Appliance
Connected Safety and Security Intrusion Prevention System (IPS) Secure Web Appliance Virtual
Contact Genter Metwork Security Umbrella
Data Center Networking Network Visibility and Segmentation
Hyperconverged Infrastructure Mext-Generation ion Py ion System (NGIPS)
05 and NX-05 Software Security Management
Imagem - Procurar dispositivo virtual seguro da Web
Etapa 5. Escolha AsyncOS para WSA.
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Software Download

Downloads Home | Security [ Web Security / Secure Web Appliance Virtual

Select a Software Type

| Asyncos for wsa )
Cisco Advancad Web Sacurity Reporting

Imagem - Escolha o AsyncOS para WSA

Etapa 6. Escolha a versao desejada.

Passo 7. Baixe o arquivo de Imagem de Disco Virtual (.vhdx) associado ao modelo que vocé
deseja instalar.
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Software Download

Downdoads Home [ Security / Web Security / Secure Web Appliance Virtual [ AsyncOS for WSA- 15.2.1 MD{MD)

— ~\ . .
(S Saarch.. ) Secure Web Appliance Virtual
Expand A8 | Collapse Al ) Release 15.2.1 MD MD KVM |mage Microsoft Hyper_v
Release A My Notifications -
/'—Suggcsmd Release v\\ Vmware ESXi Image
Image
14.5.1MD(MD)
Latest Release i File Infermation Release Date Size
codus-15-2-1-011-51 000V, qeowt 192
14.5.3 MD(MD) Advisories [
12.5.6 MD(MD) coeus-15-2-1-011-5100 .vhdx.tmage 14-Oct-2024 4688.42 MB RN
coeus-15-2-1-011-51000V hdx 19z
11.8.3(MD) Adwvisories [
All Release v Cisco Web Security Virtual Appliance S1000V 14-0ct-2024 4826.82 MB v K
coels-15-2-1-011-51000.zip
Config Migration > Advisories [
15 > coeus=15-2-1-011-5100V.qcow2.tgz KVM build gcow image 14-Oct-2024 4683.05 MB R
codis-15-2-1-011-8100V.qeow. tgz
14 > Advisories [
i ? | [coeus-15-2-1-01 1} 100vidx 1z Hypenvisor image 14-0ct-2024 4686.41 MB s B
coeus- §5-2-1-011-5100Vyhdxtgz
n ) Aduienrf re T
Version Model
Imagem - Baixar Imagem de Disco do Hyper-V
Siga estas etapas para instalar o SWA no Hyper-V:
Etapa 1. Abra o console do Gerenciador Hyper-V.
Etapa 2. Cligue em Novo no menu direito.
Etapa 3. Escolha Virtual Machine.
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Imagem - Criar uma nova maquina virtual

Etapa 4. Clique em Avancgar na pagina Antes de comegar.




Etapa 5. Escolha um Nome para sua Maquina virtual.

Etapa 6. (Opcional) Se quiser alterar o caminho para armazenar os arquivos da Maquina virtual,
marque a caixa de selecao ao lado de "Store the virtual machine in a different location"
(Armazenar a maquina virtual em um local diferente) e Browse (Navegar) para o novo caminho.

EH New Virtual Machine Wizard X

= Specify Name and Location

Before You Begin Choose a name and location for this virtual machine,
Spedfy Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory [ Name:  WSA15-2 ] @
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
ConnectVictual Hard Dick folder, the virtual machine is stored in the default folder configured for this server.

Installation Options () Store the virtual machine in a different location @
Summary tion: C:\ProgramData\Microsoft\Windows\Hyper-V}

< Previous Finish Cancel

Imagem - Especificar nome e local

Passo 7. Na pagina Especificar Geragao, escolha Geracao 2 e clique em Proximo.



8 New Virtual Machine Wizard X

J Spedify Generation

Before You Begin Choose the generation of this virtual machine.
Spedify Name and Location () Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
e virtual hardware which has been available in all previous versions of Hyper-V.
Configure Networking © Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based

Connect Virtual Hard Disk firmware, and requires a supported 64-bit guest operating system.

Installation Options
Summary

A\ Once a virtual machine has been created, you cannot change its generation.

More about virtual machine generation support

< Previous Finish Cancel

Imagem - Escolha a 22 Geragao

@

Etapa 8. Atribua memaria conforme recomendado em Modelos de Dispositivo Virtual com Suporte

e Versoes do AsyncOS para Implantacoes do Hyper-V .

Etapa 9. Para obter um desempenho melhor, desmarque Usar memoéria dindmica para esta

maquina virtual e clique em Avancar.


https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
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EH New Virtual Machine Wizard

— Assign Memory

Before You Begin Spedify the amount of memory to allocate to this virtual machine. You can spedfy an amount from 32
. ) MB through 251658240 MB. To improve performance, specify more than the minimum amount
Specify Name and Location recommended for the operating system.
Spedfy Generation [ Startup memory: 4096 MB ]
_ [D Use Dynamic Memory for this virtual machine. ] @
Configure Networking
) o When you dedde how much memory to assign to a virtual machine, consider how you intend to
Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.
Installation Options
Summary

< Previous Finish Cancel

Imagem - Atribuir memoria

Etapa 10. Escolha o Switch virtual desejado e clique em Avancgar.



EH New Virtual Machine Wizard X

- Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
} i virtual switch, or it can remain disconnected.
Specify Name and Location
Spedify Generation Connection: ]

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

< Previous Finish Cancel

Imagem - Escolha o switch virtual

Etapa 11. Extraia o arquivo de imagem de disco virtual que vocé baixou anteriormente.
f:') Dica: para extrair um arquivo .tgz vocé pode usar o aplicativo 7zip.

Etapa 12. Copie os arquivos extraidos para o caminho no qual vocé deseja hospedar o disco da
maquina virtual.

Etapa 13. Escolha Use an Existing Virtual Hard Disk e selecione o caminho para o arquivo de
disco virtual (.vhdx).



EH New Virtual Machine Wizard X

= Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedify the
Ity Nane i Lncaten storage now or configure it later by modifying the virtual machine’s properties.

e et (O Create a virtual hard disk

Frer Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Networking Name: WSA15, 2.vhdx

Connect Virtual Hard Disk Locatic C:\ProgramData\Microsoft\Windows \Virtual Hard Disks

Summary

127 GB (Maximum: 64 TB)

© Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: C:\ProgramData\Microsoft\Windows\Virtual Hard Disksﬁl Browse... :

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous MNext nish Cancel

Imagem - Usar um disco rigido virtual existente

Etapa 14. Clique em Next.

Etapa 15. Revise o resumo da configuragao e clique em Finish.

% Observagao: aguarde até que a maquina virtual se prepare antes de iniciar a VM. Vocé deve
modificar as configuragoes.

Etapa 16. Clique com o botao direito do mouse no nome da maquina virtual e selecione
Configuragdes.
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Imagem - Editar configuragdes da maquina virtual

Etapa 17. No menu a esquerda, selecione Security.

Etapa 18. Desmarque Enable Secure Boot.



E‘j Settings for WSA15.2 on DESKTOP-L677PTG

WSA15.2 v 1 ) [ 3]
2 Hardware . Security
r Add Hardware
(v | Firmware Secure Boot
Boot from Hard Drive Use Secure Boot to help prevent unauthorized code from running at boot time
. Security (recommended).
Secure Boot disabled [ (0] Enable Secure Boot J
4096 MB

] Processor

1 Virtual processor

= €8 scsi Controller

(| o Hard Drive
coeus-15-2-0-164-5100V-disk-...

Network Adapter

Default Switch

Hci

Management

Integration Services

Some services offered
Checkpoints

Standard

Smart Paging File Location

C:ProgramDataMicrosoft\Wind
, Automatic Start Action

Restart if previously running

, Automatic Stop Action

Save

0...

Imagem - Desativar a Inicializagdo Segura

Microsoft Windows

Encryption Support
(] Enable Trusted Platform Module

A Trusted Platform Module (TPM) is a special purpose microprocessor which
provides cryptographic services to a compute platform.

Enaryption support requires a key protector (KP) configuration for the virtual
machine. If not already present, selecting one of these options will generate a
KP that allows running the virtual machine on this host.

Security Policy
Spedfy additional protection options for the virtual machine.
() Enable Shielding
This affects additional settings.
£arn mor: vir tual machin ri
C o I | o

Etapa 19. Na janela de configuragdes, escolha Processador.

Etapa 20. Aumente o numero de processadores conforme recomendado em Modelos de
dispositivos virtuais compativeis e versdes AsyncOS para implantacées do Hyper-V



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide/m-about-cisco-secure-virtual-appliances.html?bookSearch=true#Cisco_Concept.dita_59ec0e28-1911-4899-b769-b5fad87d9e3f
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[ settings for WSA15.2 on DESKTOP-L677PTG —

WSA15.2 vl 4 p» | O
2 Hardware B Processor
§* Add Hardware
8 Firmware You can modify the number of virtual processors based on the number of processors on
Boot from Hard Drive the physical computer. You can also modify other resource control settings.
@ security Number of virtual processors: 5%
Secure Boot disabled
Wl Memory Resource control
005 NE

-, You can use resource controls to balance resources among virtual machines.

B Processor -
A 0
T Virtual machine reserve (percentage)

=1l cect Contralior 4 Percent of total system resources: 0
(#] o Hard Drive
coeus-15-2-0-164-5100V-disk-... Virtual machine limit (percentage): 100
o E] h;t::j?;d??ﬁ Percent of total system resources: 250
A Management Relative weight: 100
1] Name e
WSA15.2 y
[ Integration Services A\ Hyper-Vis not configured to enable processor resource controls.
Some services offered Learn more 3 -V processor confiquration options.
th Checkpoints
gy e @ This virtual machine is configured with the folowing:
wm Smart Paging File Location
C:\ProgramDataMicrosoft\Windo... Sockets: S5
f% Automatic Start Action NUMA nodes per socket: 1

Virtual processors per NUMA node: 1

Restart if previously running ] v per NUMA node: 32062 MB

ffo Automatic Stop Action
Save

[ ok ] conce sy

Imagem - Aumente o nimero de processadores

Etapa 21. Na janela de configuragdes, escolha Adicionar hardware.

Etapa 22. Selecione "Adaptador de rede" e clique em Adicionar.



7 Settings for WSA15.2 on DESKTOP-L6TTPTG = X

WSA15.2 v 4 pr B
2_Hardware B* Add Hardware
@ | B* Add Hardware ]
B Frmware You can use this setting to add devices to your virtual machine.
Boot from Hard Drive Select the devices you want to add and dick the Add button.
@ security '
Secure Boot disabled [ Network Adapter
Wl Memory
4096 MB
[ processor

5 Virtual processors

= &8 5¢SI Controller Add
== Hard Drive
coeus-15-2-0-164-5 100V -disk-... Virtual machines are created with one network adapter. You can add additional network
@ Network Adapter adapters as needed.

Default Switch
% Management
1] Name
WSA15.2
H Integration Services
Some services offered
h Chedkpoints
Standard
& Smart Paging File Location
C:\ProgramData\Microsoft\Windo. ..
) Automatic Start Action
Restart if previously running
% Automatic Stop Action
Save

Imagem - Adicionar adaptadores de rede

Etapa 23. Selecione o comutador virtual.



% Settings for WSA15.2 on DESKTOP-L677PTG

WSA15.2 [ 4]
% Hardware _1‘ Network Adapter
r Add Hardware
I Firmware Specify the configuration of the network adapter or remove the network adapter.
Boot entry changes pending Virtual switch:
@ Security Default Switch e
Secure Boot disabled -
W Memory
4096 MB E] Enable \rirtual LAN identiﬁcation

# I} processor
5 Virtual processors
= &l scsI Controller
¥ 5 Hard Drive
coeus-15-2-0-164-5100V-d...
[+ .t;. Network Adapter
Default Switch
[+ ._l:, Network Adapter
Default Switch
Network Adapter
Default Switch
Network Adapter
Default Switch
U Network Adapter
Default Switch
A Management

B
o=

s

=

[x] Name
WSA15.2
'] Integration Services
Some services offered
th, Checkpoints
Standard
SE Smart Paging Fil i
[ ging File Location
C:\ProgramData\Microsoft\Win...
i Automatic Start Action
Restart if previously running
L] - P

Imagem - Selecionar o Comutador Virtual

]

Bandwidth Management
() Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove,

Remove

Etapa 24. Repita as Etapas 21 a 23 até ter um total de cinco interfaces de rede.

.& Cuidado: mesmo que vocé nédo planeje usar todas as cinco interfaces no SWA, ainda sera

necessario adiciona-las a maquina virtual. Se isso nao for feito, podera ocorrer um
comportamento inesperado.

Etapa 25. Aplicar.

Etapa 26. Inicie a maquina virtual.

.Q Dica: para configurar o SWA, acesse: Configure a configuracao inicial do Secure Web

Appliance



https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html

Informacgdes Relacionadas

* Manual do usuario do AsyncOS 15.2 para Cisco Secure Web Appliance

» Guia de instalacdo do Cisco Secure Email and Web Virtual Appliance

» Configurar a configuracao inicial do Secure Web Appliance

» Configurar categorias de URL personalizadas no Secure Web Appliance - Cisco

» Use as praticas recomendadas de dispositivos da Web sequros

» Configurar firewall para dispositivo sequro da Web

» Configurar certificado de descriptografia no aplicativo da Web sequro

» Configurar e solucionar problemas de SNMP_em SWA

» Configurar logs de envio de SCP no Secure Web Appliance com o Microsoft Server

» Habilitar canal/video especifico do YouTube e bloqguear o restante do YouTube no
SWA

» Entender o formato do reqistro de acesso HTTPS no Secure Web Appliance

» Acessar logs do dispositivo da Web seguro

» |gnorar autenticacdo no Secure Web Appliance

» Bloguear o trafeqgo no Secure Web Appliance

* lgnorar o trafego de atualizacdes da Microsoft no Secure Web Appliance
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https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221974-understand-https-accesslog-format-in-sec.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



