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<ffroot>

NTP Teap second added :

Show clock given continuously
v1-7500-6#show clock
23:59:58.123 UTC Sun Dec 31 2006
v1-7500-6#show clock
23:59:58.619 UTC Sun Dec 31 2006
v1-7500-6#show clock
23:59:59.123 UTC Sun Dec 31 2006
v1-7500-6#show clock
23:59:59.627 UTC Sun Dec 31 2006

<< 59th second occurring twice

v1-7500-6#show clock
23:59:59.131 UTC Sun Dec 31 2006
v1-7500-6#show clock
23:59:59.627 UTC Sun Dec 31 2006
v1-7500-6#show clock
00:00:00.127 UTC Mon Jan 1 2007
v1-7500-6#show clock
00:00:00.623 UTC Mon Jan 1 2007
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clock timezone CST -5
clock summer-time CDT recurring

!--- This router has a hardware calendar.

I--- To configure a system as an

!--- authoritative time source for a network
I--- based on its hardware clock (calendar),
!I--- use the clock calendar-valid global

I--- configuration command. Notice later that
!I-—- NTP can be allowed to update the calendar
!--- and Cisco IOS can be configured to be an
!I--- NTP master clock source.



!I--- Cisco I0OS can then obtain its clock from
I--- the hardware calendar.

clock calendar-valid

!I--- This allows NTP to update the hardware
I--- calendar chip.

ntp update-calendar

!--- Configures the Cisco I0S software as an

I-—- NTP master clock to which peers synchronize
I--- themselves when an external NTP source is
I--- not available. Cisco IOS can obtain the

!I--- clock from the hardware calendar based on
!I--- the previous Tine. This 1line can keep the
I--- whole network in Sync even if Routerl Tloses
!I--- its signal from the Internet. Assume, for
I--- this example, that the Internet time servers
!--- are stratum 2.

ntp master 3

!I--- When the system sends an NTP packet, the
!I--- source IP address is normally set to the
!--- address of the interface through which the
!--- NTP packet is sent.

I--- Change this to use TloopbackO.

ntp source Loopback0

I--- Enables NTP authentication.

ntp authenticate
ntp authentication-key 1234 md5 104D000A0618 7
ntp trusted-key 1234

I--- Configures the access control groups for
I--- the public servers and peers for additional
I--- security.

access-1list 5 permit <I-TS-1>
access-1list 5 permit <I-TS-2>
access-1list 5 permit <I-TS-3>
access-1list 5 permit <AO-R2>
access-1list 5 permit <AO-R3>
access-1list 5 deny any

!--- Configures the access control groups for the
I--- clients to this node for additional security.



access-1list 6 permit <Al-R1>
access-1list 6 permit <Al-R2>
access-1list 6 permit <Al-R3>
access-1list 6 deny any

!I--- Restricts the IP addresses for the peers
I--- and clients.

ntp access-group peer 5
ntp access-group serve-only 6

I--- Fault tolerant configuration polling for 3 NTP
I--- public servers, peering with 2 local servers.

ntp server <I-TS-1>
ntp server <I-TS-2>
ntp server <I-TS-3>
ntp peer <AO-R2>
ntp peer <AO-R3>
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I--- In this case, dI1-1 can be a broadcast server
I--- for the Layer 2 LAN.

internet Ethernet0
ntp broadcast

clock timezone CST -5
clock summer-time CDT recurring

!I--- When the system sends an NTP packet, the
!I--- source IP address is normally set to the
!--- address of the interface through which the
!I--- NTP packet is sent.

I--- Change this to use ToopbackO.

ntp source Loopback0
!--- Enables NTP authentication.

ntp authenticate
ntp authentication-key 1234 md5 104D000A0618 7
ntp trusted-key 1234

I--- Configures the access control groups for
I--- the public servers and peers for
I--- additional security.

access-1list 5 permit <CB-1>
access-1list 5 permit <CB-2>
access-1list 5 permit <dl1-2>
access-1list 5 deny any

!I--- Restricts the IP addresses for the peers
I--- and clients.

ntp access-group peer 5

I--- Fault tolerant configuration polling 2
I--- Tocal time servers and 1 local peer.

ntp server <CB-1>
ntp server <CB-2>
ntp peer <dl-2>
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