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AXENBOAEBRUANARN P OPEMZEAC)FAEFRENFBENT RRSE, REEHRE
AHHARERLUEBRERETHYEBR BERNR 21’ (ASA)HCitrix NetScaler 1000VEE 1%
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FRFH
EXR

BREWEAEZHA X ERHERNE B 2ol £ T HXLEER

- BRIACI#RIERF , A & £ TRHLMF & F IR ALE X

- BRELALIEE (VMM)E



- BRIASA

- NetScaler 1000V EE #li% &
EFAREH
AP EEET THEHEMERRA

- ACI#RFERF | HIZITRIBBIRA.1(4e) NE B RAHI A E T IRV A SR AR 1R
BRHBREF1 2RNESRAAK

- EACIH FVMWarefid & # VMMiE,

- EEWMNEENYEASA ( BMEHRBRYEE 1)
- BREHEVMWare vCenterf KNetScaler 1000VEE AR &
- BRI R B iR M2 HI 25 (APIC)

AXEFNEEHRETREXRERETNREFREN . ANHEPERANAARERAERAR
(A RE. MREEANREXINGE , BTHARLEL T HMAGTHEERE,

[ 711
ATNANARELFER S REETA ML,
ElE ASA

RN EWMAEASALEREE,
HASALERZER %

EHEASALBIERZMES  MABEHIZMEE. BERIEASAHEREEEX THWALDS

ci scoasa(config)#

mode multiple

RERGHRTEENME, RFENMEG , BAIUBRECIEA 7 LT X

AR MFEAF LT ZACREE LT, AXHANAUACIRERER , MEHELA
FiER. AXUMEZEERENEARGE ua/IﬂClscoASA%\EIJCLIEE%?Eﬁ9OE’JEEE§7
ERE7

HEASALERAFER

EFEASALBIBAFETX , EMRELTXHRAL FTHT :


http://www.cisco.com/c/zh_cn/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/ha_contexts.html#pgfId-1191124

ci scoasal/ adnm n# changeto context sys
ci scoasa(config)# context

jristain <=-- This is the name of the desired context

Creating context 'jristain' ... Done. (5)

ci scoasa(config-ctx)# allocate-interface Managenment 0/ 1
ci scoasa(config-ctx)# config-url diskO:/

jristain

.cfg

<=== "context-name.cfg"

WARNI NG Coul d not fetch the URL diskO:/jristain.cfg
INFO Creating context with default config

=, UBEMENRK/)SISER , LMEAPICH LA EEO
EEAFEROERIPHEL

PEAFERRE , KUUERZBEEAEESIBREN LREETR P, MAXLESRS

ci scoasa(config-ctx)# changeto context jristain <----

Drops into the user context

ciscoasal/jristain(config)# interface Managenent0/1
ciscoasal/jristain(config-if)# ip address 192.168.20. 10 255. 255. 255. 128
ciscoasal/jristain(config-if)# nameif managenent

INFO Security level for "managenent" set to 0 by default
ciscoasal/jristain(config-if)# security-Ilevel 100
ciscoasal/jristain(config-if)# exit

ciscoasal/jristain(config)# route managenent 0.0.0.0 0.0.0.0 192.168.20.1
ciscoasal/jristain(config)# exit

ci scoasal/jristain# copy running-config startup-config

HEECERESR  IEEEZOUELRERPER  FEEEREXHNNE, SIMELTEALE

X nameif RB MR EE , FAXRREENTE. Rnameif B 2 EEMEMFERH

, WFZEAPICH #FELA-L7 BB & I,

A BAPICAT BB S EF

EFAPICIEZEEIASA , EERTLERINEE, XBTEHTTPRZ[MAPICHHAFKF, £AF

BREPERALEE

ci scoasal/jristain(config)#username

<username>



password

<password>

ciscoasal/jristain(config)#http server enable
ciscoasal/jristain(config)#http 0.0.0.0 0.0.0.0 managenent

¥R : fE<username>FH<password>XiFHH AR AFKENOS,

EEBAPIC
AT N EMAEAPICEEREE.
C R P 1 Y PR A
HERT LIRS EFEE=MHFE/(BD).
FERAUTEERNNEBASAED (B #E ) BLEBD:
- L2R A — 2
- ARPZ# — B R

- AIBAECE W , A% S A S 1R B A NetScalerZh B2 A B9 B A AR
ERALESEER TEEMEIRZHBD:

- L2AKH B — 2k

- ARPZH# — B R

- BEEH — B EH
e R P R A S iR

RSB EREER M IRAEPG): —IMEREN—MEHE. HRBEEPGREAEZFISNIBASALE
AMBD, RAFEPGREFEED L kRS 2RHIBD,

FEBEERRMALL-LTRE

BN ASAEEBESMAFBESRNNBIAPIC, EERMIRE |, 55 M ETenant > L4-L7 Services
> L4-L7 Devices , £ % &3 i&FCreate an L4-L7 Device , AR ZRUT LR :

1. MBEEARBH |, §¥ & GeneralX 5 AIManaged £ &
2. WAIRE B

3. NTHI SR E i R RSSRE,



4. ERREFXT(PEIEL).
5. N TSR 2 R YR,

6. ¥ Mode,

7. MDevice Package F R % H1 £ ECISCO-ASA-1.2,

8. NTHIE R FRASAKE,

9. &R ALK B (GoThrough R EBHE R , GoTo REEHER),

10. EEE K PERAPICHIR % B IE £ U,

1. BEIE XERASN A ENEE,

12. #EDevice 1XEAIManagement IP Address = (£ @ Port) % A Admint T X A9IP#EL

13. RIEYMEED  WEGE  ERASAEAZORKA  ATERREBIHERE.

14. EREX S ALA FRANXEHHERES. SIEANMEARE—KOBENFEFEO(—

Aﬁﬁ %*u _A;I'EL\*EEJ-.-)O

Create L4-L7 Devices
STEP 1 = General

Please select device package and enter connectivity information.

General Device 1

Name: ASA-Admin-Ctx

Service Type: Firewall

Device Type: BGLLETCIEN  VIRTUAL

Physical Domain: Joey-ASA v @
Mode: @ Single Node () HA Cluster

Device Package: CISCO-ASA-1.2 - @
Model: ASA5585-without-10GE -

Cluster

Connectivity
APIC 10 Device @ Qut-Of-Band

Management Connectivity:
) In-Band

Credentials
Usemame: apic

Password: sessses

Confirm Password: ---eeeeeee

Managed: Management IP Address:

Device Interfaces:

Function Type: GoThrough GoTo Management IP Address:

Cluster Interfaces:

1. General 2. Device Configuration

182.168.10.10 Management Port: https -

X +
Name Path
port-channel27 Node-101-102/Joey-ASA
192.168.10.10 Management Port: https -

X +
Type Name Concrete Interfaces
consumer consumer Device1/port-channel2?
provider provider Device1/port-channel27

NEXT CANCEL

AXE : BTN EKESHNEH. SLTEREERMREIRES

15. IR R ARELRBEWE



CONFIGURATION STATE

Configuration Issues:
Devices State: stable -

EERNEESH

B IREREAMREE , APICAMBTRZSHEERE. EME , X9 EEERLR
(VPC)H B B FFASAEHE R SR ALY i .

EREBKOABE 6 BFSMELLENIEE , ARRT TEER L AMWParametersit Ul +, BHHE
BRSNS -

o
Features: BASIC PARAMETERS ALL PARAMETERS
META FOLDER/PARAM KEY
All

RS2 REdit Cluster Parameters® 1., # &PortChannel AR & HSEE . ‘I “Port Channel
Member XHRHIEEBE LT, UTR2EMNEMAIHER

. Channel Group ID — 1E ValueZ B/ |, M AE D EAASAEONPC ID ( X#F15/48) o

- Interface — £ ValueFEBH , i AESEAEEHNASALENEO,
NESENENEOESLHEE



L4-L7 Devices - ASA-Admin-Ctx

Features: BASIC PARAMETERS ALL PARAMETERS
META FOLDER/PARAM KEY FOLDER/PARAM INSTANCE NAME VALUE

=Cﬂ Port Channel Member PortChannelMember
=] Interface interface GigabitEthernetl/4
5 Channel Group ID port_channel_id 27

=Cﬂ Port Channel Member PortChannelMember2
=] Interface interface GigabitEthernetl/s
=] Channel Group ID port_channel_id 27

All
TRE , BNEREERS EZEUTEASAJ:@IJE B, ERIUFRER , BIHRIRGE L TXHBA

show port-channel summaryar < :

ci scoasa#

show port-channel summary

Flags: D - down P - bundled in port-channel
- stand-al one s - suspended
- Hot -standby (LACP only)
- inuse N- not in use, no aggregation/naneif
- not in use, no aggregation due to mninmmlinks not net
wai ting to be aggregated
Nurmber of channel -groups in use: 2
G oup Port-channel Protocol Span-cluster Ports
------ T Tl TS Sy iy ey

EZCI_

27 Po27 (N) LACP No Gi0/4(P) Gi0/5(P)

FHAFERFMALLLTRE

B AP B SREM N IR EREFILL-L7IRE . SHBlTenant > L4-L7 Services > L4-L7
Dewces , A% & %R Create an L4-L7 Device , RAETRUT SR :

1. MRE KRB |, H¥ % GeneralX #F#IManaged £ 1E.,
2. MARBE B

3. MNTH REFERRSKE,

4. ERRFEE,

5. N T2 R E .

6. %&£ Mode.

7. MDevice Package T I3 % # £ £CISCO-ASA-1.2,



8. NTHRIK ErPEEASAKEL,

9. FEE " XiE PR BAPICEIR & BBk LT,

10. EF ThEESL B (GoThrough i EHHIE R , GoTo N EEHE),

M. BRI XEBRALN A~ ENEZED,

12. £ Device 1XiF Y Management IP Address= EZ(E RIPort) ¥ % AUser £ T X AYIPHb L,
13. BIEYMEED , WEWR , BEASAEAMZORKE  REEERHABNHRE.

14. B EHXET M AETEBRNERIPHY (UARIKD ) . SIRFNMERE—is O B84 £8
EO(—MEREN—TMEEERF).

Create L4-L7 Devices om

STEP 1 > General 1. General 2. Device Configuration

Please select device package and enter connectivity information.

User Ctx IP
General Device 1
Managed: Management IP Address:l 192.168.20.10 I Management Port: hitps -
Name: ASA-jristain-Ctx T x o+
Device Interfaces: x +
Service Type: Firewall d
Mame Path
Device Type: PHYSICAL VIRTUAL port-channel27 Node-101-102/Joey-ASA
Physical Domain: Joey-ASA - @
Mode: @ Single Node ) HA Cluster
Device Package: CISCO-ASA-1.2 - P
Medel: ASA5585-without-10GE - Admin Ctx IP
Cluster
Function Type: e Management IP Address:l 192.16810.10' Management Port: https -
Cluster Interfaces: x +
Type Name Concrete Interfaces
consumer consumer Device1/port-channel2?
provider provider Device1/port-channel2?
Connectivity

APIC to Device @ Qut-Of-Band
Management Connectivity:
) In-Band

Credentials

Usemname: apic

Password: «e-eeeeees

Confirm Password: .o

NEXT CANCEL

AE WU EKESHER, SLTEREERMREDRES
15. RIIRZFRERERRBFHRE

CONFIGURATION STATE

Configuration Issues:
Devices State: stable -




$¥NetScaler 1000V IR L4-L7iR%E

AEE RGP I E =T S ENetScaler 1000V, NetScaleriEZEN RS FIRH AT & INEE, &
T AMEAPICEM I IER . SinBITenant > L4-L7 Services > L4-L7 Devices , AR HE HHEF
Create an L4-L7 Device , RETRATS R :

1. MBEEARB A |, §¥ & GeneralX 5 fIManaged £ £ 4E

2. WAREE W

3. NThL 8 At 2Bk 553 B (NetScaler ADCE B Al XX #5128 o
4. EFREEE,

5. NTHIR £ HEERVMMIE, ( IR REHL ) .

6. 1% Mode.

7. MDevice Package T L3R & Fi% £ Cisco-NetScaler1KV-1.0,

8. M\ I3 & Fh %1% Model(Virtual Appliance & NetScaler-VPX)

9. EEE R FERAPICENR & B EIE YT,

10. E“FI X BR AL A~ ENEB,

11. #EDevice 1X i #IManagement IP Address¥ & (Z @ Port) 4 A Admin Lt T X #yIP#E, 1%
BVM (IR AEL ) .

12. #EDevice Interfaces XIF B2/ 2400 |, HEBRRERAWNEEE RS, FXE : WEEHEZH
FTEEAEW , ALBEIERATE,
13. B REEFOXBAIZASBED |, HiEEREANMEEE S,

14 ERHXEHPMALA FRAXEHHERES. QIBMmAEREQ(—MEREFZEON—1
1E1RE).



Create L4-L7 Devices
STEP 1 = General

Please select device package and enter connectivity information.

General Device 1
Managed: [/] Management IP Address: 192.168.30.10

Name: NetScaler1000V

VM: Joey-VC/Netscaler - @

Service Type: ADC -
Device Interfaces:

1. General 2. Device Configuration
Management Port: https v
X +

Device Type: | PHYSICAL VIRTUAL Name WNIC

VMM Domain: Joey-VC - @ external Network adapter 2

- - internal Metwork adapter 3
Mode: @ Single Node () HA Cluster
Device Package: Cisco-NetScaler1Kv-1.0 > @
Model: NetScaler-VPX -
Cluster

Management IP Address: 192.168.30.10

Cluster Interfaces:

Path {Only For Route Peering)

Management Port: https

4

Type Name
consumer consumer
Connectivity provider provider

APIC to Device @ OQut-Of-Band
Management Connectivity: _
() In-Band

Credentials

Username: nsroot

Password: -

Confirm Password: ...

Concrete Interfaces

Device1/external

Device1/internal

NEXT CANCEL

15. RiFRBEREBRERXBHE :

CONFIGURATION STATE

Configuration Issues:
Devices State: stable -

B2 AR S5 B AR

MERBCOEM , B CIERSEHER, SMEMAF> L4-L7RS> L4-L7 RS B #itR> 02 1L4-

L7BRSS BB , AR TSR
1. EREBREZRFHABTR.
2. BRBEHNHBINF N KEEHXEBIERRE. BATNEN.

3. NBARBEZYBERMEN M. N TFNetScaler , It RHIEFANE (R AHKER).




Create L4-L7 Service Graph Template om

Drag device clusters to create graph nodes.

Graph Type: isti
ph Typ @ Create A New One 10) Clone An Existing One

= oey-Tenant /ASA-Admin-Cix (Managed Firewall)

Joey-Tenant JASA-istain-Ctx (Managed Firew...  Consumer Provider
d—'E Joey-Tenant /NetScaler1 000V (Managed ADC) ] == P c <= P

== -

ASA-jristai... NetScaler1...
® L]
ASA NS
Please drag a device from devices table and drop it here to create a service node.
ASA-jristain-Ctx Information NetScaler1 000V Information
Firewall: O Routed @ Transparent ADC: @ Two-Arm (©) One-Arm
Profile: CISCO-ASA-1.2/WebPolicyForTranspar: « @ Profile: Cisco-NetScaler1KV-1.0/WeblnlineVSer « @

suBMIT CANCEL

B AR 55 B AR

QEEEE , TRHEAERRE, SMEMEP> L4-L7IRS> L4-L7 555 B B> AR 35 B SR> B A AR
°

FE“&R"(ContractitWi+ £ , TR TSR :
1. MConsumer EPG/External Network T #73€ 8 /1% £Consumer EPG,

2. MProvider EPG/External Network T #/ 38 £ o 4 £ZR2 (EFHEPG,

3. E“& [R5 2" (Contract Information) X1 8| EF &R , IR E FEHER.

Apply L4-L7 Service Graph Template To EPGs [i]x|

STEP 1 > Contract 1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters

Config A Contract Between EPGs
EPGs Information

Consumer EPG / External Network: Joey-Tenant/OSPF/External - @ Provider EPG / External Network: Joey-Tenant/Webj/epg-Web - @ {;

Contract Information

Contract: @ Create A Mew Contract () Choose An Existing Contract Subject

Contract Name: allow-all

No Filter (Allow All Traffic):

| PREVIOUS I| NEXT ” CANCEL I

EEEEAFLE , REATEER :



1. MBD N & fhik BASASNEZREE O ABD,
2. ABD I & hi%$2BD For the ASAAEZRED
3. MBD T 3K & FhikENetScalersh 2542 O/ BD,

4. MBD T H K& FikENetScaler N ZF# OB BD.

Apply L4-L7 Service Graph Template To EPGs (i ] %]
STEP 2 > Graph 1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters
Config A Service Graph
= Consumer Provider
- -
Joey-Tenant /ASA-Admin-Ctx (Managed Firewall) o B e o < e
== Joey-Tenant /ASA-ristain-Ctx (Managed Firew... ASA-jristal... NetScalert...
External Web
f'E Joey-Tenant /MNetScaler1 000V (Managed ADC)
@ @
ASA NS
ASA-jristain-Ctx Information NetScaler1 000V Information
Firewall: transparent ADC: two-arm
Profile: WebPolicyForTransparentMode Profile: WeblnlineVServerProfile
Consumer Connector Consumer Connector
Type: @ General ©) Route Peering Type: @ General () Route Peering
BD: Joey-Tenant/Web-Routed - @ BD: Joey-Tenant/Web-FW-ADGC - @
Cluster Interface: consumer - i Cluster Interface: consumer - i@
Provider Gonnector Provider Gennector
Type: @ General ©) Route Peering Type: @ General () Route Peering
BD: Joey-Tenant/Web-FW-ADC - @ BD: Joey-Tenant/Web - @
Cluster Interface: provider - @ Cluster Interface: provider - @

| PREVIOUS ” NEXT I| CANCEL I

HASAZH'ET+ £, BAFEZESH. TRENETF ENEFASE

ENetScalers #£ T+ L |, @S @5 % ANetScalerfit & :




Apply L4-L.7 Service Graph Template To EPGs

STEP 4 > NetScaler1000V Parameters 1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters
config parameters for the selected device
Profile Name:
Folder/Param Name Value Write Domain
= e s e e
%] =l netmask netmask 255.255.255.0
= 4 Tp vip1_inline
M =l ipaddress ipaddress 172.25.31.1
=] =l netmask netmask 255.255.255.0
All =] 4 ‘=3 Load Balancing Virtual Server Ibvserver

%] = ipvas ipv46 192.168.200.10
=] =)l name name server
= 4 7 service group servicegroup_1
=] rl _B! bind/unbind servicegroupmember to servicegroup servicegroup_servicegroupmenm...
=] Eie i 192.168.200.254
=] =) servicegroupname servicegroupname Web-Servers
4 =¥ Function Config Function
%] =3 Load Balancing Virtual Server senvert
| =T service group Web-Servers

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitted to the provider EPG.

| PREVIOUS I| FINISH

I ‘ CANCEL I

Wrir
¢ B33 T A F U R BHRIETE.,

R HERR

AT RETATFHRREREHEL.
B A

LT REAXHEPATREBAEXKMACMHE
- BIARE  BATERIREA RO ERER:




CREATION TIME LAST TRANSITION AFFECTED OBJECT LIFECYCLE DESCRIPTION
uniften-{uniftn-Joey-Tenant]-

scriptHandlerState/ cDevState-[uniftn-
Joey-Tenant/IDevVip-ASA-Admin- Device configuration resulted in *Script waming : Either the cable is
. X e X Cix/cDev-ASA-Admin- g incorrect or not plugged into the interface connector : * for on
2015-12-08T17:35:01.557+00:00 2015-12-08T17:37:22.799+00:00 COx_Device, 1]/devHealth-[uni/tn- Raised device ASA-Admin-Ctx_Device_1 in cluster ASA-Admin-Ch in tenant
Joey-Tenant/|DevVip-ASA-Admin- Joey-Tenant
Chx/cDev-ASA-Admin-
Ctx_Device_1/cIf-[port-channell]]

Fault Properties om
| cenera (IR
SIE2

PROPERTIES
Severity: warning
Last Transition: 2015-12-08T17:37:22.799+00:00
Lifecycle: Raised

Affected Object: @uni,,f ten-[uni/tn-Joey-Tenant]-scriptHandlerState/cDevState-[uniftn-Joey-Tenant/IDevVip-ASA-
Admin-Cbx/cDev-ASA-Admin-Ctx_Device_1]/devHealth-[uni/tn-Joey-Tenant/IDevVip-ASA-Admin-
Ctx/cDev-ASA-Admin-Cbx_Device_1/cIf-[port-channell]]

Description: Device configuration resulted in *Script warning : Either the cable is incorrect or not plugged into the
interface connector : * for on device ASA-Admin-Ctx_Device_1 in cluster ASA-Admin-Ctx in tenant
Joey-Tenant
Explanation:
This fault cccurs when the L4-L7 service returns a warning fault

Recommended Action:
If you see this fault, please refer to L4-L7 device vendor documentation.

“®

Details

EfRLEEE  FRRCEEROBESH , HHASALNIFEOBEECER. BXxNARILL
HES  BSRANHNE B OBESHITD.

MREOSER , BEMRBIXLERE , N8R H T Cisco Bug ID CSCuw56882., Uit
BugB#1.2.3 ACIRHIRAN 1.2.3RFIXFHEE. RERHITUEL TR,

- EHIAHER  EEHRA01EFFIRER | KB


https://tools.cisco.com/bugsearch/bug/CSCuw56882/?reffering_site=dumpcr
https://software.cisco.com/download/release.html?mdfid=283123066&softwareid=286279676&release=1.2.4.8&relind=AVAILABLE&rellifecycle=&reltype=latest

2015-12-08T21:27:16.948+00:00

2015-12-08T21:27:22.985-+00:00

Fault Properties o b4

uniften-[uni/tn-Joey-Tenant]-
scriptHandlerState/cDevState-[uniftn-
Joey-Tenant/|DevVip-ASA-jristain-
CixfcDev-ASA-jristain-
Cix_Device_1]fdevHealth-[uniftn-
Joey-Tenanty/|DevVip-ASA-jristain-
CtxfcDev-ASA-jristain-Cbx_Device 1]
uniften-[uni/tn-Joey-Tenant]-
scriptHandlerState/cDewvState-[uniftn-
Joey-Tenanty/|DevVip-ASA-jristain-
ChxfcDev-ASA-jristain-Cty_Device_1]

Soaking

Soaking

Device configuration resulted in *Major script error @ Connection
error : 401 Client Error: Unauthorized* for ASA-jristain-Che_Dewvice_1
on device ASA-jristain-Che_Device_1 in cluster ASA-jristain-Che in
tenant Joey-Tenant

Device validate operation for device ASA-jristain-Chx_Dewvice_1 in
cluster ASA-jristain-Cbe in tenant Joey-Tenant failed

HISTORY

PROPERTIES
Severity:
Last Transition:
Lifecycle:
Affected Object:

Description:

Explanation:

Details

major
2015-12-08T21:27:16.948+00:00
Soaking

@unl [ten-[uni/tn-Joey-Tenant]-scriptHandlerState/ cDevState-[uniftn-Joey-Tenant/IDevVip-ASA-
jristain-Ctx/cDev-ASA-jristain-Ctx_Device_1]/devHealth-[uni/tn-Joey-Tenant/IDevVip-ASA-jristain-
Ctx/cDev-ASA-jristain-Ctx_Device_1]

Recommended Action:
If you see this fault, please refer 1o L4-L7 device vendor documentation.

Device configuration resulted in *Major script error : Connection error : 401 Client Error:
Unauthorized* for ASA-jristain-Ctx_Device_1 on device ASA-jristain-Ctx_Device_1 in cluster ASA-
jristain-Ctx in tenant Joey-Tenant

This fault occurs when the L4-L7 service returns a major fault

k3

L:3:9 91 ALTP

BHRAERZE L AREYNEIIHEAPICHFEREE,
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