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vsh_1lc [This command enters the line card shell where
ELAMs are run]
debug platform internal <asic> elam asic 0 [refer to the ASICs table]
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trigger reset [ensures no existing triggers are
running]

trigger init in-select <number> out-select <number> [determines what information about a packet
is displayed and which conditions can be set]

set outer/inner [sets conditions]

start [starts the trigger]

status [checks if a packet is captured]
EROERED D T
ereport [display detailed forwarding decision for the packet]
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leafl# wvsh_1lc
module-1# debug platform internal tah elam asic 0
module-1 (DBG-elam) # trigger reset
module-1 (DBG-elam) # trigger init in-select ?
10 Outerld-innerld-ieth
13 Outer(12|13|14)-inner (12|13 |14)-noieth
14 Outer (12 (vntag) |13|14)-inner (12|13 |14)-ieth
15 Outer(12|13|14)-inner (12|13 |14)-ieth
6 Outerl2-outerl3-outerld
7 Innerl2-innerl3-innerl4
8 Outerl2-innerl2-ieth
9 Outerl3-innerl3
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ELAM trigger out-select
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set outer arp source-ip-address 10.0.0.1 target-ip-address 10.0.0.2

MAC b 11t 7R 451

set outer 12 src_mac aaaa.bbbb.cccc dst_mac cccc.bbbb.aaaa
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set inner ipv4 src_ip 10.0.0.1 dst_ip 10.0.0.2
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module-1(DBG-elam-insel6)# status
ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Triggered
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- elam_<timestamp>.txt
- pretty_elam_<timestamp>.txt
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module-1# debug platform internal tah elam asic 0
module-1 (DBG-elam) # trigger reset



module-1(DBG-elam)# trigger init in-select 6 out-select 0
module-1(DBG-elam-insel6)# set outer ipv4 src_ip 10.0.0.1 dst_ip 10.0.0.2
DBG-elam-insel6) # start

module-1 (DBG-elam-insel6) # status

module-1 (DBG-elam-insel6)# ereport
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ElamAssistant

ELAM Assistant (=) Capture a packet with ELAM (Embedded Logic Analyzer Module) n) (o)
@ Capture (Perform ELAM)
ELAM PARAMETERS Quick Add Agd Node
E node-101 (d-leaf101)
E node-102 (d-leaf102)
E node-103 (d-leat103) L W
= node-201 (d-spine201) i
u Mot Set node-101 from frontport vy ¢ :—‘] src ip 10.0.0.1
B node-202 [d-spine203) - :;
(=) astip 10,0.0.2
@ Unsupported Nodes
B Set ELAM(s)

ELAM Report Parse Result ( report name: )

ElamAssistant — #4018

() Capture a packet with ELAM (Embedded Logic Analyzer Module)

E PARAMETERS Quick Add

Name your capture: (optio

Status Node Direction Source I/F Parameters
VxLAN (outer) header
= N
v) Not Set node-101 from frontport any (+) |\:/| sre ip 10.0.0.1
(=) dstip 10.0.0.2
L=

ELAM Report Parse Result ( report name: )
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MEH104FF 45 , BR5$10.0.1.150110.0.2.1 Z B B HIB{E R -

ftriage route -ii LEAF:104 -dip 10.0.2.1 -sip 10.0.1.1

MBEH104FF HEBRET EE2E 7R

ftriage bridge -ii LEAF:104 -dmac 02:02:02:02:02:02
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Tcpdump
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leaf205# tcpdump -ni kpm_inb icmp

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on kpm_inb, link-type EN10MB (Ethernet), capture size 65535 bytes
20:24:12.921981 IP 10.0.2.100 > 10.0.2.1: ICMP echo request, id 62762, seq 4096, length 64

20:24:12.922059 IP 10.0.2.1 > 10.0.2.100: ICMP echo reply, id 62762, seq 4096, length 64
20:24:13.922064 IP 10.0.2.100 > 10.0.2.1: ICMP echo request, id 62762, seqg 4352, length 64
20:24:13.922157 IP 10.0.2.1 > 10.0.2.100: ICMP echo reply, id 62762, seq 4352, length 64
20:24:14.922231 IP 10.0.2.100 > 10.0.2.1: ICMP echo request, id 62762, seq 4608, length 64
20:24:14.922303 IP 10.0.2.1 > 10.0.2.100: ICMP echo reply, id 62762, seq 4608, length 64
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