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apicl# ifconfig oobmgmt
oobmgmt: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.4.20 netmask 255.255.255.0 broadcast 192.168.4.255
inet6 fe80::7269:5aff:feca:2986 prefixlen 64 scopeid 0x20
ether 70:69:5a:ca:29:86 txgqueuelen 1000 (Ethernet)
RX packets 495815 Dbytes 852703636 (813.2 MiB)


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

RX errors 0 dropped 0 overruns 0 frame 0
TX packets 432927 Dbytes 110333594 (105.2 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

apicl# ifconfig bond0.300
bond0.300: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1496
inet 10.30.30.254 netmask 255.255.255.0 broadcast 10.30.30.255
inet6 fe80::25d:73ff:fecl:8d%e prefixlen 64 scopeid 0x20
ether 00:5d:73:c1:8d:9e txgqueuelen 1000 (Ethernet)
RX packets 545 bytes 25298 (24.7 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 6996 bytes 535314 (522.7 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

R fEifconfig’ S BT , OOBEOMM K eth0” , INBIEIEE ASVI, B TER
“ifconfig”’=%“show ip interface vrf mgmt : "&&#EQO , HHP R AT HVRFERHN B o

leafl01# show interface mgmt 0
mgmt0 is up
admin state is up,
Hardware: GigabitEthernet, address: 00fc.baa8.2760 (bia 00fc.baa8.2760)
Internet Address is 192.168.4.23/24
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, medium is broadcast
Port mode is routed
full-duplex, 1000 Mb/s
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned off
EtherType is 0x0000
30 seconds input rate 3664 bits/sec, 4 packets/sec
30 seconds output rate 4192 bits/sec, 4 packets/sec
Rx
14114 input packets 8580 unicast packets 5058 multicast packets
476 broadcast packets 2494768 bytes
Tx
9701 output packets 9686 unicast packets 8 multicast packets
7 broadcast packets 1648081 bytes

leafl01# show ip interface vrf mgmt:inb
IP Interface Status for VRF "mgmt:inb-vrf"
vlanl6, Interface status: protocol-up/link-up/admin-up, iod: 4, mode: pervasive
IP address: 10.30.30.1, IP subnet: 10.30.30.0/24
secondary IP address: 10.30.30.3, IP subnet: 10.30.30.0/24
IP broadcast address: 255.255.255.255
IP primary address route-preference: 0, tag: 0

“show ip interface vrf mgmt : "fF.& R NEEBD ¥ MIPER HBIIPH#sE ; X EFHEIH H.

EEXETREHLE , TREEIPHULBRMA ‘mgmt : "VRFHHEAREEO, Eit , LXE5HH
RN ENHFHNERIPERARE, WEE TR L TEEY“show ip int vif mgmt : "f5 S5 H

spine20l1# show ip interface vrf mgmt:inb



IP Interface Status for VRF "mgmt:inb"

1010, Interface status: protocol-up/link-up/admin-up, iod: 98, mode: pervasive
IP address: 10.30.30.12, IP subnet: 10.30.30.12/32
IP broadcast address: 255.255.255.255

IP primary address route-preference: 0, tag: 0
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QuickStart | Dashboard | Controllers | System Settings | SmartLicensing | Faults | ConfigZones | Events | Auditlog | Active Sessions

System Settings

APIC Connectivity Preferences 0 o
Policy History
-
s

Interface to use for external connections: inband @

E Endpoint Controls

Fabnc-Wide Settings

E Load Balancer

POD Redundancy Pol.

E Precision Time Protocol

Bl Date and Time

Ei£FO0BHAPICER &R, MEoobmgmtiEAMEEE16 , ZfE{K Tbond0.300FAERENEE
32, XEMRETHEEROFATREERRE,

apicl# bash
admin@apicl:~> route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.4.1 0.0.0.0 UG 16 0 0 oobmgmt
0.0.0.0 10.30.30.1 0.0.0.0 UG 32 0 0 bond0.300

EFTAMAPICEEH K, MEHbond0.300EREONEE (MERS , NEZEERT
oobmgmtiZFAEE16 ) » XEKETbond0.300EEZEOGH T& HEBHE,

admin@apicl:~> route -n



Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 10.30.30.1 0.0.0.0 UG 8 0 0 bond0.300
0.0.0.0 192.168.4.1 0.0.0.0 UG 16 0 0 oobmgmt
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Inventory | Fabric Policies | Access Policies

Policies

Providers - NTP Server 10.48.37.151 0 o
(C» Quick Start -
Policy Operational Faults History
—
o 2 N

Host Name/IP Address: 10.48.37.151

Deascription

Preferred. [

Minimum Polling Interval: 4

Maximum Polling Interval: |6
Keys

= Key

Management EPG

default (Out-of-Band)
mgmt/default

inb_mgmt (In-Band)
mgmit/default Show Usage

B Tenant Quota
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ALL TENANTS | AddTenant | Tanant Search: _I common | infra | mgmt | Ecommarce

Static Node Management Addresses

o
=~ Node ID Name Type EPG IPV4 Address IPV4 Gateway IPVE

pod-1/node-1 bdsol-ac apicl Out-Of-Band default 10.48.176.1
1/node-101 S51P1-Lea Out-0Of default 1048176
pod-1/node-102 S1P Out-0Of-Band default 10.48.176
1/node-2 bdsol-ac 2 f-Band 10.48 0.48.176
pod-1/node-201 Out-0f-Band default 10.48.176.74/24 10.48.176.1
Profil._ 1/node=202 Out=-0f-Band default 10.48.1
=1/node-301 S1P2-Leaf301 default 10,481
1/node-302 s1P2 Out-0f-E ult 10.48.176.1
1/node S51P2-Spined01 Out-0f-Band default 10.48.176.1
1/node-402 S51P2-Spinedd O default 10.48.176.77/24 10.48.176.1
2[node-3 bdsol-aci37 -apic3 Out-01-Band default 10.48.176.59/24 10.48.176.1
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ALL TENANTS | Add Tenant ITmmermu.h._l common | mgmt | infra | Ecommerce

QOut-of-Band EPG - default

Policy Faults
Name: de
Tags:
Configuration Issues:
Configuration State: af
Class ID
e QoS Class: Unspecified
Provided Out-of - Band
Contracts:
OO8 Contract Tenant Type = (oS Class State
QOB-default mgmt c-00B-default Linspecifi
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ALLTENANTS | Add Tenant | Tenant Search: [ RTGRGESE | common | mgmt | infra | Ecommerce

Contract Subject - OOB-default 0 o
Policy Faults History
General Label
o & %R.

Name: OOB-default

Description:

Reverse Filter Ports: ]

Filters: +

MNama Tenant State Action

Jefault COmMMmon

Show Usage
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ALLTENANTS | AddTenanmt | TenantSearch: TGN ' common | infra | mgmt| Ecommerce

. External Management Network Instance Profile - default 0 o
O Policy Faults History
uon Profiles £y X
Name: default -
Tags:

Configuration lssues:
Configuration State: apphed

QoS Class:  Unspecified

Consumed Out-of-Band 4
Contracts:
Out-of-Band Tenant Type « QoS Class State
Contract
D0B-datault migmit oobbre-008-defaull  Unspecified fomed

ETRERLBNIE REORSNAL , RAERIIMKAEEE,

- B BoobmgmtiEO R E/B A , BEAPIC CLIE % A ifconfig oobmgmt’s HIAEEOFRER
“UP"FMI“RUNNING” , BLE T IEFH Pt | H BEBIRSERXMTXIH B, MRRDE



ARE , FRIECEANBEIEFER , AREINERFEEZAPICLEBNYEERKRO, B8
i O 4RI A Eth1-1FIEth1-2 , RIEWEHFTEF/MEZEO N oobmgmitiE, BHXAPICEHEH
MEFNERGE ONFEMAEE , BSH IREEEIN —EPH IR TIRERFRE S .

apicl# ifconfig oobmgmt

oobmgmt: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.4.20 netmask 255.255.255.0 broadcast 192.168.4.255
inet6 fe80::7269:5aff:feca:2986 prefixlen 64 scopeid 0x20

ether 70:69:5a:ca:29:86 txqueuelen 1000 (Ethernet)

RX packets 295605 bytes 766226440 (730.7 MiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 253310 Dbytes 38954978 (37.1 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

- BT OOBREMEIER , HEAping M IABIEI B AN LA ERE,

apicl# ping 192.168.4.1

PING 192.168.4.1 (192.168.4.1) 56(84) bytes of data.

64 bytes from 192.168.4.1: icmp_seg=1 ttl=255 time=0.409 ms
64 bytes from 192.168.4.1: icmp_seqg=2 ttl=255 time=0.393 ms
64 bytes from 192.168.4.1: icmp_seqg=3 ttl=255 time=0.354 ms

TEAPICHIbash shellf fi£ Atraceroute , IREEERA A FWIERE, MRtracerouteFTE |, iFHE R
®E (WRTHE ) |, ping oobmgmtiE O HpingEHl. BIEHET @ , 58 BIER 1% 5 W 4E 7] o
1T FEHERR,

TraceroutefI THEFRZE , MIFFE , AFBIE MMM TTLAZUDPEIES., MRKAFKE D
ETTL1NHRBESHEENERTEE , cLEFZMHABKIES XKIE—FKICMPRAEHEE
o BRTEHBTTLAEINUDPHIEE , ESRTARKEICMPAIX/TTLERHBWHESINE
e HTFRERBARZZEATICMPRAA/EETTLUER , RS eMNKEZEZRHANTTL
1BEI , EMNRSEFZBES , HETSRZEEREBKIES , R EXSHMEF
BB EEXINESR,

apicl# bash

admin@apicl:~> traceroute 10.55.0.16

traceroute to 10.55.0.16 (10.55.0.16), 30 hops max, 60 byte packets
1 192.168.4.1 (192.168.4.1) 0.368 ms 0.355 ms 0.396 ms

* k%
* k%
10.0.255.221 (10.0.255.221) 6.419 ms 10.0.255.225 (10.0.255.225) 6.447 ms *
* k%

E I

10.55.0.16 (10.55.0.16) 8.652 ms 8.676 ms 8.694 ms

~N oy Uk WD

M REEYL AT LA Rltcpdump@ &, Z@ S W A TRIEHBLERE 2B Soobmgmtiz O, LA T RAIHE
IRERH N E F Al EEFHoobmgmtiE O “eth0” , H A« — n"IE I N tcpdumpiBEE A K IPit
HTMFAEDNSEH , AEEINEFWNTPHES (UDP#H%O123 ) #73iE, EE—T , #LE—1NFR
filrh | B EERIENTPIRSE3172.18.108.14, TH , AP AIURIENTPHEEREER F/MED
e, URHEH 2B EEZRCK B RS 2560 1E K,



fabl-leafl01l# tcpdump -n -i eth0 dst port 123

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth0O, link-type EN10OMB (Ethernet), capture size 65535 bytes
16:49:01.431624 IP 192.168.4.23.123 > 172.18.108.14.123: NTPv4, Client, length 48
16:49:01.440303 IPp 172.18.108.14.123 > 192.168.4.23.123: NTPv4, Server, length 48

TAEEREFTER2EHEIZMENREIRET. ARHIRNBEIFRHDEMBEIER,

TAEEEER

EPG (fvAEPg) <-> In-Band EPG EPG (l12extInstP) <-> In-Band EPG EPG (I3extinstP) <-> In-Band EPG

Management Direct to Management L2 Bridged Management L3 Routed
functions via Fabric Leaf functions via External functions via External
device Node device Network device(s)

Network
connected to connected to connected to
fabric leaf an L2 bridged an L3 routed
access port(s) external external
network network

QUFE R FMNEEE/APAE—IMBD , T AT REE M IFMNIZBDS Bl R IRAER T RUUASEIH
MERE |, FHERLSOUTEH N EEBD FHEXE,

76 27 N EE M X M ATE M
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ALL TENANTS | Add Tenant Tenant Searc —: COMMon mgmt | infra | Ecommerce

Bridge Domain - inb 0 o
Summary Operational Stats Health Faults History

Genaral Advanced/Troubleshooting
@D o4

Unicast Ro

mgmit i l'.- \

Operational Value for Unicast Re

Custom MAC Address

Virtual MAC Address: | Not Configure
Subnets; 2L
~ Gatewsy Scope Primary IP Address  Virtual 1P Subnet Control
Address
0.3 Agh terr | Fals
—
= ¢ Associated L3 Outs: +
=~ L3 Out
= brmgmi
] v
< »
=)
Show Usage

RIEHFATREEEPGRERE. RETHNEREEBE , HFNEPGEMEGUIF LABIR inb — "&R R
o WIFFHNEPGHZEVLANZR A SVLANM IE#KEX,

BAXRBEEATTAEEEPGHEEMNEEVLAN:iInb mgmt EPG encap VLAN > VLAN Pool >
Domain > AEP > Interface Policy Group > Leaf Interface Profile > Switch Profile's IR KEEX
BFirE R , WeREUTREEE S| KRB AF467HHE,

WEF0467 — NEEPG

8589935303

ID: 8589935303

Jescription: Fault delegate: Configuration failed for uniftn-mgmt/mgmitp-default/inb-inbmgmt due to Invalid VLAN Configuration, debug message: i
vian-300STP Segment Id not present for Encap. Either the EpG is not associated with a domain or the domain does not have this vian ¢

Severity: minor
ted Object: uniftn-mgmt/mgmtp-default/inb-inbmgmt @
jated From: topology/pod-1/node-101/local/svc-policyelem-id-0/uni/epp/inb-[uni/tn-mgmt/mgmtp-default/inb-inbmgmt]/nwissues
Created: 2019-10-03T02:23:04.637+00:00
Code; FO467
Type: Config
Cause: configuration-failed
‘hange Set:
Action: deletion
Domain: Tenant
Life Cycle:
t Occurred: 1

ient Status: false
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ALL TENANTS | AddTenant | Tenant Ses _I common | imfra | mgmt | Ecommerce

mgmt

) U In-Band EPG - inb_mgmt 0 o
c 1 : '
Policy Stats Health Faults History
Policy
o
MName: inb_mgmt ~
Tags
Encap:
E In-Band b_mgmt
' sration lssues
Bl Out-of-Band EPC I Confguration State: :
= Extern: nent Class ID: 32770
= Mode Managemen (oS Class.  Unspecified

=] ¥ ¥ Bridge Domain
Resolved Bridge Domain. inb

Prowvided Contracts.

Name Tenant Type QoS Class Malch Type State

default COMIMon

S\EBEPG 3L 51 B M 3 #
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ALL TENANTS

Admin

|  Add Tenant | Terlanl:-‘SeaH:h:_l commen | infra

External EPG Instance Profile - Inband-0ut

@GO O

Oper Apps Integre
| mgmt| Ecommerce
Operational Stats Health Faults History

General Subject Labels EPG Labels

Provided Contracts

Consumed Contracts

Contract Interfaces Taboo Contracts Inherited Contra )

Name Tenant

dafault commaon

B Node M
= External

S sk el

KRBT RV N ERIPH i A AR S

(] +

Type QoS Class State

Contract Lin: formed

B, A UM R RAERE S DB

WER AT HAXEN i EF 52 MR ENBDT MR, FERITRIAMXEBER.

BETRER bt

ICiISEICID '&plc admin e 0 e °
Systel | Tenants L4-L7 Services Admin Operations Apps Integrations
| Tenant Search _ | common mgmt infra | Ecommerce
Static Node Management Addresses 0 e
g & =
= Node 1D Name Type EPG IPV4 Address IPV4 Gateway IPVE IPVE
Address Gateway
P node-1 bdsol-ac3? Jut-Cf-Band default 10.48.176.57/24 10.48.176.1
pod-1/node-101 S1P1-Leaf101 n-Band inb_mg 10.30.30.101/24 10.30.30.1
3 node-101 S1P1-Leaf101 Qut-Of-Band defaull 10.48.176.70/24 1048176
po ] and default 10.4B.176.71/24 10.48.176.1
pod Out-Of-Bar default 1048 176 58/24 1048176 1
default 10.48.176.74/24 10.48.176.1
poc Of-Band fanl 10481761

MRFAEREMER , 3B LR ERH DR EHRE

Dut 1 81761

Out-Of-Band default 1048 176.73/24 10.48.176.1

31P2-Spined( Of-Band efaul 1 i 1048176 1
51P2-Spin Out-0tf-Band efaul 10.4B.176 2 10.48.176.1
sol-acl Out efault 1048176 24 10481761

T —HRERILN/RAPIC 2 EHAT



pingIR{ELARIE T RNIEZEACIHER EE IR,
EFFRFSWMFRN EWping , RAECIERAREEO#TIERE , MAEEDFRTNARP,

HHREY EFERANSREORKkpm_inb, FAXLIMtcpdumpiiIR , REBTFEIRENTH
CPU#O %k H.

fab2-leafl01l# tcpdump -n -i kpm_inb dst port 123

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on kpm_inb, link-type EN10MB (Ethernet), capture size 65535 bytes
16:46:50.431647 IP 10.30.30.3.123 > 172.18.108.14.123: NTPv4, Client, length 48
16:47:19.431650 IP 10.30.30.3.123 > 172.18.108.15.123: NTPv4, Client, length 48

I8 IE A T A B9 SVIE“protocol-up/link-up/admin-up”s

fabl-leafl01# show ip interface vrf mgmt:inb-vrf
IP Interface Status for VRF "mgmt:inb-vrf"
vlanl6, Interface status: protocol-up/link-up/admin-up, iod: 4, mode: pervasive
IP address: 10.30.30.1, IP subnet: 10.30.30.0/24 secondary
IP address: 10.30.30.3, IP subnet: 10.30.30.0/24
IP broadcast address: 255.255.255.255
IP primary address route-preference: 0, tag: 0
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