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RN A T FRACIHEIL3outH X Kt 1T FEHF RV D IR

BRERE
A 3745 B N A48 B Cisco Application Centric Infrastructure 5 — ix B # FEHERR |, 435 £ External

Forwarding - Overview , External Forwarding - Adjacency , External Forwarding - Route
advertisement , External Forwarding - Contract and L3out F1External Forwarding - Share L3outE

o

Bk

L3OutdA #

TEHERTEELINIBLIOU)MENEEMEER,

L3Outty = EH 4

Prod
VRF to deploy Routing Protocol

Routing Protocol parameters

C» Quick Start ex. OSPF Area ID and Type

w ﬁ Prod
[ Application Profiles
[ Networking

Node(s) to deploy Routing Protocol

B Bridge Domains ; "
[ Sridge Domay Static Route (if any)

B VRFs
B External Bridged Nepdiorks : o |

- [ L30uts S F Interface(s) to deploy Routing Protocol
V. : Routing Protocol Interface parameters
& BGP =

ex. OSPF hello interval
= Logical Node Profiles

B BGP_nodeprofile _
B Logical Interface Profiles 4

B Configured Nodes - Contract
- Advanced Route Control
ex. route-map

E BGP Peer Connecti Pn:;_@[e--‘l’t":r.'o_:)

[ External EPGs

B sour-era

1. L30utf9 iR : B EIBME A ( HIZOSPF, BGP ) , ERVRFLZIEBEAMHIL, EHF
L3Outis LAE L L3Outky AT A A3 0 MVLAN,

2. TREEXH  EREHIGYABEEHAD N, XLEZIGYBENRR LR RN
"(BL)e AEMNALRHEH EHEEBNNEBKBERIDRID), SEBERARTRE , ACIR&IRE
IR LIPHb L B2 5 B RS HE8ID, BLEFERASKHE,

. EOBEBXH : mEKHEONSTEHIIL
BNEOEA (SVI, BAEWO, FE0O)., EODMIPHLE, NEORKHBILSE (Hlm
hello[Elf@ ) IEF KB,

4. \EREPG(L30ut EPG): “AAZBEPG”" 2 ZBEB SL30utREXIFT A K BE ( HlaIPH#utsiSVI ) LU
VRENEMER, BESNEEXRNAERAINBEPGHIFMER.

S\ERE%


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

TRERABIZBLAIRNERTF.

B R INBEE B

I Distribute L 1 | Learn external routes (Impart)
External Routes % — Routing protocol in L30ut
VRF Overlay-1 w20l = |2 ) Distribute external routes to other leaf nodes
- S 7 © —> MP-BGP VPNv4 Adress Family
—> Spine are Route Reflector

'3 | Advertise internal routes (Export)
) > Redistribution
and
—> Contract

‘4 Allow traffic with contract
» L30ut EPG (prefix based EPG)

non-BL
VRF1 VRF1
3
Adverti  Leamn
BD i::ar::I L30ut _1 ] e:?emal
routes © routes
(Export) {Import)
EPG L30ut EPG

&

Allow traffic with contract

1. BLF 55050 3% B 83 22 1 2% Fa T iU 4B #2,

2. NAEBRR R BRI WR R AT R |, FHFHAEN VPNV R BB ESEAZIMP-BGPH, EAMSM
FRANET W RBEENBGPEHARSE , MERNABEERFIMERH T R

3. NEAL3Out BIMI NERRIER ( BDFM ) F/RETRMLAARED X FIBHADINF T EBEEA
SNEBRR 2R

4. ZERHE : 130utELBE—L30ut EPG, H%4EL30ut EPGLEEASEMRER ( NEE
R AI3extinstP ) , A A EFRER HL30ut,

~

L30ut EPGHL & T
EL30ut EPGEB A , AILMEA —RIISBE M REEIELFM , MTPAR :

TE M HL30ut ¥R aIESEH"E X



Create Subnet (2 Y]

IP Address: 192.168.1.0/24

Name:

scope; [ | Export Route Control Subnet
[«] External Subnets for the External EPG
[] Shared Route Control Subnet
[ ] Shared Security Import Subnet

aggregate:
Route Control Profile: +
Name Direction

SEEAT

- SHEBERETR . HEEREILIOutFFRMACIES (&) BN, REARFTERATER
BH , Bt LA TESBDFM , M“ACI BDFMBE"— T ATk,

- SARBBEEFN ;. LBESRMLI0OuES (A ) ABFN, BRIAMERT , BELTE
RS, AKEREETR , AR E/HBLNE B GREE MRS, HEERGES
OSPFFIBGPIR A A ZBEE AT |, AT LAS A LLSEE . EIGRPAXZ#FILIheE, EFEMAMLTERE |, &
BEELELOULEEEBA“S ABRESERE,

- S\EEPGHY S\ #8F M (import-security) : lEABAFATEEEEBRFRHIRESEILISEAMN
L30uts ZIL30ut, ERBEFMNEEE S LB EEBHL3OUt EPG , SMEL30OUt EPGEMATE
AUNATHES. WEERRKINREE K MARGKBERNEMTEBHETLER, MR
#£L30ut EPG AH 3 10.0.0.0/16EL & T “INEEPGHIAAZRFR” , MIEZF M EBIPHEMEK
8 (H15010.0.1.1 ) #F 2 EFIL30ut EPG Afh |, BIEEH EFERAEE., XHTZWRE NI
EPGHIAEZBF M E A E B8 H10.0.0.0/16 2R ERHAXRFT, SNHUE— N TENAZER , UE
NREE R FMMRE ZIEPG(pcTag)e XN AT EEEAE M, LEEEEES FW
ML30ut LB &,

- HERRAEEHFR . TR REABFRMIRE S —1NVRF, ACIHEAMP-BGPHIEEH B Fr[s
M —MNVRFMIREI S —/NVRF, WERELGIBTE FNNBIRIIEK | ZOBHNKRAE
HiEss , ATSH/S AMP-BGPHEGRH BN H. WEEEEEIFRBVRFFHN FRE
L3Out EELE,

- HERLSAFN : EBEATERESEILIOUMIVRFERHER , AFEEEEE FMAIHK
FE. BEETNEBHEAMREA RS —MEE LR EZRAEHFNHWVRF, B, Z—1
VRF 4 & HEM WAV S AR E THANEPG, “‘HEZ2S A FMEH S —NVRFMREY B BT
BHIL30OUt EPG, Rt |, X MEEHNEEPCGHAZFR et , FREFEALLEE , BRI
VRFFHEiZ T ME T B/ NL30ut EPG, ISEE & KBIRITHE.,

“BREIEIN -

- Aggregate Export: It i£5T R 82 F0.0.0.0/0F1“Export Route Control Subnet”s 2§0.0.0.0/0[= &



BRSHEBHESNFMNRESHN ; e2tlZ - NaR5IFRHFEH0.0.0.0/0 le 32" B FT
EFW, Hit , HLIOWFEMMABES (FH ) FAEHN , IUFEALLEDR, SFEEER
MNRER , TERAEE SRR B RS/ BB X,

. Aggregate Import: b 1% R 88 A F0.0.0.0/0F1“Import Route Control Subnet’s 2§0.0.0.0/0[E] &
BRSARABABEHFMMNRESAN , cotlBZa&sk , HPEE0.0.0.0/0 le 32", ZAl
ZHREBEEAMFMN,. Hit , HLIOUFEMATEST (S A ) EATREHET |, 7S bk

o BR , BEZEARIAN S AKBEGXR , U UEKEHFNER, SEEEFANREH
, ATCAE A B £ ET R 51 R AV 3% H AR 5 /B & S0

. k‘“?&i%ﬁi WEBNAATEERERAEGFNHNEAFN, Fl, WRERR
10.0.0.0/8;8 A 7“4 ;%EHE%IJ%H MREHAZRH", M2tIEFRIIK , HPaEE
“10.0.0.0/8 le 32" , % BI4%%15%510.0.0.0/8. 10.1.0.0/16%@@30

A5 i AR L3Outh #b
A IHER TR :
L3Out#hr#b

BD subnet: 192.168.x.254/24

Leaf2 - BL2
RID - 10.0.0.2

1l eoe
10.10.2.2/30

Leaf3 - BL3
RID - 10.0.0.3

Leafd - BL4
. RID-10.0.0.4

il ese
10.10.34.4/29

Leafl 2
il eee

secondary
10.10.34.2/29

U

10.10.2.1/30 Eu i o

+

R2 RID R34 RID
10.0.0.102 10.0.0.134

External subnet range: 172.16.x.0/24

WERR

AT B A L30utiE O £ /Y3 B P RB 4R R 1T e HEBR ML .
THR-LEATMEACIHASEHMUNKRESH

- BREHBRID : EACIH |, BIMERAMDNAFE , #L30uttt FEEER —#H LAYHEEVRFHERMA



ERVEREERID. HeAh , B—RH ERBE—L30Outs AT SAEA R HERID ( BENBGP ) tIERKE

- MTU : BAMTURNEMERMUERA FOSPF4BiE , ER U ICERFIEHRBADUHMTU , SLBEERA
FEAZXREFNTEMERREIETESRET&H , B XSG EEMSERADF (TR
2B ) NEEE , MEMB A DESEONBRAMTU , ZFEHFZM.

. MP-BGPREHIBE R 588 : MRTix#M , BGPHEFAAE/RH TR B3, RAROSPFE
EIGRPIREMABEHTEE XM , ERBLMNEEZ[/ARBE S RIEAREH T =

- W B MEEREEHRANTR ERERE.

i P & R“BGP

R fE A BR 2o FRIMPBL3, BL4AFIR34 EHIERE 2 B AYeBGPX & R~ fl, R34 LHIBGP ASH
65002,

B UBGPWBEEXRE , WRUELL T &M

- R#:BGP AS4%5 ( ACI BLiw ) o

X EE A WX — Local-AS
Peer Connectivity Profile - BGP Peer Connectivity Profile 10.10.34.1 0 o
Policy Faults History

o + %K.

Remote Autonomous System Number: 65002

Local-AS Number Config:

Local-AS Number:

Chadan / Micaklad

A FL30utfIBGP AS4R5 1 B3I 5BGPIE H i 81 25 K #& F Bl B infra-MP-BGPHIBGP ASH[E. BR
JEEERIACI BGP ASthEZRIANE , BN A EEEBGPH FIEERE X4 EE AHAS", XEK
EINEPIR S N IEMBGPHB H ST EERBGP AS,

AE — FELRHMASEEN SR 5 IUNX-OS ocal-as"in T HEE.

. IEFEBGP ASHE (4 ) NEEERBEXH — =&

Peer Connectivity Profile - BGP Peer Connectivity Profile 10.10.34.1 0 o
Policy Faults History
O X .

I Remote Autonomous System Number:| 65002

Local-AS Number Config:

Local-AS Number:

il i

Arnin Shad

1R %448 EHBGP ASTE TACI BGP ASHIeBGPH F EEZIZBGP ASHiS. BGPX Z A



SEIP, L30ut - BGPX & it B 3 4

= L30uts

» [ Logical Node Profiles

Bl BGP_nodeProfile

v [ Logical Interface Profiles —
For Router, Sub-Interface, SVI
E BGP_vpclpv4 S S

E BGP Peer Connectivity Profile 10.10.34.1- Node...l

> fml Configured Nodes

R — }
Bl BGP Peer Connectivity Profile 10.0.0.134 IR

ACIZFMBBIACI L30OutiE KR (BH. F#&EO, SVI) MIBWHFEEORBBGPaE, H
ZTENMNKE X EBGPLIER , BEZET AEENH TEREBGPH EEZEE 4. H1BGPE
EEERBERHA/FEO/SVIE , H#ELogical Interface Profile T &t B BGPX 25 i% 28t & 34,
BGPXEIPTiktt, BB REEXH — WARXEK

Al AP Node Association 00
cisco C
Policy Faults History
Tenants Virtual Networking
ALL TENANTS | AddTenant | TenantSearch: r descr o * x-
Node ID: topology/pod-1/node-103
Router ID: | 10.0.0.3
Use Router ID as Loopback Address: [#]
Loopback Addresses: +
™
t Routs +
« IP Address Track Policy Next Hop IP

Coi
= Folicies

HBGPXWZEIPRIFE#E O , FHEABLAMAIEHSZTIH RN FRZNIPHIE, FBSEEDR
OSPFH A FRREBX ZIPH AL, BGP CLIXIE ( FHREMeBGPRAI ) LA TS BRAICLI H
ENRINE D RBLIMN BLRE 0 MEN ., 1. EBCGPAERECEY U TCLIE T
“State/PfxRcd" &R R E I BGP&1E,

f 2-1 eaf 3# show bgp ipv4 unicast summary vrf Prod:VRF1
BGP summary information for VRF Prod: VRF1, address famly |Pv4 Unicast
BGP router identifier 10.0.0.3, local AS nunber 65001

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St ate/PfxRed
10.0.0. 134 4 65002 10 10 10 0 0 00:06:39 0

R “State/PfxRed” B R IES” , MiERKENFREXRBCGPHIERZ, EXMIFRT , Hi
BEUTABRHAHRAT—F,



- BRIE R RS EHIEMACI BGP AS(ZA#AS4565001),
.- B{RAC| BGPXI FiEZEL B XHHEE T AP HES MNP IREBGP£15(10.0.0.134) W IE¥54R /&
P,
- {RACI BGPX & B X H5E 7 AP M EFRLREAS(GUIRIZERE BAR GRS
, FECLI E R AAS 65002),
2. KR EBGPAE¥4IE R ( BGPX S A B34 )

LTS ERBGPBEILMN KBS,

- §R/EIP:10.0.0.134 M Z Btk K ix — XL EBHE B
. 4B[EBGP AS:IZfEAS 65002,

. JR IP : fHloopback3{ER EHTIR

- eBGPZ Bk : /\EBBGPXT & 1] BERE B & %2k,

f 2-1 eaf 3# show bgp ipv4 unicast neighbors vrf Prod:VRF1
BGP nei ghbor is 10.0.0.134, renote AS 65002, ebgp |link, Peer index 1
BGP version 4, renote router |ID 10.0.0.134
BGP state = Established, up for 00:11:18
Usi ng | oopback3 as update source for this peer
External BGP peer might be upto 2 hops away

For address fam ly: |Pv4 Unicast

I nbound route-nmap configured is permt-all, handl e obtained
Qut bound route-map configured i s exp-|3out-BGP-peer-3047424, handl e obtai ned
Last End-of -RIB received 00:00: 01 after session start

Local host: 10.0.0.3, Local port: 34873

Foreign host: 10.0.0.134, Foreign port: 179

fd =64

—EBGPHEHMIERWEN |, ‘At EH M AN ENFE REH HA K,
3. R EBGPX FEMIPEE 4

f2-1 eaf 3# show ip route vrf Prod:VRF1
10.0.0.3/32, ubest/nbest: 2/0, attached, direct
*via 10.0.0.3, 103, [0/0], 02:41:46, local, loca
*via 10.0.0.3, 103, [0/0], 02:41:46, direct
10. 0. 0. 134/ 32, ubest/nbest: 1/0
*via 10.10.34.1, vlan27, [1/0], 02:41:46, static <--- neighbor I P reachability via static
route
10. 10. 34. 0/ 29, ubest/nbest: 2/0, attached, direct
*via 10.10.34.3, vlan27, [0/0], 02:41:46, direct
*via 10.10.34.2, vlan27, [0/0], 02:41:46, direct
10. 10. 34. 2/ 32, ubest/nbest: 1/0, attached
*via 10.10.34.2, vlan27, [0/0], 02:41:46, |ocal, |ocal
10. 10. 34. 3/ 32, ubest/nbest: 1/0, attached
*via 10.10.34.3, vlan27, [0/0], 02:41:46, |ocal, |ocal

#RMACI BGPHYJRIPXY &F B IPH AT ping R 1E.

f2-1eaf 3# iping 10.0.0.134 -V Prod:VRF1l -S 10.0.0.3



PI NG 10.0.0.134 (10.0.0.134) from 10.0.0.3: 56 data bytes
64 bytes from 10.0.0.134: icnp_seq=0 ttl =255 time=0.571 ns
64 bytes from 10.0.0.134: icnp_seq=1 ttl =255 tinme=0.662 ns

ARENPEER LNERNE
LA RHNERRE 2R (JHIINX-OS ) EWELE R,

router bgp 65002
vrf f2-bgp
router-id 10.0.0.134
nei ghbor 10.0.0.3
renote-as 65001
updat e- source | oopback134
ebgp-nmul tihop 2
address-fam |y ipv4 unicast
nei ghbor 10.0.0.4
renote-as 65001
updat e- source | oopback134
ebgp-nmul tihop 2
address-fam |y ipv4 unicast

interface | oopbackl134
vrf nmenber f2-bgp
i p address 10.0.0. 134/ 32

interface Vl an2501

no shut down

vrf nmenber f2-bgp

i p address 10. 10.34.1/29

vrf context f2-bgp
ip route 10.0.0.0/29 10.10.34.2

5.8 B, — tcpdump

EACIEHT 2 £ | tcpdump TE A LARERkpm_inb"CPUE O , LAIAMINBIEZ RS BEKH
CPU. fEML4EO179(BGPER TR,

f2-1eaf 3# tcpdump -ni kpm_inb port 179

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on kpm.nb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes

20: 36: 58.292903 I P 10.0.0.134.179 > 10.0.0.3.34873: Flags [P.], seq 3775831990: 3775832009, ack
807595300, wi n 3650, length 19: BGP, length: 19

20: 36:58.292962 | P 10.0.0.3.34873 > 10.0.0.134.179: Flags [.], ack 19, win 6945, length O

20: 36: 58. 430418 | P 10.0.0.3.34873 > 10.0.0.134.179: Flags [P.], seq 1:20, ack 19, wi n 6945,
length 19: BGP, length: 19

20: 36: 58. 430534 |1 P 10.0.0.134.179 > 10.0.0.3.34873: Flags [.], ack 20, win 3650, length O

OSPF

A& D EAOSPFXIHID 1(NSSA) B 283 #h#hHBL3, BLAMR34Z[EIRIOSPFLREX R R Al

o

BUT R EOSPFABEER R E M RYE AR A,



- OSPFIXZIDMKLHE

L30ut — OSPF# A B il XX 4 — XigIDAIRE

= L30uts
& BGP
& OSPF Enable BGP/EIGRP/OSPF: [ BGP v] OsPF
= Logical Node Profiles OSPF Area ID: 0.0.0.1

-~ Bl OSPF_nodeProfile

OSPF Area Control:
B Logical Interface Profiles [

E OSPF_vpcipvd

iain \
Bl OSPF interface Profile e o o ;
OSPF Area Type: Regular area ‘ Stub area
[ Configured Nodes

OSPF Area Cost: 1 ~

B External EPGs
Create Default Leak Policy: [ ]

OULE Map 1or IMport anc export 1o

S EAIEE—#H , OSPFRIGIDMEREELEFHMBELEHE ., OSPFXIBIDE BN — L4 ET
ACIHY IR &I 3 4E -

. —/NL3OutREEE —1NOSPFXHEID,
- NHFANLIOUtSIL FAADN TR AH T 8T , AL30uts= gE7E R — VRF R 6 A 4B [E /Y
OSPFXID,
BAROSPF IDAEFEERETO0, BEAHBHENBERT , B—HH LB ANOSPF L30OutsZ B EE
e Hbh—AMAJEFAOSPFXE0 , E N OSPF X1 2 18] #9{E a1 3% F 32 i &8 A4 JU@ 3 OSPF X 15,0,

- MTU

Logical Interface Profile - OSPF_vpclpvd 0 o

Policy Faults History

General Routed Sub-Interfaces Routed Interfaces svi Floating SVI

—
()L
B
« Path Side A IP Side B IP Secondary IP P MAC Address MTU (bytes) Encap Encap Scope

Address Address

ACI LRI RRIAMTUR 90007 , MAR1500F T , FEEREATHEARARE. BRMTUSHERR
FILE, HOSPFBEEILRAMTUMKME , BREHEEXCHANGE/DROTHER £,

- IP F #8153 . OSPFE R &R F P F AH B Y F MR,
- OSPF#OE B X #F,

OSPF#: A B il X 4



v [ Logical Node Profiles

E OSPF_nodeProfile

v [ Logical Interface Profiles
E OSPF_vpclpv4

E OSPF Interface Profile

> [ Configured Nodes

XA 2 F1EIRINX-OSELE /5 AOSPF#Y“ip router ospf <tag> area <area id>", &N , KHEO
& AOSPF,

. OSPF Hello/Deaditrigs , Mg A

OSPF# O #l il X4 — Hello/Deadit it 88 FI M 43 B

Interface Profile OSPF Interface Policy - default 008

Policy Faults History

OSPF# M KIFMER



Create OSPF Interface Policy €

Name: |OSPFIntPolicy|

Description:
Network Type: ( Broadcast Point-to-point Unspecified
-5
Priority: | 1 i

Cost of Interface: unspecified

Interface Controls:

[ ] Advertise subnet

[C]BFD
[ ] MTU ignore
[ ] Passive participation
Hello Interval (sec): | 10 o
Dead Interval (sec): 40 £
Retransmit Interval (sec): 5 S

1 AN

Transmit Delay (sec):

OSPFERENKFEIRE LHYHelloit Bt 22 MDeadit it 27 PLht, X LEHE & £ OSPF# M H B 3 4.

BROSPFEZEMOMERAENTRRZCHE, HABRBEARIN LA  ACIKELEEEAHRES
NH. OSPFE#MOBEXNHHEE T XEdmT.

OSPF CLI%IE

LUTR SRR AICLIS H R M A HNE I R BLIAY 8RR 50 0 W EE /Y o
1.REOSPFPERE
IR CLIFFRY“State” N “FULL” , WS IEWE IV OSPFRE. BN , FHET —FRESH.

f2-1 eaf 3# show ip ospf neighbors vrf Prod:VRF2
OSPF Process I D default VRF Prod: VRF2
Total nunber of neighbors: 2

Nei ghbor 1D Pri State Up Tinme Address Interface
10.0.0.4 1 FULL/DR 00: 47: 30 10.10.34.4 VI an28 <--- neighbor with BL4
10.0.0. 134 1 FULL/ DROTHER 00: 00: 21 10.10.34.1 VI an28 <--- neighbor with R34

FEACIH , ZfFE—VLAN IDATFSVIEY , BLREN S HER LRI K OSPFBEX R, X2EN
ACIEE#3HL30ut BD ( HIAEBD ) B A 255 3 , @A FL30ut SVIFHEAVLAN ID, EEE
, VLAN ID 28 2 —M#RAPI-VLAN ( 33 FFAHIVLAN ) WAZBVLAN , T2 A F4& SRR

VLAN ( AHEVLAN ) . FAUTHSRIETRIEEVLAN(VIan-2502'),



f2-1 eaf 3# show vlan id 28 extended
VLAN Nane Encap Ports

28 Pr od: VRF2: | 3out - OSPF: vl an- 2502 vxl an- 14942176, FEthl/13, Pol
vl an- 2502

B AR FFEVLAN Dt A SRS HEE .

f 2-1 eaf 3# show vlan encap-id 2502 extended
VLAN Nane Encap Ports

28 Pr od: VRF2: | 3out - OSPF: vl an- 2502 vxl an- 14942176, FEthl/13, Pol
vl an- 2502

2. EOSPFXiH,

BROSPFXIFIDMER 543 EERE., MROSPFEOBE AL , ZEOFTLMAOSPF, #8
485 REOSPF CLIFH H .

f2-1 eaf 3# show ip ospf interface brief vrf Prod:VRF2

OSPF Process | D default VRF Prod: VRF2

Total nunber of interface: 1

Interface 1D Area Cost State Nei ghbors St at us
VI an28 94 0.0.0.1 4 BDR 2 up
f2-1eaf 3# show i p ospf vrf Prod: VRF2

Routing Process default with ID 10.0.0.3 VRF Prod: VRF2

Area (0.0.0.1)
Area has existed for 00:59:14
Interfaces in this area: 1 Active interfaces: 1
Passive interfaces: 0 Loopback interfaces: 0
This area is a NSSA area
Performtype-7/type-5 LSA transl ation
SPF cal culation has run 10 tines
Last SPF ran for 0.001175s
Area ranges are
Area-filter in 'exp-ctx-proto-3112960
Area-filter out '"permt-all’
Nunber of LSAs: 4, checksum sum 0x0

3.REFOSPFIEOFMAER

BRIEZFORINSEITEOSPFBFBEILESR , FlIIIPFN, MERAE, Hello/DeaditBigs., BEE
VLAN IDLAEESVIFPI-VLAN(vIan28)

f2-1 eaf 3# show ip ospf interface vrf Prod:VRF2
VI an28 is up, line protocol is up
| P address 10.10.34.3/29, Process |ID default VRF Prod: VRF2, area 0.0.0.1
Enabl ed by interface configuration
State BDR, Network type BROADCAST, cost 4
Index 94, Transnit delay 1 sec, Router Priority 1
Desi gnated Router ID: 10.0.0.4, address: 10.10.34.4
Backup Designated Router ID: 10.0.0.3, address: 10.10.34.3
2 Neighbors, flooding to 2, adjacent with 2
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmt 5
Hell o timer due in 0.000000



No aut hentication
Nurmber of opaque link LSAs: 0, checksum sum O

f 2-1 eaf 3# show interface vlan28

VI an28 is up, line protocol is up, autostate disabled
Har dwar e Et her SVI, address is 0022. bdf8. 19ff
Internet Address is 10.10.34.3/29
MIU 9000 bytes, BW 10000000 Kbit, DLY 1 usec

4 BREERENIPEEME

B AROSPF Hello¥ iz a B R A A B IR S , B —1OSPF LSDBX#FTEHOSPF DBD##E
BREBEEI, HLt , W TOSPFBEXRRNEINL , EFEERIERFEAAM,

f2-1eaf 3# iping 10.10.34.1 -V Prod:VRF2

PI NG 10.10.34.1 (10.10.34.1) from 10.10.34.3: 56 data bytes
64 bytes from 10.10.34.1: icnp_seq=0 ttl =255 tinme=0.66 ns
64 bytes from 10.10.34.1: icnp_seq=1 ttl =255 tinme=0.653 ns

5. /MR MER LREMRRNE
LT RASEMER (MINX-0S ) LHEERHA

router ospf 1
vrf f2-ospf
router-id 10.0.0.134
area 0.0.0.1 nssa

interface WVl an2502
no shut down
nmtu 9000
vrf nmenber f2-ospf
ip address 10.10.34.1/29
ip router ospf 1 area 0.0.0.1

BRBEYERED ERIEMTU,
6. 8NP — tcpdump

FEACIEMT =k, AP AL fE“kpm_inb”CPU#E O E#HfTtecpdump , AR BIEERB EIE
HHCPU, RAOSPFEZNMNIIER , BIPIMU S RREEMNTIESS.

- IP#MYF : proto 89(IPv4)=ip6 proto 0x59(IPv6)
. B ERIPH#ELL : host <ip>
. OSPF 7 4% B% 40 #%|P:host 224.0.0.55 host 224.0.0.6

f2-1eaf 3# tcpdump -ni kpm_inb proto 89
t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on kpm.nb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes

22:28:38.231356 | P 10.10.34.4 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:42.673810 | P 10.10.34.3 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:44.767616 | P 10.10.34.1 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:44.769092 | P 10.10.34.3 > 10.10.34.1: OSPFv2, Database Description, |ength 32
22:28:44.769803 | P 10.10.34.1 > 10.10.34.3: OSPFv2, Database Description, |ength 32
22:28:44. 775376 | P 10.10.34.3 > 10.10.34.1: OSPFv2, Database Description, length 112



22:28:44.780959 | P 10.10.34.1 > 10.10. 34.3: OSPFv2, LS Request, length 36
22:28:44.781376 | P 10.10.34.3 > 10.10.34.1: OSPFv2, LS-Update, |length 64
22:28:44.790931 | P 10.10.34.1 > 224.0.0.6: OSPFv2, LS-Update, |ength 64

EIGRP
A& £ FEIGRP AS 1089 “BER"#83 h MR RIBL3. BL4MIR34Z EKEIGRPAEE X R Rl
LR RE M EIGRPB#EX RE E AR,

- EIGRP AS: HL30ut7 Bt T —MEIGRP AS., XA 5B i%& ITHL,
- EIGRP# O E & X 4.

EIGRP#: OB E X 4

v [ Logical Node Profiles
E EIGRP_nodeProfile

v [ Logical Interface Profiles

v B EIGRP_vpclpva
Bl EIGRP Interface Profile
> [ Configured Nodes

> il External EPGs
XA FEIMINX-OS® % LB & ip router eigrp <as>"s &N , KHEOFR 2 AEIGRP,
- MTU
REXTHICHUAFEEIVEIGRPAREXR R , (BEEIGRPHAINHBIFI LA TR EK 2 AEO
FRAFHHZEAMTU , HERHTXERBFESFIATDER , ALEIHEESR , HHEIGRPHSEXRF
283,
EIGRP CLI¥AE

LUT ST BICLIS M AFNE T AIBLIH “BER"E0 50 IER /Y
1. EEIGRPRERZE

f2-1 eaf 3# show ip eigrp neighbors vrf Prod:VRF3
El GRP nei ghbors for process 10 VRF Prod: VRF3

H Address Interface Hold Uptine SRTT RTO Q Seq

(sec) (rrs) Cnt Num
0 10.10.34.4 vl an29 14 00:12:58 1 50 0 6 <--- nei ghbor
with BL4
1 10.10.34.1 vl an29 13 00:08:44 2 50 0 4 <--- nei ghbor
with R34

EACIH | YA PR AEFHAESVIEERERVLAN IDE |, BLISENBHRBE 2 L REIGRPARE
KR, XREAANACIEFFHRAL3OUt BD ( AZBD ) HAERZ it |, EH FL3Out SVIFKEA



VLAN ID,

BEE , VLAN ID 292 #HPI-VLAN (3 FFEEMVLAN ) HRZBVLAN , MAREL EEAKSE
FRVLAN ( #EAHEKVLAN ) . FEAUTHSRIEEATEVLAN(vIan-2503),

f2-1 eaf 3# show vlan id 29 extended
VLAN Nane Encap Ports

29 Pr od: VRF3: | 3out - El GRP: vl an- 2503 vxl an- 15237052, FEthl/13, Pol
vl an- 2503

B AR FFEVLAN Dt A SRS HEE R .

f 2-1 eaf 3# show vlan encap-id 2503 extended
VLAN Nane Encap Ports

29 Pr od: VRF3: | 3out - El GRP: vl an- 2503 vxl an- 15237052, FEthl/13, Pol
vl an- 2503

2R EEIGRPEOFAGE
BREIGRPEFMH#ENO Liz1T,. MRFR , BREZEFEOERE XA FMEIGRPHE O & X4,

f2-1 eaf 3# show ip eigrp interfaces vrf Prod:VRF3
ElIGRP interfaces for process 10 VRF Prod: VRF3

Xmt Queue Mean Pacing Ti ne Mul ti cast Pendi ng
Interface Peers Un/Reliable SRTT Un/ Rel i abl e Fl ow Ti ner Rout es
vl an29 2 0/0 1 0/0 50 0

Hello interval is 5 sec
Hol dtime interval is 15 sec
Next xmt serial: O

Un/reliable ncasts: 0/2 Un/reliable ucasts: 5/10
Mcast exceptions: O CR packets: 0 ACKs suppressed: 2
Retransni ssi ons sent: 2 Qut - of - sequence rcvd: 0

Cl assic/wide netric peers: 2/0

f2-1 eaf 3# show int vlan 29

VI an29 is up, line protocol is up, autostate disabled
Hardware EtherSVI, address is 0022. bdf8. 19ff
Internet Address is 10.10.34.3/29
MIU 9000 bytes, BW 10000000 Kbit, DLY 1 usec

3. ENBEMR LRERARRNE
LT RSB 2R ( #INX-OS ) LEYEERA,

router eigrp 10
vrf f2-eigrp

interface VI an2503
no shut down
vrf nenber f2-eigrp
i p address 10.10.34.1/29



ip router eigrp 10

4. 85\ 5, — tcpdump

EACIEHT 2L , AP LA “kpm_inb”CPU#E O L3 4Ttcpdump , LAY EIRE R E Z)
HCPU, ﬁﬂqlPTDIX%ﬁ'ESS(EIGRP)ﬂEﬁ diEER.

f2-1eaf 3# tcpdump -ni kpm_inb proto 88

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on kpm.inb, link-type ENLOMB (Ethernet), capture size 65535 bytes
23:29:43.725676 | P 10.10.34.3 > 224.0.0.10: EIGRP Hello, length: 40
23:29:43.726271 | P 10.10.34.4 > 224.0.0.10: EIGRP Hello, length: 40
23:29:43.728178 | P 10.10.34.1 224.0.0.10: EIGRP Hello, length: 40
23:29:45.729114 1P 10.10.34.1 10. 10. 34. 3: EIGRP Update, length: 20
23:29:48. 316895 | P 10.10.34.3 224.0.0.10: EIGRP Hello, length: 40

PRHES

ATNERNMAACIHEHESNRIEMBEHR, B4R  ©eEFNTESHE

>
>
>
>

- M F B S
. PHEBBE,
- SAMS HEHES,
AT HeEEME , EReHPRAEZL30uts , FEFEETHNE,

R 4718 8% B B & THER
HEERFINHESRRH , AP NAEMFEESNEFRE,
%4BDFIL3OUt!EE —VRFHAY , BDBE S :

. EL3OUtNAPEPGZ B EBERX R,
- FFL3Out< B B R #735
. EEBD ¥ M _E#I“Advertise External’,
WA\ ERUAER S HEHEE X EFRFFEES , N %XEKL30ut, B2 , HAEE
“Advertise External’s X2 — N AKENLHWAS , HFFRERITIL,

L3OUtMEPGZ AIFRERREXR , AEBDE RS AMETBL, KERNXMABERBEFEHS
HE 5 R FISNERH IR AT, EEF s Zv:%EEHy&%ﬂ‘HRi‘t*z%E'——?BD?éE*E’JLSOutsEP XA

, BTN 2BEHLATAL3OUs,

EXMERT , BDFMRE192.168.1.0/24 , R iZEBidOSPF L3Out@ & 1% T M.,

HE R AL3OutMAZPEPGZ MM &R 2 Bl

| eaf 103# show ip route 192.168.1.0/24 vrf Prod:Vrfl
I P Route Table for VRF "Prod: vrfl"

'*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]" denotes [preference/netric]

B

B



"% in via output denotes VRF
Rout e not found

HEE , BDERH AR HIMEBLLE,
ERALOUtHINEBEPGZ I &R A

BB 3 T RLALER I, L3OUtH R SBD% Bk , 3 ARG Advertise External 5.

| eaf 103# show ip route 10.0.1.0/24 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF
192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.120. 34%verlay-1, [1/0], 00:00:08, static, tag 4294967294
recursive next hop: 10.0.120. 34/ 32%verl ay-1

EEE , BDFMEEH (HINERRERTR ) MECHBEBLLE, BIFEE | ZBHEHRIS, R
IBEREBEE N Advertise External’ 2 B D B 4ABDEEHAI BRI E, FIE NP ERIEL EF 29 &Lt
¥rido

EBDF M hi%E“Advertise External”’ G

L30utid R 5BDXEk. BiFEE , fricE2EER.

| eaf 103# show ip route 192.168.1.0/24 vrf Prod:Vrfl

I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

192. 168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive *via 10.0.120. 34%verl ay-1, [1/0],
00: 00: 06, static recursive next hop: 10.0.120.34/32%verl ay-1

Lert , BREMARBENANESE , RRAHEBERFMETR SR ICE BT RUE D KB ABDP X
ALUGBE A T ah B REATIRILE -

| eaf 103# show ip ospf vrf Prod:Vrfl
Routing Process default with ID 10.0.0.3 VRF Prod: Vrfl
Stateful H gh Availability enabl ed
Supports only single TOS(TOS0) routes
Supports opaque LSA
Tabl e-map using route-map exp-ctx-2392068-deny-external -tag
Redi stri buting External Routes from
static route-map exp-ctx-st-2392068
direct route-nmap exp-ctx-st-2392068
bgp route-nap exp-ctx-proto-2392068
ei grp route-map exp-ctx-proto-2392068
coop route-map exp-ctx-st-2392068

BDEH#MRIENBDSEE , HILiEETIZE1Tshow route-map <route-map name>" , A1 H R
5 2 E R EI 8] 5 R EiE 1T “show ip prefix-list <name>" R EHDSED X KHEME, €T —%



RITLERE,
FFL3OutXBXEIBDZ f§

WEIFTR |, SRS HERIIREBSIINEFUED K3 BRSSP RRNVBDF M THE,

| eaf 103# show route-map exp-ctx-st-2392068
rout e- map exp-ctx-st-2392068, deny, sequence 1
Mat ch cl auses:

tag: 4294967294
Set cl auses:

rout e- map exp-ctx-st-2392068, permt, sequence 15803
Mat ch cl auses:
ip address prefix-lists: |Pv4-st16390-2392068-exc-int-inferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag O

KiFRI &I

| eaf 103# show ip prefix-list IPv4-st16390-2392068-exc-int-inferred-export-dst
ip prefix-list |Pv4-st16390-2392068-exc-int-inferred-export-dst: 1 entries
seq 1 permit 192.168.1.1/24

IEETEBDFMILE 5 & FIOSPF,
LEEY , ML3OUtBEBDFRMEBE MBI TEREBE K. Elt2E , RIEHSE T, Flm .
- S FEIGRP , £/ “show ip eigrp topology vrf <name>"# % 2R EEHRIMNR P LKA

- X¥FOSPF , f#“show ip ospf database vrf <name>"R i B HERN HAELSAZEEHIFEERT
- ¥ FBGP , f#H“show bgp ipv4 unicast vrf <name>"% i} H R BEBGP RIBH

BGP B HE&

XTFBGP , BXAFMESHSEBARTES K. SBDFMITE A HRS NAHTBGPBELRH .

| eaf 103# show bgp ipv4 unicast neighbor 10.0.0.134 vrf Prod:Vrfl | grep Outbound
Qut bound route-map configured i s exp-| 3out-BGP-peer-2392068, handl e obt ai ned

£ BRI | 10.0.0.134 R EL30OutH L B HIBGP4R E-
EIGRPHES

5O0SPFR{L , E%EEIER%TJ%??’“%IJMStatlcilJElGRPEI’JE TR, XM, RENE#H D K EL30utxEE
REN MBS T M, X TUBL AT SBRIE -

| eaf 103# show ip eigrp vrf Prod:Vrfl

I P-EI GRP AS 100 ID 10.0.0.3 VRF Prod: Vrf1l
Process-tag: default
I nstance Nunber: 1



Status: running
Aut henti cati on node: none
Aut henti cati on key-chai n: none
Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0
netric version: 32bit
| P proto: 88 Multicast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nunmber of EICGRP interfaces: 1 (0 | oopbacks)
Nunmber of ElI GRP passive interfaces: 0
Nunber of ElI GRP peers: 2
Redi stri buting:
static route-nmap exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068

R4 TYEBDECE M TP Ro

P HFi8 L 3B B
del APIC an @ O O ©

System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Pred| SJDC | DC

Bridge Domain - BD1 0 o

Summary Operational Stats  Health Faults History

General | L3 Configurations I Advanced/Troubleshooting
[ 100 o &

Subnets: B A
Gateway Address  Scope = Primary IP Virtual  Subnet
Address P Control
192.168.1.1/24 Advertised Externally False False
i
E ND Proxy Subnets
@) 802
VREFe
W VRFs EP Move Detection Mode: [] GARP based d
ks Associated L3 Outs: +
= E
a L30ut
B Dot1Q Tunnels QSPF
& Contracts
B Policies
= Services
Show Usage

P47 128 2% R 3 5 H P Bk B i

EXHERT , AENEREREREENBDFMALMLI0OutFESE, BRE-—DPITERRET HEHH
MAHERIR,

RIELATAR  ERETE AT REE !

. EPGHIL3OutZ BIRBEERE ?



. L3OutR B 5BDXxEk ?

- BDFHEREBNEABHRITES ?

- AR RREBCER?
AREMRE : KREBR/BD

LRFFRTZHARNZR , i

- REBEPGEA EEFRTHNVMMER , H BRBELN A IREEIEPGH KO A,
- BRIERHEPG , B REERSHRENE  REREFSHENEOE XA,

EXMMERLT , MA2EEBD , HItBDBSEEH T HIATBL, AKNERG REEEEI
BDWEPGH &I E —LE IR , LLERRE 7M.,

AEE A : OSPF L3OUutll )3 “Stub"H‘NSSA” , EXEE SR

FFOSPFRAEL3OUtB AT |, MAMSTEBR/BEAROSPFHMN, RAFTRXERATFESWAILSA , BATEL
BEBRIAKH, NSSAREHEEAFES KKE , BERSAELIOUt LIERFE D RILSAKIEZE
NSSAKX1E", =% , NSSAth ] LUE 2 A “Originate Summary LSA’ RBEERIAKH , Xth2E
“PFEDEWLSAKIEEINSSAX T BRI &,

AREMREE : Z£L30ut T il B 3548 R fEM “Default-Export” i 1 B il ST 4

F£L30ut T fiF A “default-export’s; “default-import’ Z #i il B BB X4 et , BB NAT

L30Out, kb4 , #Rdefault-export route-profileik & J denyi /E H B & 73 “Match Prefix and Routing
Policy” , M BIMEL30OutBEBD TR HBa B4

MASHELEAREH
‘Ao APIC ann @ © © ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Prodl SJDC | DC

Prod

Route Control Profile - default-export o e
(» Quick Start
ﬁ Prod Policy Faults History
o —
= Application Profiles T
B Networking
= Bridge Domains MName: default-export

B VRFs Type Match Prefic AND Routing Policy Match Routing Policy Only

B External Bridged Networks
= L30uts

& 5GP

& OSPF

Description:

Contaxts: +

= Order Name Action Description

[ Logical Node Frofiles

[ External EPGs

= Route map for import an

IR %R T X PTEL I B R B (Match Routing Policy Only)i&31 , Nildefault-export route-profile 5 #9



B R ICE R 2B 2EBD T M,

SEBBESAIER

AT ICACIHNAE S LIOUBR BN B A E D BB RNBEH TR, EEEANETH , ENEH
R R B R MR 52 P 3R 451

EE-%—%&, K APFNTHESRINER.

MINBERT |, BINSHUERAN A ERESES HEABIREFBCPHESR, TIREINE
EPGTEE 7 WL FRARIERE T HERE | ERBRER, BRI FRAFEMLL,

- MRTAKLIOutRIEH B IR HISSERTNIRE RN S A7, EXTERT , BRES AEIFGEME
IEHIRER ([EEFTNATFHAR ) BEATIRER (RFESTEE , SNFABEABH LR
NIEL )

- IR A REIGRPEOSPF , 3 B f #Interleak Route-Profile 5 44 3B & B A PTEL.,

ENAERBE BB AT/, DAREUATER

-E%EEWEEBLLM%%%EE%%MH ERNEF DRI EREMP-BGPHENRIEE | KA
PREREEBRT , MTARNZEEMDIURIBAH,
- BAAVFREHED XARBEFABCPH#HE. BRIEFEAS AKBEHSHEREREHEE X
%, BN RIIRAR AT IRE,
- MELEBGP R 5TE KBS I E N A T M A FPodEl B X HIPod R BE A, 215 K A LI
, MK, - WBGPEBFI A L4,
MR RNIPEPG/BDELIOUtf L FE—VRFH , MNZPEPG/BDEANIBHEERIAF LIR=1NF R,

BHREEBLIEEARSP

FEAHIR , MEBL 1038104 L3R A /AR HR172.16.20.1/32,

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"
' denotes best ucast next-hop
' denotes best ntast next-hop
"[x/y]" denotes [preference/netric]
"% in via output denotes VRF

172.16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 00:06:29, ospf-default, type-2

REAE , ©ELOSPFIRRAGEIM LRI A R . MRILREIZMN , FREL NP H
RPFEXRREEN, BHED M IBCPERERFEASAKENERBHEENFE , TUEY
EF A TBGPES A AR LAY HIRGI R IEE 0 R HIRSY . BSHUT® T :

| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:
BGP Information for VRF Prod: Wrfl

VRF Type : System
VRF Id : 85



VRF state uP

VRF confi gured yes

VRF ref count 1

VRF VNI D 2392068
Router-1D 10.0.0.3
Configured Router-1D 10.0.0.3
Confed-1D 0
Cluster-1D 0.0.0.0

MSI TE Cluster-1D 0.0.0.0

No. of configured peers 1

No. of pending config peers 0

No. of established peers 1

VRF RD 101: 2392068
VRF EVPN RD 101: 2392068

Redi stri bution

direct, route-map pernit-all
static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map pernit-all
coop, route-map exp-ctx-st-2392068
eigrp, route-map permt-all
XERHAE | “‘permit-all” B H RS A TOSPFEIBGPHE D &, X2EIA

BLAKEIREBGPH AR :

a-| eaf 101# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl,

BGP routing table entry for 172.16.20.1/32, version 25 dest

Pat hs: (2 avail able, best #2)

Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported
vpn: version 16316, (0x100002) on xmt-1list

Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid,
AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise infornation:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

ELRmESF | 0.0.0.000RREFEREARM, BENNERIIRE
EFH R
BERAIEH EHNERH

BLALEE VPNv4 BGPitr it RS H &

FAETTR. ETTRENEES

=
X

o MIEAL AT BAKE

address fam |y | Pv4 Unicast
ptr Oxa6f25ad0

i s best path

SHRAE R AR 7T S B R 5 2R Y

HEMEHBVRFIVR



HW R ( IERERRBEIF Rtrue ) » EEMAXLERHT R LEZE1T“show bgp vpnv4 unicast
<route> vrf overlay-1" AR E © 2 HEVPNv4H

R TS RIEN SR LAY H.

| eaf 101# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

172. 16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72. 64%verl ay-1, [200/20], 00:21:24, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.64/32%verl ay-1
*via 10.0.72.67%verl ay-1, [200/20], 00:21:24, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.67/32%verl ay-1

ELRmEd | BHIEIBGPIREM , T—BkRiZE2BLIYETEP(PTEP),

| eaf 101# acidiag fnvread
ID Pod I D Narme Serial Nunmber | P Addr ess Rol e State
Last UpdMvsgl d

103 1 a-l eaf 101 FDO20160TPS 10.0.72.67/32 | eaf
active 0
104 1 a- | eaf 103 FDC20160TQD 10.0. 72. 64/ 32 | eaf

active 0

5\ AR 2% B T PR S k37

EXMIERT , AERMH (1012 B WIS EREH.
BEEE & A BEREEXREER. BR:

- BLER BRI EXRER Ao
- BGPES B [ 5 25 R A& B A T Pod K #E A M PodEL B 3 4+,
MR ERFHAERE , THR-EWRSBARENESR R,

REMEREA : REAFBHRH LHBRVRF

EXHERT , BEAEEEFBASKANAETKRY LAE T RIRNEPG, X ARER R NS
BHREMEXAEOLEE , SINEFERFEXVMMEKEPG , BARK N ZIZH M4,

M TL30ut VRFAREEBEAIRM £ ( ERERSRM EEA show vif#HITRIE ) , RtRHERH T2
MVPNv4§ ABGPH,

BERRILFE , AP NERESRT EWL30ut VRFHEZERIR.
AREMVREA : EEER S ARBXHE
WMEITATR |, HE RS ARBESISEHER , L3OutIEZ A A AV INEIERE. BE , ZIBEURR



SRR I, RRGFETHURIBMEFRERKZE , R EREEEHERTHRNR.

ETHNRET , SAKBEFEER , BEXBEAABAFNEE, BEF , LSALTOSPFH
EESR B TBLERRARS !

| eaf 103# vsh -c "show ip ospf database external 172.16.20.1 vrf Prod:Vrfl"
OSPF Router with ID (10.0.0.3) (Process |ID default VRF Prod: Vrf1l)

Type-5 AS External Link States

Link 1D ADV Rout er Age Seq# Checksum Tag
172.16.20.1 10.0.0. 134 455 0x80000003 0xb9a0 0

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

Rout e not found

LT RYMEENS BT IR RBRES

| eaf 103# show ip ospf vrf Prod:Vrfl

Routing Process default with 1D 10.0.0.3 VRF Prod: Vrf1l
Stateful H gh Availability enabl ed

Supports only single TOS(TOS0) routes

Supports opaque LSA

Tabl e- map usi ng route-nmap exp-ctx-2392068- deny- ext ernal -t ag
Redi stributing External Routes from.

| eaf 103# show route-map exp-ctx-2392068-deny-external-tag
rout e- map exp-ctx-2392068-deny-external -tag, deny, sequence 1
Mat ch cl auses:
tag: 4294967295
Set cl auses:
rout e- map exp-ctx-2392068-deny-ext ernal -tag, deny, sequence 19999
Mat ch cl auses:
ospf-area: 0.0.0.100
Set cl auses:

X15100 ( ELbL30Out EELERI X ) FIVEAZ I ARMOMIE RRFBNIEL , Rt EF2RE
FBERF.

EfRILEBE |, B REA‘Import Route Control Subnet’#RiBEAZEPGLEEN FM |, St|EEE
ZRIVAIRTE NS AR B E X,

. 15EE , EIGRPAXEHS AXHt,
. BEEE  WTBGP , S AN NATBGPA BN A LB ARSI, REBGPREESE
"FEBH Tﬁiﬁ%ﬂﬂﬂ*&éﬂﬁﬁéﬂﬁa,_\o
A 8ERY IR A : IEZE 6 Ainterleakic M S 4

Interleak Route-Profiles § FEIGRPFIOSPF L30uts , AT #4IMIGPE S X ZIBGPHAR , b



R AR (R EBGPEM ) -

MR BERKBARENH , FiAKRESEN S ABGP,

BB BimEHEE X

| eaf 103# show bgp process vrf Prod:Vrfl

I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrf

VRF Type . System
VRF |Id 85

VRF state UP

VRF confi gured yes

VRF ref count 1

VRF VNI D 2392068
Router-1D 10.0.0.3
Configured Router-1D 10.0.0.3
Confed-1D 0
Cluster-1D 0.0.0.0
Ml TE Cluster-1D 0.0.0.0
No. of configured peers 1

No. of pending config peers 0

No. of established peers 1

VRF RD

101: 2392068

VRF EVPN RD 101: 2392068
Peers Active-peers Rout es Pat hs Net wor ks
1 1 7 11 0

Redi stri bution

direct, route-map pernit-all

static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map pernit-all

coop, route-map exp-ctx-st-2392068

eigrp, route-nmap permt-all

152 A B 3 ER G I 34

a-| eaf 103# show bgp process vrf Prod:Vrfl

I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrf

VRF Type . System
VRF |Id 85

VRF state UP

VRF confi gured yes

VRF ref count 1

VRF VNI D 2392068
Router-1D 10.0.0.3
Configured Router-1D 10.0.0.3
Confed-1D 0
Cluster-1D 0.0.0.0
Ml TE Cluster-1D 0.0.0.0
No. of configured peers 1

No. of pending config peers 0

Aggr egat es
0



No. of established peers 1
VRF RD : 101: 2392068
VRF EVPN RD : 101: 2392068

Redi stri bution
direct, route-map pernit-all
static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map inp-ctx-proto-interleak-2392068
coop, route-map exp-ctx-st-2392068
eigrp, route-map permt-all

BA b 2R B RAYER AR GTHR o F EB E M Interleak Bl E XA FHEAAEL AR, WRAMBEAF
oL, MRS REEH 2 EZ/BGP,

e mES THER

AB ST —ML30utB BB F B —L30Ut, X tAEBEESLIOU L BRRBNBAR
mER, CTRYRENLENHUERER , HRLYROAEACIHEHEER. HH T2
# AVRFEEHE .

W7 AT A T H$h -
i B A

Spinel Spine2
BGP RR BGP RR

BGP AS 65001

Leaf4 RID
10.0.0.4

Leaf3 RID
10.0.0.3

LIl eee

Leaf2 RID
10.0.0.2

1y see

Leaf1
Server Leaf

1l see

172.16.30.1/32 172.16.20.1/32

WA MOSPFER41172.16.20.1 A HB L FEIGRPHERRE , UREBENGENBELR S ZNR
IERFfE T EiTie.

E4172.16.20. 1 BB H FIEIGRP , BB E FTHA —IT :

. AJLAFEEIGRP L30ut L A “Export Route-Control Subnet’$rEE X BB EH FM, BRI 2



ik, WREEXERTHEREHR , HAENLHMNZLIOUBEEH FM,

- BLiE0.0.0.0/0H %% “Aggregate Export’F1“Export Route Control Subnet’, X &6l — N H
By, ATES XF50.0.0.000REEHANFAERNR (XREXRNEHEany ) EEE’J%“BTJ}B‘(O
BEE |, 30.0.0.0/05“Aggregate Export’—&2EAR , TaNED A CHEBESKH, X2AT
F)FJJ:?Z’:EFJE*':TF'JE”:H’JBD%EEO

cERE, TMRIESEBRBENHRTERENS HERAEE N H., FRAIS AR LR E ‘Aggregate”ik
I |, Zi&W T A BRO.0.0.0/0 A BV BT 4R

J:iﬁEEEH—rﬂlqﬂi’éﬂﬁEH?&ﬁi BRERANAZTEXRRZEREUATHEELYTAREEL. 5
EIEPGRIEPGEE —# , EAURR S ARSI AR,

FER , TRER-VRFAEEEFIEEPCGHAR FN NEENBFM, BER , FRE
E1+0.0.0. OEFJZISO AR5 B IR B O L3OUtER B “HNEREPGHY 7 " SE R EE, B QRIS S It
BEEARIL3Out L ECE L ER R o

A, BRI T BPTE R B EIR AR ERNVRFRIZ, BIABRT |, A2 74294967295, %
B PR IC SR BE A 7 >R 45> 1> B R 4R T

& PR R
sl ApC “ @ O O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Pred| SJ.DC | DC

Protacol - Route Tag 00
= L4-L7 Policy- ed. B
& L4-L7 Policy-Based Red. o X %K.
B L4-L7 Redirect Health G.. « Name Tag Description
ﬁ L4-L7 Service EPG Palicy nonDefaultName 11111
= MLD Snoop
= Match Rules
= ND Interface
= ND RA Prefix
= osPF
= Pv
B Route Maps for BGP Da...
= Route Maps for Multicast
= Route Tag

H nonDefaultName

= Set Rules

B Troubleshooting Page 1 of 1 Objects Per Page: 15 Displaying Objects 1 - 1 Of 1

ARG, BB RERNMATVRF, WARCHAREZRP LR, X HE S EL30uts
R AR BARIC, MRBEEWEEAMEERBRICHXERE , NEFIZKH,

BB OSPFNEWBL LR EFERH
BEE—T—# 6 HERRRYNEWEBKEMNBL,



| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

172. 16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 01:25:30, ospf-default, type-2

I , RRBELOUWHL T FARMNBLE ( EHRiIiN—# ) ( FENZRFNILEER —BLLH
E ) o

BiEZt i FE T EUWOSPF BLWBGPH
X FEE S ZISNEEIGRPEE HERAYOSPFEEH |, FE R 1% BB 5 F#ZKROSPF BL EHWBGP,

| eaf 103# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 30 dest ptr Oxa6f25ad0
Pat hs: (2 avail able, best #1)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported

vpn: version 17206, (0x100002) on xmit-Iist
Mul ti path: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref 0 adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (netric 0) fromO0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

ZERHEBGPH,
#EIGRP BLLRBNESHH ERENEEE

| eaf 102# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrfl"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]" denotes [preference/netric]

"% in via output denotes VRF

172. 16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72.67%verl ay-1, [200/20], 00:56:46, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.67/32%verl ay-1
*via 10.0.72. 64%verl ay-1, [200/20], 00:56:46, bgp-65001, internal, tag 65001



recursive next hop: 10.0.72.64/32%verl ay-1

CREEBRBERD  EAEORBLARHTRNESET — B,

| eaf 102# acidiag fnvread

ID Pod I D Narme Serial Nunber | P Addr ess Rol e State
Last UpdMsgl d

103 1 a-l eaf 101 FDO20160TPS 10.0.72.67/32 | eaf
active 0
104 1 a- | eaf 103 FDC20160TQD 10.0. 72. 64/ 32 | eaf

active 0

rEHARECHEBLLES

HRTEREN FM _LEI&RE T “Export Route Control Subnet’$r& |, BL 1025 @& A

SR BRH

External EPG Instance Profile - instP (3 ‘)
Paolicy Operational Stats Health Faults History
e ——
General Contracts Subject Labels EPG Labels
I

& o & %

= |P Address Scope Mame Aggregate

Drofile
Profile

EAN TR SES BT I S R R 2 65R 5 6 2 49 38 AR ST

| eaf 102# show ip eigrp vrf Prod:Vrfl
IP-EIGRP AS 101 ID 10.0.0.2 VRF Prod: Vrf1l
Process-tag: default
I nstance Nunmber: 1
Status: running
Aut henti cati on node: none
Aut henti cati on key-chain: none
Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0
nmetric version: 32bit



I P proto: 88 Miulticast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nurmber of EIGRP interfaces: 1 (0 | oopbacks)
Nurmber of EI GRP passive interfaces: O
Nurmber of EIGRP peers: 1
Redi stri buti ng:
static route-map exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068

EE X BGP > EIGRP redistribution” , IFE & HR. B2 , TIRFEMHZOSPF. EIGRPER
BGP , BfERMRET AR B ERRIAEE . B82S BK E 5 68 F S (50 Y B R R S 1T 2 4

| eaf 102# show route-map exp-ctx-proto-2392068
rout e- map exp-ctx-proto-2392068, pernit, sequence 15801
Mat ch cl auses:
ip address prefix-lists: |Pv4-proto32771-2392068-exc-ext-inferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag 4294967295

a-| eaf 102# show ip prefix-list IPv4-proto32771-2392068-exc-ext-inferred-export-dst
ip prefix-list |Pv4-proto32771-2392068-exc-ext-inferred-export-dst: 1 entries
seq 1 pernmit 172.16.20.1/32

EEdRmbs  FRETR L IREVRFANEA TIREME , A EERSHEREGEERN FMAHE
LT

R B S BLN R AR B E R

WREIFTR | HEBABEBLARR , AEABCGPEY RIREMFEEHRH. HUBLARN , AJEER
H NI BEERTED RTBES

THEEZENANASKI L TIEE

- EE— M LB NOSPF L30uts 2 B £ % H - B AE&ES N A TOSPF# RS 5 “area-
filter #1716, XBOFHLIOUMATHBEERH L, EARHAREXEZRABESEN , MTA2E
HESA#ITES. #FH show ip ospf vrf <name>"&E &I EEFHIR, FH“show route-map
<filter name>" & RiT IR AR

- #E—#MH LOSPFHIEIGRP L30OutsZ BfE RS H : SRHBEENES R mRS 2 , B
“show ip ospf"Fl“show ip eigrp” AT AE R, HEE , MRE—BLPFEEZ/OSPF L30uts , NI
B0 K EXLOSPF L3Outs X — MM — SR , BF— PR ARTHNSSA , A 7 Send
redistributed LSAs into NSSA area”(ffE 2 R LSAKIZEINSSAK 1) , UEE T A FEMS
EBLSA,

- £ —#H LW OSPFELEIGRPESBGPZ [RME Mk H : B E 5 B ik R ST 42 5 BIGPHY B R I8
%, BGPHHEHBEENEEZNA T N AIXRHWbgpsR B i vh i RS #1786, X7
LU “show bgp ipv4 unicast neighbor <neighbor address> vrf <name># 1T | grep
Outbound's

- R —HH LAFHABGP 130uts 2 B H - rEBS BN EENATHEHMZETN



bgp4R /B 89 B Fr MR & e d 5 . 3X AT BLE 3 “show bgp ipv4 unicast neighbor <neighbor address>
vrf <name>3#1TRIE | grep Outbound's

R BRI R | KBS PR R

L HEHEBR 7 |5 K B ZBE —ML3OutIR FIVERH |, MARM S —ML30OutRIEH &
BERE—# , FEREELAR , ARBEREARETACINAR,

- MU ERREREBREET ?
- ACINBE R HER B EMNASIDIIRA ?
. XWFBGP , BEREHTELEBGPEMMBEER ? (asERE ),
- ERHL3OUtREE2EEOSPFEIEE. EIGRPHINKREBGPERA ?
. BGPEHRFBFEHMESNAZIPodRIE , EENMAZIPodE & X 4 ?
MEMBEARPURIEIHEEERE , THRARABSTPEREHN —LEHMEERLRR,

AEEMREA : TTOSPFXH0

WRZEWH RIS RE—L R LT ERNPANOSP L30uts , MABIFE X0 , UE/MBAMN—D
XEBERS -1 Xig. BXFMAEE , FZHLENE—KRH LHANOSPF L3OutSZIET]E'J’f§ﬁE§
MBS,

AREMRE : OSPFXE R KT HNSSA

WEROSPF L3OUutBL B 7 AR T XE S AR E E N B EIELSARNSSAX S, , M4 HIMXMER, £

OSPFEY , ABLSAKER LB EEIRT XiF, MRERTFHMED KHLSAKIEFINSSAXKE" , N
HHBEIINSSAKSE,

R R R 23R | KRB HERH

EXMBERT , BEETACI L3OutBE N R LB KRE S — N L30OutFiRE, MRL30utsL TH
NG R HAERES | HF B HRASPRARERE  SEL3OutsL TABKNVRFH | # BB EHN
M EHSSEVRFZEMEE | Ntk A REEEER.

AEEMNER : 2AVRFHHBLE R T HENEEHERID

MNEEAEE , RHKRIDTERERE-VRFHREES., BR , AEFNVRFRBEELEEHEE /YRR AT
i, BEAULUEAREVRFHERHERBRERBEZRID,

BEERBUTHI
EREANVRFRSERER AR — KRINBIEWERE



m Leaf2 Router ID is
10.0.0.2 in both VRF1
and VRF2

OSPF

OSPF Peering - VRF1
OSPF Peering - VRF2

=

External Router with single VRF

AR FEER | ACIEH 2B RIREIH A CHERHARRIDAILSA , NS BIXERBEIRELZRHE
OSPF#IEEH,

AN MR ZIERAVPCHHEEME , N SER LM EFERMMMPIBRLSA, #i0 | BEHES
SEBIRBHEHVPCHEMMMLSAMVRFUR R BHMVRFALZENE —T R ( EEHENEHES
ID ) ILSA,

EFRIEFE | AP NBRTREEBL0utt ENVRFREE T E M — B EERID,
WREMREA : 2R MEBVRFIRZMA —ACIZTIHRAERF Y —ML3OutBE I A 3%

BRIEE K , BNACIHHIERIA IR ICIRAHEE, MERERBMN—IMNVRFHACIZKIREREFHH—
L3OutiB & Bl B — NVRFERACI R AERFE R HY B —NL30ut , A ERERIAVRFFRIE |, MIEWBLEE
FHH,

1t REVEIR T RABRNACIH S MNVRF A — KB AR IZ R K,
BRI PR HEBR 3% 3 — MANBE PR H
HPREHBEEITIEBEEMNNL3OUuE , FoHIXMER.
TARERYIRE : 0.0.0.0/05“Aggregate Export”dY 3%

LHEFMELE 70.0.0.0/0H 7 B “Export Route Control Subnet”#l“Aggregate Export’ft |, 522
ZETEENFMEES REEHBRS ., EXfERT , BiXOSPF, EIGRPZHBGPIRAMMBL EMNFE
B% ER 2 MEL B Z B8 R L3OutF B &,

UTRENRESHERBEINRH AR IRET

| eaf 102# show ip eigrp vrf Prod:Vrfl
I P-EIGRP AS 101 ID 10.0.0.2 VRF Prod: Vrf1l
Process-tag: default
I nstance Nunber: 1
Status: running
Aut henti cati on nbpde: none
Aut henti cati on key-chai n: none
Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0



netric version: 32bit
| P proto: 88 Multicast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nurmber of EIGRP interfaces: 1 (0 | oopbacks)
Nurmber of EI GRP passive interfaces: 0
Nurmber of EIGRP peers: 1
Redi stri buting:
static route-nmap exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068
Tabl emap: route-map exp-ctx-2392068-deny-external -tag , filter-configured
Graceful -Restart: Enabl ed
St ub- Routi ng: Di sabl ed
NSF converge tine limt/expiries: 120/0
NSF route-hold time linmit/expiries: 240/0
NSF signal time limt/expiries: 20/0
Redi stri buted max-prefix: Disabled
sel f AdvRt Tag: 4294967295
| eaf 102# show rout e- map exp- ct x- pr ot 0- 2392068
rout e- map exp-ct x-prot o-2392068, pernmit, sequence 19801
Mat ch cl auses:
ip address prefix-lists: |Pv4-proto32771-2392068-agg- ext-i nferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag 4294967295

| eaf 102# show ip prefix-list IPv4-proto32771-2392068-agg-ext-inferred-export-dst
ip prefix-list |Pv4-proto32771-2392068-agg-ext-inferred-export-dst: 1 entries
seq 1 pernmit 0.0.0.0/0 le 32

X2SBUSRACIHMER B IR EY 56 — KRR,

& BML3O0ut
L30ut E BT SISREPG

ERZPEPG ( JEL30ut ) |, BEEREREPGH pcTagil B ¥REPGHIpcTag/a ki, T 1T4HERR IR

O EZWHNBIESNEFEVLANNVXLANA FREES 2 REEPGH , NI tkpcTag, BHE
MACHE 1SR IPH#b IR |, # &%) iZtbit & HiF R FHEMXEKAEPG pcTag. BXpcTagfl & EkHe
WEZEFAER , BSRAT2ER —E,

L3Outsit fE F 1 F“Tenant > Networking > L30UT > Networks > L3OUT-EPG” T~ #JL30ut

EPG ( AAZBEPG ) zhpcTag. {ER , L3Outs ™k SEVLANFEZE AN BES#H TIHE S E, HER

, PRETBRABREE FERXWRITR/ M. Eit , L3Out EPGHA UM N ETHRNEPG, 1RIE
FRFBIFEETHDERNLIOUE , CEBEEEMNEPGCGE UM R ZHEEN,

THESBLR T JEGUIFR K F4 EL30ut EPGHYpcTag.

L3Out#pcTaghy i il



APFARENETAREPGR, XEEMNFEPGHANEFM"FMEE TR, ER1ZERE
RENESNFRERSKRKAIRCELPM)RFFMEZE . WFRFEDRTIZARAEM

|Pttb ik B pcTagfEo

AUERH R EERAU TR TRIEETIRNVEPGFMNHLPMEK

vsh -c 'show system internal policy-mgr prefix'

&

- LPM&Z % BEE® AVRF VNID, #B#Evrf_vnid/src pcTag/dst pcTagE K E o
- BANKB#HEB —1MpcTag. Eit , BAL30Out EPGREEERI —VRFAE A EEHEBBKE

KR —F M,

. 7/0.0.0.0/0M 8 & E A4S MIpcTag 15, HIt , AILLE#HIIZFN , BEREEXTE T HREIESCHE

EUNBERTFREEH,

- WRINEEH. ML3OutBIRRM A48 |, RpcTagfE AL RITRE . M 2N 1 48 bim 2

L30ut , B#rpcTagfE AL RIRE,

- IR VRFEE“Policy Control Enforcement Direction”f¥“Ingress” SR HEIR & , NILPMBI KX 1F

EFL30ut BLAKRVRFHAEEEL30utE BN MERH R L.

1 RARENRNEL30ut

% B :vrf Prod:VRF1H £ ANBGP L30Outf —L30ut EPG. MAERREWAIZR172.16.1.0/24 , &

e AR E 73 2R EIL30ut EPGH,

bdsol - aci 32-1 eaf 3# show ip route 172.16.1.0 vrf Prod:VRF1l
I P Route Table for VRF "Prod: VRF1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 1.0/ 24, ubest/nbest: 1/0

*via 10.0.0. 134%°rod: VRF1, [20/0], 00:56:14, bhgp-132, external

recursive next hop: 10.0.0.134/32%r od: VRF1

tag 65002



B, STRRIEERER,
RBE“NEBEPGH AT -F M SEE N TN

' Create Subnet @z

IP Address: [ 172.16.1.0/24|

Name:
scope: [_] Export Route Control Subnet
@ External Subnets for the External EPG

[ shared Route Control Subnet
[ shared Security Import Subnet

aggregate:

Route Control Profile: o

Name Direction

1 [ 3 | LinlanTe Har Hana s

KIF EAL30ut VRFEY AR H AL LRI BT B RV R AE

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-1d Table-State VRF-Nane Addr
Cl ass Shared Renote Conplete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1

172.16.1.0/ 24 32772 True True Fal se

L30ut EPGH#pcTagfEvrfsE 3277254k F1R2097154,

™l 2 . HRES RN EALI0ut



ER—NREIEY R HZRTP |, L3OUEKRS MR, SRMASIIREDELSEN , 5—
MNMEI ( BURTFHRLT ) R2EZL30ut LIREINFI A BIR.

A LA{E F'0.0.0.0/0' BT B T A b 3 4



Subnet - 000010 000
by Fads  Hison

Proeres
PAdfes 00000 :
aldessinask

Soope (] xR Corel S
&mmmmm:
M el e e Eeral %
]t o Cont e
(] s ety Impor St
Aogregat: e oy
[ Agregale ot
() At S o
HﬂﬂﬁﬁﬁﬂMMM
Route Control Prof:

v

Nmg a Diction

o tems have been found.
Select Actons to reate  new tem,




X &S B Tpolicy-mgral &% %8 :

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr
Cl ass Shared Renpte Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1

172.16.1.0/24 32772 True True Fal se

BEE , PB40.0.0.0/00pcTagEAE5 , MAR32772, pcTag 152 RBHREK
pcTag , {¥50.0.0.0/0—&FEH , FEX I BEFUACELIOUt LM BRI,

MRVRFEFEANLIOUtFMEEM0.0.0.0/0 ENL30OUt EPG |, NIRMAI BRI — , HEARER
WIRMBRBN T E,

S

R~Pl3a:VRFHEZ/L30ut EPG
EXHERT , B—VRFFEHEZ/L30ut EPG,
IR MNETHBMEPGAEXRE , U THEA EEN T ESRNLPMEREEEISRLE

1. ™L30ut , B —1L30ut EPG,
2. =/ L30ut5m N L30ut EPG

EXBPERT , L30ut EPGEHERR2, XEWEE#HA B S HWpcTagMMEXFM,

LA TEMIL3OUt EPGHIFT B pcTagsEf Al AFEGUIREF“H P ># >R JRID > L30uts”

I9HiFL 30ut pcTag

Stem Tenants Fabric Virtual Networking L4-L7 Services Admin Jperations Apps

L TENANTS Add Tenant | Tenant Search: ¢ ¢ | common | Prod RD-BGP | DC | RD-L2

sSummary Dashboard Policy

Bridge Domains VRFs EPGs External Networks (Bridged

@ O L %

EPG Name EPG Alias = Class ID Scope

EXMERT , ACISIRAERF MAERER BRI Z N EIR , L3OUt EPGEXWT :

- 172.16.1.0/24 3 BL45L30OUT-EPG,



- 172.16.2.0/24 2 5 Bl 45L3OUT-EPG2,
- 172.16.0.0/16 0 EL45L30OUT-EPG(A 3K 172.16.3.0/24 BI 4R)

ESWLE  BEEEXWMT

- L3OUT-EPGHY ¥ 172.16.1.0/24F1172.16.0.0/16 K9SB B & = “ /A ZBEPGHI A ZBF A",
- L3OUT-EPG2/y ¥ M172.16.2.0/24 8936, B R “INEBEPGHI A B8 F M

ZENIIRKRFZE R :
bdsol - aci 32-| eaf 3# vsh -c 'show system internal policy-mgr prefix' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr

Cl ass Shared Renpte Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.1.0/ 24 32772 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.0.0/ 16 32772 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.2.0/ 24 32773 True True Fal se

172.16.2.0/24 3 B 44 pcTag 32773(L30OUT-EPG2),172.16.0.0/16 0 B 44 32772(L3OUT-EPG),
EFRSD | 172.16.1.024% B BRTTRN , BR/16BME 0 B 2= —NEPG,

Y EHFRENTENESREMNATEMNLIOUtTRHEIRAR , Z/L30ut EPGIEEEH., T —/RHEIES
WS R MAS5ZAL30ut EPGEL S A,

RPI3b: EBEFEESRNZAL30ut EPG
HEEASUTIRE

. ICMP&RBMX A FICMP,

- X S ifFtep B #rim O80MHTTPE R

. EPG1(pcTag 32770)1R#L30UT-EPG(pcTag 32772)fEAMHTTPA R,

. EPG2(pcTag 32771)124£L30UT-EPG2(pcTag 32773)E A MICMPE E,
FEEA £ —NREIR MR policymgral 4% -

. L3BOUT-EPGH #172.16.1.0/24 M L FHTTPEIEPG1
.- L3OUT-EPG27H1#9172.16.2.0/24 i 7 FICMPEIEPG2
policy-mgr prefix and zoning-rules:

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr
Cl ass Shared Renote Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1

172.16.1.0/24 32772 Tr ue Tr ue Fal se



2097154 35 0x23 Up Pr od: VRF1
172.16.0.0/16 32772 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.2.0/24 32773 True True Fal se

bdsol - aci 32-| eaf 3# show zoning-rule scope 2097154

R - - S T R R S T pepp—— +-
_____________________ +

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane | Action
Priority |

R - - S T R R S T pepp—— +-
_____________________ +

| 4326 | 0 | 0 | inplicit | uni -dir | enabled | 2097154 | | deny, | og
any_any_any(21) |

| 4335 | 0 | 16387 | inmplicit | uni -dir | enabled | 2097154 | | permt
any_dest _any( 16) |

| 4334 | 0 | 0 | inplarp | uni -dir | enabled | 2097154 | | permt
any_any _filter(17) |

| 4333 | 0 | 15 | inplicit | uni -dir | enabled | 2097154 | | deny, | og
any_vrf_any_deny(22) |

| 4332 | 0 | 16386 | inplicit | uni -dir | enabled | 2097154 | | permt
any_dest _any( 16) |

| 4342 | 32771 | 32773 | 5 | uni-dir-ignore | enabled | 2097154 | ICMP | permt
fully_qual (7)

| 4343 | 32773 | 32771 | 5 | bi -dir | enabled | 2097154 | ICWP | permt
fully_qual (7)

| 4340 | 32770 | 32772 | 38 | uni -dir | enabled | 2097154 | HTTP | permt
fully_qual (7)

| 4338 | 32772 | 32770 | 37 | uni -dir | enabled | 2097154 | HTTP | permt
fully_qual (7)

R - - S T R R S T pepp—— +-
_____________________ +

fEAfTriage B EBT — FR AN RE

B LML HIICMPHEN F172.16.2. 1 HIEPG2H #192.168.3.1:2 18 , M A LUfE A fTriage i $k
MBI ZRE. EXFBERT , EHRHREY103M104 L F3hfTriage , RARETUHRAREF 2 —

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.2.1 -dip 192.168.3.1
fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid":
“apicld": "1", "id": "0"}}}
Starting ftriage

Log file name for the current
2019-10- 02 22:30: 41,874 | NFO
-dip 192.168.3.1

"14454",

run is: ftlog_2019-10-02-22-30-41-871.txt
/controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.2.1

2019- 10- 02 22:31: 28,868 | NFO ftriage: nmai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fall back\\adm n

2019-10- 02 22:32:15,076 | NFO ftriage: nmai n: 839 L3 packet Seen on bdsol -aci 32-1eaf 3
Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11365

2019-10- 02 22:32: 15,295 I NFO ftriage: nmai n: 242 ingress encap string vlan-2551
2019-10-02 22:32:17,839 I NFO ftriage: mai n: 271 Building ingress BD(s), Ctx

2019- 10- 02 22:32: 20,583 I NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out-BGP: vl an-
2551

2019- 10- 02 22:32: 20,584 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

2019-10- 02 22:32: 20,693 I NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Collecting transient
| osses snapshot for LC nodule: 1

2019- 10- 02 22:32:38,933 I NFO ftriage: nxos: 1404 bdsol -aci 32-1eaf3: nxos matching rule
id:4343 scope: 34 filter:5



2019-10- 02 22:32:39,931 I NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2502

2019-10- 02 22:32:39,933 I NFO ftriage: mai n: 313 Buil di ng egress BD(s), Cix

2019-10- 02 22:32:41,796 | NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1

2019-10- 02 22:32:41,796 | NFO ftriage: mai n: 332 Egress BD(s): Prod: BD2

2019-10- 02 22:32:48,636 | NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.3.1
2019-10- 02 22:32:48,637 | NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019-10-02 22:32:51, 257 | NFO ftriage: unicast:1202 bdsol -aci 32-1eaf3: Dst EP is |ocal
2019-10- 02 22:32:54,129 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)

2019-10-02 22:32:55, 348 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:

DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)

2019-10- 02 22:32:55,349 I NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG

2019-10- 02 22:32:55,596 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl

2019-10- 02 22:32:55,896 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11365 in
SUG sane as EP segi d: 11365

2019-10- 02 22:33: 02,150 I NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-

devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16

fTriage#IAML3OUT_EPG2ZIEPGHI ICMPHL I Fir FLEe 49 3 XA A

2019-10- 02 22:32:38,933 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4343 scope: 34 filter:5

£ FfTriage MY BIBBE AR — KB A FHR

3t FM172.16.1.1(L3OUT-EPG)%1192.168.3.1(EPG2)WIICMPH & , it KM EH.

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.1.1 -dip 192.168.3.1

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "15139",
"apicld": "1", "id": "0"}}}

Starting ftriage

Log file name for the current run is: ftlog_2019-10-02-22-39-15-050.t xt

2019-10-02 22:39: 15,056 | NFO /controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.1.1
-dip 192.168.3.1
2019-10- 02 22:40: 03,523 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password

and default usernane: apic#fall back\\adm n

2019-10- 02 22:40: 43, 338 ERROR ftriage: unicast:234 bdsol-aci32-1eaf3: L3 packet getting fwd
dr opped, checking drop reason

2019-10- 02 22:40: 43, 339 ERROR ftriage: unicast:234 bdsol-aci32-1eaf3: L3 packet getting fwd
dr opped, checking drop reason

SECURI TY_GROUP_DENY condition setcast: 236 bdsol-aci32-1eaf3: Drop reason -
SECURI TY_GROUP_DENY condition set

2019- 10- 02 22:40: 43, 340 I NFO ftriage: unicast:252 bdsol-aci32-1eaf3: policy drop flow
scl ass: 32772 dcl ass: 32771 sg_|l abel : 34 proto: 1

2019- 10- 02 22:40: 43, 340 I NFO ftriage: main: 681 : Ftriage Conpleted with hunch: None
fTriage Status: {"dbgFtriage": {"attributes": {"operState": "Idle", "pid": "0", "apicld": "0",
"id": "0"}}}

2 EBEIABIEZEESECURITY_GROUP_DENY (policy drop) EEMEH , # BiRERRpcTagh
32772 , B¥RpcTagi 32771, RFHFXAMKERIFR , XLEPGZEEREERE.

bdsol - aci 32-| eaf 3# show zoning-rule scope 2097154 src-epg 32772 dst-epg 32771

| Rule ID| SrceEPG| DstEPG| FilterID| Dir | operSt | Scope | Name | Action | Priority |



Tl 4 BNFRSNEIRAILIOULs
7 R BEAALT I3 (L3OUtFML3OUt EPGEY ) , EFML30ut EPGETE X KM £0.0.0.0/0
EREEMNT :

- ICMP1& & A FICMP,
- RFICMPHIICMP2E &,
. EPG1(pcTag 32770)124L30UT-EPG(pcTag 32772)E A HICMP1& F.
. EPG2(pcTag 32771)1R#HL30UT-EPG2(pcTag 32773)fE AKICMP2& E,
ENSBNEBSTFZENERLT , WEE WA E#_;EJ:I:KEEM BEL>ERNERIE AT RE
XWAIRR, EEAROGS , —PNEIRNNAFICMPT, 55— FIE R A FICMP2,

REZER—VRFHRFEA'0.0.0.0/0%)X , B RE—/prefixfEpolicy-mgral BTk FRE :
bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"

Vrf-Vni VRF-1d Table-1d Table-State VRF-Name Addr
Cl ass Shared Renote Conpl ete

2097154 35 0x23 Up Prod: VRF1
TEEﬁHnTﬁ/I\umo *EEELXJ:’%E@EIE ) TﬁgﬁﬂuT .
1. ICMP2R 721F172.16.2.1(L3OUT-EPG2)%192.168.3.1(EPG2)
2. "N AF172.16.2.1(L3OUT-EPG2)%/192.168.1.1(EPG1) , B HEPG1FIL3OUT-EPG22 &%
BEHE
£ FfTriage Y BIRBE AW IE — SRME L VFROR

fEFAM172.16.2.1(L3OUT-EPG2)%1192.168.3.1(EPG2 — pcTag 32771)HICMP iz T Triage.

Starting ftriage
Log file name for the current run is: ftlog _2019-10-02-23-11-14-298.txt

2019-10- 02 23:11: 14,302 I NFO /controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.2.1
-dip 192.168.3.1

2019-10- 02 23:12: 00,887 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fall back\\adm n

2019- 10- 02 23:12: 44,565 | NFO ftriage: mai n: 839 L3 packet Seen on bdsol -aci 32-1eaf 3
Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11365

2019-10- 02 23:12: 44,782 I NFO ftriage: mai n: 242 ingress encap string vlan-2551

2019-10- 02 23:12:47,260 | NFO ftriage: mai n: 271 Building ingress BD(s), Cx

2019-10- 02 23:12:50, 041 I NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out-BGP: vl an-
2551

2019-10- 02 23:12:50,042 I NFO ftriage: mai n: 301 I ngress Cix: Prod: VRF1

2019-10-02 23:12:50, 151 I NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Collecting transient
| osses snapshot for LC nodule: 1

2019-10- 02 23:13: 08,595 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4336 scope: 34 filter:5

2019-10- 02 23:13:09, 608 | NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2502
2019-10- 02 23:13:09, 609 | NFO ftriage: mai n: 313 Building egress BD(s), Ctx

2019-10-02 23:13:11, 449 I NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1



2019-10- 02 23:13: 11,449 I NFO ftriage: mai n: 332 Egress BD(s): Prod: BD2

2019-10-02 23:13:18,383 I NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.3.1
2019-10- 02 23:13:18,384 I NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019-10-02 23:13:21,078 | NFO ftriage: unicast:1202 bdsol -aci 32-1eaf3: Dst EP is |ocal
2019-10- 02 23:13: 23,926 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)

2019-10-02 23:13: 25,216 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:

DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)

2019-10- 02 23:13: 25,217 I NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG

2019-10- 02 23:13: 25,465 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl

2019-10- 02 23:13: 25,757 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11365 in
SUG sane as EP segi d: 11365

2019-10- 02 23:13:32,235 I NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-

devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16

7 XAN433601F ( IBRBETE ) 1R
fEATriage N BIER AR — EBFARIFHR

EFAM172.16.2.1(L3OUT-EPG2)%1192.168.1.1(EPG1 — pcTag 32770)&IICMPFHIZ T fTriage:

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.2.1 -dip 192.168.1.1
fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid":
"apicld": "1", "id": "0"}}}
Starting ftriage

Log file name for the current
2019-10- 02 23:53: 03,482 I NFO
-dip 192.168.1.1

"31500",

run is: ftlog_2019-10-02-23-53-03-478.txt
/[controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.2.1

2019-10- 02 23:53:50,014 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fall back\\adm n

2019-10- 02 23:54: 39,199 I NFO ftriage: mai n: 839 L3 packet Seen on bdsol - aci 32-1eaf 3
Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11364

2019-10- 02 23:54: 39,417 I NFO ftriage: mai n: 242 ingress encap string vlan-2551

2019-10- 02 23:54:41,962 | NFO ftriage: mai n: 271  Building ingress BD(s), Cx

2019-10- 02 23:54: 44,765 | NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out - BGP: vl an-
2551

2019-10- 02 23:54: 44,766 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

2019-10- 02 23:54: 44,875 | NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Collecting transient
| osses snapshot for LC nodule: 1

2019-10- 02 23:55:02,905 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4341 scope: 34 filter:5

2019-10- 02 23:55: 04,525 I NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2501
2019-10- 02 23:55: 04,526 | NFO ftriage: mai n: 313 Buil di ng egress BD(s), Ctx

2019-10- 02 23:55:06, 390 | NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1

2019-10- 02 23:55:06, 390 | NFO ftriage: mai n: 332 Egress BD(s): Prod: BD1

2019-10-02 23:55:13,571 I NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.1.1

2019-10- 02 23:55:13,572 I NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019-10-02 23:55:16, 159 | NFO ftriage: unicast:1202 bdsol -aci 32-1eaf3: Dst EP is |ocal
2019-10- 02 23:55:18,949 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)

2019-10-02 23:55:20,126 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:

DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)

2019-10- 02 23:55: 20,126 | NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG

2019-10- 02 23:55: 20, 395 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl

2019-10- 02 23:55: 20,687 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11364 in

SUG sane as EP segi d: 11364



2019-10- 02 23:55: 26,982 | NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-
devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16

B zoning-rule 434173 ( BN ) bifR. MELA D0 XANF LB BRIE R,
PR B WTE — zoning-rules
SEREARTUNEX B2 XA -

- FH — Wan o XAMN4T4336 ( ICMP2ERE ) -
- BA — R o XAMN4T4341 (ICMP1ER ) -

[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom - [ R, Fomm o
_______________ +

| Rule ID| SrcEPG| DstEPG| FilterlD | Dir | operSt | Scope | Nane | Action |
Priority |

[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom - [ R, Fomm o
_______________ +

| 4326 | 0 | 0 | inplicit | uni-dir | enabled | 2097154 | | deny, | og |
any_any_any(21) |

| 4335 | 0 | 16387 | inmplicit | uni-dir | enabled | 2097154 | | permt |
any_dest _any(16) |

| 4334 | 0 | 0 | inplarp | uni-dir | enabled | 2097154 | | permt |
any_any_filter(17) |

| 4333 | 0 | 15 | implicit | uni-dir | enabled | 2097154 | | deny,log |
any_vrf_any_deny(22) |

| 4332 | 0 | 16386 | inplicit | uni-dir | enabled | 2097154 | | permt |
any_dest _any(16) |

| 4339 | 32770 | 15 | 5 | uni-dir | enabled | 2097154 | ICMP2 | permt |
fully_qual (7) |

| 4341 | 49153 | 32770 | 5 | uni-dir | enabled | 2097154 | ICMP2 | permt |
fully_qual (7) |

| 4337 | 32771 | 15 | 5 | uni-dir | enabled | 2097154 | ICMP1 | permt |
fully_qual (7) |

| 4336 | 49153 | 32771 | 5 | uni-dir | enabled | 2097154 | ICWP1 | permt |
fully_qual (7) |

[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom - [ R, Fomm o
_______________ +

PN TRERMAE Hsrc pcTag 49153, iX2VRFHIpcTag, X A LAEUIRERIE :

BIFVRFMpcTag



dsee APIC @C oo
Al Tl
Cisco
ySLe Tenants Fabr Virtual Networking a ViCE Ackr perat
ALL TENANTS | AddTenant | T _ | common Prod | RD-BGF | DC | RD-L2

Prod

0@

Cr 0

Bridge Domains PG L30ut xternal Networks ( )
oo § 6 1 %

= VRF Name VRF Allas Class ID Segment ID Scope

2£0.0.0.0/08T R SL30ut—i2EARY , 2REUTER

- MAEBEPGZ)0.0.0.0/089L30ut EPGHY 7 2 4%k 4 B #RpcTag 15,
. M0.0.0.0/069L30ut EPGEIACIF ZREPGHY 7 B 4% 4 FRVRF(49153) 9 BpcTago
contract_parserfil &2 7 2 XM NN EEME

bdsol - aci 32-| eaf 3# contract_parser.py --vrf Prod:VRF1l

Key:

[prio:Ruleld] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-I4]
[flags][contract:{str}] [hit=count]

[7:4339] [vrf:Prod: VRF1] permt ip icnp tn-Prod/ap-App/epg- EPGL(32770) pfx-0.0.0.0/0(15)
[contract:uni/tn-Prod/brc-1CWvP2] [hit=0]

[7:4337] [vrf:Prod: VRF1] permt ip icnp tn-Prod/ap-App/epg- EPG(32771) pfx-0.0.0.0/0(15)
[contract:uni/tn-Prod/brc-1CWP] [ hit=0]

[7:4341] [vrf:Prod: VRF1l] permt ip icnp tn-Prod/vrf-VRF1(49153) tn-Prod/ap- App/ epg- EPGL(32770)
[contract:uni/tn-Prod/brc-1CWVP2] [hit=270]

[7:4336] [vrf:Prod: VRF1l] permt ip icnp tn-Prod/vrf-VRF1(49153) tn-Prod/ap- App/ epg- EPQ2(32771)
[contract:uni/tn-Prod/brc-1CWP] [ hit=0]

fEFIELAM AssistantB ¥ ABIE I EAHpcTag

ELAM Assistantfi 1R fit 7 5 —fb 5 &SRB IASS BT R E /R R B #RpcTag.

LUTREESEE R~MpcTagElpcTaghy Fi&32771ELAME 49153,

MsrcEldstBIELAMBIE Ri132771% 149153



Forward Result

Destination Type To a local port
Destination Logical Port Po1l
Destination Physical Port eth1/12
Sent to SUP/CPU instead no
SUP Redirect Reason (SUP code) MNONE
Contract
Destination EPG pcTag (dclass) 32771 (Prod:App:EPG2)
Source EPG pcTag (sclass) 49153 (Prod:WVRF 1:130ut-BGP:vlan-2551)

gt

IREVRF R 74 ERER0.0.0.0/0M E AR , RN ERZFRNHNENTLI0OutEBF AR A T M %
FRPEALIOUHI &R, XATEES S BIT RISV AR

EL30ut
Bk

ARG IR A H R A ZL30OutEL B F VB B E MR, RFHEL3OutRIEN TR 1 L30utfr
FT—MVRFH |, EEL30OutE &R AEREPGIL T 5 —NVRFH, EAHLZEL30utsht , B HMIRHE
R EBISACISTHREEFF AT o

EFRERANBAXRREEBHEHFRENFAEE. BXER  BEALPN RERR — &,
HTREEZR , ATEFFFANTBABRBINRD K, BSRINBHER —EFNERM
L30Out"—,

A ER 5 B A TS R EME R R~ B,
=\ 30utihp



BGP AS 65001

Leafl
Server Leaf

Leaf2 RID Leaf3 RID Leafd RID
10.0.0.2 10.0.0.3 10.0.0.4

Internal EPG - VRF2
192.168.1.0/24

L30ut - VRF1
172.16.20.1/32

ERBEEL , SARBUTEESSERZL30utER T4 :

- L3OutFM 4B ER L ER ARG FREE , UERABE BTN IPVRF, A IEF
“Aggregate Shared” ( REHE ) &I , SURLEEEN FREEAN £ IEKH,

- L3Out¥M 4B BB RER £S5 A FM’(Shared Security Import Subnet)SEE , SUREHSE
NZEEEE , LUATFETLIOutHTEE.

- WEBDFMAMIEB RN FEVRFZBIHXZ"F N ABEE” , UXAEBVRFHHBDF M TREH
BE1ZTFM.

MAEHZLIOut N EFEPGHAFEPGZ BIRE "R ‘e /B EEE R,
T ﬂFleﬂﬂiﬁi”ZZHHEACIqﬂﬁi%ﬂ%ﬁ%ﬂﬁﬁﬂﬁﬂﬁmo

HENLIOUtTHERE — FI A HEH
ATISELRIER B T MR 051 E05E B B 1 B RAE R AT RO B 42

b St R BIA S TR E

b o E RMOSPFIR AR SN SRR H

| eaf 103# show ip route 172.16.20.1/32 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF



172. 16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 03:59:59, ospf-default, type-2

BETR, XIUNREAS ABGP, BINMERT , FREAEERBAENS ABGP,
b S M L BGPRE

BR A AL T BGP VPNv4 Address-familyd , 7 BE&H B AR 0 B EBNRREREF, BREBRE
HAAEBVRF S B B ERBERENE AR EHVRFSE ANBGPY B X,

ETR , RIEHBL EM/AEVRFS HAYEE H B 7.

| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrf

VRF Type . System

VRF |Id . 85

VRF state o UP

VRF confi gured . yes

VRF ref count 1

VRF VNI D . 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D ;0
Cluster-1D 0.0.0.0

Ml TE Cluster-1D 0.0.0.0

No. of configured peers 1

No. of pending config peers 0

No. of established peers 0

VRF RD : 101: 2392068
VRF EVPN RD : 101: 2392068

Wait for | GP convergence is not configured
Export RT list:
65001: 2392068
Import RT list:
65001: 2392068
Label node: per-prefix

LirsmHER , MAERVRFE S BIVPNvARY P B 22 28 B IR 21 2% B B $765001:2392068.

BTk, REbgpiKE :

| eaf 103# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 30 dest ptr Oxa6f25ad0
Pat hs: (2 avail able, best #1)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported

vpn: version 17206, (0x100002) on xmt-1list
Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path



AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

DNt ERmEEREEEHNIEHE R, A S “show bgp vpnv4 unicast 172.16.20.1 vrf
overlay-1"an SR IEVPNV4ER R,

BB S5 28 B L B9 1T

NTFERFEBLBRIRANNIEPGRM | AFUREEHB AR (LR ) S ARBVRF, ATURER
BVRFHYBGPHEURIELLTAA :

| eaf 101# show bgp process vrf Prod:Vrf2
I nformation regarding configured VRFs:

BGP I nformation for VRF Prod: Vrf

VRF Type : System

VRF | d : 54

VRF state  UP

VRF confi gured :yes

VRF ref count 0

VRF VNI D © 2916352
Router-1D :192.168.1.1
Configured Router-1D : 0.0.0.0
Confed-1D 0
Cluster-1D 0.0.0.0

MSI TE Cluster-1D 0.0.0.0

No. of configured peers 0

No. of pending config peers 0

No. of established peers 0

VRF RD : 102: 2916352
VRF EVPN RD : 102: 2916352

Wait for | GP convergence is not configured
I mport route-map 2916352- shared-svc- | eak
Export RT list:

65001: 2916352
Import RT list:

65001: 2392068

65001: 2916352

BAE % &R ABHSAVEBVRF S H VBRI BARBYNEBVRF. oL, BB A TS AREBARSE", §A
PR RS EEELZLOutF EXWIFENR , HH HEIAESFRIRES,

AURERHRFANE , MARCSENTBEER



| eaf 101# show route-map 2916352-shared-svc-leak
rout e- map 2916352-shar ed-svc-1 eak, deny, sequence 1
Mat ch cl auses:
pervasive: 2
Set cl auses:
rout e- map 2916352-shared-svc-1eak, pernit, sequence 2
Mat ch cl auses:
extcommunity (extconmunity-list filter): 2916352-shared-svc-| eak
Set cl auses:
rout e-map 2916352-shared-svc-1eak, pernit, sequence 1000
Mat ch cl auses:
ip address prefix-lists: |Pv4-2392068-16387-5511-2916352-shar ed-svc-1 eak
i pv6 address prefix-lists: |Pv6-deny-al
Set cl auses:
a- |l eaf 101# show ip prefix-list |Pv4-2392068-16387-5511-2916352-shared-svc-Ieak
ip prefix-list |Pv4-2392068-16387-5511-2916352-shared-svc-1eak: 1 entries
seq 1 permt 172.16.20.1/32

Lt E RS ABRBRE K HPEFEESANTN,
BRARIIESERERHAREEBGPRIURRELEEBEHRY,
ARS 2Rt ERIBGP :

| eaf 101# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrf2

BGP routing table information for VRF Prod: Vrf2, address famly |Pv4 Unicast

BGP routing table entry for 172.16.20.1/32, version 3 dest ptr Oxa763addO

Pat hs: (2 avail able, best #1)

Fl ags: (0x08001a 00000000) on xmit-list, is in urib, is best urib route, is in HW
vpn: version 10987, (0x100002) on xmt-1list

Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: internal 0xc0000018 0x40 ref 56506 adv path ref 2, path is valid, is best path
Imported from 10. 0. 72.64:5:172. 16. 20. 1/ 32
AS- Path: NONE, path sourced internal to AS
10.0.72.64 (netric 3) from 10.0. 64. 64 (192.168. 1. 102)
Oigin inconplete, MED 20, |ocal pref 100, weight O
Recei ved | abel 0
Received path-id 1
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110
Oiginator: 10.0.72.64 Cluster list: 192.168.1.102

BE2S AZRIVRF BGPX , A EBTHIAYER M B 17,
AR R FAYEREH

| eaf 101# vsh -c "show ip route 172.16.20.1/32 detail vrf Prod:Vrf2"
I P Route Table for VRF "Prod: Vrf2"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 20. 1/ 32, ubest/nbest: 2/0



*via 10.0.72. 64%verl ay-1, [200/20], 01:00:51, bgp-65001, internal, tag 65001 (npls-vpn)
MPLS[ 0] : Label =0 E=0 TTL=0 S=0 (VPN
client-specific data: 548
recursive next hop: 10.0.72.64/32%verl ay-1
extended route information: BGP origin AS 65001 BGP peer AS 65001 rw vnid: 0x248004
table-id: 0x36 rwnmac: O
*via 10.0.72.67%verl ay-1, [200/20], 01:00:51, bgp-65001, internal, tag 65001 (npls-vpn)
MPLS[ 0] : Label =0 E=0 TTL=0 S=0 (VPN
client-specific data: 54a
recursive next hop: 10.0.72.67/32%verl ay-1
extended route information: BGP origin AS 65001 BGP peer AS 65001 rwvnid: 0x248004
table-id: 0x36 rwnmac: O

EiR# HE RS ERN vsh -c’in S IREdetail’ i H o “detail’ R & EIFEEVXLAN VNID, X £ ZB
VRFHIVXLAN VNID, YHBLIKRIEFHVNIDHWHETEHREN , EAEEN B VRFHH ﬁ’ékﬁ&%’

o

rw-vnidE A +R# FIRR , FEbHRIRN +# 52 IREN2392068/9VRF VNID, £ “show system
internal epm vrf aII”EI%?é*EfE’JVRF M E#Y| grep 2392068's B LAfE A'moquery -c fvCitx -f
'fv.Ctx.seg=="2392068"tr T X APICH 1T FE &,

T—BEIPt R IE@BL PTEP , 3 H*%overlay-1"&R R T — BN RBHEKREEEBVRFH,

HEMLIOut TR — BEHEA I H
SHE —# , FAHBDF RS ZL0uthBE HENTHEERMT :

. BDFM ( ASPVRF ) ERNBARBALEEBL ( AASPVRF ) L, IWBSKAIEERNZEPGH
L30OutZBEaR*RZNE R,
. ¥BDF M _EIRE T “Advertised ExternalSBE At , #BAKBASE 2/ AT,

K¥BLEHNBDEZSEH

| eaf 103# vsh -c "show ip route 192.168.1.0 detail vrf Prod:Vrfl"
I P Route Table for VRF "Prod: Vrfl"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.120. 34%verlay-1, [1/0], 00:55:27, static, tag 4294967292
recursive next hop: 10.0.120. 34/ 32%verl ay-1
vrf crossing information: VN D: 0x2c8000 Cl assld: 0 Fl ush#: 0

BEE , ELR@mEY , IEVRFIVNIDERERNEE, T—HtRERNKREBVAEE LU,
LA b 3% B8 B & 45 2B 0 P R B9 AR 5] B8 R AR 5 72 SN 2R 1T

MRHBDFMIRENANBES”, WSHHEEF D RERNBEPCEEBERX R FNLI30uthI /L
ErI SV

HEL30uti PR IZ | — MIAVRE F IR



Jtlsiﬁ S ESNEBVRFARAEZANL30ut , F ERNZEPGIEEZWSKBLIOUtMRHE , HPMERER
SEEEDH1TE Lo

“MEHE"WEH
BETH:

W IRY 5

Receives 10.0.0.0/8 and
172.16.20.0.0/24 @
0.0.0,9
0/0 4
Qgregate S.ha
Inadvertently imports 10.0.0.0/8
from both L30uts due to
11'2. 162\ 3{3 o “Aggregate Shared”
Receives 10.0.0.0/8 and red RO
172.16.21.0.0/24

KP%AM%EWW&%fﬁ HP Ry REES HERBREFFIREREN. DRVRF1H
19— MLIOUtE A LR L ZR bR T MM TR , NVRF1AL30ut I 7 A LA I 3t 2 3% o
Eﬂ?@%%ﬁﬁﬁ%lw&&

ERZIHAIRESBEANRE. MEANIPEPGEE/NNBEELIOUt EPGZELNREESE , MAXETk
EEF,
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AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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