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Legend:

s - arp H - vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - local-aged m - svc-mgr

L - local E - shared-service
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pol

Prod:VRF1 v1lan-1000 192.168.101.100 LV

pol

59 vlan-1102 0050.56af.1c44 LV

pol

Prod:VRF1 vlan-1102 192.168.102.100 LV

pol
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2: Policy applied (PBR)

Src Class: Web

Dest Class: App

Src 1P 192.168.21.11

Src MAC: Web

Dest IP; 192,168.22.11
Dest MAC: FW-MAC1
Segment ID: Service-BD1

IP: 192.168.21.11
MAC: Web

192.168.21.254

MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 App-BD
Consu Internal EPG Internal EPG Provider EPG
Web Service-con Service-prov App

Default GW: 192.168.21.254

3: Traffic goes to 7: Traffic goes to

Spine proxy

the provider leaf
via spine

8: Traffic goes to the provider
Src IP: 192.168.21.11

Src MAC: leaf MAC

Dest IP: 192.168.22.11

4: Traffic arrives Dest MAC: App
an the service leaf

&: Faolicy check \

Src Class: Service-prov
Dest Class: App

192.168.101.254 192.168.102.254 192.168.22.254

IP: 192.168.22.11
MAC: App
Default GW: 192.168.22.254

IP: 192.168.101.100
MAC: FW-MACT

IP: 192.168.102.100
MAC: FW-MACZ

VRF1

All BDs are in same VRF

5: Traffic from the service node
Sre |P: 192.168.21.11
Src MAC: FW-MAC2

1: Traffic from
consumer
Src IP: 192.168.21.11

Src MAC: Web
Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

Dest IP: 192.168.22.11
Dest MAC: Leaf MAC
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7: Traffic goes to
the provider leaf
via spine

8: Traffic goes to the provider
Src IP: 192.168.22.11

Src MAC: Leaf MAC

Dest IP; 192.168.21.11

Dest MAC: Web

6: Policy check

Src Class: Service-con
Dest Class: Web

3: Traffic goes to
Spine proxy

2: Policy applied (PBR)
Src Class: App

Dest Class: Web

Src IP: 192.168.22.11

Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: FW-MAC2
Segment ID: Service-BD2

4: Traffic arrives

192.168.21.254
MAC: Leaf MAC

Web-BD

Consumer EPG
Web ]
]

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

192.168.101.254
MAC: Leaf MAC

Service-con

IP: 192.168.101.100
MAC: FW-MAC1

on the service leaf

MAC: FW-MAC2

192.168.102.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC
Service-BD2 App-BD

Internal EPG Provider EPG
Service-prov App

IP: 192.168.102.100

IP: 192.168.22.11
MAC: App
Default GW: 192.168.22.254

VRF1

5: Traffic from the service node
Src IP: 192.168.22.11
Src MAC: FW-MAC1

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

All BDs are in same VYRF

1: Traffic from provider
Src IP: 192.168.22.11
Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC
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{8 A “show zoning-rule’&p &

T B “show zoning-rule”#ii i #3iR T Service Graph3$ & 2 BI#Y 2 XA,

permit
Consumer EPG , ' TR . Provider EPG
Web < ~ontract < App
[ ] ]
Class ID: 32772 Class ID: 32773
Source Destination Action
32772 32773 permit
32773 32772 permit

VRFSEE DA #£“Tenant > Networking > VRF & Z,

Podl-Leafl# show zoning-rule scope 2752513

o o o o —————— o —— o o o ———— +-——————
e i +

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operst | Scope | Name

Action | Priority |

o o o o —————— o —— o o o ———— +-——————
e i +

| 4237 | 32772 | 32773 | 8 | bi-dir | enabled | 2752513 | web-to-app |
permit | fully_qual (7) |

| 4172 | 32773 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | web-to-app |
permit | fully_qual (7) |

o o o o —————— o —— o o o ———— +-——————
e i +

ZB&Service Graph/g , FEIEBRZ T SWEPGHEH K , LEEMHHEEMZHEBEPGZH K
RE. TRMTEA “show zoning-rule’f HiER T RSEHNBEN 2 XHAN, EARRGH , M
pcTag 32772(Web)ZElpcTag 32773(App) I RE E E [ El“destgrp-27" ( RETRHEREW ) , ™
MpcTag 32773(App)ElpcTag 32772(Web)H R 2 E E @ Fl“destgrp-28” ( fRS T KBV RRAEE ) -

BRS5 E IR A H 2 XA



Consumer EPG

A

Web ]

Class ID: 32772

Class ID: 16386

\ Internal EPG
Service-con

Provider EPG

Internal EPG
Service-prov

Class ID: 49157

App

Class ID: 32773

Source Destination Action
32772 32773 PBR to the consumer side of the service node
49157 32773 permit
32773 32772 PBR to the provider side of the service node
16386 32772 permit
Podl-Leafl# show zoning-rule scope 2752513
o o to—————— o o —— o
——————— et et
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst Scope
Action | Priority |
o o to—————— o o —— o
——————— et et
| 4213 | 16386 | 32772 | 9 | uni-dir | enabled 2752513
permit | fully_qual(7) |
| 4249 | 49157 | 32773 | default | uni-dir | enabled 2752513
permit | src_dst_any (9) |
| 4237 | 32772 | 32773 | 8 | bi-dir | enabled | 2752513
redir (destgrp-27) | fully_qual (7) |
| 4172 | 32773 | 32772 | 9 | uni-dir-ignore | enabled | 2752513
redir (destgrp-28) | fully_qual (7) |
o o to—————— o o —— o
——————— et et

i F“show service redir info’@n & B] LAk B =N B -89 B FRE B,

Podl-Leafl# show service redir info

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile |
Dest | TRA: Tracking | RES: Resiliency

List of Dest Groups



GrpID Name destination HG-name BAC

opersSt operStQual TL TH HP TRAC RES

28 destgrp-28 dest-[192.168.102.100]-[vxlan-2752513] Not attached N
enabled no-oper-grp 0 0 sym no no

27 destgrp-27 dest-[192.168.101.100]-[vxlan-2752513] Not attached N
enabled no-oper-grp 0 0 sym no no

List of destinations

Name bdvnid vMac

vrf operSt operStQual HG-name
dest-[192.168.102.100]-[vxlan-2752513] vxlan-16023499 00:50:56:AF:1C:44
Prod:VRF1 enabled no-oper-dest Not attached
dest-[192.168.101.100]-[vxlan-2752513] vxlan-16121792 00:50:56:AF:3C:60
Prod:VRF1 enabled no-oper-dest Not attached

MBS RANCHREE  ERBFRANEECAREER  BREN TR -
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RINVERT , WRBAPBR , A& HBREEPGH AFMNEREIBRET S (EHEEN ) Mz
FMEPGHREZIRFTR (EZE@M ). At , MABRT , BEREIRUBAGKLEZEEERS
REE. EAWLHE , EES ADirect Connectit i, “Hit7iE RE—FFNRBiZHH.
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T

contract_parserfy £ f

contract_parser T Bk A] #5BH 6 iF K BE, C-consumerZ RS T RAYEZRE W , C-provider2 IRF T

REVRHEE R,

Podl-Leafl# contract_parser.py --vrf Prod:VRF1

Key:

[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14]
[flags] [contract:{str}] [hit=count]

[7:4213] [vrf:Prod:VRF1l] permit ip tcp tn-Prod/G-Prod-ASAv-VMlctxVRF1l/C-consumer (16386) eqg 80
tn-Prod/ap-appl/epg-Web(32772) [contract:uni/tn-Prod/brc-web-to-app] [hit=0]
[7:4237] [vrf:Prod:VRF1l] redir ip tcp tn-Prod/ap-appl/epg-Web(32772) tn-Prod/ap-appl/epg-
App (32773) eqg 80 [contract:uni/tn-Prod/brc-web-to-app]l [hit=0]

destgrp-27 vrf:Prod:VRF1l ip:192.168.101.100 mac:00:50:56:AF:3C:60
bd:uni/tn-Prod/BD-Service-BD1
[7:4172] [vrf:Prod:VRF1l] redir ip tcp tn-Prod/ap-appl/epg-App(32773) eq 80 tn-Prod/ap-appl/epg-
Web (32772) [contract:uni/tn-Prod/brc-web-to-app] [hit=0]

destgrp-28 vrf:Prod:VRF1l ip:192.168.102.100 mac:00:50:56:AF:1C:44
bd:uni/tn-Prod/BD-Service-BD2
[9:4249] [vrf:Prod:VRF1l] permit any tn-Prod/G-Prod-ASAv-VMlctxVRF1l/C-provider (49157) tn-Prod/ap-
appl/epg-App (32773) [contract:uni/tn-Prod/brc-web-to-app] [hit=15]
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3: leafﬁc goes to the 7: Traffic goes to the
service leaf via spine provider leaf via spine

8: Traffic goes to the provider
Src IP: 192.168.21.11
2: Policy check Src MAC: Leaf MAC
Src Class: Web Dest IP: 192.168.22.11
Dest Class: Service-LB Dest MAC: App
6: Policy check
Src Class: Service-LB
4: Traffic arrives on Dest Class: App
the service leaf

192.168.21.254

192.168.101.254
/_ MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 \ App-BD

192.168.22.254
MAC: Leaf MAC

—

Consumer EPG Internal EPG Provider EPG
Web @ Service-LB App
IP: 192.168.21.11 LB interface IP: 192.168.200.100 IP: 192.168.22.11
MAC: Web VIP: 192.168.200.200 MAGC: App
Default GW: 192.168.21.254 MAC: LB-MAC Default GW: 192.168.22.254

VRF1

All BDs are in same YRF

5: Traffic from the service node
Src IP: 192.168.21.11
Src MAC: LB-MAC

1: Traffic from consumer to VIP
Src IP: 192.168.21.11

Src MAC: Web
Dest IP: 192.168.200.200
Dest MAC: Leaf MAC

Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

TERERTNERHUBEPGR AR EREEPCNENEORE. AT ERERERERBRIP, Eit

PBREEMEEREBRE Sk HER. BN , HRELIREVRIPH REHELIRMIEVIPHRE,

LERREFEEFR , BABMERRMLG ( FIMMACIRIRER ) FHEERROERELE , HRE
Lirtb P2 EREBRRIERE,

MEREBLRIERELRNREBEEEQ I ARGERRE , ARIEHFFRIPERNIVIP, RE
, RENABIGEERERE , REIREE R E LK,

TSNATH AR ERE R BEE RS — FAPBRVEMHE R HRE



7: Traffic goes to the
consumer leaf via spine

3 : Traffic goes

to Spine proxy 2: Policy applied (PBR)

Src Class: App

Dest Class: Web

Src IP: 192.168.22.11

Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: LB-MAC
Segment ID: Service-BD1

8: Traffic goes to the consumer
Src IP: 192.168.200.200

Src MAC: Leaf MAC

Dest IP: 192.168.21.11

Dest MAC: Web

6: Policy check
Src class: Service-LB
Dest Class: Web

4: Traffic arrives on

the service leaf
192 168.22.254
MAC: Leaf MAC
App-BD

Provider EPG
App

192.168.21.254
MAC: Leaf MAC

192.168.200.254
MAC: Leaf MAC

Web-BD Service-BD1

|

LB interface IP: 192.168.200.100
VIP: 192.168.200.200
MAC: LB-MAC

Consumer EPG
Web

Internal EPG
Service-LB

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

IP: 192.168.22.11
MAC: App
Default GW: 192.168.22.254

VRF1

All BDs are in same YRF

5: Traffic from the service node
Src IP: 192.168.200.200
Src MAC: LB-MAC

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

ERMT R LREARE,

1: Traffic from provider
Src IP: 192.168.22.11
Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

T B THE/Y“show zoning-rule”#i H 3R 7 Service GraphZFBEMW 2 XMW, EAREIS | f¥F

MpcTag 32772(Web)E|pcTag 16389(Service-LB)H i &
pcTag 32773(App)HIRE |

“destgrp-31” ( AEIEST )

P55 B ER R 5 9 5 XA

— ZSNATH ARS8

, L MpcTag 16389(Service-LB)Z|
H A MpcTag 32773(App)BlpcTag 32772(Web) M7 & E E 6 2




Consumer EPG [ " Provider EPG
Web smm B [ * App s
— - . e
Class ID: 32772 Class ID: 32773
FC\\ A
) s Internal EPG ‘
permit Service-LB permit
Class ID: 16389
Source Destination Action
32772 16389 permit
16389 32773 permit
32773 32772 PER to the service node
16389 32772 permit
Podl-Leafl# show zoning-rule scope 2752513
- T —— e fomm e - - fom— o
——————— S
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst Scope | Name
Action | Priority |
- T —— e fomm e - - fom— o
——————— S
| 4248 | 16389 | 32773 | default | uni-dir | enabled | 2752513 | |
permit | src_dst_any (9) |
| 4143 | 32773 | 32772 | 9 | uni-dir | enabled | 2752513 | |
redir (destgrp-31) | fully_qual(7) |
| 4234 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |
permit | fully_qual(7) |
| 4133 | 32772 | 16389 | 8 | bi-dir | enabled | 2752513 | |
permit | fully_qual(7) |

gflf.i}\’%?ﬂ-lt , FEFREBEEPG(pcTag 32773)FService-LB(pcTag 16389)M A FHL NI RE. E R
FEeMZE#HTXEBEEUA#HITMAAR IR RUFRENSTRARE , XIHEELHNER

ERIRTRE N True, VBN HE/> L4-L7 >RSS5 BRER>KEE,

RIRERE AT

EIAE FFalse,



del APIC agmin () oo O 0

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integratior

ALL TENANTS | Add Tenant | Tenant Search: QEQICRSIRs | common | Prod | PBR-Multinode | Symmetric-PBR | L1

® @@ L4-L7 Service Graph Template - LB 0 o
Topology Faults History

o + %K.
it
IEMMINai NDOES: & Name Provider/Consumer Description
T1 Consumer
T2 Provider
]

sh Templates Connections:  « Name Connected Direct Unicast Adjacency Description
g Nodes Connect Route Type

C1 N1, T1 False True L3

® 8

[ Router configurations

c2 N1, T2 True

MTFAR | BN RMABEPG(32773)M A MM R InEService-LB(16389).

Podl-Leafl# show zoning-rule scope 2752513

Fomm——————— Fommm————— Fmm—————— o ———— B e e Fomm——————— Fomm——————— Fom————— Fmmm
——————— B e el

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name |

Action | Priority |

Fomm——————— Fommm————— Fmm—————— o ———— B e e Fomm——————— Fomm——————— Fom————— Fmmm
——————— B e el

| 4248 | 16389 | 32773 | default | bi-dir | enabled | 2752513 | |

permit | src_dst_any (9) |

| 4143 | 32773 | 32772 | 9 | uni-dir | enabled | 2752513 | |

redir (destgrp-31) | fully qual(7) |

| 4234 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |

permit | fully_qual (7) |

| 4133 | 32772 | 16389 | 8 | bi-dir | enabled | 2752513 | |

permit | fully qual(7) |

| 4214 | 32773 | 16389 | default | uni-dir-ignore | enabled | 2752513 | |

permit | src_dst_any (9) |

Fomm——————— Fommm————— Fmm—————— o ———— B e e Fomm——————— Fomm——————— Fom————— Fmmm

2. iﬁlmﬁ] ’F#‘SNATHQFJEkiiiﬁlﬁﬁﬁﬁliﬁ

PBRAAEENRSE RS NRSINEE , FIHPHXEEANE TR, AHBEREANE TR,
T REBRERA

TEETRTMEREEPG WebZ| EAR MEZNREBEPCRN AN E ARERN RS : —PNREMER
HEPG Webdh iy £ i 13 By X 1 5 2| AR AI 22 VIP 5= I RMABSERIEZTIRME

EPG R A Y& i umr"JVIPE’JFz‘)\um;EEF'JKIJF)?Kii %Jﬁ?é:iﬁﬁPBRE’gﬁﬁiiﬂfﬁi%%o ks
B2 BARIPE SN BVIPKRERApp EPGH Y — MR , BREIRIRIP, RfF , REHARM
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FESNATHY B Ak M AR B AR R B ERH — HREJVIPRAR I E R DR

2: Policy applied (PBR)
Src Class: Web

Dest Class: Service-LB
Src IP: 192.168.21.11

Src MAC: Web

Dest IP: 192.168.200.200
Dest MAC: FW-MAC1
Segment ID: Service-BD1

3: Traffic goes to
Spine proxy

4: Traffic arrives on the

firewall service leaf

192.168.21.254
MAC: Leaf MAC
f Web-BD

Consumer
EPG Web

MAC: Leaf MAC
Service-BD1

Internal EPG
Service-con

192.168.101.254

7: Traffic goes to the load
balancer service leaf via spine

8: Traffic goes to the load balancer
SrcIP: 192.168.21.11

Src MAC: Leaf MAC

Dest IP; 192.168.200.200

Dest MAC: LBE-MAC

192.168.102.254
MAC: Leaf MAC
Service-BD2

Internal EPG
Service-prov

192.168.22.254
MAC: Leaf MAC

App-BD

Provider

EPG App ™

LB interface IP:

IP: 192.168.22.11

IP: 192.168.21.11 192.168.200.100 MAC: App

MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 VIP: 192.168.200.200 Default GW:

Default GW: 192.168.21.254 MAC: FW-MAC1 MAC: FW-MAC2 MAC: LB-MAC 192.168.22.254
VRF1

All BDs are in same VRF
1: Traffic from consumer 5: Traffic from the firewall
Src IP: 192.168.21.11

Src MAC: Web

Src IP: 192.168.21.11
Src MAC: FW-MAC2
Dest IP: 192.168.200.200
Dest MAC: Leaf MAC

Dest IP: 192.168.200.200
Dest MAC: Leaf MAC

FESNATHIB K ik M RIS R R R B ETH — EREIVIPHIARSHRBRHD (£)



10: Policy check 11: Traffic goes to the
Src Class: Service-LB provider leaf via spine

Dest Class: App
12: Traffic goes to the provider
Src IP: 192.168.21.11
Src MAC: Leaf MAC
Dest IP: 192.168.22.11
Dest MAC: App
i (NRRN (ARNN
192.168.21.254 192.168.101.254 192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MALC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 Service-BD3 App-BD

Consumer Internal EPG
EPG Web T Service-con

Internal EPG
Service-prov

Provider

EPG App ]
]

IP: 192.168.22.11

IP: 192.168.21.11 00

192.168.2001 MAC: App
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 Default GW-
Default GW: 192.168.21.254 MAC: FW-MAGCT MAGC: FW-MAGC2 MAC: LB- 192.168.22.954

VRF1

All BDs are in same VRF

9: Traffic from the load balancer
Src P 192.168.21.11

Src MAC: LB-MAC

Dest IP; 192.168.22.11

Dest MAGC: Leaf MAC

TEERTNEREBEPGR HEIEFZEEPCMENRERE, ATRERELFEFRBIRIP , Eitk
PBREZ iR 7 &R B 1 3 15 # 28,

MREBFLHRIERELRNREEE QI ARGERRE , ABIERIFRIPERNVIP, REM
NHBEREEHREECHNE. R, REMHXEERE EH 5 E LR,

FESNATHI B XM AR WRERBETH — RUBIHRE



3: Traffic goes to 2: Policy applied (PBR)
Spine proxy Src Class: App
Dest Class: Web
Src IP: 182.168.22.11
Src MAC: App
Dest IP: 192.168.21.11
Dest MAC: LBE-MAC

S N
‘\\ Segment ID: Service-BD3

M | | ||| oo | 11 1 i L
192.168.21.254 192.168.101.254 192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 Service-BD3 App-BD
Consumer Internal EPG Internal EPG Internal EPG Provider
EPG Web [ Service-con Service-prov vice-LB EPG App =,
[ ]
LB interface IP: IP: 192.168.22.11
IP: 192.168.21.11 192.168.200.100 MAC: App
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 VIP: 192.168.200.200 Default GW:
Default GW: 192.168.21.254 MAC: FW-MAC1 MAC: FW-MAC2 MAC: LB-MAC 192.168.22.254
I
VRF1 /

All BDs are in same YRF

4: Traffic arrives on 1: Traffic from the provider
the load balancer SrcIP: 192.168.22.11
service leaf Src MAC: App

Dest IP; 192.168.21.11
Dest MAC: Leaf MAC




11: Traffic goes to the 7: Traffic goes 6: Policy applied (PBR)
consumer leaf via spine to the firewall Src Class: Service-LB
service leaf via Dest Class: Web
Spine proxy Src IP: 192.168.200.200
12: Traffic goes to the consumer Src MAC: LB-MAC
Src IP: 192.168.200.200 \ ﬁ = Dest IP: 192.168.21.11

Src MAC: Leaf MAC

‘ Dest MAC: FW-MAC2
Dest IP: 192.168.21.11 Segment ID: Service-BD2

Dest MAC: Web

10: Policy check
Src Class: Service-con
/ Dest Class: Web

1L |||||‘ 0

8: Traffic arrives on the
firewall service leaf

192.168.21.254 192.168.101.254 192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 Service-BD3 - App-BD
Consumer Internal E Internal EPG Internal EPG Provider
EPG Web ] Service- Service-prov ice-LB EPG App ="
[ ]
LB interface IP: IP: 192.168.22.11
IP: 192.168.21.11 192.168.200.100 MAC: App
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 VIP: 192.168.200.200 Default GW:
Default GW: 192.168.21.254 MAC: FW-MAG1 MAC: FW-MAC2 MAC: LB-MAC 192.168.22.254
VRF1
AlBiDezre I same VRF 5: Traffic from the load balancer

9: Traffic from the firewall
Src IP: 192.168.200.200
Src MAC: FW-MAC1

Src IP: 192.168.200.200
Src MAC: LB-MAC

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

DestIP: 192.168.21.11
Dest MAC: Leaf MAC

EHMT R LR A SRR

T BT B PR “show zoning-rule”#i i #iR 7 Service GraphZFHEEH 2 XM, 1A RF]

, MpcTag 32772(Web)ZlpcTag 16389(Service-LB)#I Fi & & iE a1 El“destgrp-32” ( B KGRI H TR E
% ) , MpcTag 32773(App)ElpcTag 32772(Web)# R E E £ [a £l “destgrp-33” ( e HEES ) , M
pcTag 16389(Service-LB)Fl|pcTag 32772(Web)H it & E 7€ [a E“destgrp-34” ( B A& B iR r s

) o
Zoning-rules after Service Graph deployment — R # SNATHI B A 1k Fl A 8R 15 588



Consumer EPG 3 [ . Provider EPG
Web ] [ = App (]
" ]
Class ID: 32772 Class ID: 32773
Internal EPG Internal EPG Internal EPG
Service-con Service-prov ervice-LB
Class ID: 32774 Class ID: 32775 Class ID: 16389
Source Destination Action
32772 16389 PEBR to the consumer side of the firewall
32775 16389 permit
16389 32773 permit
32773 16389 Permit (Direct Connect must be set to True)
32773 32772 PBER to the the load balancer
16389 32772 PBR to the provider side of the firewall
32774 32772 permit
Podl-Leafl# show zoning-rule scope 2752513
R fomm o fommmm— - fommm - o R R fomm P ——
——————— s
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name |
Action | Priority |
R fomm o fommmm— - fommm - o R R fomm P ——
——————— s
| 4236 | 32772 | 16389 | 8 | bi-dir | enabled | 2752513 | |
redir (destgrp-32) | fully_qual (7) |
| 4143 | 32773 | 32772 | 9 | uni-dir | enabled | 2752513 | |
redir (destgrp-33) | fully_qual (7) |
| 4171 | 16389 | 32773 | default | bi-dir | enabled | 2752513 | |
permit | src_dst_any (9) |
| 4248 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |
redir (destgrp-34) | fully_qual (7) |
| 4214 | 32774 | 32772 | 9 | uni-dir | enabled | 2752513 | |
permit | fully_qual(7) |
| 4244 | 32775 | 16389 | default | uni-dir | enabled | 2752513 | |
permit | src_dst_any (9) |
| 4153 | 32773 | 16389 | default | uni-dir-ignore | enabled | 2752513 | |
permit | src_dst_any (9) |
R fomm o fommmm— - fommm - o R R fomm P ——

ELrEMRAS | AFYESNEEATESREBEPGZ E/IERE L Direct Connecti£ Tk &
“True’s, XA ATUFETMNAREERIREEFRIANZTRIRE, NERNHEF> L4-L7 >0k
FSRER>FKE, BFSREREEBZERETT,



3.HERSE (VRFEERE )

A LAEVRFEIEEF B APBR. AT N EMAEEPGEIEPG VRFEIEBEME R FTHRIED XM,

ERM R LARE ARG

HEPGEEPGHVRFEREMNERT , KL HREVRFPEE, Rt , EEQREEERE
VRFL, BXEMAE , FSHAREMALIEERE 2" £ HR T2

TEMTHEA “show zoning-rule” il HIBIR T IRFEHBEN D XHN, FEAXRTRFIF , MpcTag
32772(Web)ZElpcTag 10936(App)HI 2 E E [ | “destgrp-36" ( RFTRAERRER ) , MM
pcTag 10936(App)ElpcTag 32772(Web)# i 2 & £ [0 £l“destgrp-35” ( RS
EEEENERAEVRFHVRFIHXERE, VRF1F RIFMpcTag 32776 ( BEREHHTER ) E

pcTag 32772(Web)HiR &.

BSEBRENS XA — VRFEER

Consumer EPG

Web

Class ID: 32772

; Internal EPG
L Service-con
permit
™

B

Class ID: 32776

Provi

Internal EPG
Service-prov

Class ID: 49157

App

TREEHRER ). B

der EPG

Class ID: 10936

A

Py

permit

VRF1 (scope: 2752513) VRF2 (scope: 2555904)

VRF1 zoning-rules

VRF2 zoning-rule

Source Destination Action Source Destination Action
32772 10936 PBR to the consumer side 49157 10936 permit
of the service node
10936 32772 PBR to the provider side
of the service node
32776 32772 permit
Podl-Leafl# show zoning-rule scope 2752513
B o ————— o ————— tmmm - e m e B B +————— tmm
——————— e}
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name |
Action | Priority |
B o ————— o ————— tmmm - e m e B B +————— tmm



| 4191 | 32776 | 32772 | 9 | uni-dir | enabled | 2752513 | |

permit | fully_qual (7) |

| 4143 | 10936 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |

redir (destgrp-35) | fully qual (7) |

| 4136 | 32772 | 10936 | 8 | bi-dir | enabled | 2752513 | |

redir (destgrp-36) | fully qual (7) |

o —————— Fmm—————— Fm—————— e ————— o o —————— o —————— Fm———— Fommm e ———

VRF2H St MpcTag 49157 ( Br X ERV iR 0% ) FlpcTag 10936 ( MA ) HRE , R AR EHE
VRF2H,

Podl-Leafl# show zoning-rule scope 2555904

e ittt o to—m Fom - o o o +-————= Fom - o
______________ +

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operst | Scope | Name | Action

Priority |

e ittt o to—m Fom - o o o +-————= Fom - o
______________ +

| 4249 | 49157 | 10936 | default | uni-dir | enabled | 2555904 | | permit |
src_dst_any(9) |

e ittt o to—m Fom - o o o +-————= Fom - o
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