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System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies Access Policies

Policies Pod - SNMP

~ Name Admin State Location

default Enabled Cisco Systems,

Modify the default policy

Right Clik for create New SNMP Policy
Create SNMP Policy /
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EARNHEH | SNMPEREEFINew-SNMP |, EFASNMP v2chR , B I t4 3 E 1 F Bt R B “Community Policies’ §“Client Group
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Community Policy NameF ERE X EFEFABWSNMPHX E/F B, ERININHIFH , New-1, BLBIXH N BHFZHFRESLLHINEM
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Create SNMP Policy

Mame: INe-.-.'—SNr\.-1 P

Description: | optional

I
Admin State: [\ Disabled
Contact:
Location:

Community Policies:

SNMP v3 Users:

Mame
Client Group Policies:

MName
Trap Forward Servers:

IP Address

Description

Authorization Type

Description Client Entries

BT SNMPERBEH B LWBEMRANR1B64NFREBFFH,

8- SNMPEBEI 388, 183 WR0T 128N T RMT T,

EEIRS- SNMPERBH EERS, ZRSTURBARER, XLERDEHE -
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Associated Management
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BRIAE A disabled,

Contact - SNMPEREEHI R R AE B

Location - SNMPERBEHI (L & .
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Create SNMP Client Group Profile (]

Name: I New-Client I

Description: | optiona

Associated Management

default (Out-of-Band) I i

Client Entries: 'Iﬁf aF

~ Name Address

Example-snmp-server | |

Cancel
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Name - EFRAEREXHHER. LERATUR1EMANFREFFH.
Description - 2 F i 4A B & SRV BE . HBA AT AR O0E128 N E R EFF /.
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B FISNMPEK N A T PodR M 4A ( KRB RAEA )

ENALEE , HSMBAPIC Web GUIEKR ; Fabric > Fabric Policies > Pods > Policy Groups > POD_POLICY_GROUP ( X #4r #9 BRIk
H).

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access

Policies

Pod Policy Group - default

Name: default

Description: | optiona

Date Time Policy: | default =
Resolved Date Time Policy: default
ISIS Policy: |select a value
Resolved ISIS Policy: default
COOP Group Policy: | select a value
Resolved COOP Group Policy: default

BGP Route Reflector Policy: | select a value

Resolved BGP Route Reflector Policy: default
Management Access Policy: |select a value
Resolved Management Access Policy: default

SNMP Policy: | default || (@

Resolved SNMP Policy:
MACsec Policy:

Resolved MACsec Policy: [ EELL
fabric

Create SNMP Policy

ERMERD , LRFERISNMP PolicyFER. MTHIFIRA | iFHOEHISNMPREEH EXE R,

F =4 ; FHPodZF#E4E 5 Podft B 34 < Bk

REBEN , ERXHFFEAERIA PodELE X, Ht , ESMEAPIC Web GUIE#E ; Fabric > Fabric
Policies > Pods > Profiles > POD_PROFILE ( X4 HIERIAE ) »



System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

Policies Pod Selector - default

icy Groups

default

MName: default
v B Pod Profile default Description:
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Fabric Virtual Networking

ALL TENANTS [ Add Tenant \ IELHERSSEE Ml name or descr

Example

> C» Quick Start
”'Eﬁ Example
> [ Application Profiles
v [ Networking
> [l Bridge Domains
“ BE VRFs

VRE-1
]

> [l L30. Create SNMP Context

»



Create SNMP Context (X}

Context Name: | New-VRF-SNMP

Community Profiles: W +

Name Description

'New—1

Create in Step 1.

L— 1 \JJ\A NS | "y A L— 1\, JA\A NS | s A

RXEER , BUUBRIENANSNMPEREE , FERERKEVRF, $MEIVRFENPolicy BT+ , RFE TR FEHES

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS Add Tenant | Tenant Search: RS Re LS |  commen Example | mgmt

U VRF - VRF-1

Summary Policy Route Control Operational Stats

Create SNMP Context

Context Name: New-VRF-SNMP

Community Profiles:

- Name Description

R TEVRFEEASNMPES |, B LUBUHEF Create SNMP Context Si%41E ( S TEREEBED ) , ELABETVRFHEEDdete
SNMP Context,o
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SNM P& B ARHE 17 8] /3R 2B R /AR P IS R R TV SR BSEE B o  ACIRZ X101 TrapiEREs.

AR NMREEL—THHNLHE1-3, SNMPTRAPE BETBM., $£2% : ESNMPTRAPELEF |, 5 ( A/ ER/E
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System Tenants Fabric Virtual Networking Operations Apps Integrations

AAA | Schedulers | Firmware | External DataCollectors | Config Rollbacks | Import/Export

External Data Collectors ® (_:D @)

C» Quick Start
~ [ Monitoring Destinations
= callhome

art Callhome

Create SNMP Menitoring Destination Group

1y Groups

Create SNMP Monitoring Destination Group (]

STEP 1> Profile 1. Profile 2. Trap Destinations

MName: [SNMP trap-server I

Description: | optional

,
[



Create SNMP Monitoring Destination Group (X

STEP 2 > Trap Destinations 1. Profile 2. Trap Destinations

(I

Host Name/IP  Port Version Security/Community Name v3 Security Management
level EPG

Previous Cancel

" Nescrintinn

s Create SNMP Trap Destination (X ]
Host Name/IP: | ]
P Port: 162 4

Version:

Security Name: | [

Management EPG: |select an option

default (In-Band)

mgmt/default

default (Out-of-Band)
mgmt/default

Cancel

Host Name/I P - SNMPF& B B #RR9 41,
Port - SNMPFE B B 4RV BRSSIw O SEEIRNO ( RIEE ) £165535 ; BRIAME 162,
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noauth
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Callhome/SNMP/Syslog/ TACACS,
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AR AAUUEAEENERER (WREERE ) MARMIAKE , BELLEARIARRE, TUEERERNEENR
 FTEXNREERLER.

2 2 AERMREMEREE T EXSNMPIR

R, FSABIAPIC Web GUIERR ; Fabric > Fabric Polices > Polices > Monitoring > Default > Callhome/Smart
Callhome/SNMP/Syslog/ TACACS.

Fabric

Fabric Palickes.

Callheme/Smart Callhome/SNMP /Syslog/TACACS 0
o — =0 = o) c
= Name Dastination Group
Create SNMP Source (<]

st Groupe 40

SNMP-trap-server
falric

JEIN 3.2 T P K BE” (Tenant Policies) T & X SNMPR

A, FSMEIAPIC Web GUIFEEE ; Tenant > (Tenant Name) > Polices > Monitoring > (Custom monitoring policy) > Callhome/Smart
Callhome/SNM P/Syslog/TACACS.

T Exampie
Callhome/Smart Callhome/SNMP/Syslog 0
| T I .
et e | . ) 0
* Mame Create SNMP Source @ stination Group
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SNMP-trap-server
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$ snmpwalk -v 2c -c New-1 x.x.X.X SNMPv2-MIB::sysDescr.0 = STRING: Cisco NX-0S(tm) aci, Software (aci-n

EBRHSTREES  ETUEHsompwak2RIE , FERMTHETRANELS. MRisompwalk$ Lt | BFEIEHEOS
. HHAES,

IAE , FASNMPH X FERFENew-148£24 RVRFIE S SNMPEIE,  LLET 82 8 SNMPE & New-VRF-SNM P,

HTFEANTEHSNMPLE T X FEAEBNEXEFENew-1 , BHAHIEEFENDIRISNMPEIENSNMPLE T, B
snmpwalkiB EZEERARIBERESNMPLET X ; snmpwalk -v 2¢ -¢ New-1@New-VrF-SNMP 10.X.X.Xo

BAILLEER , EMNESFESNMPIERHIRI , ATBMERLTHEN : COMMUNITY_NAME_HERE@SNMP_CONTEXT NAME_HERE.

fERCLI Showdn o

EAPICL :

show snmp show snmp policy <SNMP_policy_name> show snmp summary show snmp clientgroups show snmp commun

EXRALL -

show snmp show snmp | grep "SNMP packets" show snmp summary show snmp community show snmp host show snm

fEACLI Moquery @i &

FEAPIC/ANL L :

moquery -c snmpGroup #The SNMP destination group, which contains information needed to send traps or in

fEACLI catfn $

EAPICL :

cat /aci/tenants/mgmt/security-policies/out-of-band-contracts/summary cat /aci/tenants/mgmt/security-po

R BR



R EsnmpditiE

EXRALL -

ps aux | grep snmp pidof snmpd

EAPICL :

ps aux | grep snmp

MRBERIEE , FRRBENTACRRESHE.



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



