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BECLIEE

« Z3XAPIC CLI

configure term nal
tenant Tn-C sco
bri dge- domai n BD1
advertise-host-routes
exit
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TeCieco | demy | Trearum | aws

Bridge Domain - BDY

B CLIZTHBRIIE

1. EIFFID R EAEP

<#froot>
Leaf3#

show systeminternal epm endpoint ip 192.168.10.5

MAC : a453.0e3d.d9a3 ::: Num IPs : 1

IP# 0 : 192.168.10.5 ::: IP# 0 flags : host-tracked| ::: 13-sw-hit: Yes :::
Vlan id : 18 ::: Vlan vnid : 9592 ::: VRF name : Tn-Cisco:Vl1

BD vnid : 16580487 ::: VRF vnid : 2359296

Phy If : 0x1a000000 ::: Tunnel If : O

Interface : Ethernetl/1

Flags : 0x80005c04 ::: sclass : 49154 ::: Ref count : 5
EP Create Timestamp : 05/29/2024 01:05:28.113231

EP Update Timestamp : 05/29/2024 03:27:38.093556

EP Flags : Tocal|IP|MAC|host-tracked|sclass|timer]|

2. REFTHMEP (EWKE ) (THEEL)

<#root>

Spinel#

flags2 :




show coop internal info repo ep key 16580487 a453. 0e3d. d9a3

Repo Hdr Checksum : 37375

Repo Hdr record timestamp : 05 29 2024 02:45:21 470730503
Repo Hdr last pub timestamp : 05 29 2024 02:45:21 472533155
Repo Hdr last dampen timestamp : 01 01 1970 00:00:00 0
Repo Hdr dampen penalty : 0O

Repo Hdr flags : IN_OBJ ACTIVE

EP bd vnid : 16580487

EP mac : A4:53:0E:3D:D9:A3

flags : 0x80

repo flags : 0x102

Vrf vnid : 2359296

PcTag : 0x100c002

EVPN Seq no : O

Remote publish timestamp: 01 01 1970 00:00:00 0
Snapshot timestamp: 05 29 2024 02:45:21 470730503
Tunnel nh : 10.0.32.67

MAC Tunnel : 10.0.32.67

IPv4 Tunnel : 10.0.32.67

IPv6 Tunnel : 10.0.32.67

ETEP Tunnel : 0.0.0.0

num of active ipv4 addresses : 1

num of anycast ipv4 addresses : 0

num of ipv4 addresses : 1

num of active ipv6 addresses : 0

num of anycast ipv6 addresses : 0

num of ipv6 addresses : 0

Primary Path:

Current published TEP : 10.0.32.67

Backup Path:

BackupTunnel nh : 0.0.0.0



Current Backup (publisher_id): 0.0.0.0

Anycast_flags : 0

Current citizen (publisher_id): 10.0.32.67

Previous citizen : 10.0.32.67

Prev to Previous citizen : 10.0.32.67

Synthetic Flags : 0x5

Synthetic Vrf : 243

Synthetic IP : 30.69.190.5

Tunnel EP entry: 0x7fd01c015108

Backup Tunnel EP entry: (nil)

TX Status: COOP_TX_DONE

Damp penalty: 0

Damp status: NORMAL

Leaf 0 Info :

IPv4 Repo Hdr Checksum : 0

IPv4 Repo Hdr record timestamp : 05 29 2024 02:45:21 470730503
IPv4 Repo Hdr last pub timestamp : 05 29 2024 02:45:21 472533155
IPv4 Repo Hdr last dampen timestamp : 01 01 1970 00:00:00 0O
IPv4 Repo Hdr dampen penalty : O

IPv4 Repo Hdr flags : IN_OBJ]

Real IPv4 EP : 192.168.10.5

Synthetic Flags IPv4 EP : 0x25

EVPN Seq no : 0

PcTag: 0x0

Remote publish timestamp: 01 01 1970 00:00:00 O

Current publisher_id: 10.0.32.67

BackupTunnel nh : 0.0.0.0

MAC Tunnel : 10.0.32.67

IPv4 Tunnel : 10.0.32.67

IPv6 Tunnel : 10.0.32.67

Current Backup (publisher_id): 0.0.0.0



Synthetic Vrf IPv4 EP: 164
Synthetic IP IPV4 EP : 7.84.11.113
Tunnel EP entry: (nil)

:Dirty: No

:Resolved: No

:Hash: 1152953448 owner: 10.0.32.68

3. REBLHFMBDLEREE A THBR

<{froot>
Leafl#

show coop internal host-route bridge-donmain

Host-Based Routing BD Details:

bd-vnid:16580487, flags:0x1

host-route: Enabled <<<<<<<<
host-route record ts: 05 29 2024 03:21:52 10170968

ep-dnld: Disabled

ep-dnld record ts: 01 01 1970 00:00:00 O

vrf[0]: Tn-Cisco:V1, vnid:2359296 flags:0x1

policy af:IPv4 name:coop-ribleak-2359296 cfg:1 hd1:152223508

policy af:IPv6 name:coop-ribleak-2359296 cfg:1 hd1:152224796

4. REBL LRI

<tfroot>
Leafl#

show ip route vrf Tn-Cisco: V1

<<output omitted>>

<L



192.168.10.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.72.65%overlay-1, [1/0], 00:37:11, static
192.168.10.5/32, ubest/mbest: 1/0, pervasive
*via , null0, [2/0], 00:12:07, coop, coop, tag 4294967295, redist-only <<<<<<<
192.168.20.0/24, ubest/mbest: 1/0, attached, direct
*via 192.168.20.1, vlan7, [0/0], 00:43:03, direct
192.168.20.1/32, ubest/mbest: 1/0, attached

*via 192.168.20.1, vlan7, [0/0], 00:43:03, Tocal, Tocal

5. {0 EBL L A& R FT M BT R R

- BTBDEEAENKA , it RAH RMHEL E T THEHBD THIFIE L i,
- XEEpsA UBEETA TN,
« COOPZ: Ffif i 1tb B% F R 51 1 B 4% 1) 2% SR 1 7€ W L 2% E MW EIURIB

<tfroot>
Leaf 1#

show route-map | grep coop

rout e- map coop-ri bl eak-2359296, pernit, sequence 1 <<<<<<<<
ip address prefix-lists: |Pv4-coop-ribl eak-2359296-16580487 <<<<<<<<

rout e- map coop-ri bl eak-2359296, deny, sequence 20000

rout e- map exp-ct x- coop- bgp-2359296, deny, sequence 1

rout e- nap exp-ct x- coop- bgp-2359296, permt, sequence 15801

rout e- map exp-ct x- coop- bgp-2359296, permt, sequence 15802

rout e- nap exp-ct x- coop- bgp-2359296, permt, sequence 15803

rout e- map exp-ct x- coop- bgp-2654209, deny, sequence 1

rout e- map exp-ct x- coop- bgp-2654209, permt, sequence 15801

rout e- map exp-ct x- coop- bgp-2654209, permt, sequence 15802

rout e- map exp-ct x- coop- bgp-2654209, permt, sequence 15803

Leaf 1#

show rout e- map coop-ri bl eak- 2359296

rout e- map coop-ri bl eak-2359296, pernit, sequence 1



Mat ch cl auses:
ip address prefix-lists: |Pv4-coop-ribl eak-2359296-16580487
i pv6 address prefix-lists: |IPv6-deny-al

Set cl auses:
tag 4294967295 <<

rout e- map coop-ri bl eak-2359296, deny, sequence 20000
Mat ch cl auses:
Set cl auses:

Leaf 1#

show i p prefix-list |Pv4-coop-ribleak-2359296-16580487

ip prefix-list |Pv4-coop-ribleak-2359296-16580487: 1 entries

seq 1 permt 192.168.10.254/24 le 32 <<

6. REFFHFHHBR Mrouterid %

« COOP CitizenEE@EHOraclefttf )X BEBD LI E 4 EXRH

« Ak , HBREAIMBIGMP MroutesIhEE

« HOST-Routetric ™ F#EFE F#HH (BL)2RE E M4 EBD-VNIDH ENEBEQ X HE
OracleEXEE

- EFIRHBD-VNID T WL ik (Eps) H B HFTE B A E VBB H X TiZBD-VNID FHEps

<tfroot>
Spi nel#

show coop internal info repo nrouter

Repo Hdr Checksum : 32033

Repo Hdr record tinmestanp : 05 29 2024 03:40: 13 499048910
Repo Hdr | ast pub timestanp : 05 29 2024 03:40: 13 499250530
Repo Hdr | ast danpen tinmestanp : 01 01 1970 00:00:00 O

Repo Hdr danpen penalty : O

Repo Hdr flags : IN_OBJ

BD Vnid : 16580487

flags : 0Ox2



num of

leafs in record : 2

num of valid leafs in record : 2

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Leaf

Hash:

0 Info :
Repo Hdr
Repo Hdr
Repo Hdr
Repo Hdr
Repo Hdr
Repo Hdr
tep ip:
Fl ags :

1 Info :
Repo Hdr
Repo Hdr
Repo Hdr
Repo Hdr
Repo Hdr
Repo Hdr
tep ip:

Fl ags :

Checksum: O

record tinmestanp : 05 29 2024 03:40: 13 499048910
last pub tinestanp : 05 29 2024 03:40:13 499250530
| ast danpen tinestanp : 01 01 1970 00:00:00 O
danpen penalty : 0

flags : IN_OBJ

10. 0. 32. 66 <<<<<<<<gi ves advertising Leaf details
0x2 HOST_ROUTE <<<<<<<< HBR Fl ag
Checksum: 0

record tinestanmp : 05 29 2024 03: 36:51 284157681
last pub tinmestanp : 05 29 2024 03:36:51 284372965
| ast danpen tinestanp : 01 01 1970 00:00:00 O
danpen penalty : 0

flags : IN_OBJ

10.0.32.64

0x2 HOST_RCUTE

2583417566 owner: 10.0.32.65

7. REBHL R Wep

<{froot>

Leafl#

show coop internal info repo ep key 16580487 a453. 0e3d. d9a3

MTS RX OK

Next repo refresh: 3430 seconds 71 ms



Repo Hdr Checksum : 0O

Repo Hdr record timestamp : 05 29 2024 04:45:21 857613253

Repo Hdr last pub timestamp :

Repo Hdr last dampen timestamp :

Repo Hdr dampen penalty : 0O
Repo Hdr flags : IN_OBJ ACTIVE
EP bd vnid : 16580487

EP mac : A4:53:0E:3D:D9:A3
flags : 0x80

repo flags : 0x102

Vrf vnid : 2359296

PcTag : 0x100c002

EVPN Seq no : 0

05 29 2024 0

01 01 197

4:45:21 859299171

0 00:00:00 O

<L L

Remote publish timestamp: 01 01 1970 00:00:00 O

Snapshot timestamp: 01 01 1970
num of active ipv4 addresses :
num of ipv4 addresses : 1
num of active ipv6 addresses
num of ipv6 addresses : 0
Current citizen (publisher_id)
PubTlisher Oracle (Oracle_id):
Tunnel nh : 10.0.32.67

RL Tunnel nh : 0.0.0.0

Dirty : No

Leaf 0 Info :

IPv4 Repo Hdr Checksum : 0

00:00:00 O

1
: 0

: 10.0.32.67 <<<<<<<<
10.0.32.65 <<<<<L<<L<

record timestamp : 05 29 2024 04:45:21 857613253
last pub timestamp : 05 29 2024 04:45:21 859299171

Tlast dampen timestamp : 01 01 1970 00:00:00 O

IPv4 Repo Hdr

IPv4 Repo Hdr

IPv4 Repo Hdr

IPv4 Repo Hdr dampen penalty : O
IPv4 Repo Hdr flags : IN_OBJ



Real IPv4 EP : 192.168.10.5
Synthetic Flags IPv4 EP : 0O
EVPN Seq no : 0

PcTag: 0x0

Remote publish timestamp: 01 01 1970 00:00:00 O

Current publisher_id: 0.0.0.0
BackupTunnel nh : 0.0.0.0

MAC Tunnel : 0.0.0.0

IPv4 Tunnel : 0.0.0.0

IPv6 Tunnel : 0.0.0.0

Current Backup (publisher_id): 0.0.0.0
Synthetic Vrf IPv4 EP: 0O

Synthetic IP IPV4 EP : 0.0.0.0

Tunnel EP entry: (nil)

:Dirty: No

:Resolved: No

8. ®EBLHRIIP-DB

<#froot>
Leafl#

show coop internal info ip-db

IP address : 192.168.10.5
vVrf : 2359296

Flags : 0x40

EP bd vnid : 16580487

EP mac : A4:53:0E:3D:D9:A3

Record timestamp : 05 29 2024 02:45:21 470730503
Publish timestamp : 05 29 2024 02:45:21 472533155

Remote publish timestamp: 01 01 1970 00:00:00 0

<L L



9. EBLAR B SHL
BTFIPv4a | B#ERFIPV6

<ffroot>

Leaf 1# show coop internal host-route routes ipvé

Leafl# show coop internal host-route routes ipv4
Host-Based IPv4 Routing Table for VRF: Tn-Cisco:V1l

Route, BD-Vnid, Publisher-IP, URIB-Pending

S ES5BDAF £BAHBR
F-F . BREIL3-out—>EF A TS AT S LB B EHIH B8 BB 5 —>Default-export —>ZE &

—>Contexts Plus—>Give name—>Action (permit/Deny)—>Plus>Create match Rule for Route
Map—>Give Name—>Click Plus—>Match Prefix—>%i A IPi¥ 4115 E.—>Select Aggregate

Gl Tenants [T

ALLTEHANTS | AddTenant | Torse ammen Tciscs | Amy | Toeazum ANE

Tn-Cisco

@ Bridge Domain - BD1

X2 R EE



Oparations Apps Intagrations

| | Tatico | Amy | Te-drwe | AWS
Match Rule - Prefix

KEBN WA

<#root>
Leafl#

show ip route vrf Tn-Cisco: V1

<<output omitted>>
192.168.10.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.72.65%overlay-1, [1/0], 09:02:17, static
192.168.10.5/32, ubest/mbest: 1/0, pervasive
*via , null0, [2/0], 06:28:06, coop, coop, tag 4294967295, redist-only
192.168.20.0/24, ubest/mbest: 1/0, attached, direct
*via 192.168.20.1, vlan7, [0/0], 09:08:09, direct
192.168.20.1/32, ubest/mbest: 1/0, attached

*via 192.168.20.1, vlan7, [0/0], 09:08:09, local, local

EWANIwK &

<tfroot>
Switchl#

show i p route vrf cisco_BGP

<<output omitted>>



192.168. 10. 5/ 32, ubest/nbest: 1/0

*via 192.168.20.1, [20/0], 00:02:08, bgp-100, external, tag 65003

192.168.20.0/24, ubest/mbest: 1/0, attached

*via 192.168.20.3, Vlan20, [0/0], 1d10h, direct

AR HEEMREELZENATESL3outBEHBDFMEY, X2R N , HBREA TR
BEFRI(4294967295).

FAMOREHBR

<tfroot>



Leafl#

noquery -c fvBDHol der:

This MO contains Bridge domain-related information and if the Host route is enabled then the “hostBased

# fv.BDHolder

bdDn : uni/tn-Tn-Cisco/BD-BD1

isSvc I no

bcastP 1 225.0.143.96

childAction

descr

dn : bd-[uni/tn-Tn-Cisco/BD-BD1]-1isSvc-no
encap : vxlan-16580487

hostBasedRouting : yes <<<<<<<<
TcOwn : policy

mcastAllow : disabled

missingContent I no

modTs 1 2024-05-29T03:21:52.000+00:00
monPo1Dn

name

nameAlias

ownerKey

ownerTag

rn : bd-[uni/tn-Tn-Cisco/BD-BD1]-1isSvc-no
status

unicastRoute 1 yes

<#root>

apicl#

moquery -c coopBD

: This MO is created from fvBDHolder and it has flag “host-route” to indicate host-routes for that BD n



Total Objects shown: 3

# coop.BD

vnid : 16580487

childAction

dn : topology/pod-1/node-101/sys/coop/inst/bd-16580487
flags : host-route <<<<<<<<HBR enabled on BL
TcOwn : Tocal

modTs : 2024-05-29T03:21:52.000+00:00

rn : bd-16580487

status

# coop.BD

vnid : 16580487

childAction

dn : topology/pod-1/node-102/sys/coop/inst/bd-16580487
flags : host-route <<<<<<<<HBR enabled on BL
TcOwn : Tocal

modTs : 2024-05-29T03:21:51.999+00:00

rn : bd-16580487

status

apicl#

<#root>

apicl#

noquery -c coopbDom
: This MO contains VRF related

# coop.Dom

name : Tn-Cisco:V1
addr : 0.0.0.0
assertFuncName

assertHit ! no

assertLineNo : 0



childAction

councilMinMaxVersion

curVersion
dn

epDamp
flags

haveDampenedEPs

haveThresholdsEPs

TastLowerTs

TastLowerVersionAddr :

1cOwn

TwepexceptionList

TwepnormalList
maxVersion
minVersion
modTs

monPo1Dn
noOfDampenedEPs
noOfThreshoTldEPs
operFlags
operSt
operStQual
overloadState
rn

routeTag

status

vnid

<{froot>

: unknown

: unknown

: topology/pod-1/node-101/sys/coop/inst/dom-Tn-Cisco:V1l
: enabled

: host-route <<<<<<<<

! no

! no

: 1970-01-01T00:00:00.000+00:00

0.0.0.0

: Tocal

: no

: no

: unknown
: unknown

: 2024-05-29T03:21:52.000+00:00

: down

: unspecified

: enabled

: dom-Tn-Cisco:V1

1 4294967295

1 2359296

noquery -c coopRsBD2Dom

This Mo can be used to find relation between CoopBD to CoopDom



Total Objects shown: 3
# coop.RsBD2Dom

tDn : topology/pod-1/node-101/sys/coop/inst/dom-Tn-Cisco:V1l
childAction
dn : topology/pod-1/node-101/sys/coop/inst/bd-16580487/rsBD2Dom-[topoTlogy/pod-1/node-101/sys/

forceResolve : yes

TcOwn : Tocal

modTs : 2024-05-29T05:30:59.960+00:00

rType : mo

rn : rsBD2Dom-[topoTlogy/pod-1/node-101/sys/coop/inst/dom-Tn-Cisco:V1]
state : unformed

stateQual ! none

status

tCl : coopDom

tType : mo

# coop.RsBD2Dom

tDn : topology/pod-1/node-102/sys/coop/inst/dom-Tn-Cisco:V1l
childAction
dn : topology/pod-1/node-102/sys/coop/inst/bd-16580487/rsBD2Dom-[topoTlogy/pod-1/node-102/sys/

forceResolve : yes

TcOwn : Tocal

modTs : 2024-05-29T05:30:59.957+00:00

rType : mo

rn : rsBD2Dom-[topoTlogy/pod-1/node-102/sys/coop/inst/dom-Tn-Cisco:V1]
state : unformed

stateQual ! none

status

tCl : coopDom

tType : mo

# coop.RsBD2Dom
tDn : topology/pod-1/node-103/sys/coop/inst/dom-Tn-Cisco:V1l

childAction



dn
forceResolve
T1cOwn

modTs

rType

rn

state
stateQual
status

tCl

tType

<{froot>

Leafl#

: topology/pod-1/node-103/sys/coop/inst/bd-16580487/rsBD2Dom-[topoTlogy/pod-1/node-103/sys/
! yes

: Tocal

: 2024-05-29T05:30:59.958+00:00

. mo

rsBD2Dom- [topoTlogy/pod-1/node-103/sys/coop/inst/dom-Tn-Cisco:V1]

: unformed

. hone

: coopDom

. mo

noquery -c¢ coopRi bLeakP

: This MO controls the routes that must be leaked into RIB

Total Objects shown: 2

# coop.RibLeakP

always
childAction
dn

T1cOwn

modTs

rn

rtMap

status

# coop.RibLeakP

always
childAction

dn

: yes

: sys/coop/inst/dom-Tn-Cisco:V1/af-ipv4-ucast/ribleak
: local

: 2024-05-29T03:21:52.000+00:00

ribleak

: coop-ribleak-2359296

: yes

: sys/coop/inst/dom-Tn-Cisco:V1/af-ipv6-ucast/ribleak



1cOwn : local

modTs : 2024-05-29T03:21:52.000+00:00
rn : ribleak

rtMap : coop-ribTeak-2359296

status

<#root>

Leafl#

noquery -c¢ rtmapRul e :

it gives match and set Rules details from Route-map
# rtmap.Rule
name : exp-13out-Cisco_BGP-peer-2359296

childAction

descr

dn : sys/rpm/rtmap-exp-13out-Cisco_BGP-peer-2359296
T1cOwn : local

modTs : 2024-05-29T02:53:33.290+00:00

nameAlias

rn : rtmap-exp-13out-Cisco_BGP-peer-2359296

status

# rtmap.Rule
name : exp-ctx-coop-bgp-2359296

childAction

descr

dn : sys/rpm/rtmap-exp-ctx-coop-bgp-2359296
T1cOwn : local

modTs : 2024-05-29T02:51:07.644+00:00
nameAlias

<#root>



Leafl#
noquery -c rtpfxEntry:

it gives Prefix related details

# rtpfx.Entry

order H

action : permit

childAction

criteria ! inexact

descr

dn : sys/rpm/pfxTist-IPv4-coop-ribleak-2359296-16580487/ent-1
fromPfxLen : 0

TcOwn : local

modTs : 2024-05-29T03:21:52.000+00:00
name

nameAlias

pfx 1 192.168.10.254/24

rn : ent-1

rpmCfgFailedBmp

rpmCfgFailedTs : 00:00:00:00.000

rpmCfgState : 0

status

toPfxLen : 32

<#root>

Leafl#

noquery -c¢ bgpl nter LeakP

This MO is a protocol Route leak policy defining the distribution of routes from one protocol to anothe

# bgp.InterLeakP

proto : coop
inst : default
asn : 0

childAction



descr

dn : sys/bgp/inst/dom-Tn-Cisco:V1/af-ipv4-ucast/interleak-coop-interleak-default
T1cOwn : local

modTs : 2024-05-29T02:51:07.644+00:00

name

nameAlias

rn : interleak-coop-interleak-default

rtMap : exp-ctx-coop-bgp-2359296

scope : inter

status

A EN G

/var/sysmgr/tmp_logs/coop_trace.bl
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