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AL BENNESFRCOERE,
TR

CX Cloud Agent R R (VM) 5217 , ATBAUTT A EIRE (OVA) ELIER (VHD) Byt
T,

=%
HBEK .

« U AELAEEZRERF
- VMware ESXikMRZ~5.55 & & i 2
- Oracle Virtual Box 5.2.305 & & iR 4~
- WindowsE il #/l 4 212 7 iR 4<2012%(2022
c ERWSEEFAUREERUTERNEL
- 8 &/ CPU
- 16 GB W7#/RAM
- 200 GB & Zz= (A
« T EABEXEHEF OMENETERFEXERFECXTHENETFT , CXEREBLIEERE
EIA PRIV ARS8 , EA T2 REEE (FQDN) , HAETCPiw Q443 LEAHTTPS :
- FQDN : agent.us.csco.cloud
- FQDN : ng.acs.agent.us.csco.cloud
- FQDN : cloudsso.cisco.com
- FQDN : api-cx.cisco.com
s NTEABERMNBIET OMENETEBFEXERFECXTHIENEFT | CXREBLIEER £
FAFQDNHTCPix 0443 EIHTTPSEZ R LA PR REI A & BRS585 -
- FQDN : agent.us.csco.cloud
- FQDN : agent.emea.csco.cloud



- FQDN : ng.acs.agent.emea.csco.cloud
- FQDN : cloudsso.cisco.com
- FQDN : api-cx.cisco.com
« NTEABELABEF MENETEBFEXERFECXTHIENEFT | CXEREBLIEER £
FAFQDNATCP% 0443 ERIHTTPSIEEZ AL Fr RV A & AR S5 25
- FQDN : agent.us.csco.cloud
- FQDN : agent.apjc.csco.cloud
- FQDN : ng.acs.agent.apjc.csco.cloud
- FQDN : cloudsso.cisco.com
- FQDN : api-cx.cisco.com
. Rﬂt{iﬁi?EEE’JEA/JH%HIKME%&JE%ME?JEIE?&ED@E’J%F TR R EHA B [
CX=EMCXERERNEZEEEZEFIFQDN : agent.us.csco.cloudo FECXZ=AIR R I IE M E
CXZ=fa , LEBETBETRE,
o NTFCXEREMNA#ER | LA LA Eim H22,
s TRLCETHIITHFHERACXEREST EEEZTHRDO M

Mandatory TCR/7 Echa (ICMP) part must be
combined with one of the ather two ports (for

device discovery process)
Mandatory for other assets collected by € Cloud
CX Cloud Agent Traffic gkt
| Destination |
Sour — Pratocal Part Purpase. Type
= 1P Address Hestame
Data Collection and Transfer
For All regions,
FODN: doudsio.cisea. com
FODN: api-ce.cisco.com
DynamiciPs | QLON: agent.us.csco.cloud Outbound connaction to.
Cisco DMNA DNAC Servers Data collection via DNAC servers, Data trarsferto | DNAC servers + Outbound
aretlh s Sarves TS | R/ X Cloue, inchading upgrade functionality o Cisoo AWS regional
P | Additionally, data centers
For Americas region, FODN: ng.acs. agent.us. esco. cloud
For EMEA region, FODN: agent emea.csco.cloud, and FODN: ng-acs.agent. emea. escocloud
For APIC region, FODN: agent. apjc.csco.choud, and FODN: ng.acs. agent.apjc.cseo. choud
Agent 1P Customer Device snMmP  |uDe/161 = % n':’ Sl Outhound to LAN
Davicas Agant P SYSLOG |uDR/514 Stream messages from Device to Agent | Inbound from LAN
Agent IP Customer Device S5H TCR/22 Collect CLI commands Outbound to LAN
Agent IP Customer Device Echo. TCPR/T Check the device reachability Outbound to LAN
Agent IP Customer Device Telnet _|TCP/23 Collect CLI commands Outbound to LAN
Support VM Agent [P 55H TCR/22 Agent Maintenance Inbound from LAN
db B /=B
B =Rlg&o

BERCXZRER—INEEATENTS , INEFMERZWREZNHRE , IEFREEEAT
L, CX Cloud AgentXiFiFE3h iz THL B BIBF R N ECX CloudH & /REY = 3) FN T 14 WL 7
, NTISET A T & 8E(Al)/HLBS % S (ML) ik,

AIEFHSE T CX Cloud Agent v2. 2R R &R A, S HCisco CX=AEE T LA 1A 8] BART B iR AR o



https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html

CX Cloud Architecture

Customer Network CX Cloud Backend CX Cloud

N/ N\ ™

Catalyst Center /_\

=
Al/ML Engine v . :&{’0 2 I=
gy% =
Microservices T
r ‘ Datalake
i E Telemetry
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|__CXAgent | AP| Gateway Security Advisories
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d
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AR AEETHEG (REFHRR ) ESE. XERBTRERTE.

o MRBVMIRRERZHTHSENEEHIDHCP) , MBZRMIP ; BN , AIIRHEZRIPv4E
., FRIERE, BIARSKIPibit §iE & Bk 55 (DNS) RS 85 IP#b ik,

. NEFIPV4,

« ZINERRET SFS 0 B (HA)EE#Cisco DNA Centerhx A 792.1.2.x8)2.2.3.x, 2.3.3.x,
2.3.5.x5A K Cisco Catalyst Center Virtual Appliance®1Cisco DNA Center Virtual Appliance.

- WMRMFEFSSLES , W AWFIRCXEREWIPHbIE,

« WTFABEEEEENE™ , FE15HKSSHXR,

« BNEARMENENE ; TREABSIPHbL,

<8158
ERHCXTE2ZIk , AFRFEEHRIX L, NERREMNENS  TEABSIPHL,
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FE H Atz

cisco.com mixpanel.com

csco.cloud cloudfront.net
eum-appdynamics.com
appdynamics.com

split.io
tigcdn.com
jquery.com

BE T CXTRIEOVARY

E))1b::18 RO, H AR FIEM I K i X

cloudsso.cisco.com

cloudsso.cisco.com

cloudsso.cisco.com

api-cx.cisco.com

api-cx.cisco.com

api-cx.cisco.com

agent.us.csco.cloud

agent.us.csco.cloud

agent.us.csco.cloud

ng.acs.agent.us.csco.cloud

agent.emea.csco.cloud

agent.apjc.csco.cloud

ng.acs.agent.emea.csco.cloud

ng.acs.agent.apjc.csco.cloud

N B EBO3ENIETFODONE BETEN | SR AT H IS,

Cisco DNA Centerx /IR A<

TENET SME T AMEEECisco DNA Centerhk A 72.1.2.xE12.2.3.x, 2.3.3.x, 2.3.5xUK%
Cisco Catalyst Center Virtual Appliancef1Cisco DNA Center Virtual Appliance.




DNA Center Cluster

DNA Appliance
Node 1

IP Addrt

DNA Appliance Virtual 1P E-
Node 2 Address .

IP Addr2

DNA Appliance —
Node 3 o

i o - —
za 1 =

Cisco®Cloud
AWS, NTP.
DNS, etc

REST APIs
and
DNA Center Ul

Metwork
Devices

%1 ] HA ££8¥ Cisco DNA Center

SIFRY N b3 25

A FECisco.com LIRBHREMALR , BIFERAU TN R ERMRA
* Google Chrome

* Microsoft Edge
* Mozilla Firefox

SHEMPBFIE

EEECXREXENTRIIEK , HSRIEN~m5
EEBRER

EEEBER

1. B dcx.cisco.com®ZFFZECX .



https://www.cisco.com/c/en/us/support/docs/cx/cx-cloud/cx217693-supported-product-list.html
https://cx.cisco.com/

CX Cloud

sl
cisco

G My Portfolio: Select =

Today Assets & Coverage Adoption Lifecycle Advisories Cases
BO0% covered 41% adopted 3 active 1101
a
- . a
Last Date of Suppont Telemetry Not Connected [ Wiew Al Detalls = 9 2
g
1 23 5697 Assats with Telermatry Not Connacted ;
H
Lot than & months L
AssetName Product I Product Type ~ Location
Contracts Expiring Crmecal Faults
01027472484 C5-DESKPRO-KI Collabaration Endpoints FREMONT.CA,LISA
3 0 01027472485 CS-DESKPRO-K9 Collaboration Endpoints FREMONT,CA LS
Lena than & marhs Last 7 daps
03073621595 C9407R Switches FREMONT,CA,USA
Crashed Assets High Grash Risk Assets
03073621665 C8407R Switches FREMONT,CA,USA
03073621735 C9407R Switches FREMONT.CA,USA
03073621805 CH407R Switches FREMONT,CA USA
Crtical Security Assets Mot Covered
Advisorios 03073621875 CO407R Switches FREMONT.CA,USA
0 584 03073621945 CO407R Switches FREMONT,CA,LSA
CXZ=ER

BIPR, BIERE QT

£I5€0

Data Sources D Stoage ReglondUniod States

@ Asercroe Seaech doa souicas a [ s Do Scuce §

&, 1oentity & Access

it
5 data sources
U50 Puiner Access Hama Type Duata Last Updased Snatus
@ Daw Sources Contracy Covered Assets B2 days bgo & Last collection succesded
21 nsighes Cloud Netwerk Inarsaght - = [First colacuion pending
Dt Conter Compantn Inntor saght ® First colaction pending i)
Maraki araki 33 days ago & Collection compleled
Collsboention Wiebex 2 days ago & Last collection succeoded

BIER

3. £ ifAdd Data Source, HMEBBRE QITH., ERHEMEZEFITHAmR.



Add Data Source

Search data sources Q
Cisco DNA Center )
. N R _ ) . . {  Add Data Source )
Usas CX Cloud AGent 1o support the Success Tracks for Campus Network and WAN (supported assat ypes)
[ Contracts y - -
0= Add Data Source )

Suppaorts all Success Tracks and offers

Intersight
/ = B
Suppaorts the Data Center Compute and Clowd MNetwork Success Tracks Add Data Sourcs
e Other Asset “ Add Data S
= { dd Data Source )
Eb Uses CX Cloud Agent to support Success Tracks —

n Smart Accounts
LQ s {  Add Data Source )
Supparts licensing

Webex

w | Add Data Source )

Supports the Success Track for Collaboration

Cisco Catalyst SD-WAN Manager

FIIY] Suppaorts the Success Track for WAN

1 1

(|  Add Data Source )

AN N HE IR

4. BHiAdd Data Source LR EAMNBIER., MRZFIRIZECXERE , LT HIZECXE
KREBEO , XAENLTRIEE, MRIRETHK , NEBEHRE, FSRAUTET 2 — UL -

RECXEHRIE
7 b0 BRI DNA T /ME J BRI
7N P b 5% 7= 4 o B AR IR

N B UL AREEERESEEN | AT ST T A,

RECX=E
WMRUBARTERLCXERERE , W EEERFE RN SR RHTRE,
BRECXEE , BIITUTRE



Set Up CX Cloud Agent

SET UP CX CLOUD AGENT

oL

Review Deployment Requirements
Aecept Srong Encryption gresment
Deremiload Imaga Fils

Dephoy and Pair with Victual Maching

EEHEER

@ Halp

Add Cloud Agent to your CX Cloud pit crew

CX Cloud Agent gathers. telemetry data from the desices on your network, allowing you to take
sdvantage of ol the hypor-relewant insights and trusted expertise that CX Cloud has to offer.

Review deployment requirements

Pripare your network for CX Cloud Agent
CX Cloud Agent runs a5 a virtual machine (WM, 3o you'll need a hypervisor to host .

Barans yoi downiosd 3Hd AL M Irdge hs, mdks taie CX Cloud Agant & sl |5 confacl 1o the deslphstid Lerer(z) via HTTPS oa pon 443 uling Bath the
FOIDM and the P addwass

For AWS US dats centers
- FOQDMN: agent us cscocloud

= FODN: rg.acs.agentus.caco.cioud

= FODN: choudsso.clsco.cam

= FOQDN: 3pi-ox chss oo

—

.\H Roerviow the CX Cloud Agent Ovendow for completo Pandwane and softwans proreguisites

'.v ¥ CX Cloud takes security serously, Review the Security section of the CX Clowd Agent Owenview B learm how CX Cloud Agent handies and stores
your data.

1 %0t up this configuration on port 443

1. BEEEFIBBERH %R set up this configuration on port 443 Ei%4E,
2. B Continue, “RECXT=RIE-EZBMEMIE DT,



Set Up CX Cloud Agent
Accept the strong encryption agreement
SET UP CX CLOUD AGENT Theen you can dow rrage fle for thi CX Cloud Agent virtual machine

— 5%

Irsbructions
@ Review Deployment Requiremnts

T apply for aligibility 1o download strong encryption software images:
Accopt Strong Encryption Agreemant

1, Bkt the addvoit BE16d in your Citoo,com User ProSls i comect 350 completd
Download Image Fila

2. Read each of the conditiors: below carafully prior 1o selecting your asmwer.
Dopilay and Palr with Virual Machine

i
i

'®) reS———

o

Gt tity o Dutento Conlractos

1 Government entity, a Military entity or e fenss Contractor, Are you in

Austris, Australia, Belgiam, Canads. Cyprus, Crech Republic, Denmark, Estonis, Finlend, France, Gemmany. Greece, Hungery, Ireland,

maly, Japan, Labva, Lishuania, Lussmibewrg, Malis, Netherlards, New Zealand, Narway, Poland, Poriugal, Stevakia, Slovenis, Spain

Swedon. Switzertand, Unitod Kingdom or the United Statos.
o No

Canfrmaticn &

By checking this field, | hereby certify that |, a3 & duly authorized repre:
abide by the condisions sel forth above regarding the usage of Cisco 5t

ntative of the organization. understand and agree 1o
ms, Inc. hardware anclior soltware,

kN

3. BiFFirst Name, Last Name. E-mailfICisco User IdZERFHTIERE L.,
4. EBREHIL IR ThEE

5. EHREIASIERERZFEH KM

6. i Continue, “RECXZRE-THMEHEOITH,



Set Up CX Cloud Agent X

Download image file

SET UP CX CLOUD AGENT

For usg with Widwane vSphere, Wiwaro vConwr. or Oraclo VinualBo
@ Roview Dopoyment Recuinements 0 -DNA - Canier =202 ] -rikas- | B0

Cisco End User License Agrasment

TR
7. EREHN X ERR TR RMTENBREGI .
8. % H | acceptE X ERERRKL AL F AL

9. # #Download and Continue, “i¥ECX=RE-HEHSELUNEXN"E OITH,
10. EREUT — o HAENEXNAKB , BSRAMNEEE.,

$F CX Cloud Agent i£#£ %] CX Cloud

EFEENNE , FEFCXTREEETCXT , UEAUEFHUIFE B LLE R Y 5% 7= F 0 #7#
o ATRUTHEZENHEHFREINFAEE

ERCXREEEIICXE , BHRITHUATRE
1. W ABE R EEENEDMZES AN FERG T TR ECL)PRAENEN B,

N B EHBETROOVATHEAKIIE AR,



Set Up CX Cloud Agent X

Deploy and pair with your virtual machine
SET U £ CLOUD AGENT

- I T L

Prairineg Lo
[ S S AR

@ oot g lreryphon Agrreee-t
ﬂ Coraricusd rags Tla

Cogdery sarvd P v sl Wi

?

[TpSEe

2. REHEIMCXZRE, EEHSMEFNBBRRA <8 , IRECXERE-SEMRHE OF
EEITH,

Set Up CX Cloud Agent *
Registration successful
SET UP X CLOUD AGENT

—_— %

B vavaw Dby reeed Mg imearis,

B hosp dwong Erorppecn dgpesmes o
'
@ Downiosd bruge | i t
Dy ot Pat mmdth Wil Wi stk [
.; B et wpc a0d your dats SoUrces

T

EAR R Zh

7 hCisco DNA CenterfEh #3E R



M“Data Sources Connection”& O ( 525 “Connecting Data Sources”#f % R #“Connect Data
Sources’ B & ) Hi%#Cisco DNA Center , ST LUTED :

£ Back To Data Sources

Connect to CX Cloud

Connect a Cisco DNA Center
P Address or FODN City

Username Password

Run the frst colliecion now (this may take up to 75 minutes)

EEIICXT

7 NCisco DNA CenterfE N BB RIS IR -

1. % ACisco DNA Center IP#b it 5% 5E #1IP#t it SiFQDN, City ( Cisco DNA Centerfi & ) .
Username#lPassword,

N orE - BoERBRAERT AP,

2. B AR E S RCXARERFZ AT —XAMERH# A EFBRATERRENE
B, Nm&zH#E> WE.

N s B RRTRERSTEEEI55 4,

3. #i5 Connect, AR E RIS ERIDNARLIPHHEEIHEIAHEE,



4. B #HAdd Another Cisco DNA Center, Done=Back to Data Sources , S§fin[@Data
Sources& O,

AN INEL 23 7= 4E ) AR IR

Bk

BAKEET BEFESNDNARLERNRE  FRFESEEENTENLE , HEE ZHR
BEONHITRE., ERINVZECXZRER , AFTUEREBECXSRE , JUERIICXRKRME

AR 89 55 7820 B RIDNAR O AP IE AT LU CX = IR B 32 132 B BN 5 9 LA RE 44 17 7
, X Z A ERE10,000 M EREENRE

AP AR F XA AR RZRBIIEEIPERE ( THCXRERTHM ) KIFRES

HBICXTHHIRE, XFR EAH LM EEEDIL(SNMPYRITRILUSNMP) , IREZT 2
(SSH)IMITIERE, MMEWEBEXLFR , TRRANREENHE,

NoaE
TLUE AR 7 HRIPEE, MBREETEE Mk,

NoaE
MIET T TR 2 — AT | TIPS E T LR i 0IPE .

MBEFREREES QPR REME >~ |, FITFAUTED :



Connect to CX Cloud

How would you like to connect these assets?
Uplaad a seed fila (recommended})

Addl your devices to o Seed File Témplate You can reuplead this file later # you need to make changes.

Provide an IP Address range

st e
CISCO

ERMEMRFFENBER , FHRITUATERE

o fERATF S ER EfE T F ST,
. BEIPHUEE,

I

ETRHFXANEERRZRIANETIPEEN R EBKB TSNMPER ZIMBI, FETEMRAH
SNMP , fECX Cloud Agent 5 SNMPV2cHISNMP V3 , 3 H A fil & £ — MR A< 25 [ B B (& 7 S Rl S
o AFZMRETHEANANHEEEE T RTEREEHEASNMPEERNIRZNSNMPIRS EE
2R Z [E B 4,

SNMPV2cHISNMPV3EZ & MMz EEERE S EAEMTRE. SNMPV3fEMAZFSHAMR R 1858
AMBRLLRERBIDHEABRERT, BUEMEAEMNENEE Internetd M 4& & A
SNMPv3 , AB5EZ 2 KB MR . ECXT L , HRIFEESNMPV3m A RZSNMPv2c , B A E
FISNMPV3Z #FH [HRRIR & BRI . TIRFNRAHWSNMPEHAFEE , MIABRT , CXsRED
LAERASNMPVIZ IS ZMEZBEE , WRBETEKINHNE , MIEKE ISNMPv2c,

TEHE I

ERNEZRREZEZEN -y , AR S4TEERFEZDIUFEMEE : SSH ( H&Etelnet ) o A
DAERASSHv2 , BRDEHHNEXFNNIEZREFRN, HEE , SSHVIMUBEERRE. W
REBEINNRELM , HARBSSHVIE , ENBENRKER~TRcRXERAMZERE.,
Telnetth A &£, Bidtelnetig XMW EFIUER (AFBNER ) FnzE , IHEESZZERE , HE
RBTMANREM,

{58 A fh F TR IR



KT F XA

MFXMHRESTRECY) XM  ERFBITRA-MREKEILLR, ERFXXHH , S FXH
IEFREN B TCXTREBEAMNEFWEENHFEAME—RE, RESNESANMN FXHRHERED
REFENAMBERRIERHEE , AFEENEL BT FREEN —BoHETHIR, MFXHFHH
FIEREHBEANZERE , IEVREENXERETETE. WRE EEHMOTFXHEREHR
LRI M 730, IR EA2EY B PR E RECXEH,

CX Cloud AgentAl A= EZFR %R , BELEZHEPIDHFISHERT , TZEABEERR T
PERNETMER. BFXHDPUD SFHLNEATEHTHELE, 7 XHPRREITUS STk
, I ERIRE P M F XA R R R B Ml BRL 1T ( B UGED )

R F XXM (BEIRE ) IEXTEUEMLFRNER , X—RFFEE, RHRHNEENE
EPDFE XM F XX, PDFRHESE | AR TRIZFE U csvi8 N RIFAVIP 730 HF

BRI EEAEE AT AR csvis MM 7 XA M7 304+,
N % HPOFRESE | AATFOREEM coviERREIR T M

L RAR AT R A B/ F XA S M5 LB EN R,

M3 45 BIFR B AR IR AT BIE A
A P 3t ik 5 E 4L A RERBHER,. HE—NIPHEURENS.

SNMP#YZCX Cloud AgentAER , AT
EFMETRNREZLEIN, EATUR
snmpv2cgsnmpv3 , BHEFLZE£ER , B
f# Fisnmpv3,

B SNMP SRR A

4 g 4 4 e
snmpRo : MR col#=3%E N MR AFEIRRIEFESNMPV2IIZ F K

C . N AN % ESNMPESIEEsnmpRO ( R
“ ” r" N I\\ EI ’
snmpv2c” , A LR #) FiE, BN, £ETUHZ,
.l . s e J— s =
S 22{25;?;’%;“«2?5 Véz,, %mu 3 1 [AREESNVPS I EREH THE , 1
o Yo A i m an B R AP A,
a/14
) SNMPV3HX A BT MDSsSHAE 3 17
: L . . - .
E snmpv3AuthAlgorithm : BRI |\ g ppeir  ein s BT 22 BHBIT

RMDSHSHA ARSI SO EHE.



https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/cx-cloud-agent/seed-file-template.pdf

M+ 3245 SIFRBARIRRF HIM A&
EE  MDSHBEMAFRL2W , HEB
SHAREXHEMAMERE LEMA.
MRAERE LEE T MDSsSHAMZ & %
F snmpv3AuthPassword : %5 , WEERRZHAREANEX S 0K
MRRZEE TSNMPV3RRFAE L ( LEZE
RAFmEERN ) , WESRHENHEE,
G snmpv3PrivAlgorithm : {ER] LA 2
DES , 3DES
XS : DESFfE ARS6u AN
, TERMNEZEZS |, 7} H3DESH
ATFXEHENmERE,
H snmpv3PrivPassword : Z3E5 MRAERE LEE T SNMPVIBRFAEE |, M

FENRBEERHESBNBLRD,




M35

PR/ FRIR AT

BIE A&

snmpv3Engineld : enginelD , &
TNEENKE—ID , MRFFHER
#ELEE , BHEESIZID

SNMPvV3 Enginel DR EXREFMEZ KM —
ID. LtEIZIDIEHCXERIBWESNMPEE
EMERSIARE. MREFFIHEE
EnginelD , NI FE1R4t4H R KYEnginelD,

cliProtocol : {E 7] LA Z'telnet',

CLIATEEERZERXE, CXaREEAL
MUHNBFERZBHITCLIRE. LCLIWNERK
BERTCXEHRMNAFMEMBLERE, 2L

J 'sshv1', 'sshv2's FARRNZE | NI .
S n Do RTINS FSSHY? ; Bk A H AR AL 4
AR RANREANSSVZT | oo 1 RTelnethh i A & o5k 1R it R 45 40
EmEEH,
WRIEFE TEMCLIY , IEEBREHERH
K cliPort : CLITHMY IR A& WixsO&, Hlin , 224KSSH , 23K K
telnet,
CliUser : CLIAF A (T ARt
L CLIAFB/ZBRENEHFE FERBIRFNWMENMCLIAFR G, CXaRE
, B %I ( col#t=12F TECLIREEHA[BE 1R B & B 5 F bk 10,
col#=13 ) TEEN Z=,
cliPassword : CLIF 285 (Al 2L
M RECLIAFRB/ZBEFE , B |FERHZRZFNMERCLIZEBE, CXEREE
% ( col#t=12Fcol#t=13 ) FEE |CLIWEEHAB)E #2 21% 2 i 65 F b 3£ T
N go )
q cliEnableUser WMRERE LEE Tenable , NEERMHIR
% WenableUsernamefg&.,
o cliEnablePassword MBERZLEE Tenable , MIFEERMHK
# W enablePassword{E.,
P RRZEF (LTERA) BERRER
Q REKRZE (LTERA) BRIk
R RRXZE (LTEWA) BIERRER




M35 HIFR BB IR AT 5 F&
S AR (EFRWA) BEERER

R A EN AL PR

REIRFZRNEN BN FEATRS

- RERREWEREFETRIHNTHR , BECXERREFPAAR, REZQN RS2 1L
B RIRZEN,

s WFABTEXRIBE —BOHIRE , CXEEFTEHPENE M ATRER EBRER K,
- R FXHERIPTEEESFHIREZ B ECisco DNA Center@ =i — 284 , M R4 4¥ICisco
DNA Centersc B X8 &G — R, THERLAERFX M4/ IPEESRE ,  WBRES,

£ R RTEY M F SR IR &

EFEAFNMFXHERMRE , EHITUTERE

1. ERAXEPRANEE (BESRXTHF XM ) RBIERESCXEHERE O FHEET
B F XA EHR(PDF).

N s THORMIVAE  RESCXENERE O EETETA,

Lonhqure connachion to X Cloud

Upload your seed e

M -
o fibes o




BEEEICX=EAR

2. fTJFExcel B8 F &R ( MAEMERB TR ) , RAERERPAIRE AR,
3. FR M ABESCRBIES A
4. TG , FHEWR S 7N cov X BURZ XS ACXTZRE,

Configure connection to CX Cloud
Ll ] gedear dpniped T
L
Yl | f T
Seehimhade Invenlery Codleclion
i 1
Coct ¥
N
EERFXH4ED

5. F AN FXHBEOS | BHEEFCIEN . csvX i , EATNEXH , ARSI
csvX o

6. ERXITRIEF~WER s HETEE, BEREOITF , ER—FHEINER.

7. ECXEHWBREESTRZH , CXEREMANBEA B F XA EMEREN ISR EIEE
RMITE—RBENKRE, ATURERFWE , A URIBIA E Xt RIETWE, AP AT
JEIE 1% H Run the first collection nowEIEERITE —MENERE, BEMFXH4PEENSKE
BMHEMRE I EEEEMESKARE,



Data Sources %
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B SNMP vic

Collechon oplions
S5H v2 (recommended)
- SSH w1

Telnat

' T
| Cance Continue

R

6. i | E N M SRR R ER NI
7. i Continue, “RHIP#utSEE"E Q4T 7,



Frovide an IP address range # Edit The Protocols

Enter IF address range

Starting IF address * Ending IF address *

(LRLRVR Y 1,0.0.4

Enter SNMP vZc credentials

Read community *

Enter S5H w1 credentials

Usemama * Enable Username {Optional)

Password * Enable Password (Optional)

™
i Cancel )
s -

A

8. W AER BRI,
9. B Connect, “BIEFFR'EOTF , ER—FHEWINVER.



Data Sources

I carin v bsies Q

HiA
N oxE BANEEEBRTHACAECEANEE  FEDESET.,

XTMNS N EHIBRPRIRE

BRIDNAROGHECXERENERRZEZTRSANELRZ , N\MSBNXERZVEEER
E. NBRWEEERE , ENAE-—MEHREERE , FEWHECX Cloud AgentEEIRZMML KL
%o

- MRiIZKKHCisco DNA CenterKI , AFHEFEZRRIERE (FRAMFXH4SIPTEE ) 2
KD , MCisco DNA Center{t i #i& % -
- MBRRELEIEEEEEIICX Cloud Agentifi % F , SAJEHCisco DNA CenterE# &I
, MICisco DNA Center{t £ 418 % .

ZHY

EP U UECXEH R HRF L HHEME,



AR BRI HMEBSE S RELE |, HAED LR~ WETRIERE-7/0 6, X8
HERASER, BTSN HMARTRSBEHESEF TRSBABAY.

Eir R EME  ERITUATERE

1. 8EM L, SEHRE (BE ) AR,
2. EBERR £, EEMBHEPIERBIBWRE,
3. B #Schedule Scan,



Data Collection

ChagRed e Semns { Schedale Scan ]
I 3 October 2022 *
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Created: Oct 3, 2022
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vmware’

VMware vSphere”

Client

All vSphere features introduced in vSphere 5.5 and beyond are

available only through the vSphere Web Client. The traditional
vEphere Chent will continue to operate, supporting the same

feature set as vSphere 5.0.
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Flease enter an IFvd address amnd corresponding network conf iguration
for the appliance.
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Cont inue button)
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Froxy Conf iguration
Pleaze enter proxy details for the network.
(Use UpsDown keys to mavigate to next field. Press Tab to jump to Sctup

Proxy buttom)

Proxy fddress: e
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Usernane : |
Password : e ———
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Cleca X Cloed Agent Sctap

The eeiuork conf iguration kas bees seccesslully conpleied .

ir
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(L P PETY]

M5 Seruep

The pairing code iz

Flease go to Of Closd and eater thiz pairing code,
The Code will b= walid for & mimites.
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_"E_]
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Falring Code Dopired
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IF

Sulbnetl Rask
et ot
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13. Click OK.

Regiztration Successful
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3 uuouungent 2.2_BUNG-35_1U.126.7F.229 (| ENVIONITENL, you Cail Use VINU@l IMacnines as uesKiop of
CloudAgent_2 2 =—— , ents, as testing environments, or to
1mdwamm22mmssm pplications.
b CXCloudAgent_2.2_Build-35_8¢ Guest 4
) CXCloudAgent_2.2_Build-4_Bok| Snapshot » \ Take Snapshot...
I CXCloudAgent_2.2_Build-4_Chz Open Console 2
I CXCloudAgent_2.2_Build-7_Chz E = RERSEED CHIEI Snogstiof
I CXCloudAgent_2.2_Build-7_Chz @ Edit Settings... ﬂa Snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
) CXCloudAgent_2.2_Build-7_Niti B R e
I CXCloudAgent_2.2_Build-8_Bok Report Performance... . i
) CXCloudAgent_2.2_Build-8_Ch: virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename . -
ade s rirtual machine
 CXCloudAgent_2.2_Build-8_nt{ ¢ i New Window...  Ctrl+AltsN
I CXCloudAgent_2.2_Build-8_n)_ ) .
) CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings
I CXCloudAgent_2.2_Build-9_10. Delete from Disk
L_CY¥ClaudAnent 2 2 Ruild-Q@ Nitin IO 178 77116 T 11

& VM

—MName
[Snapshot_Name <Provide_Snapshot_name >

—Description

<Description for "ef>

[ Snapshot the virtual machine's memory
I Quiesce guest file system (Needs VMware Tools installed)

‘ oK | Cancel

BRELIRR

2. i AName#FDescription.
N wiremeE BR“Snapshot the virtual machine’s memory ( B\ HLRZIRER ) "Ei%k4E,
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B0y 00 Ghee e

[ CXCloudAgert_2.2_Buid-21_Bob_10.126.77.130_fresh
G cxCloudagent_2.2_Buid-22_10.126.77.227_Chaitra
G CxCloudagent_2.2_Buld-24_Bob_10.126.77.131

) CxCloudAgent_2.2_Buld-26_10.126.77.227_Chaitra

677 227 _Chaitra

Summary | Resource Allaeation | Perfo

close tab (X

@ CxXCloudagent_2.2_Buld-27_10.126.77.227_Chaltra . FL, L

@ CXCloudagent_2.2_Buld-27_10.126.77.227_D Whatis a Virtual Machine?

Eh CxCloudAgent_2.2_Buid-27_beb_10.126.77.130 A virtual maching is a software computer that, like a Virtual Machines

(@ CxXCloudAgent_2.2_Buid-28_10.126.77.227_Chaitra physical computer, runs an operating system and

B CxCloudAgent_2.2_Bulld-28_bob_10.126.77.131_esuid3 applications. An operating system installed on a virtual

(H CXCloudAgent_2.2_Build-20_Bob_10.126.77.131 maching is called a guest operating system

3 CXCloudAgent_2.2_Buid-3_bob_101.126.77.130

(h cxcloudhgent_2.2_Buid-31_10.126.77.227_Chaitra Because every virlual maching is an isolated compufing

& CxCloudhgent_2.2_Buid-31_aditya_10.126.77.122 environment, you ¢an use virtual machines as deskiop or y

(3 CXCloudhgent_2.2_Buld-33_beb_10.126.77.131 workstation environments, as testing environments, or to % Hos:

B CXCloudAgent_2.2_Buld-35 consolidate server applications.

ffy CxCloudagent_2.2_Buid-35_10.126.77.124_Chardan _

{5 CXCloudAgent_2.2_Baild-35_10. 77.222 Virtual machines run on hosts. The same hos! can run %

s 5_10.126.77.227_Chaltra many virtual machines. . >

@y CxCloudagent_2.2_Buid-35_10.120.77.229 EV =

CxCloudAgent_2.2_Buid-35_122_Aditys_tast )

g CiCloudhgent_2.2_Buid-35_Aditya_10.126.77.122 d

(. cxcCloudagent_2.2_Buid-35_Bob_10.126.77.131 Basic Tasks wEphere Client

1 CxCloudaAgent_2.2_Build-4_Bob10.126.77.130 1

{3 CXCloudAgent_2.2_Build-4_Chaitra_10.126.77.227_Chaitra . @ Power Off the virtual machine

( CxCloudhgent_2.2_Buid-7_Chaitra_10.126.77.227 : _

) CXCloudagent_2.2_Build-7_Chaitra_10.126.77.228 Il Suspend the virtual machine

CxCloudAgent_2.2_Bulld-7_Mitin_10,126.77.118

E CxCloudAgent_2.2_Buld-7_Hitin_10,126.77.118 @ Edit virtual machine settings

R CxXCloudAgent_2.2_Bulld-8_Bob_10.126.77.131

Gh CxCloudAgent_2.2_Buld-8_Chaitra_10.126.77.227 v

(h CiCloudhgent_2.2_Buid-8_Mitin_10.126.77.119
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