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TomcatF B server.xmliZ i,

HAE RIS

<Connector SSLCertificateFile="C:\Cisco\CVP\conf\security\vxml.crt"
SSLCertificateKeyFile="C:\Cisco\CVP\conf\security\vxml.key" SSLEnabled="true" acceptCount="1500"
ciphers="TLS_ECDHE_ECDSA _WITH_AES_128_GCM_SHA256,TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256,TLS_RSA_W
ITH_AES_256_CBC_SHA,TLS_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_128_CBC_SHA256"
clientAuth="false" disableUploadTimeout="true" enablelLookups="false" executor="tomcatThreadPool"
keyAlias="vxml_certificate"

keystoreFile="C:\Cisco\CVP\conf\security)\.keystore"
keystorePass="3WJ~RHOWjKgyqg3CK1$x?7f0?JU*7R3}WWOJE, I*_RC8w2Lf" keystoreType="JCEKS"
maxHttpHeaderSize="8192" port="7443"

protocol="org.apache.coyote.httpll.HttplIlNioProtocol" scheme="https" secure="true"
sslEnabledProtocols="TLSvl, TLSvl.1l, TLSv1l.2" sslProtocol="TLS"/>

WREIEETLS v1.2 , It EEH EHS B (ssIEnabledProtocolsFIiEB)EA X FTLS 1.2FFEHEL
B

£ Ajava keytool.exe LA K TLS 1.2iEF, Itk T EA[1ECisco\CVP\jre\bin\FF R H,

Keytool 3T #%

EEO2FBATLS 1205 R
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JAVA Version

Upgrade JAVA to 111 and above for 1.2 support and
IRE 1.6 : 5
9.0 NA customer has to implement custom java code to handle
TL51.2 | Refer to the example)

Customer has to implement TLS 1.2 in Customer code (

200 ik JEELD Refer to the example).Upgrade to JRE111 or upgrade to 1.7.
105 ES.26 JAVA 1.7 32 bit JAVA In built support for TLS1.2, no update of JAVA required
11.0 ES-23 JAVA 1.7 32 Bit JAVA In built support for TLS1.2, no update of JAVA required
i e it i JAVA In built support for TLS1.2, no update of JAVA required
11.6 NA IRE 1.7 64 bit

MBLRETZHREBEIMAESHRAS | CSCvc39129 VXMLEES SBERTLSE Fin, WEEN ALt F 3
fii & :

S IT T FMRmE R H S EHKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache
Software Foundation\Procrun 2.0\VXMLServer\Parameters\Java,


https://docs.oracle.com/javase/6/docs/technotes/tools/solaris/keytool.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc39129/?reffering_site=dumpcr

SW2 T EM 4] |, FHEXRRRI — Dhttps.client.protocol=TLSv1.2,
B3 EFF3Cisco CVP VXMLServerfR %

BT R EJAVARR A F ERIA U SIS R R

TLswl.3 (default) TLSv1.2
TIS Protocols TLSv1.1 TLSv1.1 TLS v1.1, TLS v1.2 (JDK 6 update 111 and
e O e TLSv1 TLSv1 (default) above)
S5Lv3 55Lv3 TLSv1 (default)

55Lw3

-Djdk.tls.client.protocols=TLSv1.2.

B ERVXMLARS 88 Java SEFF X T EZ(JDK)7HJIDK6H EATLS 1.2,

FE  RIAMBERTEZASSL,

EEZO3RFATLS 1.2 7

CVP VXML

TLS 1.2TLS 1.2

SQL server 2014Service Pack(SP)2TLS 1.2 TLS 1.2SQL Server
SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols
CVP3TLS 1.2

1.HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun 2.0\VXMLServer\Parameters\Java

2. — Djdk.tls.client.protocols=TLSv1.2

3.Cisco CVP VXMLServer

AE  BXEFMAEER | FREIBuUg:CSCvg20831 JNDIFIEE EEE5CVP11.6 SQL
2014SP2%& M.,

AHTLS 1.2 FNIREN T E
CVPX##ffJava Runtime Environment(JRE) AR EI R FARA , AR R ERE,
LR E RJAVARRAS


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg20831/?referring_site=ss&dtid=osscdc000283
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg20831/?referring_site=ss&dtid=osscdc000283

javaversion "1.6.0 67" Apache Tomcat/6.0
9.0 32 —Bit Server
javaversion "1.6.0 67"
10.0 32 —Bit Server Apache Tomcat/7.0
javaversion"1.7.0 45"
10.5 32 —Bit Server Apache Tomcat/7.0
javaversion "1.7.0 67"
11.0 32 —Bit Server Apache Tomcat/7.0
javaversion"1.7.0 67"
11.5 B84 —Bit Server Apache Tomcat/8.0
javaversion"1.8.0_67"
B4 —Bit Server Apache Tomcat/8.0
11.6
JAVARR A

BRI P RN S RIBE

B TXEMR2MNART6AM , RZTFR

HH Tomcathy 25 B

S #FTomcat MinorA %, ER , FRREHITHRZBIREBE LJar ( AXIS, JDBCE ) Z @K F*
AR,

BREFAER  FSRALLNT R,


https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp11_5/configuration/guide/CCVP_BK_1C6B2D4E_00_115-cvp-configuration-guide/CCVP_BK_1C6B2D4E_00_115-cvp-configuration-guide_chapter_010101.pdf
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp11_5/configuration/guide/CCVP_BK_1C6B2D4E_00_115-cvp-configuration-guide/CCVP_BK_1C6B2D4E_00_115-cvp-configuration-guide_chapter_010110.pdf
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