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1. RARRFERERSP/TT SETHRAMEL ( cXRFeXREVARA )
EGAIRA(eXR)HF, BE—MREREKRD :

RP/0/RSP1/CPUO: XR#show version

Wed Jul 26 21:10:16.761 IST

Cisco I0S XR Software, Version 7.1.3
Copyright (c) 2013-2020 by Cisco Systems, Inc.

Build Information:

Built By : gopalk?2

Built On : Thu Nov 26 10:51:48 PST 2020

Built Host : iox-ucs-027

Workspace : /auto/srcarchivel?/prod/7.1.3/asr9k-x64/ws
Version : 7.1.3

Location : /opt/cisco/XR/packages/

Label : 7.1.3

cisco ASRI9K () processor
System uptime is 2 weeks 17 hours 22 minutes

RP/0/RSP1/CPUO:XR# configuration
RP/0/RSP1/CPUO:XR(config)#xml agent throttle ?
memory Memory usage
process-rate Process rate
RP/0/RSP1/CPUO:XR(config)#xml agent throttle memory ?
<100-1024> Size of the memory usage in Mbytes per session (default 300 Mbytes)

32{LIRA(cXR), &BEH B —MRE -

RP/0/RSP0O/CPUO: XR#show version
Cisco IOS XR Software, Version 6.4.2[Default]
Copyright (c) 2020 by Cisco Systems, Inc.

ROM: System Bootstrap, Version 10.59(c) 1994-2014 by Cisco Systems, Inc.
<snip>



Configuration register on node 0/RSPO/CPUO 1is 0x102
Boot device on node 0/RSPO/CPUO 1is diskO:

RP/0/RSPO/CPUO:XR# configuration
RP/0/RSPO/CPUO:XR(config)#xml agent throttle memory ?
<100-600> Size of the memory usage in Mbytes per session (default 300 Mbytes)

xR RRAPAIERRIAES R 300 MB
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RESPONSE ERROR: 0xa367a600 'XML Service Library' detected the 'fatal' condition 'The throttle on the me
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<?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">
<Operation>

</Operation>
</Request>
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<?xml version="1.0" encoding="UTF-8"?>
<Request MajorVersion="1" MinorVersion="0">
<Get>
<Operational>
<BGP MajorVersion="36" MinorVersion="1">
<InstanceTable>
<Instance>
<Naming>
<InstanceName>
DEFAULT
</InstanceName>
</Naming>
<InstanceActive>
<VRFTable>
<VRF>
<Naming>
<VRFName>
VRF_NAME
</VRFName>
</Naming>
<AFTable>
<AF>
<Naming>



<AFName>
NAME
</AFName>
</Naming>
<NetworkTable>

</NetworkTable>
</AF>
</AFTable>
</VRF>
</VRFTable>
</InstanceActive>
</Instance>
</InstanceTable>
</BGP>>
</Operational>

</Get>
</Request>

HERHNTEHBGPR, X THIFFEER , WAET2.2 Gb , At EX 2N fFRHBIRS,
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XMLEBLUTSEH -

<init>
<body>
<message>This is an example</message>
</body>
</init>

FREHRCEIEF NI S , BIFF#RFRIC(<init>) ML RARIE (</init>) MRAREALLEN , MXMLEE
BERRENERVE,


https://www.cisco.com/c/en/us/td/docs/ios_xr_sw/iosxr_r4-1/xml/programming/guide/xl41apidoc/xl41over.html
https://www.cisco.com/c/en/us/td/docs/ios_xr_sw/iosxr_r4-1/xml/programming/guide/xl41apidoc/xl41over.html
https://www.cisco.com/c/en/us/td/docs/ios_xr_sw/iosxr_r4-1/xml/programming/guide/xl41apidoc/xl41over.html
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config
A 2 L 2 L 2 Y L 4
hostname wrf ip interface banner
Loopback
¥ i ¥
name description wrf
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ENR/MEAXML APl , BEAEEN 25N,
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<?xml version="1.0" encoding="UTF-8"?7>



AR ERTFEL R ICHME—FRIC,

2. BFERNFERPNIRC,. BERP , EFBEREERAS.

<Request MajorVersion="1" MinorVersion="0">

3. BEFRE, FHRMA , EXHKENITAPIER LT RNBENEMXMLEE

<Operation>
<Operation_1>
<Operation_2>

<Operation_n>



, BN ERFHNERESETENRE, TEXSMRENITER.

T—MROIER—NEEMELFEEIES

<?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">

<Operation></Operation>
<Operation_1></Operation_1>
<Operation_2></Operation_2>

<Operation_n></0Operation_n>

</Request>
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1. RYLBIRRE

. <Get></Get> : WETHEHED (KHAENEBIE ) .

« <Set></Set>: BLE. FHIANIMBIFELL,

 <Delete></Delete> : HilBR— N BN EIET,

 <GetVersioninfo></GetVersionInfo> : # RATIE KA 4 ERAS FXMRAS B RE,
- <GetDataSpacelnfo></GetDataSpacelnfo> : LIRERRIDE RIRS B B EFH B H A o
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« <CLI><CLI/> : ATFRN A BEEERERNCLIGTTIIIRIC,
+ <GetNext><GetNext/> : MMRBT|ATFH KD |, IRIELFMEBT N EREE,
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https://www.cisco.com/c/en/us/td/docs/routers/crs/software/crs_r4-3/xml/schemas/XR_XML_Schemas_CRS_430.html#object_ip_tcp_services_cfg_IP
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XML Schema Documentation forthe Cisco CRS Router, Cisco IOS XR Release
4.3.0

HOME

SUPPORT XML Schema Object Documentation for root_objects, version 1. 0.
PRODUCT SUPPORT B

ROUTERS Objects

CISCO CARRIER ROUTING <Configuration>

SYSTEM

Programming Guides

Description: Root object for configuration
Child objects:
<AAA> - Authentication, Authorization and Accounting
<AIB> - AIB configuration data
<APS> - SONET Automatic Protection Switching (APS) configuration
<ARP> - ARP configuration
<ATM> - Global ATM configuration
<ActiveNodeTable> - Per-node configuration for active nodes
<BFD> - BFD Configuration
<BGP> - BGP configuration commands
<CDP> - Global CDP configuration data
> — Establish CEF configuration
=CallHome> - Set CallHome parameters
=Clock= - Configure time-of-day clock
> - Configure control Plane
<Crypto> - Crypto configuration
<DHCPVED= - IPV6 DHCP config data
<DHCPv4> - DHCP IPv4 configuration
=DynamicTemplate> - ALl dynamic template configurations
<EIGRP> - Configure Neighbor
<ERP> - Ethernet Ring Protection
<ES_ACL> - Layer 2 ACL configuration data
<ErrorDisable> - Error Disable Configuration
<EthernetFeatures> — Ethernet Features Configuration
<EventManager> - Event manager configuration
<Exception> - Core dump configuration commands
<FTP> - FTP configuration
<GenericInterfacel istTable> - Generic Interface List configuration
<GlobalAF> - Default VRF configuration
<GlobalInterfaceConfiquration> - Global scoped configuration for interfaces
<HSRP> - HSRP configuration
<HSRPCfg> — HSRP configuration

;
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BRI BEEFI, WEPRERATEREANER. HlM, XTIPv4 :

<IPV4=

Description: IPV4 related services
Task IDs required: ipv4
Parent objects:
=Services>
Child objects:
=SmallServers> — Describing IPVY4 and IPV6 small servers
Available Paths:




EHENBREGS | S TFEMAIPvAESR |, FALUETH N AP, B88Cinetd, &A83ServicesH
IPvARY BL B IR 1E,

AR PITERFEEH RN EMERE,

BEHART—1EN :

<?xml version="1.0" encoding="UTF-8"?7>
<Request MajorVersion="1" MinorVersion="0">

<Get>
<Configurations>
<IP>
<Cinetd>
<Services>
<IPv4/>
</Services>
</Cinetd>
</IP>

</Configurations>



</Get>
</Request>

2. XML API

XML APIER ATE ERHOS XRIF, HEEBEEXMLE , 56 FAshow xml schemam ., &
, BAXMLEEEL FLinuxBCLIFR AT L,

FELCLIF , BEATHRE

?  BE— #E
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<operation> : B A ? B URERBERIT TREMKE THS
—ERETRE
-config
- EEERE

-cd

*&E BB FR/IBHR

REERATRAR

RP/0/RPO/CPUO:XR#show xm1 schema
Username:admin
Password:

xml-schema[config]:> ?

config oper action
adminconfig adminoper adminaction
cd pwd classinfo
Tist 1s datalist
walk walkdata get
hierarchy quit exit

help

xml-schema[config]:> Ts

[container] RIP

[container] TCL

[container] LawfulIntercept

[container] ErrorDisable

[container] PerfMgmt



[container]
[container]
[container]
[container]
[container]
[container]
[container]
[Teaf]
[Teaf]
[container]
[container]
[container]
[container]
<snip>
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RCC
FrequencySynchronization
HwModuleProfileConfig
MPLSStatic

XML

Tpa

MLD

RPIsolationEnabled
RPIsolationMultiple

AMT
PriorityFlowControlWatchdog
SSH

BNG_PBR

BEFEENT, XEFIFREEMNAMEIF | FBFEEroot-Is/adminft



xml-schema[config]:> Ts
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[Teaf]
[Teaf]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]

xml-schema[config]:> cd XML

xml-schema[config] : XML> Ts

[container]

RIP

TCL

LawfulIntercept
ErrorDisable

PerfMgmt

RCC
FrequencySynchronization
HwModuleProfileConfig
MPLSStatic

XML >>> Here

Tpa

MLD
RPIsolationEnabled
RPIsoTlationMultiple
AMT
PriorityFlowControlWatchdog
SSH

BNG_PBR

L2TP

Exception

IP_RAW

MSTAG

FpdXRConfig

Agent

xml-schema[config] :XML> cd Agent

xml-schema[config] : XML.Agent> T1s

[container]
[container]
[container]

Default
SSL
TTY

xml-schema[config] :XML.Agent> cd TTY

xml-schema[config] :XML.Agent.TTY> Ts

[Teaf]
[Teaf]
[Teaf]
[container]
[container]

EERT—MER

Enable >>> Leaf of interest.

IterationSize
StreamingSize
Throttle
Session

xml-schema[config] : XML.Agent.TTY>

E—MRERFETRXMLEY, ERALESN , EHR :



<?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">
<Get>
<Configuration>
<XML>
<Agent>
<TTY></TTY>
</Agent>
</XML>
</Configuration>
</Get>
</Request>

MAXMLE

WEEBRE , T—FR2IEBTIR, ENRAE , ATSECLIF X Hxml echo formatin . LHIER/E
Al fE[E — iR B R 1ER,



BN FER WAL RTE , AR TUEH/MEERFKREnterft, RFE RN EN

RP/0/RPO/CPUO:XR#xm1 echo format

XML>

XML> <?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">

<Get>
<Configuration>
<XML>
<Agent>
<TTY></TTY>
</Agent>
</XML>
</Configuration>
</Get>

</Request> >>> Hit enter here. Immediately getting the reply.



! Reply:
<?xml version="1.0" encoding="UTF-8"?7>
<Response MajorVersion="1" MinorVersion="0">

<Get>
<Configuration>
<XML MajorVersion="1" MinorVersion="4">
<Agent>
<TTY>
<Enable>
true >>> This is the requested value.
</Enable>
</TTY>
</Agent>
</XML>
</Configuration>
</Get>
<ResultSummary ErrorCount="0"/>
</Response>
XML> exit

3% i 88 & R0 N FResultSummary,
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CORBAENESZHWEMASSL , IEZ2EBHKE., 5F—FHME , SSHEEZREEATEEM S,
EMRERAT IR :



» Fault Configuration Accounting Performance Security

Interface

SNMP CLlI XML

Static Interface Inventor Alarm

I “Iml el P E

ELEAY , BAF[ARILER(RSP)HERXMLHNEELR, XLEHEF—NEAAP, AT%
ERERZFPEMHABNAAEE , XEHER

« M+
- FITER WK
- ZIHERRS S
- MERHIZRALIEER -
- RITEEREEE,
- SysDB,
- TCP(AAFTXML APIENTCP 38751)
- NetlO




AR EEEBXRMEERMNFEMAESR , B ECisco I0S XRAKXMLEIREBS
REFEBER , BRI G R EFXBFCTEN , MREBATFHRAND , W 0& R T 5E R T
o MRAENMNABEZERKNESEEE , EARKEKEDMBE, XARFERS
E&FimNAPIRE

T—KEBERTXE :



Network

CWI  XWMLRegResp| CE(’EEA -
Client  (CORBA) [
Agent XML ., Back
N— — Inf — a: end Data
Perl XML Req/Resp SSH/Telnet nfra PpPs Store
Scripting‘ {SSH/Telnet) - XML
Client Agent

/

Cisco 10S-XR Router

EERE LEE/RBERAXMLAE | E6£A :

RP/0/RP0O/CPUO: XR#config
RP/0/RPO/CPUO:XR(config)#xml agent tty
RP/0/RP0O/CPUO:XR(config-xml-tty)#commit

REFESEFREUTHEER -3 :

1. BRA
2. 5%

IRAFAEATHANXBERHITEL :

o iFRFRIE :

<Request Major Version=“1" MinorVersion="0">

- FEHAHHE

LTH—IERTRHEAHN

<BGP MajorVersion=“1"” MinorVersion="0">
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EE  XMLIR#ESIEGET, SETE,

<?xml version="1.0" encoding="“UTF-8"7>
<Request Major Version=“1" MinorVersion="0">
<GetVersionInfo>

<Operation/>

</GetVersionInfo>

</Request>

fE fxml echo formal® ¥ , ARERE#HFRIIRIZGetVersioninfo , AEHRERHES Lz THIMA
[ ZZD-FFﬁ'ZI_‘ .

RP/0/RSP0O/CPUO: XR#xm1 echo format

Mon Jul 31 13:53:50.993 UTC

XML> <?xm1 version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">



<GetVersionInfo>

<Configuration>

<XML>
<Agent>
</Agent>

</XML>
</Configuration>

</GetVersionInfo>

</Request> >>> This is the request

<?xml version="1.0" encoding="UTF-8"?7>
<Response MajorVersion="1" MinorVersion="0">

<GetVersionInfo>
<Configuration>
<XML MajorVersion="1" MinorVersion="4">
<Agent>
<Default>
<VRFTable>
<VRF>
<ApplyGroup MajorVersion="2" MinorVersion="3"/>
<ExcTludeGroup MajorVersion="2" MinorVersion="3"/>
<ApplyGroupAppend MajorVersion="2" MinorVersion="3"/>
<ApplyGroupRemove MajorVersion="2" MinorVersion="3"/>
</VRF>
</VRFTable>
</Default>
<SSL>
<VRFTable>
<VRF>
<ApplyGroup MajorVersion="2" MinorVersion="3"/>
<ExcTludeGroup MajorVersion="2" MinorVersion="3"/>
<ApplyGroupAppend MajorVersion="2" MinorVersion="3"/>
<ApplyGroupRemove MajorVersion="2" MinorVersion="3"/>
</VRF>
</VRFTable>
</SSL>
</Agent>
</XML>
</Configuration>
</GetVersionInfo>
<ResultSummary ErrorCount="0"/>
</Response>

XML>
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Cisco I0S XRHHXMLEE %
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* ItemNotFound
BYHGETREERZWMNA , HLERIEIHS.
* ltemNotFoundBelow

GETRMEEXMLEEH R E S L#ERE.
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ERROR: 0xa367a600 'XML Service Library' detected the 'fatal' condition 'The throttle on the memory usag
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