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Introduction

AR EERER EEERERTL2(TLS)NXEWHRLIT(SIP)FE SCertificate Authority (CA)Z
B WIEP M Cisco Unified Contact Center Enterprise (UCCE)< T Y FEAY R o

Prerequisites

Requirements
Cisco BWEBTHRUTESR :

- CUCCE

- DR EBIFEM(PSTN)
- SIPHHY

- W HERAERIRHE(PKI)
- TLS



Components Used
BE AR YR BAR B IX Lo R4 R B R

- Cisco 3945 Router
. CiscoAF1EEITF(CVP) 11.6
. CiscoRE#M LB E X 5B (VVB) 11.6
. CiscoB REBRBEIE(ICM) 11.6
The information in this document was created from the devices in a specific lab environment.All of

the devices used in this document started with a cleared (default) configuration. 21 SR #& &Y P £& 35 Fr
, BRIER T RAESSHEER M,

BFRER

FEAXH , Cisco UnifiediB{E EEER(CUCM)A TEPSTNAM A OM K Z B #simulatePSTNZ ., £
ZREFITM(TCP)MSIPEAERERFCUCMAMRERFIPBRIEZE., HMWSIPREAZETLS (¥
FHICAHISIP),

UCCE£HE/ LR 22 B EM(PSTN) > A AGateway> BBE—FFiBHI1F(CVP) >HEE
BREEE(ICM) (BHREBRFHZ) > CVP > Cisco Unifiedi@{F EE 88 (CUCM) >RERFIPHIE,

SIP/TLSTEUCCEMZA11.6 /1B, FEXNCVP 1.6 ARG , BRILTERE —WCVPE M FohEL
B,

UCCE 11.6fFATLS 1.2 , RIEAOMKEARZIFTLS 1.2,

I0S 15.6(1) THIOS XE 3.17SZFEFTLS 1.2, BEIOSIRAFHARIZIEFTLS 1.04%,
LT ZBEHRMRACisco 10S 15.6(1) TN :

« TLS_DHE_RSA_WITH_AES_128_CBC_SHA1

« TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

Securityk97E A O M < 4758 A 1T AT iETh B

VVBEEH AL E11.6,

EE

Network Diagram
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S RRSABAATE R 851024 RSAEA),

crypto key generate rsa modulus 1024 label INGW

S22 6B - FERBERKKRTERLNCA),

crypto pki trustpoint colllbca
revocation-check none

serial-number none

ip-address none

fgdn none

rsakeypair INGW

subject-name cn=INGRESSGW, ou=TAC, 0o=CISCO

crypto pki trustpoint colllbca



enrollment terminal

SRR R L FICARIEH1E R (CSR).

crypto ski enroll colll5ca

HB4. CAZ B KL (base64ZCA CERT),

SRS REARIUEH

crypto pki authenticate colll5ca

F 6. ZRCAZ A ML P (baseb4 cert)o

crypto pki import colllb5ca certificate

HR7TRUEREK T IUEH,

show crypto pki certificates

SR8 BLEEM K TLSIR A,

sip-ua
transport tcp tls v1.2

FRIIEEGE/ERANREL QI

sip-ua

crypto signaling remote-addr 10.66.75.49 255.255.255.255 trustpoint colllb5ca

HBR10. BEIERMCVPEATLSHIE S Ko

dial-peer voice 7205 voip
description to CVP
destination-pattern 700.$
session protocol sipv2
session target ipv4:10.66.75.49
session transport tcp tls
dtmf-relay rtp-nte
codec g7llulaw

#H4oB. CVP TLSEE
EERIER

CVPERXEFHM , £ Tc:\Cisco\CVP\confisecurity,
MEGFAER , XAXERFEE S NESR,



CVP Key Stores

+ + + +
| |
| |
+ " + + Vv +
| | | |
| + .keystore sx | | sk ,ormKeystore sk |
| | | |
+ + + +
| | | |
| Alias: callserver_certificate | | |
| | | |
+ + | |
| | | |
| Alias: vxml_certificate | | Alias: orm_certificate |
| | | |
+ + | |
| | | |
| Alias: ism certificate | | |
| | | |
+ + + +

e R 40 T

|1 % % c:\Cisco\CVP\confisecurity.propertiesin CVPFFIURS 25/ T EHR L ZB, kXHES
RETFHNEDR , FE , SETXEFE,

SR MIBR R S BRIACallserver_certificateo

C:\Cisco\CVP\jre\bin>keytool.exe -delete -alias orm_certificate -storetype JCEKS -keystore
c:\Cisco\CVP\conf\security\.keystore

HIR3.ERBEAX .

C:\Cisco\CVP\jre\bin>keytool.exe -genkeypair -alias callserver_certificate -v -k eysize 1024 -
keyalg RSA -storetype JCEKS -keystore c:\Cisco\CVP\conf\security\.keystore

FSER4BECSRH BRFEHEBE AR XK (c:\callcsr.csr)o

C:\Cisco\CVP\jre\bin>keytool.exe -certreq -alias callserver_certificate -file c:\callcsr.csr -
storetype JCEKS
-keystore c:\Cisco\CVP\conf\security\.keystore

SEREBFEEBERHBRRFERSLCA (HEB T Hcertht |, EF4RIEMBase64).

HIR6. RIEARUE B (certi7f# £ C:\DC - Root.cer).

C:\Cisco\CVP\jre\bin>keytool.exe -import -v -trustcacerts -alias root -file C:\ DC-Root.cer -
storetype JCEKS -keystore C:\Cisco\CVP\conf\security\.Keystore

LSBT LHECAZ B KB (certtZ i TEc:\95callserver.cer)o



C:\Cisco\CVP\jre\bin>keytool.exe -import -v -trus
c:\95callserver.cer -sto retype JCEKS -keystore

SRS EXBEFHERILIEBFAER.

C:\Cisco\CVP\jre\bin>keytool.exe -list -v -storet
P\conf\security\.keystore

£84C. VVB Configuration

c I 4815

SER1NRGESHHENable (event) TLS

LREIEARTP , Ktk EVVBHISRTPARE AN,

1 W ALy YL SILE Y VUL LYY D

System  Applications  Subsystems  Tools Help

System Parameters Configuration

g Upoate @ Clear

Status

® Status : Ready

Generic System Parameter
Parameter Name
System Time Zone

Media Parameters
Parameter Name

Codec
MRCP Version

User Prompts override System Prompts

Security Parameters
Parameter Name

TLS(SIP)

Supported TLS(SIP) Versions
» Cipher Configuration

SRTP [Crypto Suite :  AES CM_128 HMAC_SHA1_32]

tcacerts -alias callserver_certificate -file
c:\Cisco\CVP\conf\security\.keystore

ype JCEKS -keystore c:\Cisco\CV

Parameter Value
Australian Eastern Standard Time (Mew South Wales)

Parameter Value
G711U «
MRCPvZ =

@ Disable ) Enable

Parameter Value

Disable '@ Enable
TLSv1.2 -

@ Disable Enable

FR2AEFKHB S AVVBHCAZERUES |, iXEP2 RECUCM TomcatiAil —#

- £ CSRMZFHCA,
. & ATomcatfSF(CAMRCert),
- & ATomcat (CAZZF M Cert),
#84D. CUCM Configuration

c I 4015

HE1.MECAZECUCMER S RN EFH I ILEE IR IAUE, CUCMAIESIP/TLSH) FEALE IR ZRIALE,



FRR2 AR FIEESRIAUNCSR , BERPKER1024,

i_}) Generate E} Close

-Status

@ Success: Certificate Signing Reguest Generated

-Generate Certificate Signing Request

Certificate Purpose™* CallManager -

Distribution® col115cucmpub.coll15.0rg.au -
*

Common Name coll15cucmpub.coll15.0rg.au

Subject Alternate Names (SANs)

Parent Domain colll5.org.au

Key Type** RSA

Key Length* 1024 h
Hash Algorithm® SHAZS6 h
l Generate I I Close l

@ *_ indicates required item.

@ ¥¥When the Certificate Purpose ending with '-ECDSA’ is selected, the certificate/key type is Elliptic Curve (EC). Otherwise, it
is RSA.

S BIIBMHCSRACAH AR R IEER[IAUL,
SBA G ABCALEPNRELFHI I EIEEZIAL,
SR EFNRHFUEBESMTFTPIRS

HIR6.BESIP TrunkZ £ & X, EZX RG> Security > SIP Trunk® £ 8l B34
MEGER , RIEX.509EF A ¥E —#1ECVPH LRSS 2R UEBAE A MY o



Name*

Description

Device Security Mode

Incoming Transport Type o
Outgoing Transport Type

[l Enable Digest Authentication
Nonce Validity Time (mins)*

¥.509 Subject Name

Incoming Port*

[T Enable Application level authorization
O Accept presence subscription

(l Accept out-of-dialog refer®**

1 Accept unsolicited notification

O Accept replaces header

Transmit security status

M1 allnwr rharninn haadar

Secure SIP Trunk Profile-CVP

Secure SIP Trunk Profile authenticated by null String

Encrypted
TLS
TLS

600

coll15cvpcalld2

b

b

b

5061



off iscO\CVI
Fifllg | e
General | Details | Certification Path
Share
ol [ Show: | <All> v » This |
. Field Value N
Subject col115¢cvpcallo2, TAC, CISCO,...
: [-=] Public key RSA (1024 Bits)
SLbjectKeyIdentiﬁer 66 d6 81 8a ae Oc 3e cb 1cef...
Authorityi{ey Identifier KeylD=7a4e6d 36 356ea9... |
- CRL Distribution Points [1]CRL Distribution Point: Distr... _
Auihnrity Information Access  [1]Authority Info Access: Acc... | =
Thumbprint algorithm shal
[=] Thumbprint 45f0 2a4ce45d 1843eecc... | v
1 CN = col115cvpcallo2
OuU =TAC
= 0 = CISCO
g L =AU
. S =NSW
J C =AU
1 IR1.S
: Edit Properties... Copy to File...
ST BIZESIP TrunkH B BT ELZ 2B EXH.
[C] pestination Address is an SRV
1‘ — Destination Address Destination Address IPvG — Dastination Part 5‘:;:0! SEICMM:
MTP Preferred Originating Codec* [7110law |
z?:::::ff s ;::::r: SIF Frofile : View Details
DTMF Signaling Methad ® Mo Preference -

[NmaMatlm Script

Normalization Script = None =

Verify

BIEE A QMK ERFERIES,



show crypto pki certificates

ECVPEFMRILUEBFMER,

C:\Cisco\CVP\jre\bin>keytool.exe -1list -v -storetype JCEKS -keystore c:\Cisco\CV
P\conf\security\.keystore

Troubleshoot

FiAETETLSAX,

debug ssl openssl errors
debug ssl openssl msg

debug ssl openssl states

Related Information

- https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer

voice portal/cvp11 6/configuration/guide/ccvp b configuration-guide-for-cisco-unified.pdf

. Technical Support & Documentation - Cisco Systems



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp11_6/configuration/guide/ccvp_b_configuration-guide-for-cisco-unified.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp11_6/configuration/guide/ccvp_b_configuration-guide-for-cisco-unified.pdf
https://www.cisco.com/c/zh_cn/support/index.html
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