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Gmailtk P& &

A LAGooglelISMTPRRSE 7 fil. BIRFMHAREZAIRE T Gmailtk o

Google A FEMNIZEE F iR EIGmMaill KX B FH ., GmalPBELE —MINTREMNA"WR
B , MRGooglelm A AFZIRE , ZHNANEIGEIR, ZREBEHR A MnAZHRLLNARE
FrigEm, a@ESdA ARG :

mail.google.com >R TR E S (#1) >E BB Googletk PP (#2) >& £ (#3) > & FXGoogle >
DS MIGIIE (#4)

Manage your Google Account

Add another account

Sign out

Privacy Policy « Terms of Service




Google Account Q ; i @

Home Securit')r'

@
(3 Personalinfo 3 Settings and recommendations to help you keep your account secure

& Data & privacy

You have security tips

Security
@ Security tips found in the Security Checkup

2 People & sharing

B Payments & subscriptions

Review security tips

() About

Recent security activity
Mew sign-in on Mac F55PM b

Rawview security activity

How you sign in to Google

4 Make sure you can always access your Google Account by keeping this information up to date
\ @ 2-Step Verification & Onsince Jul 20, »

EWREL , BRASEIEL THTRS.

< 2-Step Verification

2-Step Verification is ON fince Jul 20,

RE , BU R T RHBRAZRRE , IEGmailER—NEE |, ZHBUATFNFZF 25 RIUTH N
ARFZEFIENGoogletk F o



App passwords

App Passwords aren't recommended and are unnecessary in most cases. To help keep your account
secure, use “Sign in with Google” to connect apps to your Google Account,

App passwords

Mone

< App passwords

App pasawerds let wou aign in to your Google Account from apps on devices that don't support 2-5tep
Verification. You'll only need 1o enter it once so you donl need to remember it. Learn more

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Bail v  Select device
iPhene
GENERATE
iPad
BlackBerry
Maeg
Windows Phone
‘Windows Computer

Other (Custom name)




< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-5tep
Verification. You'll only need to enter it once 5o you don't need to remember it. Learn more
¥ou don't have any app passwords.,

Select the app and device you want to generate the app password for.

MyRouter X

GEMERATE



Generated app password

Your app pazsword for your device

>

Haow 1o wse it

Ga 1o the settings for your Google Account in

the application or device you are trying to set

up. Replace your password with the 16-
Faaywoed character password shown above
Just like your nermal password, this app
password granis complete access 1o your
Gasgle Account. You worl need 10 remenber
it, 0 don't writle it down ar share it with
anyana.

LRFERTNINZTNNRAEFFZRHEN T | R EEN AGmailtk - < Ek.
NEZLERCMaINARFER , B UG ZEBSCmailtk =& —ERFEE FIR4RS R |, UK



REBFHRH, IEERSFZBAIEIN N ‘username : password@host”s

HEAREEME &

LA BE T Z AN BELEEMEALUR R EHNBUIER , BARRHREITLEERHIIEERTEAR
EEMBIZ :

(config)# event manager environment _email_from <username@gmail.com>
(config)# event manager environment _email_to <EMAIL@domain.com>
(config)# event manager environment _email_server <username>:<password>@smtp.gmail.com

(config)# event manager applet SendSecureEmailEEM
(config-applet)# event none
(config-applet)# action 0010 mail server "$_email_server" to "$_email_to" from "$_email_from" cc "$_

EELBEZ=/EEMHEZE : email_from. _email_tofl_email_server. BN TEHENTE—
/I\EEE':F' DEFRMFEREE, ARESIESendSecureEmaillEEMBIZAR, Lhab iRk EH R
“none” , BItLIE AT LAfE B “# event manager run SendSecureEmailEEM” ( M AR EF B ESH ALK
) ?ZdJJ:ﬁEEMHﬂ]ZIK BTk, BREWNT—MNER4RSH[RENTLES FER4FER. “BE
tls” M “i% O 587 % T & AR & £ i 0587 LIHAETLS , Gmail RS 850U Zi% O o

BEFEBR oM FREN. WREBERRISF G Alice” , EEEZHM Bob” KX FHRH , N
S EAliceImfb AR B FERH iR, “RHENFREESRS S LA TREE FHA4RIKS
ﬁ%_ﬁo

{R& % T BRIAUEF5 B i 30 (]

EEM{EMopenssI5ESMTPEIRFBREERE. N T RLBES
iz1THopenssl, AE , IOSANERSZIEBXBENEES.

, RS 85 P XX B £ Cisco |0SdH

]JIIII

#Cisco I0S XEig®& £ , BUIAER THAZR&EGmail SMTPIRS &RIVIEH. HBAFHSAEMNFEE
MEE, WMRRZFUES , WTLSEFFHATUEREIRTERB.

BTFREXY T AEEBREFEERA

debug event manager action mail
debug crypto pki API

debug crypto pki callbacks
debug crypto pki messages
debug crypto pki scep

debug crypto pki server

debug crypto pki transactions
debug crypto pki validation
debug ss1 openssl1 errors
debug ss1 openss1 ext

debug ss1 openssT msg

debug ss1 openss1 states



HEALRZEEMET | BRI BUERRHIRR E RS IR A RN BIEZHIR(EPC) , LAURIRE A Sif% Hh 88 7 BB F AR S5
BRHEMDRE :

! Trigger the EEM:
# event manager run SendSecureEmailEEM

<SNIP>

*Mar 15 21:51:32.798: CRYPTO_PKI: (A0693) Check for identical certs
*Mar 15 21:51:32.798: CRYPTO_PKI(Cert Lookup) issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-

*Mar 15 21:51:32.798: CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
94 40 D1 90 A0 A3 5D 47 E5 B5 31 F6 63 AD 1B OA

*Mar 15 21:51:32.799: CRYPTO_PKI: Cert record not found for issuer serial.

*Mar 15 21:51:32.799: CRYPTO_PKI : (A0693) Validating non-trusted cert

*Mar 15 21:51:32.799: CRYPTO_PKI: (A0693) Create a list of suitable trustpoints

*Mar 15 21:51:32.799: CRYPTO_PKI: crypto_pki_get_cert_record_by_issuer()

*Mar 15 21:51:32.799: CRYPTO_PKI: Unable to locate cert record by issuername

*Mar 15 21:51:32.799: CRYPTO_PKI: No trust point for cert issuer, looking up cert chain

*Mar 15 21:51:32.799: CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()
*Mar 15 21:51:32.799: CRYPTO_PKI: (A0693) No suitable trustpoints found
*Mar 15 21:51:32.799: CRYPTO_PKI: (A0693) Removing verify context

*Mar 15 21:51:32.799: CRYPTO_PKI: destroying ca_req_context type PKI_VERIFY_CHAIN_CONTEXT,ident 32, ref
*Mar 15 21:51:32.799: CRYPTO_PKI: ca_reg_context released

*Mar 15 21:51:32.799: CRYPTO_OPSSL: Certificate verification has failed

*Mar 15 21:51:32.799: CRYPTO_PKI: Rcvd request to end PKI session A0693.

*Mar 15 21:51:32.799: CRYPTO_PKI: PKI session A0693 has ended. Freeing all resources.

*Mar 15 21:51:32.800: >>> ??? [length 0005]

*Mar 15 21:51:32.800: 15 03 03 00 02

*Mar 15 21:51:32.800:

*Mar 15 21:51:32.800: >>> TLS 1.2 Alert [Tength 0002], fatal bad_certificate

*Mar 15 21:51:32.800: 02 2A

*Mar 15 21:51:32.800:

*Mar 15 21:51:32.800: SSL3 alert write:fatal:bad certificate

*Mar 15 21:51:32.801: P11:C_OpenSession slot 1 flags 6

*Mar 15 21:51:32.801: SSL_connect:error 1in error

*Mar 15 21:51:32.801: O:error:1416F086:SSL routines:tls_process_server_certificate:certificate verify f

BJ5 , openssITTEESMTPIRESBEV LR LTLSSHE , Ak EFRIEPHEIR , XASH
EEM{ZELEIZTT :

*Mar 15 21:51:32.801: %HA_EM-3-FMPD_SMTP: Error occurred when sending mail to SMTP server: username:pas
*Mar 15 21:51:32.802: %HA_EM-3-FMPD_ERROR: Error executing applet SendSecureEmailEEM statement 0010

ML 3T 310 S Y B0 3B S 3B 3R M B0 9 “NoCertificatelnstalled.pcap”s  ME§HE5(10.122.x.x)EIGmail
SMTPHRF85(142.251. 163 xX) W RATLSHFEEZE R , HTHE R EFEFIAMREBad Certificate”H
B, TLShEELkit,



Frame 33: 61 bytes on wire (488 bits), 61 bytes captured (488 bits)

Ethernet II, Src: Cisco_a3:c5:f0 (74:86:0b:a3:c5:f0), Dst: Cisco_f0:44:45 (00:08:30:f0:44:45)
Internet Protocol Version 4, Src: 10.122.xx.xx, Dst: 142.251.163.xx

Transmission Control Protocol, Src Port: 13306, Dst Port: 587, Seq: 189, Ack: 4516, Len: 7
Transport Layer Security

TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Bad Certificate)

Content Type: Alert (21)

Version: TLS 1.2 (0x0303)

Length: 2

Alert Message

Level: Fatal (2)

Description: Bad Certificate (42)

AT &R SMTPHIEH

B TR 2V Cisco 10S XERZFECmaillRSFB|AVIES , RUEL#RG E RN X EIEFH R —NARr
BREIREZ LHEERT,

i, E—MUNHENTRBRRERRETUTERER :

CRYPTO_PKI(Cert Lookup) issuer="cn=GTS CA 1C3,0=Google Trust Services LLC,c=US" serial number= 52 87 EO
CRYPTO_PKI(Cert Lookup) issuer="cn=GTS Root R1l,0=Google Trust Services LLC,c=US" serial number= 02 03 B
CRYPTO_PKI(Cert Lookup) issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-sa,c=BE" serial number

FEEFERTASAMRMANMLREUESR , UEIRZEB S5Cmail SMTPRSHELLZEXE
o ALEANTEENSIMAENREESR

crypto pki trustpoint CA-GTS-1C3
enrollment terminal
revocation-check none
chain-validation stop

crypto pki trustpoint CA-GTS-Root-R1l
enrollment terminal
revocation-check none
chain-validation stop

crypto pki trustpoint CA-GlobalSign-Root
enrollment terminal
revocation-check none
chain-validation stop

crypto pki trustpoint CA-gmail-SMTP
enrollment terminal
revocation-check none
chain-validation stop



BREERNBMIRERETFEER ; BR , BB BXRRIEHSHEXEK,

R

# show run | sec crypto pki certificate chain CA-

crypto
crypto
crypto
crypto

1R D4

Il_a\

pki
pki
pki
pki

ML ENX

certificate
certificate
certificate
certificate

chain CA-GTS-1C3

chain CA-GTS-Root-R1
chain CA-GlobalSign-Root
chain CA-gmail-SMTP

LR UE , AEERELERREN]

EEX LR

EfE

TEELE E “Google Trust Services 1C3"8t , AR R A IIUEFBIGoogle Trust ServicesTF & B :

https://pki.gooqg/repository/

RAZUELOMBILERRE , EUUBRUER1CY , AEBRETHRE , AR THPEMIESH

GTS CANC3 RSA
GTS CA1D4 R34
GTS CA1D8 RS&
GTS CA1PS RSA

23:ec:b0:3e:ec:17:33:8c:4e:33:a6:b4:8a:41:dc: 3c:da: 12:28: 1 b:be: 31
2027-00-30 Action ~
B:13:c0:58:9d:6c:c2:38:75:22

Preview Certificate

64:02:86:b7:60:63:60:2a:37:2e:fd:60:cd-e8:db:26:56:a4 :9e:e1:5e:8

25:4b:3d:6e:b5:fe:38:f4:28:8b 2 View Certificate Details

Downloads

cO:el:b1:c1:95:0d:f:Th:51:37:b9:2d:35:13:26: 12:0b: 1d:bl:4:9e:5e:
Beiea:d2: T IbeBd: TE18:TT & Certificate (PEM)

97:04:20:03:01:32:55:29:46:09:T1:20:e1-95:515b: 1c:d5:70:aa:43: 72 — Certificate (DER)

7:80:03:3a:65:efbe:69:75.8d 4 Partitioned CRLs (JSON)

11:c6:97.87:87:32:05:6d:e1:7c:1d:a1:34.e9:d2 bb:d2: 3c:f1:de:95:b

ER A YRERITIT O THHNPEMMNH , RAXARAUELZ 2 SIZNEERK TS AZCisco
|0S XEi®R & ERYUES :

MIIF1jCCA36gAWIBAgINAgO8ULT rNMcY9QFQZjANBgkghkiGOwOBAQs FADBHMQsw
CQYDVQQGEwJVUzEiMCAGALUEChMZR29vZ2xTIFRYydXNOIFN1cnZpY2VzIExMQzEU

<snip>

AJ2xDx8hcFH1mt0G/FX0Kw4zd8NLQsLxdxP8c4CU6x+7Nz/0AipmsHMdMqUybDKw
JubDEI/9bfU1l1cKwrmz302+BtjjKAvpafkm0817tdufThcV4q508DIrGKZTqPwINT
1IXNDw9bg1lkWRxYtnCQ6yICmIhSFm/Y3m6xv+cXDB1Hz4n/FsRC6UfTd

————— END CERTIFICATE

BA U EAR B SECA-GTS-1CIEEATEAE :

(config)# crypto pki authenticate CA-GTS-1C3


https://pki.goog/repository/

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

MIIF1jCCA36gAWIBAgINAgO8ULTrNMcY9QFQZjANBgkghkiG9wOBAQs FADBHMQsw
CQYDVQQGEwJVUzEiMCAGALUEChMZR29vZ2xT1IFRYdXNOIFN1cnZpY2VzIExMQzEU

<snip>

JuDEI/9bfU1lTcKwrmz302+BtjjKAvpafkm0817tdufThcV4q508DIrGKZTqPwINT
1IXNDwWIbglkWRxYtnCQ6yICmIhSFm/Y3m6xv+cXDBTHz4n/FsRC6UfTd

Certificate has the following attributes:

Fingerprint MD5: 178EF183 43CCC9EQ0 ECBOE38D 9DEA03D8

Fingerprint SHAl: 1E7EF647 CBA15028 1C608972 57102878 C4BD8CDC
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)#

REEANEAIPERSE .

# show run | sec crypto pki certificate chain CA-GTS-1C3
crypto pki certificate chain CA-GTS-1C3
certificate ca 0203BC53596B34C718F5015066

30820596 3082037E A0030201 02020D02

2A864886 F70D0101 0B050030 47310B30

55040A13 19476F6F 676C6520 54727573

<snip>

E1715E2A E4EF0322 B18A653A 8FC09365

80A62614 859BF637 9BAC6FF9 C5C30651
quit

#show crypto pki certificates verbose
CA Certificate

Status: Available

Version: 3

03BC5359 6B34C718 F5015066 300D0609
09060355 04061302 55533122 30200603
74205365 72766963 6573204C 4C433114

D485CDOF OF5B8359 1647162D 9C243AC8
F3E27FC5 B110BA51 F4DD

CA-GTS-1C3

Certificate Serial Number (hex): 0203BC53596B34C718F5015066

Certificate Usage: Signature
Issuer:
cn=GTS Root R1
o=Google Trust Services LLC
c=US
Subject:
cn=GTS CA 1C3
o=Google Trust Services LLC
c=US
CRL Distribution Points:

http://crl.pki.goog/gtsrl/gtsrl.crl

Validity Date:

start date: 00:00:42 UTC Aug 13 2020

end date: 00:00:42 UTC Sep 30 2027
Subject Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)



Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 178EF183 43CCC9EQ0 ECBOE38D 9DEA03DS8
Fingerprint SHAl: 1E7EF647 CBA15028 1C608972 57102878 C4BD8CDC
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: 8A747FAF 85CDEE95 CD3D9CDO E24614F3 71351D27
X509v3 Basic Constraints:
CA: TRUE
X509v3 Authority Key ID: E4AF2B26 711A2B48 27852F52 662CEFF0 8913713E
Authority Info Access:
OCSP URL: http://ocsp.pki.goog/gtsrl
CA ISSUERS: http://pki.goog/repo/certs/gtsrl.der
X509v3 CertificatePolicies:
Policy: 2.23.140.1.2.2
Policy: 2.23.140.1.2.1
Policy: 1.3.6.1.4.1.11129.2.5.3
Qualifier ID: 1.3.6.1.5.5.7.2.1
Qualifier Info: https://pki.goog/repository/
Extended Key Usage:
Client Auth
Server Auth
Cert install time: 02:31:20 UTC Mar 16 2023
Cert install time in nsec: 1678933880873946880
Associated Trustpoints: CA-GTS-1C3

BETRX , B EMHRNNEEZREILED,
CA-GTS-Root-R1 :
[

Spoiler ( 38 HE REAE [ )

(config)# crypto pki authenticate CA-GTS-Root-R1

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIIFVzCCAz+gAwIBAgINAgPTk28xsBNJ1iGuiFzANBgkghkiGOwOBAQwFADBHMQsw
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2xTIFRYydXNOIFN1cnZpY2VzIExMQzEU
<snip>
2tIMPNuzjsmhDYAPexZ3FL//2wmUspO8IFgVedtxQ/PeEMMA3KgqTbbClj+Qa3bb
bP6MvPIWNQzcmRk13NfIRMPVNnGuV/u3gm3c

Certificate has the following attributes:
Fingerprint MD5: O5FEDOBF 71A8A376 63DA01EO D852DC40
Fingerprint SHA1l: E58C1CC4 913B3863 4BE9106E E3AD8SE6B 9DD9814A

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

(config)# end



(config)# crypto pki authenticate CA-GTS-Root-R1#i Abase 644wiBHICAIEH, AZE HITHHE1T

“qQuit’4s
MIIFVzCCAz+gAwIBAgINAgPIk28xsBNJiGuiFzANBgkghkiGOWOBAQwWFADBHMQswCQYDVQQQQQQG
zEIMCAGA1TUEChMZR29vZ2xIIFRydXNOIFNIcnZpY 2VzIExXMQzEU<snip>2tIMPNuzjsmhDYAPexZ3FL//2
bbbP6MvPJWNQzcmRk13NfIRMPVNNGuV/u3gm3cit B EE L TE# : $84MD5 : 05FEDOBF
71A8A376 63DA01EOQ D852DC4084ISHA1 : E58C1CC4 913B3863 4BE9106E E3ADSEGB
9DD9814A% B R EHEZ UL ? [yes/no] : yesTrustpoint CAIE P EBEZ ., %IEBERKISFA
(config)#4E 3R

BITEERIE :

Spoiler ( REE RIAFERBER )

# show run | sec crypto pki certificate chain CA-GTS-Root-R1l

crypto pki certificate chain CA-GTS-Root-R1
certificate ca 0203E5936F31B01349886BA217
30820557 3082033F A0030201 02020D02 03E5936F 31B01349 886BA217 300D0609
2A864886 F70D0101 0C050030 47310B30 09060355 04061302 55533122 30200603
<snip>
6775C119 3A2B474E D3428EFD 31C81666 DAD20C3C DBB38EC9 A10D8OOF 7B167714
BFFFDB09 94B293BC 205815E9 DB7143F3 DE10C300 DCA82A95 B6C2D63F 906B76DB
6CFE8CBC F270350C DC991935 DCD7C846 63D53671 AE57FBB7 826DDC

quit

# show run | sec crypto pki certificate chain CA-GTS-Root-R1crypto pki certificate chain CA-GTS-
Root-R1 certificate ca 0203E5936F31B01349886BA217 30820557 3082033F A0030201
02020D02 03E5936F 31B01349 886BA217 300D0609 2A864886 F7 d0101 0C050030 47310B30
09060355 04061302 55533122 <snip> 6775C119 3A2B474E D3428EFD 31C30200603
DAD20C3C DBB38EC9 A10D800F 7B81666 BFFFDB09 94B293BC 167714E9 DB7 143F3
DE10C300 DCA82A95 B6C2D63F 906B76DB 6CFE8SCBC F205815C DC270350 DCD7C846
63D991935 53671 AES7FBB7 826DDC quit

S RINZRWAE :

Spoiler ( 38 HE R )

# show crypto pki certificates verbose CA-GTS-Root-R1
CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 0203E5936F31B01349886BA217
Certificate Usage: Signature
Issuer:
cn=GTS Root R1
o=Google Trust Services LLC
c=US
Subject:
cn=GTS Root R1
o=Google Trust Services LLC
c=US
Validity Date:
start date: 00:00:00 UTC Jun 22 2016
end date: 00:00:00 UTC Jun 22 2036



Subject Key Info:
PubTlic Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)
Signature Algorithm: SHA384 with RSA Encryption
Fingerprint MD5: O5FEDOBF 71A8A376 63DA01EQ D852DC40
Fingerprint SHAl: E58C1CC4 913B3863 4BE9106E E3ADS8E6B 9DD9814A
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: E4AF2B26 711A2B48 27852F52 662CEFFO 8913713E
X509v3 Basic Constraints:
CA: TRUE
Authority Info Access:
Cert install time: 14:39:38 UTC Mar 13 2023
Cert install time in nsec: 1678718378546968064
Associated Trustpoints: CA-GTS-Root-R1 Trustpool

# show crypto pki certificates verbose CA-GTS-Root-R1CAIEBIRA : ATAMRAK : SiIERFHE
(+7#%]) : 0203E5936F31B01349886BA217iEH A | EHMEE : cn=GTSHER1
o0=Google Trust Services LLC c=USER : cn=GTSIER1 0=Google Trust Services LLC c=USEX
HES : BHHA : 00:00:00 UTC 6 H22H2016453R HH : 00:00:00 UTC 6 H22H2036 XM Z4AER

L NAESE © rsaflERSALNE ¢ (409611 ) EEEE : BRSAMBIEL K SHA384 MD5 :
05FEDOBF 71A8A376 63DA01E0 852DC403#84(SHA1 : E58C1CC4 913B3863 4BE9106E
E3ADSEGB 9DD9814A X509v3¥ & : X509v3Z AL : 860000008 F X B F AU BLXRCRLE
EX509v3EBMZ4EAID : E4AAF2B 26 711A2B48 27852F52 662CEFF0 8913713E X509v3E 4 R #ll

: CA: EXRPUERSN : iEBZRLERE : 14:39:38 UTC 3 A 13 H2023F nsectd R HIIEF 23 Ad
B : 1678718378546968064 K EX{E1E R : CA-GTS-Root-R1 Trustpool

CA-GlobalSign-Root :
EHMVERBIGUES :
https://support.globalsign.com/ca-certificates/root-certificates/globalsign-root-certificates

[T

Spoiler ( REE RIAEFBER )

(config)# crypto pki authenticate CA-GlobalSign-Root

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIIDATCCA12gAwIBAgILBAAAAAABFUtaw5QwDQYJKoZIhvcNAQEFBQAWVZELMAKG
ALUEBhMCQkUXGTAXBgNVBAOTEEdsb2JhbFNpZ24gbnYtc2EXEDAOBgNVBASTB1]v
<snip>
DKqC53TR3XC321Y9YeRq4VzWIv493kHMB65jUr9TU/Qrécf9tveCX4XSQRjbgbME
HMUfpIBVFSDI3gyICh3WZ1Xi/EjIKSZp4A==

Certificate has the following attributes:
Fingerprint MD5: 3E455215 095192E1 B75D379F B187298A
Fingerprint SHAl: B1BC968B D4F49D62 2AA89A81 F2150152 A41D829C


https://support.globalsign.com/ca-certificates/root-certificates/globalsign-root-certificates

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)# end

(config)# crypto pki authenticate CA-GlobalSign-Root#ii Abase 644#F3HICAIEH, AZEHITREH
“‘Quit’& B

MIIDdTCCAI2gAwIBAgILBAAAAAAAABFUtaw5QwDQY JKoZIhveNAQEFBQAwWVzZELMAKGA1UEBhMCQ
MEHMUfpIBvFSDJ3gylCh3WZIXI/EjJKSZp4A==iF FEB L TE M : IELHMD5 : 3E455215

095192E1 B75D33 79F B187298AE4ISHA1 : B1BC968B D4F49D62 2AA89A81 F2150152
A41D829C% R B #EZ LI ? [yes/no] : yesTrustpoint CAIE R EEZ ., %IEBHEXKISA

(config)#4E 3R

BITEERIE :

Spoiler ( REE RIAFERBER )

# show run | sec crypto pki certificate chain CA-GlobalSign-Root

crypto pki certificate chain CA-GlobalSign-Root
certificate ca 040000000001154B5AC394
30820375 3082025D A0030201 02020B04 00000000 01154B5A C394300D 06092A86
<snip>
2AC45631 95D06789 852BF96C A65D469D OCAA82E4 9951DD70 B7DB563D 61E46AEl
5CD6F6FE 3DDE41CC 07AE6352 BF5353F4 2BE9C7FD B6F7825F 85D24118 DB81B304
1CC51FA4 806F1520 C9DEOC88 0A1DD666 55E2FC48 (9292669 EO

quit

# show run | sec crypto pki certificate chain CA-GlobalSign-Rootcrypto pki certificate chain CA-
GlobalSign-Root certificate ca 040000000001154B5AC3082025D A0030201 02020B04 00000000
01154B5A C394300D 06092A86 <snip> 2AC45631 95D30820375 852BF96C A65D469D
0CAA82E4 951DD 70 B7DB563D 61E46AE1 5CD6F6FE 3DDE41CC 07AE6352 BF5353F4
2BE9C7FD B6F7825F 85D06789 DB81B304 1CC51FA4 806F 1520 9DEOC88 0A1DD666
55E2FC48 C24118 9292669 EO quit

S RINZRWAE -

Spoiler ( ZRHE RUAMERIER )

#show crypto pki certificates verbose CA-GlobalSign-Root
CA Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 040000000001154B5AC394
Certificate Usage: Signature

Issuer:

cn=GlobalSign Root CA

ou=Root CA

o=GlobalSign nv-sa

c=BE

Subject:



cn=GlobalSign Root CA

ou=Root CA

0=GlobalSign nv-sa

c=BE

Validity Date:

start date: 12:00:00 UTC Sep 1 1998

end date: 12:00:00 UTC Jan 28 2028

Subject Key Info:

PubTlic Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Signature Algorithm: SHA1l with RSA Encryption
Fingerprint MD5: 3E455215 095192E1 B75D379F B187298A
Fingerprint SHAl: B1BC968B D4F49D62 2AA89A81 F2150152 A41D829C
X509v3 extensions:

X509v3 Key Usage: 6000000

Key Cert Sign

CRL Signature

X509v3 Subject Key ID: 607B661A 450D97CA 89502F7D 04CD34A8 FFFCFD4B
X509v3 Basic Constraints:

CA: TRUE

Authority Info Access:

Cert install time: 03:03:01 UTC Mar 16 2023

Cert install time in nsec: 1678935781942944000
Associated Trustpoints: CA-GlobalSign-Root

#show crypto pki certificates verbose CA-GlobalSign-RootCA CertificateStatus :

AvailableVersion : 3iEHFFIS ( +<3$] ) : 040000000001154B5AC394EH A% -
Signaturelssuer : cn=GlobalSign Root CAou=Root CAo=GlobalSign nv-sac=BESsubject :
cn=GlobalSign Root CAou=Root CAo=GlobalSign-sac=BEValidity A i : FF#8 B¥ : 12 00:00
UTC9A1H19984 R HER : 12:00:00 UTC 1A28H2028FxBZ4AEE. : WHHEL .
rsaEncryptionRSALYEA : (20481 ) EREE | SHATHRSANMZEIELMDS : 3E455215095192E 1
B75D379F B187298AE4(SHA1 : B1BC96 8B D4F49D62 2AA89A81 F2150152 A41D829C
X509v3¥ & : X509v3Z A AL © 6000000 A UEPHE B CRLERXS509v3EBZ4AID : 607B661A
450D97CA 89502F7D 04CD3 A8 FFFCFD4B X509v3E AR : CA : TRUEAauthority Info
Access : IEHZ%&ATE : 03:03:01 UTC 3816 H2023iE HRE=ATIE ( LAnsecH BN )
1678935781942944000K< BxfE4E < : CA-GlobalSign-Root

CA-gmail-SMTP :
B AR SR - EATLSIEP#HITZ 2 E R R EIGmail IR 5527 (CA-gmail-SMTP) R TLSIUE+
BLE:

Spoiler ( REE RIAEFBER )

(ca-trustpoint)# crypto pki authenticate CA-gmail-SMTP

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIIEhjCCA26gAWIBAgIQUoTgQKT+9wcSaLBP3d3w9DANBgkghkiGOw0OBAQsFADBG
MQswCQYDVQQGEwIVUzEiMCAGALIUEChMZR29vZ2xT1IFRydXNOIFNTcnZpY2VzIExM
<snip>
b1J2gZAyjyd4nfFRG1ljeL5KrsfURIhIXufqySv1PUoPuKSi3fvsIS21BYEXEe8uZ
gBxJaeTUjncvow==


https://support.google.com/a/answer/6180220?hl=en
https://support.google.com/a/answer/6180220?hl=en

Trustpoint 'CA-gmail-SMTP' is a subordinate CA.

but certificate is not a CA certificate.

Manual verification required

Certificate has the following attributes:

Fingerprint MD5: 19651FBE 906A414D 6D57B783 946F30A2
Fingerprint SHAl: 4EF392CB EEB46D5E 47433953 AAEF313F 4C6D2825

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)#

(ca-trustpoint)# crypto pki authenticate CA-gmail-SMTPE#i Abase 644&TBHICAIER, UEHITH

B {F“quit’ & R

MIIEhjCCA26gAwWIBAgIQUofgQKT+9wcSal BP3d3w9DANBgkghkiGOWOBAQsFADBGMQswCQYDVQQCG
zgBxJaeTUjncvow=={FF R“CA-gmail-SMTP"R T4 CA, BIEPEFRCAILH, FEFHRILIUEPH
BEUTEM : $848MD5 : 19651FBE 906A414D 6D 57B783 946F30A218 X{SHA1:4EF392CB
EEB46D5E 47433953 AAEF313F 4C6D2825% & 2 B i+ ? [yes/no] : yesTrustpoint CAIE
FEEZ, %IEBEKINS A(config)#

BITEERIE :

Spoiler ( ZRHE REAEFE )

# show run | sec crypto pki certificate chain CA-gmail-SMTP
crypto pki certificate chain CA-gmail-SMTP
certificate ca 5287E040A4FEF7071268B04FDDDDFOF4
30820486 3082036E A0030201 02021052 87E040A4 FEF70712 68B04FDD DDFOF430
0D06092A 864886F7 0D01010B 05003046 310B3009 06035504 06130255 53312230
<snip>
92ABB1F5 11F61217 B9FAB24A F94F5283 EE2928B7 7EFB084B 6D416045 C47BCB99
801C4969 E4D48E77 2FA3
quit

# show run | sec crypto pki certificate chain CA-gmail-SMTP crypto pki certificate chain CA-gmail-
SMTP certificate ca 5287E040A4FEF7071268B04FDDDFOF4 30820486 3082036E A0030201
02021052 87E040A4 FEF70712 68B04FDD DDFOF430 0D06092A 864886F7 0D01010B
05003046 310B 3009 06035504 06130255 <snip> 92ABB1F5 11F53312230 BOFAB24A
F94F5283 EE2928B7 7TEFB084B 6D61217 416045 C47BCB99 801C4969 E4D48E77 2FA3 quit

S RMNZRWAF -

Spoiler ( REE RIAFERBR )

# show crypto pki certificates verbose CA-gmail-SMTP

CA Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 5287E040A4FEF7071268B04FDDDDFOF4
Certificate Usage: Signature

Issuer:



cn=GTS CA 1C3

o=Google Trust Services LLC

c=US

Subject:

cn=smtp.gmail.com

CRL Distribution Points:
http://crls.pki.goog/gtslc3/moVDfISia2k.crl

Validity Date:

start date: 09:15:03 UTC Feb 20 2023

end date: 09:15:02 UTC May 15 2023

Subject Key Info:

PubTlic Key Algorithm: ecEncryption

EC PubTlic Key: (256 bit)

Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 19651FBE 906A414D 6D57B783 946F30A2
Fingerprint SHAl: 4EF392CB EEB46D5E 47433953 AAEF313F 4C6D2825
X509v3 extensions:

X509v3 Key Usage: 80000000

Digital Signature

X509v3 Subject Key ID: 5CC36972 DO7FE997 510E1A67 8A8ECC23 E40CFB68
X509v3 Basic Constraints:

CA: FALSE

X509v3 Subject Alternative Name:

smtp.gmail.com

IP Address :

OtherNames :

X509v3 Authority Key ID: 8A747FAF 85CDEE95 CD3D9CDO E24614F3 71351D27
Authority Info Access:

OCSP URL: http://ocsp.pki.goog/gtslc3

CA ISSUERS: http://pki.goog/repo/certs/gtslc3.der
X509v3 CertificatePolicies:

Policy: 2.23.140.1.2.1

Extended Key Usage:

Server Auth

Cert install time: 03:10:41 UTC Mar 16 2023

Cert install time in nsec: 1678936241822955008
Associated Trustpoints: CA-gmail-SMTP

# show crypto pki certificates verbose CA-gmail-SMTPCA CertificateStatus : AvailableVersion :
JIERBFFHE (+7-3#% ) . 5287E040A4FEF7071268B04FDDDFOF4E$ 3%
Signaturelssuer : cn=GTS CA 1C30=Google Trust Services LLCc=USSsubject :
cn=smtp.gmail.comCRLDistribution Poination :
http://crls.pki.goog/gts1c3/moVDfISia2k.criValidity? & = : BHA : 15:03 UTC 2H20H2023F 4R
HEf : 09:15:02 UTC 5A15H2023FB#Z4AEE. . NEAEE . ecNBECK4EA : (25611 ) XRE
% : SHA256 with RSAINZELMDS : 19651FBE 906A414D 6D57B783 946F3 0A21E4X
SHA1:4EF392CB EEB46D5E 47433953 AAEF313F 4C6D2825 X509v3¥ & : X509v3# 47 A%

: 80000000 F X & X509v3EBM#Z4AID : 5CC36972 DO7FEQ97 510E1A67 8A ECC 23
E40CFB68 X509v3EAPR# : CA : FALSEX509v3E % A B : smtp.gmail.com IPibit : Hh
B X509v3RINEZR4AID : 8A747FAF 85CDEE95 CD3D9CD0 E24614F3 71351D27 1R VE B1A
@ : OCSP URL : http://ocsp.pki.goog/gts1c3CAIE P ME & :
http://pki.goog/repo/certs/gts1c3.derX509v3 K BE : KA : 2.23.140.1. 215 BREBAAZE : REH
AuthCertZ %8t [H : 03:10:41 UTC 3816 H2023F3 A 16 B LAnsecR REVIE B L 2=AT ] :
167893624 1822955008 K EXE1E < : CA-gmail-SMTP



ERIBNIERERSG E

HE , B ERAK A RS 8R/Z 124 BMAY openssIFF ALHE N MSMTP AR S5 25 3R B+ 1Y & 82 5
%, MAFRERFIRNERGoogle RIRERX LIES

openss1 s_client -showcerts -verify 5 -connect gmail-smtp-in.1.google.com:25 -starttls smtp

&3 7] LAluse smtp.gmail.com :

openss1 s_client -showcerts -verify 5 -connect smtp.gmail.com:25 -starttls smtp

12 F AU B9 %A HS 92 ¥ BT A Fecrypto pki authenticate <trustpoint>"E¢ & K SEFRIEB AR &,
BXERAZE£SMTPIIEEEM

ME , IEBENAZRICisco I0S XER%E , EEMB AR KX L LSMTPEE.

# event manager run SendSecureEmailEEM

KERIZERTFHN T2 MNEZE st

Spoiler ( REE RIAEFBER )

# event manager run SendSecureEmailEEM

*Mar 16 03:28:50.673: CRYPTO_OPSSL: Allocated the memory for OPSSLContext

*Mar 16 03:28:50.673: CRYPTO_OPSSL: Set cipher specs to mask 0x02FC0000 for version 128

*Mar 16 03:28:50.674: Set the Default EC Curve Tist: 0x70Set the EC curve list: secp521rl:secp384rl:pri
*Mar 16 03:28:50.674: opss1_SetPKIInfo entry

*Mar 16 03:28:50.674: CRYPTO_PKI: (A069B) Session started - identity selected (TP-self-signed-486541296
*Mar 16 03:28:50.674: CRYPTO_PKI: Begin Tocal cert chain retrieval.

*Mar 16 03:28:50.674: CRYPTO_PKI(Cert Lookup) 1issuer="cn=I0S-Self-Signed-Certificate-486541296" serial

*Mar 16 03:28:50.674: CRYPTO_PKI: looking for cert in handle=7F41EE523CEOQ, digest=
1C 7F 3D 52 67 66 D5 59 E2 66 58 E7 8B E7 9B 8E

*Mar 16 03:28:50.675: CRYPTO_PKI: Done with Tocal cert chain fetch 0.

*Mar 16 03:28:50.675: CRYPTO_PKI: Rcvd request to end PKI session A069B.

*Mar 16 03:28:50.675: CRYPTO_PKI: PKI session A069B has ended. Freeing all resources.TP-self-signed-486
*Mar 16 03:28:50.675: opss1_SetPKIInfo done.

*Mar 16 03:28:50.675: CRYPTO_OPSSL: Common Criteria is disabled on this session.Disabling Common Criter

*Mar 16 03:28:50.675: CRYPTO_OPSSL: ciphersuites ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA
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28:50.770:

28:50.771:

03 9F CF 59 82 EE 09

*Mar 16 03:

*Mar 16 03:

28:50.771:
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Handshake start: before SSL initialization

SSL_connect:

before SSL initialization

>>> 77?7 [length 0005]

16 03 01 00

>>> TLS 1.2
01 00 00 91

03 03 01 02

SSL_connect:

95

Handshake [length 0095], ClientHello
03 03 26 4B 9F B3 44 94 FD 5F FD Al

01

SSLv3/TLS write client hello

<<< 7?77 [length 0005]

16 03 03 00

SSL_connect:

<<< TLS 1.2
02 00 00 3B
58 83 12 7F
57 4E 47 52
FF 01 00 01

3F

SSLv3/TLS write client hello
Handshake [length 003F], ServerHello
03 03 64 12 7E 05 25 F6 7A BD A0 2E
90 CD F4 AB E2 69 53 A8 C7 FC 44 4F
44 01 00 CO 2B 00 00 13 00 17 00 00
00 00 OB 00 02 01 00 00 23 00 00

TLS server extension "unknown" (id=23), len=0
"renegotiate" (id=65281), len=1

00

TLS server extension "EC point formats" (id=11), len=2

01 00

TLS server extension "session ticket" (id=35), len=0

<<< 7?77 [length 0005]

16 03 03 OF

SSL_connect:

<<< TLS 1.2
0B 00 OF 96
03 6E A0 03

82 35 CF 62
BF 52 CF FC

9A

SSLv3/TLS read server hello
Handshake [length OF9A], Certificate
00 OF 93 00 04 8A 30 82 04 86 30 82
02 01 02 02 10 52 87 EO 40 A4 FE F7

8B C9 24 8B A5 B7 39 0C BB 7E 2A 41
A2 96 B6 C2 82 3F

CC_DEBUG: Entering shim Tayer app callback function

CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:

(A069C) Session started - identity not specified
(A069C) Adding peer certificate

Added x509 peer certificate - (1162) bytes
(A069C) Adding peer certificate

Added x509 peer certificate - (1434) bytes
(A069C) Adding peer certificate

Added x509 peer certificate - (1382) bytes

CRYPTO_OPSSL: Validate Certificate Chain Callback

CRYPTO_PKI(Cert Lookup) issuer="cn=GTS CA 1C3,0=Google Trust

CRYPTO_PKTI:

Services LLC,c=US" s

Tooking for cert in handle=7F41EE523CEO, digest=

D1 2F 77 DD 1D 9A 37 DC FC

CRYPTO_PKI(Cert Lookup) 1issuer="cn=GTS Root R1l,0=Google Trust Services LLC,c=US"

CRYPTO_PKTI:

Tooking for cert in handle=7F41EE523CEO, digest=

CC 4F 53 AE D8 02 7E 4B AF

CRYPTO_PKI(Cert Lookup) 1issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-

CRYPTO_PKTI:

Tooking for cert in handle=7F41EE523CEO, digest=



94 40 D1 90 A0 A3 5D

16 03:
16 03:
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#28:50.772:
*Mar 16 03:
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*Mar
*Mar

*Mar 16 03:
*Mar 16 03:

*Mar 16 03:

28:50.771:
28:50.772:
28:50.772:

47 E5 B5 31 F6 63 AD 1B OA
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

Cert record not found for issuer serial.
crypto_pki_get_cert_record_by_subject()
Found a subject match

CRYPTO_PKI: ip-ext-val: IP extension validation not required:Incrementing refcount for cont

28:50.773:
28:50.773:

28:50.773:
28:50.773:

28:50.774:

94 40 D1 90 A0 A3 5D

CRYPTO_PKI: create new ca_reg_context type PKI_VERIFY_CHAIN_CONTEXT,ident 35
CRYPTO_PKI: (A069C)validation path has 1 certs

CRYPTO_PKI: (A069C) Check for identical certs
CRYPTO_PKI(Cert Lookup) 1issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
47 E5 B5 31 F6 63 AD 1B 0OA
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CRYPTO_PKTI:
CRYPTO_PKIT :
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:

Cert record not found for issuer serial.
(A069C) Validating non-trusted cert
(A069C) Create a Tist of suitable trustpoints
crypto_pki_get_cert_record_by_issuer()
Found a issuer match
(A069C) Suitable trustpoints are: CA-GlobalSign-Root,
(A069C) Attempting to validate certificate using CA-GlobalSign-Root p
(A069C) Using CA-GlobalSign-Root to validate certificate

CRYPTO_PKI(make trusted certs chain)

CRYPTO_PKTI:
CRYPTO_PKTI:

Added 1 certs to trusted chain.
Prepare session revocation service providers

P11:C_CreateObject:

CKA_CLASS:

PUBLIC KEY

CKA_KEY_TYPE: RSA
CKA_MODULUS:

E3 4F 8A 7E

FB F1 8B 83 25

B9 95 11 04 BD FO 63 D1 E2

CKA_PUBLIC_

EXPONENT: 01 00 01

CKA_VERIFY_RECOVER: 01

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
:C_CreateObject: 131118

C_GetMechanismInfo slot 1 type 3 (invalid mechanism)
C_GetMechanismInfo sTot 1 type 1
:C_VerifyRecoverInit - 131118

C_VerifyRecover - 131118

found pubkey in cache using index = 46

P11
P11:
P11:
P11
P11:
P11:

P11l:public

Deleting cached key having key id 45
Attempting to insert the peer's public key into cache
Peer's public inserted successfully with key id 46

key found is :

09 2A 86 48 86 F7 OD 01 01
00 30 82 01 OA 02 82 01 01

P11:CEAL:CRYPTO_NO_ERR
P11:C_DestroyObject 2:2002E

CRYPTO_PKI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:

Expiring peer's cached key with key id 46

(A069C) Certificate is verified

Remove session revocation service providers

Remove session revocation service providersCA-GlobalSign-Root:validat
(A069C) Certificate validated without revocation check:cert refcount
Populate AAA auth data

Unable to get configured attribute for primary AAA 1ist authorization

PKI: Cert key-usage: Digital-Signature , Certificate-Signing , CRL-Signing
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CRYPTO_PKI: (A069C)chain cert was anchored to trustpoint CA-GlobalSign-Root, and
CRYPTO_PKI: (A069C) Removing verify context

CRYPTO_PKI: destroying ca_reg_context type PKI_VERIFY_CHAIN_CONTEXT,ident 35, ref
CRYPTO_PKI: ca_reg_context released

CRYPTO_PKI: (A069C) Validation TP is CA-GlobalSign-Root

CRYPTO_PKI: (A069C) Certificate validation succeeded

CRYPTO_OPSSL: Certificate verification is successful

CRYPTO_PKI: Rcvd request to end PKI session A069C.

CRYPTO_PKI: PKI session A069C has ended. Freeing all resources.:cert refcount aft
<<< 7?77 [length 0005]

16 03 03 00 93

SSL_connect:SSLv3/TLS read server certificate
<<< TLS 1.2 Handshake [Tength 0093], ServerKeyExchange
0C 00 00 8F 03 00 17 41 04 3D 49 34 A3 52 D4 EB
DE A2 9E CC BO 91 AA CB 1B 39 DO 26 1B 7D FF 31
EO D7 D5 9C 75 CO 7D 5B D6 B2 OA B5 CC EA E1 4B
4E E5 72 7B 54 5D 9B B2 95 91 EO CC D6 A5 8E CE
8D 36 C9 83 42 BO 4D AC 0C 04 03 00 46 30 44 02
20 67 B3 F1 DA D1 BF 13 72 DD B6 B2 11 3B 6E 6F
87 52 D9 00 F7 44 31 C3 C2 5E BE 2D FF 93 4E FO
A8 02 20 24 42 91 BE B7 10 1C D1 CO 12 28 FB 1F
E4 DE 81 OB AA 66 19 CD 28 5A A0 30 7D 3C 4A 56
0D 94 E2

P11:C_FindObjectsInit:
CKA_CLASS: PUBLIC KEY
CKA_KEY_TYPE: : 00 00 00 03

CKA_ECDSA_PARAMS:
86 48 CE 3D 02 01 06 08 2A
03 42 00 04 63 B6 D3 1A 28

P11:C_FindObjectsFinal
P11:C_VerifyInit - Session found
P11:C_VerifyInit - key id = 131073
P11:C_Verify
P11:CEAL:CRYPTO_NO_ERR

<<< 77?7 [length 0005]

16 03 03 00 04

SSL_connect:SSLv3/TLS read server key exchange
<<< TLS 1.2 Handshake [Tength 0004], ServerHelloDone
OE 00 00 00

SSL_connect:SSLv3/TLS read server done
>>> 77?7 [length 0005]
16 03 03 00 46

>>> TLS 1.2 Handshake [Tength 0046], ClientKeyExchange
10 00 00 42 41 04 26 C3 EF 02 05 6C 82 D1 90 B3

17 31 9A CD DD 8C 81 91 BA E8 CO 86 40 7B 2C E4

9A 2C 18 9D D1 6A CO 56 A0 98 2E B7 3B AB B3 EB

BB CD 5E 42 C5 76 CO C4 BF 15 F4 87 F2 7C AD 74

97 OA 97 2B 06 B5S

SSL_connect:SSLv3/TLS write client key exchange
>>> 77?7 [length 0005]
14 03 03 00 01



*Mar 16 03:28:50.812: >>> TLS 1.2 ChangeCipherSpec [length 0001]
*Mar 16 03:28:51.116: >>> 7?77 [length 0005]
*Mar 16 03:28:51.116: 17 03 03 00 35

*Mar 16 03:28:51.116:

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]
*Mar 16 03:28:51.116: 17 03 03 00 1A

*Mar 16 03:28:51.116:

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]
*Mar 16 03:28:51.116: 17 03 03 00 30

*Mar 16 03:28:51.116:

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]
*Mar 16 03:28:51.116: 17 03 03 00 1B

*Mar 16 03:28:51.117:

*Mar 16 03:28:51.713: <<< 7?77 [length 0005]
*Mar 16 03:28:51.713: 17 03 03 00 6D

*Mar 16 03:28:51.713:

*Mar 16 03:28:51.714: >>> 77?7 [length 0005]
*Mar 16 03:28:51.714: 17 03 03 00 1E

*Mar 16 03:28:51.714:

*Mar 16 03:28:51.732: <<< 7?77 [length 0005]
*Mar 16 03:28:51.732: 17 03 03 00 71

*Mar 16 03:28:51.732:

486541296 #E 4 EE 8512 1TSendSecureEmailEEM*Mar 16 03:28:50.673 :

CRYPTO_OPSSL : HOPSSLContext*Mar 16 03:28:50.673 : CRYPTO_OPSSL : HHBMEIR
B 73 B 0x02FC0000 ( iRAx128*Mar 16 03:28:50.674 ) : IR EERIAFB LYK . Ox70IZE
ECHIZk 53R : secp521r1 : secp384r1 : prime256v1*Mar 16 03:28:50.674 : opssl_SetPKlInfo
entry*Mar 16 03:28:50.674 : CRYPTO_PKI : (A069B)4&iE B /3 31-BikiE & 15(TP-self-signed) -
486541296 : refcount after increment = 1*Mar 16 03:28:50.674 : CRYPTO_PKI : Begin local cert
chain retrieval.*Mar 16 03:28:50.674 : CRYPTO_PKI(Cert Lookup) issuer="cn=10S-Self-Signed-
Certificate-486541296" serial number= 01*Mar 16 03:28:50.674 : CRYPTO : & A#&=F
1EE523CEO , digest=1C 7F 3D 52 67 66 D5 59 E2 66 58 E7 8B E7 9B 8E*Mar 16

03:28:50.675 : CRYPTO_PKI : 3¢ B A% ith il 5 4% 3R BRO.*Mar 16 03:28:50.675 :

CRYPTO_PKI : RevdiE R4 RPKI&1E9A06 B.*Mar 16 03:28:50.675 : CRYPTO_PKI : PKI
session A069B has ended. B &R, TP-self-signed-486541296 : unlocked trustpoint TP-
self-signed-486541296 , refcount’30*Mar 16 03:28:50.675 : opssl_SetPKlInfo done.*Mar 16
03:28:50.675 : CRYPTO_OPSSL : k2 FEA@AMRE, FESSL CTX 0x7F41F28EAFF8 L&/
BAGEERERII8E3A16H03:28:50.675 : CRYPTO_OPSSL : B E4ECDHE-RSA-AES256-
GCM-SHA384 : ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM -
SHA384 : DHE-RSA-AES256-SHA256 : AES256-GCM-SHA384 : AES256-SHA256 : ECDHE-
RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE RSA-AES128-
SHA256 : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : AES128-GCM-
SHA256 : AES128-SHA256*Mar 16:28:50.676 : #Fstart : before SSL initialization*Mar 16
03:28:50.676 : SSL_connect : before SSL initialization*Mar 16 03:28:50.676 : >>> ???[K[E
0005]*3A16H03:28:50.676:16 03 01 00 95*3 A16 H03:28:50.676 : *3H16H03:28:50.676 : >>>
TLS 1.2 F[KE0095] , ClientHello*Mar 16 03:28:50.676:000000 1 03 03 26 4B 9F B3 44 94 FD
5F FD A1<#B>*3816H03:28:50.679 : 03 03 0102 01*3816H0 3:28:50.679 : *Mar 16
03:28:50.679 : SSL_connect : SSLv3/TLS write client hello*Mar 16 03:28:50.692 : << ???[KE
0005]*3H16H03:28:50.692 : 16 03 03 00 3F*3A16H03:28:50.692 : *3H16H03:28:50.692 :
SSL_connect : SSLV3/TLSE A% Fiwhello*3 16 H03:28:50.692 : < TLS 1.2# F[KE003

f] , ServerHello*Mar 16 03:28:50.692 : 02 00 00 3B 03 03 64 12 7E 05 25 F6 7A BD A0 2E*Mar
16 03:28:50.692 : 58 83 12 7F 90 CD F4 AB E2 69 53 A8 C7 FC 44 4F*Mar 16 3:28:50.692 : 57



4E 47 52 44 01 00 CO 2B 00 00 13 00 17 00 00*3 A16H03:28:50.693 : FF 01 00 00 0B 00 02 01
00 00 23 00 00*3 A 16 03:28:50.693 : ARZF&r¥ R “unknown” (id=23) , len=0TLSHRS ==Y &
“renegotiate” (id=65281) , len=1*Mar 16 03:28:50.693 : 00*Mar 16 03:28:50.693 : TLSHRF=RH
RECRMEX” (id=11) , len=2*Mar 16 03:28:50.693 : 01 0*Mar 16 03:28:50.69 3 : TLSHRS Y
B 21 EiUE” (id=35) , len=0*Mar 16 03:28:50.693 : <<< ???[+E0005]*Mar 16 03:28:50.693 :
16 03 03 OF 9A*Mar 16 03:28:50.694 : *Mar 16 03:28:50.702 : SSL_connect : SSLv3/TLS1ZEAR
% arhello*Mar 16 03:28:50.702 : << TLS 1.2#BF[KEOF9a ], Certificate*Mar 16 03:28:50.702 :
0B 00 OF 96 00 OF 93 00 04 8A 30 82 04 86 30 82*Mar 16 03:28:50.702 : 03 6E A0 03 02 01 02
02 10 52 87 EO 40 A4 FE F7<snip>*Mar 16 3:28:50.763 : 82 35 CF 62 8B C9 24 8B A5 B7 39 0C
BB 7E 2A 41*3H16 H03:28:50.763 : BF 52 CF FC A2 96 B6 C2 82 3F*Mar 16 03:28:50.763 :
*Mar 16 03:28:50 765 : CC_DEBUG : [EE# AEEFXENAREFEREH*Mar 16 03:28:50.765 :
CRYPTO_PKI : (A069C)£1E B2 /8 31-ARIEEFRIR*Mar 16 03:28:50.765 : CRYPTO_PKI :
(AOB9C) IE 7E 778 Nt F 4K UE 5 *Mar 16 03:28:50.767 : CRYPTO_PKI : B H0x 50934 ZEiif $5-
(1162)F ¥ *Mar 16 03:28:50.767 : CRYPTO_PKI : (A069C)# 10Xy ik $5*Mar 16

03:28:50.768 : CRYPTO_PKI : 70 T x509% &k - (1434)F 7 *Mar 16 03:28:50.768 :
CRYPTO_PKI : (AO 69C)Z N3t &k F*Mar 16 03:28:50.770 : CRYPTO_PKI : B 1Ix509% &
UE$- (1382)FF*Mar 16 03:28:50.770 : CRYPTO_OPSSL : ¥iFif $ & E{&*Mar 16
03:28:50.770 : CRYPTO_PKI ( iEB&E#H ) issuer="cn=GTS 1CA C3 , o=Google Trust Services
LLC , c=US"F%I&=52 87 E0 40 A4 FE F7 07 12 68 BO 4F DD FO F4*Mar 16 03:28:50.770 :
CRYPTO_PKI : &AW+ HIE$H=7F41EE523CEOQ , digest=A7 CC 4B OF 36 C3 Acd 1 2F 77
DD 1D 9A 37 DC FC*Mar 16 03:28:50.770 : CRYPTO_PKI ( if#&E$ ) issuer="cn=GTS Root
R1 , o=Google Trust Services LLC , c=US"F%I|5= 02 03 BC 53 59 6B 34 C7 18 F5 01 50
66*Mar 16 03:28:50.7 71 : CRYPTO_PKI : &AW HIIEF=7F41EE523CEOQ , digest=03 9F
CF 59 82 EE 09 CC 4F 53 AE D8 02 7E 4B AF*Mar 16 03:28:50.771 : CRYPTO_PKI ( iEH&EK
) issuer="cn=GlobalSign Root CA , ou=Root CA , o=Global sign nv-sa , c=BE"F%l&= 77 BD 0D
6C DB 36 F9 1A EA 21 OF C4 F0 58 D3 OD*Mar 16 03:28:50.771 : CRYPTO_PKI : E AR+ HY
IE$=7F41EE523CEQ , digest=94 40 D1 90 A0 A3 5D 47 E5 B5 31 6 63 AD 1B 0A*Mar 16
03:28:50.771 : CRYPTO_PKI : Cert record not found for issuer serial.“Mar 16 03:28:50.772 :
CRYPTO_PKI : crypto_pki_get_cert_record_by_subject()*Mar 16 03:28:50.772 : CRYPTO_PKI :
Found a subject match*Mar 16 03 : #28 : 50.50 772 : CRYPTO_PKI : ip-ext-val : IP extension
validation not required : Increasing refcount for context id-35 to 1*Mar 16 03:28:50.773 :
CRYPTO_PKI : create new ca_req_context type PKI_VERIFY_CHAIN_CONTEXT , ident 35*Mar
16 03:28:50.773 : CRYPTO_PKI : (A069C)%:F &R A 1/MEFH16 03:28:50.773 :

CRYPTO_PKI : (A069C)#: & A8 [E Y IEF5*Mar 16 03:28:50.773 : CRYPTO_PKI ( iEHEH

) issuer="cn=GlobalSign Root CA , ou=Root CA , 0=GlobalSign-sa , c=BE"F%|5= 77 BD 0D
6C DB 36 F9 1AEA 21 OF C4 FO 58 D3 OD*Mar 16 03:28:50.774 : CRYPTO_PKI : looking cert
in handle=7F41EE523CEOQ , digest=94 40 D1 90 A0 A3 5D 47 E5 B5 31 F6 63 AD 1B 0A*Mar 16
03:28:50.774 : CRYPTO PKI : R#ZxBIMAEFISHIUEFHIEFK, *Mar 16 03:28:50.774 :
CRYPTO_PKI : (A069C)IEE¥IE T ZFERIIEH*Mar 16 03:28:50.774 : CRYPTO_PKI :
(A0BOC) BB & EMEE R 5K *Mar 16 03:28:50.774 :
CRYPTO_pki_get_cert_record_by_issuer()*Mar 16 03:28:50.774 : CRYPTO_PKI : Found a
issuer match*Mar 16 03:28:50.774 : CRYPTO_PKI : (A0G9C)&EMEIERR : CA-GlobalSign-
Root , *Mar 16 03:28:50.775 : CRYPTO_PKI : (A069C)IE 1£ % izt 1 il if 35 f£ F CA-GlobalSign-
RootZR B *Mar 16 03:28:50.775 : CRYPTO_PKI : (A069C)fi Fi CA-GlobalSign-Root4 ilf if $5*Mar
16 03:28:50.775 : CRYPTO_PKI ( B ZEEMIEFEE ) *Mar 16 03:28:50.775 :

CRYPTO_PKI : &m0 T AMEBREIZEEEE. *Trusted 16 03:28:50.775 : CRYPTO_PKI : &£
ERERSRMUE*3A16H03:28:50.776 : P11 : C_CreateObject : *Mar 16 03:28:50.776 :



CKA_CLASS : PUBLIC KEY*Mar 16 03:28:50.776 : CKA_KEY_TYPE : RSA*Mar 6
03:28:50.776 : CKA_MODULUS : DA OE E6 99 8D CE A3 E3 4F 8A7E FB F1 8B 83 25 6B EA
48 1F F1 2A B0 B9 95 11 04 BD F0 63 D1 E2 <snip>*Mar 16 03:28:50.780 :

CKA_public_ EXPONENT : 01 00 01*Mar 16 03:28:50.780 : CKA_VERIFY_RECOVER : 01*Mar
16 03:28:50.780 : CRYPTO_PKI : filEr#:4AIDJv45*Mar 16 03:28:50.781 : CRYPTO_PKI : &1,
T EARE N A A EEFE*Mar 16 03:28:50 781 : CRYPTO_PKI : Peer's public inserted with key
id 46*Mar 16 03:28:50.781 : P11 : C_CreateObject : 131118*Mar 16 03:28:50.781 :

P11 : C_GetMechanisminfo slot 1 type 3 (invalid mechanism)*Mar 16 03:28:50.781 :

P111 : P1 : C_Get1 : Mechanism info slot 138&1*Mar 16 03:28:50.781 :

P11 : C_VerifyRecoverlnit - 131118*Mar 16 03:28:50.781 : P11 : C_VerifyRecover - 131118*Mar
16 03:28:50.781 : P11 : found pubkey in cache using index = 46*Mar 16 03:28:50.781 : P 1 : ¥
FIR 4= - 30820122 300D 06 09 2A 86 48 86 F7 0D 01 01 01 05 00 03 82 01 OF 00 30 82
01 OA 02 82 01 01 <snip>CF 02 03 01 00 01*Mar 16 03:28:50.788 : P1 : CEAL

: CRYPTO_NO_ERR*Mar 16 03:28:50.788 : P11 : C_DestroyObject 2:2002E*Mar 16
03:28:50.788 : CRYPTO_PKI : #4RidN46*Mar 16 03:28:50.788 : CRYPTO_PKI : (A069C)iE+$
BIE*Mar 16 03:28:50.788 : CRYPTO_PKI : il Br & iE 4 AR S 1R 4t B *Mar 16 03:28:50.788 :
CRYPTO_PKI : il B& < & #58 BR 55 32 £ B CA-GlobalSign-Root : validation status -
CRYPTO_VALID_CERT_WITH_WARNING*Mar 16 03:28:50.788 : CRYPTO_PKI : (A069C )iE
FRIFEERHERLE : iEPrefcount after increment = 1*Mar 16 03:28:50.790 : CRYPTO_PKI :
Populate AAA auth data*Mar 16 03:28:50.790 : CRYPTO_PKI : Unable to get configured
attribute for primary AAA list authorization.*Mar 16 03:28:50.790 : PKI : Cert key-usage :
Signature , Certificate-Signing , CRL-SIGNING 16 03:28:50.790 : CRYPTO_PKI : (A069C)&%iE
F B E RS £ R CA-GlobalSign-Root , #} BEERIFERR -
CRYPTO_VALID_CERT_WITH_WARNING*Mar 16 03:28:50.790 : CRYPTO_PKI : (A069C)IiE7E
i BRE&E £ T~ 32*Mar 16 03:28:50.7 0 : CRYPTO_PKI : 4§ ca_req_context type
PKI_VERIFY_CHAIN_CONTEXT , ident 35 , ref count 1 : ¥ £ T~ 3Xid-35K9refcounti® 2> E0*Mar
16 03:28:50.790 : CRYPTO_PKI : ca_req_context released*Mar 16 03:28:50.790 :
CRYPTO_PKI : (A069C)%¥:iE TPCA-Global sign-Root*Mar 16 03:28:50.790 : CRYPTO_PKI :
(AOB9C)iE B I UE A Ih*Mar 16 03:28:50.790 : CRYPTO_OPSSL : MiEH¥iF K Zh*Mar 16
03:28:50.790 : CRYPTO_PKI : Rcvdi&R4 RPKI&EA069C.*Mar 16:28 50.790 :

CRYPTO_PKI : PKI session AO69C has ended. BT E %R, : cert refcount after decrement =
0*Mar 16 03:28:50.791 : <<< ???[+E0005]*3 16 H03:28:50.791:16 03 03 00 93*3 16 H
03:28:50.791 : *3 816 H03:28:50.791 : SSL_connect : SSLv3/TLSIEE RS EFIEH*3 A 16H
03:28:50.791 : << TLS 1.2 Handshake [length0009 3] , ServerKeyExchange*Mar 16
03:28:50.791 : 0C 00 00 8F 03 00 17 41 04 3D 49 34 A3 52 D4 EB*Mar 16 03:28:50.791 : DE
A2 9E CC B0 91 AACB 1B 39 D0 26 1B 7D FF 31*1 6 03:28:50.792 : EO D7 D59C 75 CO 7D 5B
D6 B2 0OA B5 CC EA E1 4B*Mar 16 03:28:50.792 : 4E E572 7B 54 5D 9B B2 95 91 EO CC D6
A5 8E CE*Mar 16 03:28:50.7 2 : 8D 36 C9 83 42 B0 4D AC 0C 04 03 00 46 30 44 02*3A16H
03:28:50.792 : 20 67 B3 F1 DA D1 BF 13 72 DD B6 B2 11 3B 6E 6F*Mar 16 03:28:50.793 :
8752 D9 0 f7 44 31 C3 C2 5E BE 2D FF 93 4E FO*Mar 16 03:28:50.793 : A8 02 20 24 42 91 BE
B7 10 1C D1 CO 12 28 FB 1F*Mar 16 03:28:50.793 : E4 DE 810B AA66 19 CD 28 a A0 30 7D
3C 4A 56*Mar 16 03:28:50.793 : 0D 94 E2*Mar 16 03:28:50.793 : *Mar 16 03:28:50.794 :

P11 : C_FindObijectslnit : *Mar 16 03:28:50.794 : CKA_CLASS : 2433816 H03:28:50.794 :
CKA_KEY_TYPE : : 000000 03*3H16H03:28:50.794 : CKA_ECDSA_PARAMS : 3059 30
13 06 07 2A 86 48 CE 3D 02 01 06 08 2A 86 48 CE 3D 03 01 073 2 00 04 63 B6 D3 1A 28
<snip>*Mar 16 03:28:50.796 : P11 : C_FindObjectsFinal*Mar 16 03:28:50.796 :

P11 : C_Verifylnit -3 EI#Y & F*Mar 16 03:28:50.796 : P11 : C_Verifylnit -2 4fid = 131073*Mar 6



03:28:50.796 : P11 : C_Verify*Mar 16 03:28:50.800 : P11 : CEAL : CRYPTO_NO_ERR*Mar 16
03:28:50.800 : << ???[+E0005]*3 A 16 H03:28:50.800:16 03 03 00 04*3 H 16 H03:28:50.800 :
*3H16H03:28:50.800 : SSL_connect : SSLv3/TLSIEE RS 88247 X #2*3 A 16 H03:28:50.800 :
<< TLS 1.2#8F[KEO00 4] , ServerHelloDone*Mar 16 03:28:50.801 : OE 00 00 00*Mar 16
03:28:50.801 : *Mar 16 03:28:50.801 : SSL_connect : SSLv3/TLSiEELfRSS 28 5 X *Mar 16
03:28:50.810 : >>> ???[+E0005]*3 A16 H03:28:50.810:16 03 03 00 46*3 H 16 H03:28:50.811 :
*3816H03:28:50.811 : >>> TLS 1.2 F[KE0046] , B #2347 5 #:*3 416 H03:28:50.811:100
042 41 04 26 C3ef 02 05 6C 82 D1 90 B3*Mar 16 03:28:50.811 : 17 31 9A CD DD 8C 81 91 BA
E8 C0 86 40 7B 2C E4*Mar 16 03:28:50.811 : 9A 2C 18 9D1 6A C0 5 A0 98 2E B7 3B AB B3
EB*Mar 16 03:28:50.811 : BB CD 5E 42 C5 76 CO C4 BF 15 F4 87 F2 7C AD 74*Mar 16
03:28:50.812 : 97 0A 97 2B 06 B5*Mar 16 03:28:50.81 2 : *Mar 16 03:28:50.812 :

SSL_connect : SSLV3/TLSEAZFimZ AR *Mar 16 03:28:50.812 : >>> ???[+E0005]*3 A
16 H03:28:50.812:14 03 03 00 01*3 H16H03:28:50.812 : *3A16H03:28:50.812 : >>>TLS 1.2
ChangeCipherSpec [+ E0001]*3 816 H03:28:51.16 : >> ???[+E0005]*3 A 16 H03:28:51.116:17
03 00 35*3H16H03:28:51.116 : *3A16H03:28:51.116 : >> ???[KE0005]*3H16H
03:28:51.116:17 03 03 00 1A*3H16H03:28:51.116 : *3H16H03:28:51.116 : >> ???[KE
0005]*3H16H03:28:51.116:17 03 03 00 30*3A16H03:28:51.116 : *3H16H03:28:51.116 : >>
???[E0005]*3 16 H03:28:51.116:17 03 03 00 1B*3H16H03:28:51.117 : *3A16H
03:28:51.713 : << ???[+E0005]*3H16 H03:28:51.713:17 03 03 00 6D*3 H16 H03:28:51.713 :
*3H16H03:28:51.714 : >> ???[+E0005]*3 16 H03:28:51.714 : 17 03 03 00 1E*3H16H
03:28:51.714 : *3816H03:28:51.732 : << ???[tE0005]*3 816 H03:28:51.732 : 17 03 03 00
71*3H16H03:28:51.732 :

BULBRIERB WG , HEMBEZR (KRMFA. KA, P35, £8, EX ) HEEBER

L This is my subject - Inbox «

1] Delete = Archive Fg Move E Flag

This is my subject

Today at 10:25 PM

M To:

This is my email body.

183& ] BARE M Cisco 10S XEig & ENHFEZHREITHTLSEFMSE (MK
“WorkingSMTPwithTLS.pcap” ) :



(O mERE Re>@EFT LM E & QA

Time Sounce Destination i
11 2823-83-16 B3:28:50.- 18.122.144.150 142.251.163.109 . 288 @xB798 (34704) Client Hello
12 2023-83-16 @3:28:508_ 142.251.163.109 18.122.144.158 TLSv1.2 598 @x7641 (38273) Server Hello
32 2023-93-16 ©3:28:50. 142.251.163.189  18.122.144.150  TLSv1.2 430 ex7649 (30281) Certificate, Server Key Exchange, Server Hello Done
33 2023-83-16 93:28:58- 10.122.144.158 142.251.163.189 TLSv1.2 180 @x879d (34717) Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
34 2023-83-16 ©3:28:50_ 142.251.163.189 18.122.144.158 TLSv1.2 349 @x764a (30282) New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
36 2023-83-16 B3:28:58. 18.122.144.158 142.251.163.109 TLSv1.2 187 exa79f (34719) Application Data
38 2023-03-16 ©3:28:50. 142.251.163.109 18.122.144.152 TLSv1.2 386 @x764c (38284) Application Data
39 2023-03-16 ©3:28:50. 10.122.144.158 142.251.163.189 TLSv1.2 116 éx87ae (34720) Application Data
41 2023-83-16 B3:28:50_ 142.251.163.109 18.122.144.158 TLSv1.2 181 @x764e (38286) Application Data
42 2023-83-16 ©3:28:50_ 10.122.144.150 142.251.163.109 TLSv1.2 189 @x87al (34721) Application Data
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Compose

This is my subject

WISPM (Mminutesaga) ¥ &

This i iy @il body.

+ Reply 4 Reply all r* Forward

HiEZSMAEESM

T@QRESHAF A

SEHEASMTPHUR ATRES HIFIE, BTFSMTPHEY  RE[FHAENRIOT (AFREFR
‘Q’)

event manager environment _email_server email.relay@y.Domain.Name:MyPasswordString@smtp-relay.gmail.co

BITAFENEBNABLEE - XEN'@HFSHFLIZ &, Bt , REUNNBRSRENEE
FRENERBOHFE— A“@”ﬁ’?ZF_LEDFZS’J FF BT R AR BN

“‘username : password’,

SMTPHITCLSEIE A IEN KX K (regex) , SATR B RLALE LA F B/ZB/RFZFES. BT XM
Z3 , TCLAYRAFRETE‘Q ™S ; B2 , Cisco I0S XE TCLAXIFME , AR EESTLS X
prgoe o (R Gl iR

Ajiii .

- MRBFHPHEEELS , NFESTCL—RKIX,
MREEWAFEFRE@” , WEEBEEEMAIE

FEAE S H#ERRIEID CSCwe754393R B3 Itttk EEMES, T BR 4 SheERY 2241 ; B B &1 & T4 XY



https://tools.cisco.com/bugsearch/bug/CSCwe75439
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