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AR BEAEENER,
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AXHEPNEERRETREXRENEFNREFEEN, FAXEFEANMAERZHNERAR
(BN ) BE, MREEANREIME  FRARKELTHRMEG THEERN,

b mtrace v1Flmtrace v2

 mtrace v2 Reply messageZ[@ T mTrace v1 Response message.

« mtrace VI{X X #FIPv44AE, mTrace v2Z#FIPv4aFNIPVeA .

« mtrace vIZE BN REERIGMPEE ., FiBmTrace v2EIE 3 E2UDP,

« mtrace V1B — PN HMMUFE , BHEMIGE A T 5 Lz B 2R RPFRY A R B G
mTrace V2ERNFER : —MNATHATRPFIVEERAMMN , —1MNATETE LEEHEENA
B B,

- mtrace v1FIV2H BARAERE , BB IEERIEEHELL

 mtrace v1FIv2XI B M M E ZRBEATRBNRBE,

« mtrace v23z3F i 1it R 5 IPv6 145 E UDP% O 5 (33435),



mtrace V2iFHEE

s ZTEARATRENERENNER, STRIEIXANER W2 EREMREIA | flinE
FEB[E)(TTL) = R [ 38 2 % R (RPF).

« mtrace v2FIv1HY B ¥rtERE, mtrace IR BRMN A ZRERIBSLEFTBE M ( HKE—BEEH
B2|HLHR) , AEMEEEREZR (JFH ) SRendez-Vous Point (RP)E BRI EEER, XEK
BEMLTIEEEN (BBt ) . R (2Bt ) MEAEA,

« mtraceIREME ERRAZAET , TN ERWEMREBEZE ( XES ) HiTmtracem To
TAEERFE —BEBH{[BFHR)HERP,

« mtrace V27ERFC 8487H38E : mtracehi 42 : A FIPAH &/ tracerouteiX e
« mtrace vion IOS-XRE FTE X : draft-ietf-idmr-traceroute-ipm
« mtrace V24 ZEHmVPN
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FERLBRE , THIZEIEUR =MmtraceBFEZRENLE,

K HBR-10, LHREZLHR-4, FHRERFHR-3, RPERP-5, MK ERIZ{TPIMBHRIE N RIEAIRA
& (ASM),
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| Incoming Interface Address
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| Upstream Router Address |
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L0 73RS B A F & Rtracerouteii o &N R RIE mtracefi H R — 1T

B A AN LA 1B B8 R LR B SIPLAEMIB (RFC 5132) 7 fipMcastRouteRtProtocol VB EE . &
f15mtrace v1HRERANETRE,

IANATGESI BT -

B PN

other (1), -- not specified

Jocal (2), -- Tlocal interface

netmgmt (3), -- static route

icmp (4), -- result of ICMP Redirect

-- the following are all dynamic

-- routing protocols

egp (5), -- Exterior Gateway Protocol
agp (6), -- Gateway-Gateway Protocol
hello (7), -- FuzzBall HelloSpeak

rip (8), -- Berkeley RIP or RIP-II
isIs (9), -- Dual IS-IS

esIs (10), -- ISO 9542

ciscoIlgrp (11), -- Cisco IGRP

bbnSpfIgp (12), -- BBN SPF IGP

ospf (13), -- Open Shortest Path First
bgp (14), -- Border Gateway Protocol
idpr (15), -- InterDomain Policy Routing
ciscoEigrp (16), -- Cisco EIGRP

dvmrp (17), -- DVMRP

rpl (18), -- RPL [RFC-ietf-roll-rpl1-19]
dhcp (19), -- DHCP [RF(C2132]

HIBRE BN

other(1), -- none of the following
local(2), -- e.g., manually configured
netmgmt(3), -- set via net.mgmt protocol
dvmrp(4),

mospf(5),

pimSparseDense(6), -- PIMvl, both DM and SM
cbt(7),

pimSparseMode(8), -- PIM-SM

pimDenseMode(9), -- PIM-DM

igmpOnly(10),

bgmp(11),

msdp (12)

mtrace V2BV X RBU TR, E©f15mtrace viRBIR[E,
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0x09
0x0A
0x0B

0x0C

0x0D

0x80

0x81

0x83

NO_ERROR
WRONG_IF

PRUNE_SENT

PRUNE_RCVD

SCOPED

NO_ROUTE

WRONG_LAST_HOP
NOT_FORWARDING

REACHED_RP
RPF_IF
NO_MULTICAST
INFO_HIDDEN

REACHED_GW

UNKNOWN_QUERY

FATAL_ERROR

NO_SPACE

ADMIN_PROHIB

Description

No error.

Mtrace2 Request arrived on an interface
for which this router does not perform
forwarding for the specified group to the
source or RP.

This router has sent a prune upstream that
applies to the source and group in the
Mtrace2 Request.

This router has stopped forwarding for this
source and group in response to a Request
from the downstream router.

The group is subject to administrative
scoping at this router.

This router has no route for the source or
group and no way to determine a potential
route.

This router 1is not the proper LHR.

This router 1is not forwarding this source and

group out the Outgoing Interface for an
unspecified reason.

Reached the Rendezvous Point.

Mtrace2 Request arrived on the expected

RPF interface for this source and group.
Mtrace2 Request arrived on an interface
that is not enabled for multicast.

One or more hops have been hidden from this
trace.

Mtrace2 Request arrived on a gateway (e.g.,
a NAT or firewall) that hides the
information between this router and the
Mtrace2 client.

A non-transitive Extended Query Type was
received by a router that does not support
the type.

A fatal error is one where the router may
know the upstream router but cannot forward
the message to it.

There was not enough room to insert another
Standard Response Block in the packet.
Mtrace2 is administratively prohibited.

ios-XR_EFYMTRACE v2
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{88 F 2R mtrace <src_addr> [<dest_addr>] [<group_addr>] [<resp_addr>] [<ttl>]

B4R 8 E 2 LA i Fd mirace v2,

<ttroot>

RP/0/RPO/CPUO:R-10#

mrace?



mtrace mtrace2

RP/0/RPO/CPUQ:R-10#

mrace2 ?

ipv4 1IPv4 Address family
ipve 1ipv6 Address Family

RP/0/RPO/CPUQ:R-10#

ntrace2 ipvd ?

Hostname or A.B.C.D Source to trace route from
<Ccr>

TR 3k R & 5 B9 ko

<#froot>
RP/0/RPO/CPUQ:R-10#

ntrace2 ipvd 10.1.3.3 ?
Hostname or A.B.C.D Destination of route

debug Mtrace client-side debugging(cisco-support)
<cr>

B8tk RLHRAY b1k,

<tfroot>
RP/O/RPO/CPUQ: R-10#

ntrace2 ipvd 10.1.3.3 10.2.4.4 ?

Hostname or A.B.C.D Group to trace route via
debug Mtrace client-side debugging(cisco-support)
<cr>

H bt 2 IF1E R ERAVAA IR RAVE btk

<tfroot>
RP/O/RPO/CPUO:R-10#

nrace2 ipvd 10.1.3.3 10.2.4.4 225.1.1.1 7



Hostname or A.B.C.D response address to receive response
debug Mtrace client-side debugging(cisco-support)
<cr>

W 37 b 31k B tracerouteld £ AT iR B #Y 31t .

<{froot>
RP/O/RPO/CPUQ:R-10#

nrace2 ipv4 10.1.3.3 10.2.4.4 225.1.1.1 10.0.0.10

<1-255> Time-to-1live for multicasted trace request
debug Mtrace client-side debugging(cisco-support)
<cr>

Examples

FEE , R T TMNNEHNEMBEHER ( F—ERBEAPIMAEBNKRAR ) REERENBELZRREMNEF.

<ffroot>
RP/O/RPO/CPUQ:R-10#

nrace2 ipv4d 10.1.3.3 10.2.4.4 225.1.1.1 10.0.0.10

Type escape sequence to abort.

Mtrace from 10.1.3.3 to 10.2.4.4
via group 225.1.1.1

From source (?) to destination (?)
Querying full reverse path...

0 10.2.4.4
-1 10.4.7.4 PIM [10.1.3.0/24]
-2 10.5.7.7 PIM [10.1.3.0/24]

-3 0.0.0.0 PIM Reached RP/Core [10.1.3.0/24]

BH BRI ERNHZR( , G)HiTmtrace. mtrace ME/E—BEkEEHE510.2.4.47F % , AFIREZIRP (10.0.05)W £ ZH, EREZX T4
225.1.1.1893810.1.3.3 , LHR-43& F8%:% (S, G) MRIB%H.,

[10.1.3.024] %% = A TRPFEE M £ IBI A, X TFIPv4 , IOS-XRPMRPFHEEHRL /2% B, LERKRBEERH, FERILRE
.38



ERHRABMN. XEPIM,

RBERRE , NRE—BEBREBRA0TTE , BIFEE -BRARNE—ERNR.

ETRRFEREER.

<#froot>
RP/O/RPO/CPUO:LHR-4#

show nrib route 225.1.1.1

IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept,
IF - Inherit From, D - Drop, ME - MDT Encap, EID - Encap ID,
MD - MDT Decap, MT - MDT Threshold Crossed, MH - MDT interface handle
CD - Conditional Decap, MPLS - MPLS Decap, EX - Extranet
MoFE - MoFRR Enabled, MoFS - MoFRR State, MoFP - MoFRR Primary
MoFB - MoFRR Backup, RPFID - RPF ID Set, X - VXLAN
Interface flags: F - Forward, A - Accept, IC - Internal Copy,
NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,
IT - Internal Interest, ID - Internal Disinterest, LI - Local Interest,
LD - Local Disinterest, DI - Decapsulation Interface
EI - Encapsulation Interface, MI - MDT Interface, LVIF - MPLS Encap,
EX - Extranet, A2 - Secondary Accept, MT - MDT Threshold Crossed,
MA - Data MDT Assigned, LMI - mLDP MDT Interface, TMI - P2MP-TE MDT Interface
IRMI - IR MDT Interface, TRMI - TREE SID MDT Interface, MH - Multihome Interface

(*,225.1.1.1) RPF nbr: 10.4.7.7 Flags: C RPF
Up: 1d21h
Incoming Interface List
GigabitEthernet0/0/0/1 Flags: A NS, Up: 1d21h
Outgoing Interface List
GigabitEthernet0/0/0/0 Flags: F NS LI, Up: 1d21h

(10.1.3.1,225.1.1. 1)

RPF nbr: 10.4.9.9 Flags: RPF
Up: 1d18h
Incoming Interface List
GigabitEthernet0/0/0/2 Flags: A, Up: 1d18h
Outgoing Interface List
GigabitEthernet0/0/0/0 Flags: F NS, Up: 1d18h

FER10.1.3.1MRIB& B . ERIZRAT , mracem S FE RAEMNHE K.

<ttroot>
RP/O/RPO/CPUQ: R-10#

nrace2 ipv4 10.1.3.1 10.2.4.4 225.1.1.1 10.0.0. 10



Type escape sequence to abort.

Mtrace from 10.1.3.1 to 10.2.4.4
via group 225.1.1.1

From source (?) to destination (?7)
Querying full reverse path...

0 10.2.4.4

-1 10.4.9.4 PIM [10.1.3.0/24]
-2 10.8.9.9 PIM [10.1.3.0/24]
-3 10.3.8.8 PIM [10.1.3.0/24]
-4 10.1.3.3 PIM [10.1.3.0/24]

FEE , RABRBRIAEHNLHRS- IR9-IR-8- FHR-3, XEMFHR-3ZILHR-4HRMH ., X5(S, G)WWMRIB%K B [EHL,

<ffroot>
RP/O/RPO/CPUQ: FHR-3#

show nrib route 225.1.1.1

IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept,
IF - Inherit From, D - Drop, ME - MDT Encap, EID - Encap ID,
MD - MDT Decap, MT - MDT Threshold Crossed, MH - MDT interface handle
CD - Conditional Decap, MPLS - MPLS Decap, EX - Extranet
MoFE - MoFRR Enabled, MoFS - MoFRR State, MoFP - MoFRR Primary
MoFB - MoFRR Backup, RPFID - RPF ID Set, X - VXLAN
Interface flags: F - Forward, A - Accept, IC - Internal Copy,
NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,
ITI - Internal Interest, ID - Internal Disinterest, LI - Local Interest,
LD - Local Disinterest, DI - Decapsulation Interface
EI - Encapsulation Interface, MI - MDT Interface, LVIF - MPLS Encap,
EX - Extranet, A2 - Secondary Accept, MT - MDT Threshold Crossed,
MA - Data MDT Assigned, LMI - mLDP MDT Interface, TMI - P2MP-TE MDT Interface
IRMI - IR MDT Interface, TRMI - TREE SID MDT Interface, MH - Multihome Interface

(10.1.3.1,225.1.1.1) RPF nbr: 10.1.3.1 Flags: RPF
Up: 1d21h
Incoming Interface List
GigabitEthernet0/0/0/0 Flags: A, Up: 1d21h
Outgoing Interface List
GigabitEthernet0/0/0/2 Flags: F NS, Up: 1d18h

BE LU debug IGMPS mtrace vi— i |, SUEERERE R LA AREEE EE AmTracefiiz 8. mtrace v2E HUDPEIEE , Eilt
IGMPi i R BE A F mtrace v2,

BE , BALLE M 5EI0S-XREM mirace v2EUIE S AT £ AR UDPE 033433,
R~

12 7R % A 85 £ 1 UDP mtracev2#i B S,



IR-9 :

<{froot>
RP/O/RPO/CPUQ: I R-9#

show access-1lists

ipv4 access-Tlist mtracev2
10 permit udp any eq 33433 any eq 33433

RP/0/RPO/CPUO: IR-9#

debug udp packet v4-access-list ntracev2 | ocation 0/ RPO/CPUO

RP/0/RPO/CPUO: IR-9#

show debug

#### debug flags set from tty 'conO_RPO_CPUQ' ###i#
udp packet flag is ON with value 'Ox1:0x0:0x4:mtracev2:0x0:::

RP/0/RPO/CPUO:IR-9#RP/0/RP0O/CPUO: IR-9#

RP/0/RPO/CPUO:IR-9#

RP/0/RPO/CPUO:Jun 19 07:20:13.123 UTC: syslog_dev[115]: udp[214] PID-22001:
R

42469 ms LEN 60 10.4.9.4:33433 <-> 10.4.9.9:33433
RP/0/RPO/CPUO:Jun 19 07:20:13.123 UTC: syslog_dev[115]: udp[214] PID-22001:
RP/0/RPO/CPUO:Jun 19 07:20:13.139 UTC: syslog_dev[115]: udp[214] PID-22062:

S

15 ms LEN 100 10.8.9.9:33433 <-> 10.8.9.8:33433
RP/0/RPO/CPUO:Jun 19 07:20:13.139 UTC: syslog_dev[115]: udp[214] PID-22062:

AR B B 2SR i mirace v2IH B

==
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