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def getToken (ip. w0, AFE., i)
SAER
import base64
url = "https://" + ip + ":"+ port + "/api/v1/auth/token-services"
fEsk={
‘content-type": "application/json",

‘authorization": "E 75" + base64.b64encode((FIF &+ ":" + password), encode('UTF-8"),
decode('ascii'),



‘cache-control': "no-cache"
}
response = requests.request("POST", url , headers=headers , verify=False)
1l Rresponse.status_code == 200:
return response.json()['token-id']
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def createVRF(ip. port, tokenID, vrfName, RD. importRT, exportRT):
S AHER
url = "https:/" + ip + ":"+¥w O +"/api/v1/vrf"
=5t={
‘content-type"."application/json",
'X-auth-token":tokenlID ,
‘cache-control': "no-cache"
}
BE={
‘name".vrfName,
rd:RD ,
'route-target": [
{
BTG



"+t X" importRT
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{
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"+t [X":exportRT
}

}

response = requests.request("POST", url , headers=headers , json=data , verify=False)
1l Rresponse.status_code == 201:
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def addInterfacetoVRF (ip. UwH. SHEID, vriName, #OE#., RD. importRT, exportRT ) :
SABER
url = "https://" + ip + ":"+ port + "/api/v1/vrf/" + vifName
53k={

‘content-type':“application/json”,

'X-auth-token": tokenlID |,

‘cache-control': "no-cache"

}
wfE={



'rd"“RD ,
‘forwarding": [ interfaceName ],

'route-target”: [

{
BRAEFA
"+t X "importRT
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{
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'+t [X":exportRT
}

}

response = requests.request("PUT", url , headers=headers , json=data , verify=False)

1l Rresponse.status_code == 204:
IR [E "R
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def assigninterfacelP(ip. port. tokenlD. interfaceName. interfacelP. interfaceSubnet):
SAER

url = "https://" + ip + ":"+ port + "/api/v1/interfaces/" + interfaceName

k= {



‘content-type':“application/json”,
'X-auth-token':tokenlID ,
‘cache-control': "no-cache"
}
BfE={
'S BLAM"
if-name’ : OB,
'ip-address"interfacelP
'subnet-mask' : #0FM
}
response = requests.request("PUT", url , headers=headers , json=data , verify=False)
1l &Rresponse.status_code == 204:
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def createVrfBGP(ip. port. tokenlD. vrfName., ASN):
SAER
url = "https://" +ip + ":"+¥w O+ "/api/v1/vrf/" + vrifName + "/routing-svc/bgp"
fEsk=1{
‘content-type':"application/json",

'X-auth-token':tokenID ,

'‘cache-control': "no-cache"

}



BfE={
'routing-protocol-id':ASN
}
response = requests.request("POST", url , headers=headers , json=data , verify=False)
i &Rresponse.status_code == 201:
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def defineVrfBGPNeighbor(ip. port. tokenlD. vriName., ASN. neighborlP. remoteAS):
SABER
url = "https://" + ip + ""+im A+ "/api/v1/vrf/" + vrfName +"/routing-svc/bgp/" + ASN +"/neighbors"
=3k={
‘content-type':“application/json”,
'‘X-auth-token':tokenID ,
‘cache-control': "no-cache"
}
BE={
'routing-protocol-id":ASN ,
‘address":neighborlP ,
‘remote-as": remoteAS
}
response = requests.request("POST", url , headers=headers , json=data, verify=False)

N Rresponse.status_code == 201:
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ip="10.0.0.1" # ip address of the router ( 5§ HESHViptb it )
w0 = “55443” 28 EWREST APliG O &
AF&="2&" HESZFZFHNAFRB. XNZEENNRRH15,
Zg=" ER" #5 AP B XN RB

tokenID = <IRE{E> #155 Fl getToken B EX M B8 HH 53R ERAY S h21D
vriName = "VRF-A" #VRFH & #5

RD = "3:3"# VRFHJ B BI#R 1R RF

importRT = "34:34" #5 A B M B #&

exportRT = "34:34" #5 H X H B 5

interfaceName = "GigabitEthernet3" #E A& 4 (CE)MNEOMN B
interfacelP = "192.168.13.3" # CEME [@1& O KV P 1i

interfaceSubnet = "255.255.255.0" #H 6] CERY$Z O B F X

ASN = "34" # BGP AS number of PE router

neighborlP = "192.168.13.1" # CE 25 FIBGPXI &P

remoteAS = "11" # ASHICERR HHES 2
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bR E X O GigabitEthernet3M i O R, AEEE R clinput'Z2HBEXEE.
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def passCLInput(ip. port, tokenlD):

SAER



url = "https://" + ip + ":"+ port + "/api/v1/global/running-config"
55={
‘content-type":"text/plain",
'X-auth-token':tokenID ,
‘cache-control": "no-cache"
}
line1 = "Interface GigabitEthernet 3"
line2 = "description Customer Facing Interface"
clilnput = line1 + "\r\n" + line2
response = requests.request("PUT", url , headers=headers , data=clilnput , verify=False)
print(response.text)
1l Rresponse.status_code == 204:
IR [E "R
Hth:
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https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/configuration/b_ CSR1000v_Confi
quration_Guide /b CSR1000v_Configuration Guide chapter 01101.html
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https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/restapi/restapi.html
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