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Verizon Cellular Tower

NR Node Traffic sourced by any

other IP instead of:
XU XXX 4.6

Cisco 5G Device
Interface cellular 0/X/0:
XA XXX 4.6
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<#root>

isr#

show cellular 0/ X/ 0 call-history



[VWed May 8 18:46:26 2024] Sessi on di sconnect reason = Regul ar deactivation (36)

MRZHWREARREEE (BTEFARXHRE ) , WAERUR T SHITNetflowiiESHIR :

isr#conf t

isr(config)#flow record NETFLOW_MONITOR
isr(config-flow-record)#match ipv4 protocol
isr(config-flow-record)#match ipv4 source address
isr(config-flow-record)#match ipv4 destination address
isr(config-flow-record)#match transport source-port
isr(config-flow-record)#match transport destination-port
isr(config-flow-record)#collect ipv4 source prefix
isr(config-flow-record)#collect ipv4 source mask
isr(config-flow-record)#collect ipv4 destination prefix
isr(config-flow-record)#collect ipv4 destination mask
isr(config-flow-record)#collect interface output
isr(config-flow-record)#exit

isr(config)#flow monitor NETFLOW_MONITOR
isr(config-flow-monitor)#cache timeout active 60
isr(config-flow-monitor)#record NETFLOW_MONITOR
isr(config-flow-monitor)#exit

isr(config)#interface cellular 0/X/0

isr(config-if)#ip flow monitor NETFLOW_MONITOR output
isr(config-if)#exit

EERHARNAE |, BIITUTERE

<tfroot>
isr#

show fl ow nonitor NETFLOW MONI TOR cache format table

AL ERU TS EE Verizon BiRZ DB IPH L

<#root>
isr#

show ip interface brief



Interface IP-Address OK? Method Status Protocol

GigabitEthernet0/0/0 unassigned YES NVRAM administratively down down
FastEthernet0/0/1 unassigned YES unset down down
FastEthernet0/0/2 unassigned YES unset down down
FastEthernet0/0/3 unassigned YES unset down down
FastEthernet0/0/4 unassigned YES unset down down
Cellular0/1/0 | P_address YES IPCP  up up

Cellular0/1/1 unassigned YES NVRAM administratively down down
Async0/2/0 unassigned YES unset up down
Vlanl unassigned YES unset up down

IR ENetflowhy B EFHREMRE , RESBREERFEREMNEOTBINNTREIPHL, FE
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isr#conf t

isr(config)#ip access-1ist extended 196
isr(config-ext-nacl)#permit ip host <IP_Assigned_by_Verizon> any
isr(config-ext-nacl)#deny ip any any

isr(config-ext-nacl)#exit

isr(config)#interface cellular 0/X/0
isr(config-if)#ip access-group 196 out
isr(config-if)#end

- EBI2 - BT RERERNAT

o DIUHBUTER :
1. BEMZOBE 7 ip nat outside”,
2. BEM#E OB E 5 “ip nat inside”,
3. EHENATIE(PAT) , Rt th&BEMERO,
4. FRAACLE X EHITNATA B RE,
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<{froot>



isr#conf t

isr(config)#interface cellular 0/X/0
isr(config-if)#ip nat outside
isr(config-if)#exit

isr(config)#interface vlan 6
isr(config-if)#ip nat inside
isr(config-if)#exit

isr(config)#access-1ist 20 permit <IPv4_subnet_to_be_NATed> <wildcard>
isr(config)#ip nat inside source list 20 interface cellular 0/1/0 overload

I3 ; KhElIPsecAE M H MR EHLE
LERZIE F A Verizon D BLRY IPtb it SR . HATEREBHRLALER |, HEBIPHHEIRE T
R4 ; SSHE S B ARG

MREEBE[ERVRE , WATLIKERBMRE , MEEBEHRE. Al , HERDNSK
Hping@+ , BARFE InternetiE " , MBS RS , BREBAERE,

X 3% % S| % F 85 89 Cisco P-5GS6-GLIRR RV REM TR H BRI T R & R,

CG522-EFRYIPIREM

RINVBERT , EXERZFHNREDLBIER T HBRLRBAIhEE,
FRIRBE R TR :

<#root>
CellularGateway#

show cel lular 1 drop-stats

Ip Source Violation details:

I pv4 Action = Drop

Ipv4 Packets Drop = 0
Ipv4 Bytes Drop =0
I pv6 Action = Drop

Ipv6 Packets Drop = 0
Ipv6 Bytes Drop =0



Ipv4/Ipve IR ERVIREBANEF ., RFEEBZRIEE

EE  MRHEE RPermit , MERZINEE,

EAX LT Al EFBUERE :

CellularGateway#conf t

CellularGateway(config)# controller cellular 1
CellularGateway(config-cellular-1)# no ip-source-violation-action ipv4-permit
CellularGateway(config-cellular-1)# no ip-source-violation-action ipv6-permit
CellularGateway(config-cellular-1)# commit

Commit complete.

CellularGateway(config-cellular-1)# end

XfCisco CG522-EH RIREMEITHEHFFRAVI R R L E R,
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