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1. #ECisco Catalyst SD-WAN#2 #2858 F B & 5K,
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<#root>
vSmart#

config
vSmart(config)#

policy

vSmart(config-poTlicy)#

lists

vSmart(config-Tists)#

site-list cEdges-1

vSmart(config-site-Tist-cEdge-1)#

site-id 1

vSmart(config-site-1list-cEdge-1)# exit
vSmart(config-Tists)#

site-list cEdge-2

vSmart(config-site-Tist- cEdge-2)#

site-id 2

vSmart(config-site-1ist- cEdge-2)# exit
vSmart(config-site-Tist)#

vpn-list VRF-1

vSmart(config-vpn-Tist-VRF-1)#

vpn 1



vSmart(config-vpn-Tist-VRF-1)# exit
vSmart(config-site-Tist)#

vpn-list VRF-5

vSmart(config-vpn-Tist-VRF-5)#
vpn 5
vSmart(config-vpn-Tist-VRF-5)#

commi t
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<{froot>
vSmart#

config

vSmart(config)#

policy

vSmart(config-poTlicy)#

control -policy Route-Leaking

vSmart(config-control-policy-Route-Leaking)#

sequence 1

vSmart(config-sequence-1)#

mat ch route

vSmart(config-match-route)#

vpn 5

vSmart(config-match-route)# exit
vSmart(config-sequence-1)#

action accept

vSmart(config-action)#

export-to



vSmart(config-export-to)#
vpn-list VRF-1

vSmart(config-action)# exit

vSmart(config-sequence-1)# exit
vSmart(config-control-policy-Route-Leaking)#

sequence 10

vSmart(config-sequence-10)#

mat ch route

vSmart(config-match-route)#
vpn 1
vSmart(config-match-route)# exit

vSmart(config-sequence-10)#

action accept

vSmart(config-action)#

export-to

vSmart(config-export-to)#
vpn-list VRF-5

vSmart(config-action)# exit

vSmart(config-sequence-10)# exit
vSmart(config-control-policy-Route-Leaking)#

defaul t-acti on accept
vSmart(config-control-policy-Route-Leaking)#

comm t
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<tfroot>



vSmart#

config
vSmart(config)#
appl y-policy

vSmart(config-apply-policy)#
site-list cEdge-1
vSmart(config-site-Tist-cEdge-1)#

control -policy Route-Leaking in

vSmart(config-site-Tist-cEdge-1)# exit

vSmart(config-apply-policy)#
site-1ist cEdge-2
vSmart(config-site-Tist-cEdge-2)#
control -policy Route-Leaking in
vSmart(config-site-Tist-cEdge-2)#

comm t

BEEREITEE



JEE . EiEidCisco Catalyst SD-WAN Manager® 2 B F R E(GUI)BUEZKEE | Cisco
Catalyst SD-WAN#Z i 25 2475 B HAE 4R

1. BIERE AR EBRBER.
f£Cisco Catalyst SD-WAN Manager 812K , S EE & >RIE>EF K,
fCentralized Policy ( £ %KEE ) I+ T , KHAdd Policy ( FINKEE ) o



Centralized Policy Localized Policy

C'\ Search

Add Policy Add Default AAR & QoS

2. #£Cisco Catalyst SD-WAN Manager E 8|2 %% |, BLE A @S 5 R IR B0 <o

SMEE R>F R RFIR,
B2 F R A MIRAY I QIR FH R INZF &R

¢ » Add Policy

@ Create Groups of Interest

Select a list type on the left and start creating your groups of interest

= (# New Site List
Data Prefix
Police
el Site List Mame
Prafix Mame of the list
Site
Addd Site®

App Probe Class N o o
Exampde: 100 or 200 separated by commas or 1000-2000 by range

SLA Class

TLOC

S EIVPN > New VPN List,

PIEFENARBIRAIVPNSIR | AE%E HNext.



v »  Add Policy

. Create Groups of Interest

Select a list type on the left and start creating your groups of interast
Prafix o

(+) aw WP

She +) Mew VPN List

SO VPN List Name*

SLA Class MName of the list
TLOC
Add VPN*
VPN
Exampba: 100 or 200 separated by commas o 1000-2000 by rangea

Region

Fretered otor Grovs m caneel
ar

3. #£Cisco Catalyst SD-WAN Manager Lt it B % B .

RifiTopology(¥r¥M&EI+ , A/E R TAId Topology ( ZRMMFAFH ) o

B2 B E X ##(Route & TLOC),

Centralized Policy > Add Policy

@ Create Groups of Interest @ Configure Topology and VPN Membership

Q Search

(AR R R R LR R AR N LRl
-

Add Topology v

LR R

Hub-and-Spoke
Mesh
Custom Control (Route & TLOC)
Description Mode
Import Existing Topology
No data avai

RiiSequence Typeiki#ZRoute sequence,



Add Control Policy

= | Route
-
N Create a policy to apply on a OMP
TLOC
TLOC Create a policy to apply to TLOCs

AN BIF o

%M1 EZVRF1HREHFHESHEIVRF 5,

Protocel Pvd - O Accept (D) Reject Cammunity (ZGURCE OMPTag | Preference  Service  TLOC Action  TLOC
Match Conditions Actions
VPN List X Accept Enabled
—_—
VRF-1 % T
Expont To *
VEN D VRF-5 x "
Cancel Save Match Ang Actions

FHF2 : #EZVRF SWREHRESHEIVRF 1,

Mazch

Brotecal IPvd - Q Accept (D) Reject Community [ESTSCORCN OMPTog  Proference  Service  TLOC Action  TLOG
Match Conditions Actions
b 4 2

VPN List Acocept Enabled

VRE-E x -

Expert To *
VPN WRF-1 % v
Cancal Save Match And Actlons

1 5K B& B Default Action® 0 Accepto

K iESave Match and Actions , #J5 R d&iSave Control Policy,



Default Action

Accept Reject

Enabled

Save Match And Actions
Save Control Policy Cancel
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EREMEH , Fi%E#EFSave Policy Changes.

CUSTOM CONTROL

Direction Site/Region List Region 1D Action

cEdge-2, cEdge-1 [T 7 @

Save Policy Changes
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<#root>
vSmart#

config



vSmart(config)#

policy

vSmart(config-poTlicy)#

lists

vSmart(config-Tists)#

site-list cEdge-1

vSmart(config-site-Tist-cEdge-1)#
site-id 1

vSmart(config-site-Tist-cEdge-1)# exit
vSmart(config-Tists)#

site-list cEdge-2

vSmart(config-site-Tist-cEdge-2)#

site-id 2

vSmart(config-site-Tist-cEdge-2)# exit
vSmart(config-Tists)#

tloc-list cEdge-1-TLOC

vSmart(config-tloc-Tist-cEdge-1-TLOC)#

tloc 192.168.1.11 color public-internet encap ipsec

vSmart(config-tloc-Tist-cEdge-1-TLOC)#

commi t

2. ECisco Catalyst SD-WAN#2 %85 F fil B K 1Ko

ZFHEIEKBVRF 1HRE, REEVRF 5 LIRS AR LEATFNRE,

<#root>
vSmart#

config

vSmart(config)#

policy



vSmart(config-poTlicy)#

control -policy Service-Chaining

vSmart(config-control-policy-Service-Chaining)#

sequence 1

vSmart(config-sequence-1)#

mat ch route

vSmart(config-match-route)#

vpn 1

vSmart(config-match-route)#

action accept

vSmart(config-action)#

set

vSmart(config-set)#

service FWvpn 5

vSmart(config-set)#

service tloc-list cEdge-1-TLOC

vSmart(config-set)# exit

vSmart(config-action)# exit
vSmart(config-sequence-1)# exit
vSmart(config-control-policy-Service-Chaining)#

defaul t-acti on accept
vSmart(config-control-policy-Service-Chaining)#

commi t

3. #ECisco Catalyst SD-WAN#2 %85 £ N FA 5K #& o
FIRIF2HREERE , MATKRERBVRF 1HRE,

<#root>
vSmart#

config

vSmart(config)#



appl y-policy

vSmart(config-apply-policy)#
site-1ist cEdge-1
vSmart(config-site-Tist-cEdge-1)#
control -policy Service-Chaining out

vSmart(config-site-Tist-cEdge-1)# exit

vSmart(config-apply-policy)#
site-1ist cEdge-2
vSmart(config-site-Tist-cEdge-1)#
control -policy Service-Chaining out
vSmart(config-site-Tist-cEdge-1)#

comni t
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Centralized Policy Localized Policy

Q. search

Add Policy | Add Default AAR & QoS

2. ¥ Cisco Catalyst SD-WAN Manager b 8|2 %1%,

SMEE R>F R RFIR,
BIZVRF 1FIEN MKW RIIEK | RFIERAID,

Paolicy » Add Policy

@ Create Groups of Interest

Select a kst type on the left and stan créating your groups of intenest

- 5"-'.,' New Site List
Data Prafix

AL Siter List Mame*
Pradix Narme of the st
Site

Add Site”

App Probe Class - P
Example: 100 or 200 separated by commas of 1000-2000 by range

SLA Class

SMETLOC > New TLOC Listo

BIZTLOCH RS HEENM T , RiFik#ESave,



TLOC List

List Narne *
cEdge1-TLOC

TLOC IP* Color® Encap®
192.168.1.11 public-internet L ipsec

(® Add TLOC

3. AN B

& FHTopologyiE T+ , Af5# tHAdd Topologys
B2 B & X2 #(Route & TLOC),

Centralized Palicy > Add Policy

@ Create Groups of Interest

Specify your netwaork topology

Topology VPN Membership

Ol Search

Add Topology ~
Hub-and-Spake

Miash

Custom Control (Route & TLOCK
Import Existing Topology

RifiSequence Typeiki#¥Route sequence,

e

Preference

0-4294967255

Cancel

. Canfigure Topology and VPN Membership

Descriptian

Made

Mo data available



Add Control Policy

‘= § Route
o=
E"E Create a policy to apply on a OMP

EEJ TLOC
TLOC Create a policy to apply to TLOCs
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Match Conditions Actions

oo

cEdge1-TLOC
9 5K B B Default Action = 0 Accepto
K iESave Match and Actions , #&J5 R diSave Control Policy,
Default Action
Accept Reject
Accept Enabled
Canecel

Save Control Policy Cancel

Save Match And Actions
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Topology Application-Aware Routing Traffic Data Cflowd Role Mapping for Regions

CUSTOM CONTROL

Dirgction Site/Region List Regioen ID Action

out cEdge-2, cEdge-1 NIA
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WAN#Z 25,

<#root>
cEdge-01#

config-transaction

cEdge-01(config)#

sdwan

cEdge-01(config-sdwan)#

service Firewall vrf 5

cEdge-01(config-vrf-5)#
i pv4 address 192.168. 15.2
cEdge-01(config-vrf-5)#

comm t
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Mew Service

Service Type ) W -
IPv4 address @~ 192168152
Tracking - On Off

5 UF

B HBIE
#iACisco Catalyst SD-WANZ#25 [E £ AMVRF 1S HEIVRF 5 , R 2R Ao

<tfroot>

vSmart# show omp routes vpn 1 | tab

PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP
1 192. 168. 15. 0/ 24 192. 168. 3. 16 92 1003 C R Ext origi nal 192. 168.
installed 192. 168.
1 192.168.16.0/24 192.168.3.16 69 1002 C,R installed 192.168
1 192.168.18.0/24 192.168.3.15 69 1002 C,R installed 192.168
vSmart# show omp routes vpn 5 | tab
PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP
5 192.168.15.0/24 192.168.3.16 69 1003 C,R installed 192.168
5 192. 168. 16. 0/ 24 192. 168. 3. 16 92 1002 C R Ext origi nal 192. 168.

installed 192. 168.



5 192. 168. 18. 0/ 24 192.168. 3. 15 92 1002 C R Ext ori gi nal 192. 168.

install ed 192. 168.

BWIASE R BB 2 WEIMVRF 1ZIVRF 585 RKE H.
BIA=ERBAFCWSIMVRF 53IVRF 189t R H .

<#root>
cEdge-1#

show ip route vrf 1

——————— output omitted ------

m 192.168.15.0/24 [251/0] via 192.168.3.16 (5), 10:12:28, Sdwan-systemintf

192.168.16.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.16.0/24 is directly connected, TenGigabitEthernet0/0/3
192.168.16.1/32 is directly connected, TenGigabitEthernet0/0/3

m 192.168.18.0/24 [251/0] via 192.168.3.16, 10:12:28, Sdwan-system-intf

N

cEdge-1#

show ip route vrf 5

——————— output omitted ------

192.168.15.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.15.0/24 is directly connected, TenGigabitEthernet0/0/2
L 192.168.15.1/32 is directly connected, TenGigabitEthernet0/0/2

m 192.168.16.0/24 [251/0] via 192.168.3.16 (1), 10:17:54, Sdwan-systemintf

m 192.168.18.0/24 [251/0] via 192.168.3.15, 10:17:52, Sdwan-systemi ntf

cEdge-2#

show ip route vrf 1

——————— output omitted ------

m 192. 168. 15.0/ 24 [251/0] via 192.168.3.16, 01:35:15, Sdwan-systemintf

m 192.168.16.0/24 [251/0] via 192.168.3.16, 01:35:15, Sdwan-system-intf
192.168.18.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.18.0/24 is directly connected, GigabitEthernet0/0/1

L 192.168.18.1/32 is directly connected, GigabitEthernet0/0/1



AR 55 %

BII=ERHEREE BT OMPARS B B F5 A 3% AR 5518 & FlCisco Catalyst SD-WANZHIEE,

<tfroot>
cEdge-01#

show sdwan onp services

REGION
ID

None
None

LABEL

STATUS

VRF

ADDRESS PATH
FAMILY  TENANT VPN SERVICE ORIGINATOR FROM PEER ID
ipvé 0 1 VPN 192.168.1.11 0.0.0.0 69
0 5 VPN 192.168.1.11 0.0.0.0 69
0 5 Fw 192.168.1. 11 0.0.0.0 69 None

#51kCisco Catalyst SD-WANZ FI85 B B Zh I B RSB B o

<#root>
vSmart#

show onp services

1005

C Red,R 5

ADDRESS PATH REGION
ipvé 1 VPN 192.168.1.12 192.168.1.12 69 None
1 VPN 192.168.1.11 192.168.1.11 69 None
5 VPN 192.168.1.11 192.168.1.11 69 None
5 FW 192.168.1.11 192.168.1.11 69 None 1005

ERIIBAERSEERERBEVRF 1HRE , i {Ttraceroute,

<ffroot>

Service-Side-cEdgel#traceroute 192.168.18.2
Type escape sequence to abort.

Tracing the route to 192.168.18.2

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.16.1 0 msec 0 msec 0 msec

2 192.168.16.1 1 msec 0 msec 0 msec

3 192.168.15.2 1 nmsec 0 nmsec 0 nsec



4 192.168.15.1 0 msec 0 msec 0 msec
5 10.31.127.146 1 msec 1 msec 1 msec
6 192.168.18.2 2 msec 2 msec *

Service-Side-cEdge2#traceroute 192.168.16.2
Type escape sequence to abort.

Tracing the route to 192.168.16.2

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.18.1 2 msec 1 msec 1 msec

2 10.88.243.159 2 msec 2 msec 2 msec

3 192.168.15.2 1 nsec 1 nsec 1 nsec

4 192.168.15.1 2 msec 2 msec 1 msec
5 192.168.16.2 2 msec * 2 msec
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chaining.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-routing-leaking-for-service-sharing.html
https://www.youtube.com/watch?v=AKBpInD8BG8
https://www.youtube.com/watch?v=AKBpInD8BG8
https://www.youtube.com/watch?v=AKBpInD8BG8
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