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= Cisco SD-WAN ) Select Resource Group Monitor - Overview
m Devices Tunnels Security VPN Logs Multicloud
COMTROLLERS WAN Edges CERTIFICATE STATUS LICENSING
2 2 1 3 5 0
vBend wSmart vManage Reachable Warning Assigned
3 Unassigned
WANM Edge Health Site BFD Connectivity (3)
BFD Connectivity Site
Q@ Ful 3
A Partial 0
B Unavallable 0

HBR1FAWSIR Z & AR 0 E 7 NC8000vir

f£Cisco SD-WAN Manager¥# + | SiiZEB E>E R,

Cisco SD-WAN

Monitor

Certif
Network Design

Maintenance Templates

. Administration

Workflc
Network Hierarchy

Unified Communications

Cloud onRamp for

Cloud onRamp for la
Cloud onRamp for Multicloud

Cloud onRamp for Col

hN Edges

bchable

Devices

REBOOT

0

Last 24 hrs

Transport Interface Di
< 10 Mbps

10 Mbps - 100 Mbps

100 Mbps - 500 Mbps

> 500 Mbps

Monitor - Ov

Tunnels

CERTIFICATE &

5

Warning

Site BFD Connectivity (3)
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@ Ful

A Partial

° Unavailable



# #FDevice Templates > From Template, # A T H ¥ & Hik#EDefault,

Create Template

Template Type

Name All Type Device Model Device Role Resource Group Feature Templates Draft Mode Devices Attache
vEdge_Base_5i Non-Default Feature vEdge Cloud SDWAN Edge global 16 Disabled 0

EERES | BAAWSHIC8000v, A , RiiDefault_ AWS_TGW_C8000V_Template_VO1#& 4z 55
BH3R(...)o & FHIXE Fik#FEAttach Deviceso

Contigoration (eoups  Featore Profias m Faature Tamplater

Description Troe Dwvice Model .. Device Roke Risoerce Gioup Feature Templates Draft Mode Davices Aftached Upsdabed By Last Updated Tempiate States

Deta < SEWAN Edge P 1 Dratried ] syem 16 bl 2024 1125, Syme i
Wiew
Deda SOWAN Edge  global Dinatri 16 bl 2028 118, In Syme

EEMACB000viRE, BEHEARL , RERTEE.

-4
Attach Devices

Attach device from the list below 0 ltems Selected

Available Devices (] Select All Selected Devices
All = (1 Search T4 All - O, Search Y
Mame Device IP Name Device IP
CBK-DFO39EI0-5271-6458-AEFE-E82CO99D0EFA
CHK-C67BE62B-D921-9439-27EA-TF130EABBBAL

CHK-ACA55CEA-6618-0D18-8F50- ACE4BGA4R238
CBK-800C9C0T-04EF-DA1E-SBTE-BOBF5245C68A
CBK-72202331-333F-9AED-BDCI-2C3050238939
CHK-S8FE 1000-A941- 1F56-EEBE-3DA18747708C

CHK-4F46F9E1-2530-58E5-95A7-TA373BC27E34

CBK-19E2D86D-DECC-6709-7AT3-DOS0E2ZINCA07
CHE-1390A34D-EF3C-DTAB-1AE1 -7TFACEFSOASER

W e

KREREZ L3N R(.)ASMERBIRZER

Tonad Rrowa: 2
Statud Chasis Numbes System P Hasmame Catse(vpn_H_tunnel_color_viles) HSANBH OIS ARE] Syspem IP{ayites -ip) Sie ID{ame-id)
CAK=1 300AI4D-EFIC-DTAB 1AE] - TFAC -
CHK-CHTREGIR-002 9-27E

Ecit Device Template

BETH % H%FEColor , i AHostname, System IP, Site ID, MAXEFMEES , B HEH



WMABARRENE , AFFEHUpdate,

-

<{froot>
On

Device 1

Color: Select biz-internet from Dropdown
Hostname: C8kvl-aws

System IP: 10.2.2.1

Site: ID 2

<tfroot>
On

Devi ce 2

Color: biz-internet Color: biz-internet
Hostname: C8kv2-aws

System IP: 10.2.2.2

Site: ID 2



() Select Resource Groupw Configuration - Templates

upadle vevice lernpidle

Variable List (Hover over each field for more information)

Status in_complete

Chassis Numbser CAK-1390A34D-EF3C-D7AS- 1AE1-7F4CBFS9ASER

System IP -

Hostname -

Color(vpn_if_tunnel_color_value) biz-intemet v
Hostname(host-name) CBkv1-aws.

System IP(system-ip) 2221

Site ID{site-id) 2

( ) oo

LT TN XA MR B HERIER , £ EHNext,

Totsl Rows:
Seatus Chasais Numbar Syitem P Hontname Colanlvon_if_tunsel_color_value) Hostnamelhout-name) Syitem IP{yitem:ip] Sine 1d{ume i)

@ CEK-CETBEGZE-DI21-9439-2TEA-TF13.. - - bir-intemet w  Chovi-aws 2221 2

L] 30-5271-64 . - - bir-intemet ~ CHOZ-aws 2222 2

BEHREA-AEE , BREEIER, $HConfigure Devices,



Default_AWS_TGW_C8... 1

Device list (Total: 2 devices) system
ztp=status in=progress
Filter/Search device-madel wvedge-CBOROV
system-ip 2.2.2.1
averlay-id 1
CBK-CETBEGZB-DI21-9439-27EA- site-id 2
TF130EABEBAL no transport-gateway enable
port-offset 1

control-session-pps 3080
admin=tech-on=failure
sp-organization-name

GBK-DFO39E30-5271-6458-AEF&-
682CO99DOEFA

organization-name
port-hop

track=transport
track-default-gateway
console-baud-rate 19200
no on-demand enable
on=demand idle=timeout 18
vbond

logging

disk

enable

!

'
1
bfd color lte
hello-interval 1088

no patu-discovery
multiplier 1
'

bfd default-dscp 48
bfd app-route multiplier 2
bfd app-route poll-interval 123499

security

ipsec
rekey 86408
replay-window 512
authentication-type ah-shal=hmac shal=hmac
integrity-type ip-udp-esp esp

Configure Device Rollback Timer

Configure Devices Cancel

EHEHEAFR , RE2ARBLBUREERERE , AERTHE,

Configure Devices

Committing these changes affect the configuration on 2 devices. Are you sure you want to proceed?

ﬁ i Confirm configuration changes on 2 devices.

oK Cancel

BIAE ZHEFEARM N E R %



Total Rows: 3

Status Massage Chassis Numbar Device Mode: Hostname Systam 1P Site 10 vMansge 1P

&1 Default_KNS_Tcs_CBOBEV_Tesplate V81

V_Tesplate V@1 scheduled to be attached when device comes online. To check the synced state, click Configuration > Devices > Device Opticns

ate: DefaslT_AWS_TG_CHONOV_Tesplate ol

e configuration in viasage
16119212 UTC] Con m ration tesplate Default AWS_TGW_CEOBMV_Tesplate Vo1 scheduled to be sttached when device comes onlise. To check the synced state, click Configeration > Devices > Dewice Optisas

F—4  BEESD-WANSAWSH &£

#& 7] LA Cisco Catalyst SD-WAN Managerd % =R E R & M & E Cloud onRamp,

Cisco Catalyst SD-WAN Managerf Bl EM S 2 Ba P EMXE RN AR =K, , H B3
BUYNHRENAESEEMER D XNMPXLERANAR ZRNERE, thIhE —I'——_f,mﬂz:ﬂ%ﬁﬂ%%t
E’\JAWSJEM*A’EE(VPC)EE%EFHO

ZaMRx 2 ATEEVPCRIAZI MK M ELmELST. B LUFVPCEVPNIEZE 12 24% fh M
X, ERIEEVPCMVPNEE Z AEMIWRENELIEE BT,

Cloud OnRamp for Multicloud X ## 5 % /NAWSHK F £/ o
BIEBAWS =K

E M B EE>Z =/ Cloud onRamp.

Cisco SD-WAN

By Device Model Hostname Sys

A ' Policies B-D921-9439-27... CBO00v
Administration

Securit
¥ _AWS_TGW_C8@86V_Template_vel

plate_W@l scheduled to be attached when device comes online. To check the synced sta

-5271-6458-AEF... CE000v

_AWS_TGW_CB000V_Template_Vol

plate_V@l scheduled to be attached when device comes online. To check the synced sta

EWorkflows > Setup R diAssociate Cloud Account.



Add a cloud provider to your network

&£ .
h

Prerequisites Discover & Tag Manage Intent Management

Deploy and manage Cloud Specify the Branch to Cloy

for use in Intent Management Resources Intent

WORKFLOWS

G _setue ¢) DISCOVER (3] MANAGE € INTENT MANAGEMENT

EmREEFERY , AT HRHIFRFIEZEAMazon Web Services,
E =ik P AMF B AR S B
ERRAEEMX,
fELog in AWS WithF BRI R B EF AN S RIFER,
- IAMAf

MREEFEKey model ( BHAKE ) |, MBEES BN FERPEMAPI KeyFSecret Keyo

Provide Cloud Account Details

Cloud Provider IS fmaron Web Services
Cloud Account Name

Dedeiipti

Use for Clowd Gateway O [

Legin in to AWS with D Koy LAM R

API ey

Secrat K

BEE=ERiEE. % HWorkflows > Setup > Cloud Global Settings.

WOREFLOWS

5 serue ¢} DISCOVER +i+] MANAGE € INTENT MANAGEMENT
we - =

KREMN, RECMXRBREREVTHRE | RkFEEHMNX- VPN Base ( £ATVPC ) .



(=L R LIRS TR Interconnect Global Sattings

Caoud Giobal Sestings

Cloud Global Settings - View

Cloud Provider NS fAmazes Web Services
Cloud Gateway Soluticn

Reference Accourt Name

Raference Region

Enable Periodic Audi Enabied Disabled

Erble Auta Comect Enabled Disabled

Cloud Glatal Settings Interconnect Global Settings

» Clowd Global Settings

Cloud Global Settings - Create

Cloud Provider AWS Az

Cloud Gateway Solution

E Transit Gateway - VPN based (using TVPC) )

¢ - Connect based (using TVPC)

Reference Account Name ()
Branch-connect
Reference Region

Enable Periodic Audit | © Enabled () Disabled

Enable Auto Correct © Enabled () Disabled

- B #HReference Account Name T HIE 8 H ik iEMkF,
- BHESBXENTHESE K RAENTHXEFEREMAXIE,

- ERHBREFERT
a. REBYOLUAEA BHF I ANERHME |, & S thPAYGEAfE A BY A BN ER - AR £
b. M\ T #1515k F % FE software image.

-« Rifilnstance Size THIX & , AJF A ETransit VPCHIZ 1THI =% 2 K/ Chn.large(2
CPU),
« %I AIP subnet pool x.x.x.x/24,



AR HIANASMXEREEAMLEN , BT EESCE. FTRATFFHESR,

« i ACloud Gateway BGP ASN Offset 68520,



AR ATEZNERFEEEN645208165500, EH4TR10MEH.

« B #Site-to-Site Tunnel Encapsulation, #ATH ¥R | RFEZFIPSEC,
- HREGEZRMFREARANE , HETBARS.



ETkR , BEE®EITIRECloud OnRamp For Multicloud 3 # &I E 4k & Y Discover T 2 diHost
Private Networks>REL & E #H1VPC,

T} DISCOVER

« EREZIERFRNENVPCEVPC,
« REXE TR AR E X HiEFEVPC,
« BETagRFHITULTRAE

Add Tag -fFFTiEVPCH 4 H — 3 1THr1,
RBRD- FATEVPCMA— MRIEEB E S —MRig,
Delete Tag - MIBRPTIEVPCHIFRIE,

ZNENVPCAUG AR —MFET. B—HIE THABVPCEWM N E —R T, $ricAIBRIER
, A AN TEEEREEPHVPCEXEE,



1 » Dizcover Host Private Networks

Claud Provider aWs  Amazon Web Senvices

Available host private networks have been discovered

©, Search

1 Rows Selected Tag Actions « £

Add Tag

[[] cloud Region e Host VPG Name

[ eu-west-2
[ ap-northeast-1 -
us-west-2

—

rip-infrastructure

[0 ap-southeast-1

MAMRICER (FMRCBHRITUAEFAER )  RERTHM.

Add New Tag

o Name Hoar e
Region etz
Selected VPCs p-CREYE

Enabibe for SDCI partner Interconnest
Connections (WOTE: this cannot be edited
once enabled]

VPCHRIEE R T o

Stabes

Chassis Number Message

Tagiing HostWies with Leg: Hast-VPC i 2

1-2024 19159115 UTC) Started the tagging of Host¥pe with tag: Host-WPC
824 19:59:16 UTC) Done tagging MostVpc with tag: Most=WPC. Checking if mapping is reguired...
Dul-2024 19:59:16 UTC] Taggirg HostWp< with tag: Most-WPC is completed.

Host VPG Tag Interconnect Enabled
Stan Time System 1P
18 Jul 2024 25015 PM COT

iR [E]Cloud onRamp for Multicloud , #£MANAGE T # & Create Cloud Gateway,




Add a cloud provider to your network

N

&£ .
o

Prerequisites Setup Discover & Tag Manage Intent Management

1. Cloud Account Details Deploy and manage Cloud
2. Cis

3. Sut

WORKFLOWS

1%5‘ SETUP #7) DISCOVER (+5) MANAGE 3 INTEMT MANAGEMENT
S v L NG z

REZERBHU TS , REIEERAWS,

AKX B o

- RiiAccount Name THXH H HAGEZa 2EENKFEER.

# HiRegion N LK B H%FEX EHLVPCH 1THR 12 region,

BRUBRG, SRERDRPFRESNZEHEFRN R EMXBIEFR,
BHUUIDTRXE, FERENERZERPIEZMCS000vAIFNUUID, 1E3ZFIX L% IR
, ARG E FHAAd,



= Cisco SD-WAN f:/ Select Resource Groupw

Cloud OnRamp

For Multicloud » Clowd Gateway Man

jement 3  Create Cloud Gateway

Manage Cloud Gateway - Create

Cloud Provider A5 Amazon Web Services -

Cloud Gateway Name CoR-AWS

Description (optional)

Account Name =
Region us-west-2 -
SSH Key (optional) -

Settings
Note: * represents the settings fields that have been customized.

Saoftware Image () © BYOL (O PAYG
CB000v 17.09.04a =
Instance Size (1) e5n.large (2 vCPU) -

IP Subnet Pool (1)

UUID (specify 2) () C8-DF0IFEI0-5271 -6458-AEF8-6B2CHD9D0EFA x
CAK-CETBES 2B-DA21 -9439-27CA- TF130EABRIAL =

NEZMXRFEE , RAESFEFTRRIEBERD,

Mulicbird - Croats Qtewy

Eatas Chaveis Humber Message

@ succrn Symom Sucomuatully croated IR, Colt-AWS

[18-Jul-2038 38:86:38 WPE| Cresting Multiflsed Catidy: Col-Af

a-Jut-208 38 WTC| Creating TGH: Com-AMS &n the ¢lowd

[18-Jul-2024 WTE] TO: ool with id: ow-#dSSI8a858c 186002 created swccessfully in the clowd
[18=Jul-2024 53 WTC| Creating TWC: CollehilS in the cloud

f13-ut. NTC] WPC wpr-$0add5) TTRIOCSEID Created

[18=Jul. WTC) Creating CSks=stnis will Cake several mimtes...

Configuration - Cloud onRamp for Multicloud

Start Tome

18 Jul 2004 306:36 PM COT

Cancel

Iahisted By: adinis  Froewe 129831

Tokal Riows: |



EE  ERBERRE , WANLSEE/LS ST eEENE.

A AL RIAWSH BRI B A C8000vig & . I , #dHCloud Connectivity,



Metwork Snapshot

2 reachable

Tumned 1o Tranait Gatewsy

0, Sewch
Eioud Typs Bagion  Accourt Nams  Clowd Gatwesy Nama |Aree Virtus! WAN Mot
ANE us-west-2  CALO CoRt
WORKFLOWS

O DISCOVER

Hos P

B HREJitHITVPNERET | HiETEVPN 1, R HE ESave,

L 3 lederd Mansgement - Conneciiity

Cloud Prevdder WS Amaron Web Senices

m Interconnest Connacimty

Total B
ot Private Metwors Eloud Provider Management fefeence Laat s
N Sutcess

) INTENT MANAGEMENT

& - [ - "
e Mamngemene - omnecivey B3G5 {2 e | ovtoes || e I ovtned I s Bl cmon.
Filter
Multicloud - Conmactivity Mapping Infiated By: admin
¥ 11 Sucoens 1 1
O Search
Total B
Chasshs Number Massage S1ar1 Tiema Symem P
Systerm Mapging secrush in the doud 18 Jul 2024 357,43 P4 €OT

157142 UTC] Started MaltiCloud Connectivity Mapping for AeS
57142 UTC] Magping started in the ¢

57143 UTC] Resuest Basic Valisstisn Complete

14:37:43 UTC] Cloud State Ress

1 UTC] Mapping Changes Identifisd

Applying these charges will take several mimites...

PR3, AN BR = R 5%



ERIBREMK , iHFEManage T %#Gateway Management,

WORKFLOWS

Job seTue

RE , REMBETMR EN3NR(..) , RE LT ER.

5 E

ERNRBTRIEMER.

BETE | IFAWSH K7 & C8000v E 2B #HFEVPN 18855 VPN (VRF),

<tfroot>

C8kvl-aws#show ip vrf
Name

1

65528
65529
Mgmt-intf

C8kv2-aws#show ip vrf
Name

65528
65529
Mgmt-intf

Default RD

1:1

<not set>
<not set>
1:512

Default RD

<not set>
<not set>
1:512

Interfaces

Tul00001

Tul00002

Lo65528
Lo65529
Gil

Interfaces

Tul00001

Tu100002

Lo65528
Lo65529
Gil

HTENT MANAGEMENT



& A LAE BN 55 2 BR A 2R IREXAYOMPER B , BAR M EHIVPCIREXAIBGPER M.

C8kvl-aws#show ip route vrf 1
Routing Table: 1

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.1.50.64/26 [251/0] via 10.1.1.231, 02:55:52, Sdwan-system-intf
B 10.2.0.0/16 [20/100] via 169.254.0.17, 02:55:22
[20/100] via 169.254.0.13, 02:55:22

E

m 10.2.112.192/26 [251/0] via 10.1.1.221, 02:55:52, Sdwan-system-intf

m 10.2.193.0/26 [251/0] via 10.1.1.101, 02:55:52, Sdwan-system-intf
169.254.0.0/16 is variably subnetted, 4 subnets, 2 masks

C 169.254.0.12/30 is directly connected, Tunne1100001

L 169.254.0.14/32 is directly connected, Tunne1100001

C 169.254.0.16/30 is directly connected, Tunne1100002

L 169.254.0.18/32 is directly connected, Tunne1100002

B 172.31.0.0/16 [20/100] via 169.254.0.17, 02:55:22

[20/100] via 169.254.0.13, 02:55:22

C8kv2-aws#show ip route vrf 1
Routing Table: 1
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + o O
1

Gateway of Tast resort is not set
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

m 10.1.50.64/26 [251/0] via 10.1.1.231, 02:57:17, Sdwan-system-intf
B 10.2.0.0/16 [20/100] via 169.254.0.9, 02:57:08
[20/100] via 169.254.0.5, 02:57:08
m 10.2.112.192/26 [251/0] via 10.1.1.221, 02:57:17, Sdwan-system-intf
m 10.2.193.0/26 [251/0] via 10.1.1.101, 02:57:17, Sdwan-system-intf

169.254.0.0/16 is variably subnetted, 4 subnets, 2 masks
C 169.254.0.4/30 is directly connected, Tunnel100001



169.254.0.6/32 is directly connected, Tunnel100001

169.254.0.8/30 is directly connected, Tunne1100002

169.254.0.10/32 is directly connected, Tunne1100002
172.31.0.0/16 [20/100] via 169.254.0.9, 02:57:08

[20/100] via 169.254.0.5, 02:57:08

[o= I el o I
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud-aws.html#concept_ikd_qsm_gmb
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud-aws.html#concept_ikd_qsm_gmb
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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