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/content/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79

FHRTH

- MR @& EEAFXHHSECKOFHIE , NFTHISR1000% %, ISR4000%K %I, C8200,
C8300. CSR1000v, C8000vAIISRVERIA}250 Mbps.

- MREFEHEEEST250 Mbps , MFTAISR1000% %, ISR4000% %I, C8200, C8300,
CSR1000v, C8000vHIISRvAREEZLEHSECKOYF {1,

- FTEASR1000FR 31 E 1 5 Eil 13250 MbpsHIHSECK9,

. FrB C8500%8 Bi 1E Hl & P P ZHRHSECKOWF i, BN , A F I ZHEHSECKO WY Wi,

- BEIREEENPREFULERE, HSECKOWTWIIZE LB B AEAR V/EREE/EEES
2 UBKREUHE.

- HSECKOWF Aif ZREMN B ATHERRTEANEH K. AXFAEE , FEEREYA
BIER,

VAT T A MR IE

5332%1 %ﬂﬁi Cisco Software Central.

52 8 i smart Software Manager.

HER3IELRE inventory MTAERR R,
HRAEFRIE H A virtual Account.

HIRE.IEFF Licenses T,
SRR ANEERNMETAERANE.,

ware Central > Smart Software Licensing @D Cisco Systems, TAC

Smart Software Licensing

Inventory

Virtual Account: sdwan-lab =

Licenses

By Name By Tag
Manage License Tags License Reservation... (k Show License Transactions
Advanced Search
[ License Billing Avallable to Use  In Use Substitution Balance plerts Actions
® Router US Export Lic. for DNA Prepaid

NEFETANETERREN R (L6 ) , FHBMETARRBREE,


https://software.cisco.com/#
https://mycase.cloudapps.cisco.com/case?swl

AE  AEMRIRECHR THSECKIVF ATIES A TDONAR B 2R X B H O VF /JAE |, %iF W
IESAINE & RENK - PRV B RE LK o

Bf B IREN
AR - M SRIEBAEITLTRABERER,

show platform software device-mode
show version | include mode

-

Rout er # show platform software device-mode
Devi ce Operating-node: Controller-Mnaged
Devi ce- nbde bootup status:

8/ 03 00:44:16 Systemis green

Boot up Success

Rout er# show version | in mode
Rout er operating node: Controller-Mnaged

ﬁiﬁ . ﬂﬂilﬂfﬁﬁ%ﬁkﬁ}éﬂﬁﬁ ) 1%45‘%&%%*55}%%']%5%‘@@& controller-mode enable ﬁi'%

o

Al
CSSMIEL 75k

A I 1% W 2 B TR AR IACSSM URL

SR BEEBHNEREERMURL,

cEdge#config-transaction

cEdge(config)# license smart transport smart
cEdge(confi g)# license smart url default
cEdge(config)# commit

Conmit conpl ete.

AR NRBEEHBMINTER, XFEMMURLKN ST , W AERCLIK NZhaEERE T
BB, AXHEAREE , FSMBICLI M EERR.

SER2RBEFRRRERHER,

\

cEdge# show lic tech support | begin Smart Licensing Status
Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing i's ENABLED


/content/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

Li cense Conver si on:
Aut omati ¢ Conversi on Enabl ed: True
Status: Not started

Export Authorization Key:
Feat ures Aut hori zed:
<none>

Uility:
St at us: DI SABLED

Smart Licensing Using Policy:
St at us: ENABLED

Data Privacy:

Sendi ng Host name: yes

Cal I hone host nanme privacy: DI SABLED

Smart Licensing hostnanme privacy: DI SABLED
Version privacy: DI SABLED

Transport:

Type: Smart <<<<<<<<<<<<<<<<<<<<<<<<<<<< This must be Smart

URL: https://smartreceiver.cisco.com/licservice/license <<<<<<<<<<<<<<< URL must be pointed to
smartreceiver.cisco.com

Pr oxy:

Addr ess: <enpty>

Port: <enpty>

User nane: <enpty>

Password: <enpty>

Server ldentity Check: True

AR : AURLZB3EUE , TREBR.

& JR 7 IR HEM T

S 4 RO,
FEVFANERTERE — ALK o | SHLT eneral TR H 2 3 New Token.

Virtual Account: sdwan-lab =

General Product Instances

Virtual Account
Description

Default Virlual Accoun MNo

Product Instance Registration Tokens

registration lokens below can be used to register new product instances to this virtual account

Mew Token.

Token Expiration Date Uses Export-Controlled Description Created By Actions
N Records Found

The token will be expired when either the expiration or the maximum uses is reached

b
p
i

e YRR

)i

[= 7o o)



Create Registration Token °

This will create a token that I8 used to réglster product instances, so that they can use licenses from this virt -I :u_.,__rl Once rf
created, go to the Smarn Licensing configuration for your producis and enter the token, to register them w ith th 5 virtual accoun
Vinual Account: sdwan-lab
Description hseckk® Installation
= Expire After 30 Days
Beiween T - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

oW expomn-conimotlied func iﬂl“F'.'I]'g.l' 0N The products reqisiered witl IS5 10Een
M oA trolled funct he products registered with this token
R

Create Token Cancel

ERSHEAREERHA,
FIHARTE - SN REMRE R K.
%kﬁﬁﬁﬁ)ﬂﬁ . %ﬁ‘l—ﬂfkﬁﬁﬁ/kﬁo Tﬁo

Eﬁﬁ Allow export-controlled Jﬁq:'l?dﬁ </ |:||J-“J 1£Fﬁﬁl—|:7\$ﬂﬂ'9€|)-& , ?)Uéifﬁ Create Token.
AE  HRFF B ESRERAFEAEN , THEEIH,

AR BXEHAGEE  FEMEEZRLHORS.

HIR3.EH T
TR ERHSEEFI BB ; SME Actions > Copy RF SN AT EFR B Z0 M/ EBEFR,

Virtual Account: sdwan-lab -
General Licensas Product Instances Event Log

Virtual Account
Description:

Default Virual Account Mo

@ X

ODRIMiGDYWQIMDk4ZCOONWIXLTgZYmYtODM
XNUINTOWMTYOLTEZNMOODM2360AN U4MD producllinstances to this virtual account
B8S2IFKIBSUXZEZWPCAESBKZKREMVIRMUT
BObzIUZitaMEwyb3hX 2% 0AVTIANDO% 30% 0A

Press ctrl + ¢ to copy sefected text to clipboard
Uses Export-Controlled Description Created By Aclions

ODRIMjgOYWQIMDK... 8 2022-Sep-18 06:47:45 (in 30 days) Allowed hseckk$ Installation ericgar Aclions

The token will be expired when either the expiration or the maximum uses is reached

Downiload

g 1 Recond
Revoke,,.


/content/en/us/about/legal/global-export-trade.html

fEcEdgeMICSSMZ RIEREEEL

ATREERHOEHVFAIERNRN , cEdgeSMECSSMEMEE, XN THEF , cEdgefE A L—F
ECSSM E A BT R,

license smart trust idtoken TOKEN local force

Bl

cEdge# license smart trust idtoken
ZThjOT1mM2UtMjQ2ZC00YjI1LTgwNjctZGIXZjIZzYjZiYmVmMLTE2NIMONF I1%0AM] gyNTh8YWNVeTFiZU03N01CATFadmJ4e
jZBLOtoR2Mva2lodElrQmxDalFN%0AcVI3cz0%3D%0A local force

BYEMER , BELETRECSSMEELE.

cEdge# show logging last 50

<sni p>

*Aug 18 21:03:44.730: %CRYPTO_ENG NE- 5- KEY_DELETED: A key nanmed SLA-KeyPair?2 has been renpved
from key storage

*Aug 18 21:03:46.146: %CRYPTO_ENG NE- 5- KEY_ADDI TI ON: A key named SLA- KeyPair2 has been generated
or inmported by crypto-engine

*Aug 18 21:03:53.221: %BYS-6- PRI VCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file
*Aug 18 21:03:56.107: %SMART_LI C- 5- COW _RESTORED: Conmuni cations with C sco Smart Software
Manager (CSSM restored

*Aug 18 21:03:56.347: %SMART_LI G- 6- TRUST_I NSTALL_SUCCESS: A new |icensing trust code was
successfully installed on P:Cl111-8PWE, S: FGL2149XXXX.

BiUrEER Y Rt HER

RIFMEEEY KD ITHBRREEN , XEWE VT A CE A LLEECSSM,

cEdge# show lic tech support | begin Communication Statistics
Conmuni cation Statistics:

Communi cati on Level Allowed: DI RECT

Overall State: <enpty>

Trust Establishment:

Attenpts: Total =1, Success=1, Fail=0 Ongoing Failure: Overall =0 Communi cati on=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Fai | ure Reason: <none>

Last Success Tinme: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00: 43 2022 UTC

<sni p>

AR NREEITHEREN  FEMEARXEPHOERES RS .

HRER

teet , SEEEM , EHSECKOW AIE R REM, ATURRERXMER , RRNFEERMZRME
CSSMIER ¥ AJiE, EIREVFAIE , HEITRNER,

CEdge# license smart authorization request add hseck9 local
B :



cEdge# show logging | include SMART

*Aug 18 21:11:41.553: %SMART_LI C- 6- AUTHORI ZATI ON_| NSTALL_SUCCESS: A new | icensing authorization
code was successfully installed on PID Cl111-8PWE, SN: FGL2149XXXX

*Aug 18 21:11:41.641: ¥SNMART_LI C 6- EXPORT_CONTROLLED: Usage of export controlled features is

al l owed for feature hseck9

EBSEFTEHAST  REFTILERES , UEEESHER,

cEdge# show lic eventlog 0

* k k% Event Log * k k%

2022-08-18 21:11:41.538 UTC SAEVT_RESERVE_ | NSTALL_START udi ="PI D: C1111- 8PWE, SN: FGL2149XXXX"

aut hori zati onCode="<smart Li censeAut hori zat i on><udi >P: C1111-

8PV, S: FAL2149XXXX</ udi ><aut hori zat i onCode><cust oner | nf o><snart Account >Ci sco Syst ens,

TAC</ smart Account ><vi rt ual Account >sdwan-

| ab</ vi rt ual Account ></ cust oner | nf o><f | ag>A</ f| ag><ver si on>C</ ver si on><pi i d>d216f 143- 7e2c- 48df -
aa71- 652bl5ealc7e</ pi i d><dat eSt anp>2022- 08-

18T21: 17: 45</ dat eSt anp><enti tl ement s><enti t| ement ><t ag>r egi d. 2019-

03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e-

ec28086e8844</t ag><count >1</ count ><st ar t Dat e></ st ar t Dat e><endDat e></ endDat e><| i censeType>PERPETU
AL</I|i censeType><di spl ayNane>Rout er US Export Lic. for DNA</di spl ayNane><t agDescri pti on>U. S.
Export Restriction Conpliance |icense for DNA based

Rout er s</ t agDescri pti on><t agType>PERPETUAL</t agType><st at us><success>t rue</ success></ st at us></ en
titlement></entitl ements><status><success>true</success><correl ati onl D>62f eac79ca9112704623118db
58bbc2c-

09b6eebc91ae833f </ correl ati onl D></ st at us></ aut hori zat i onCode><si gnat ur e>MEUCI BuNw8+ogf ZmJAbsRa+8
B+FOWnDZLr v5RXnB22r N/ he5Ai EAt f zzFVIL3dght 4sUYDxRvnUHF2KYi +vFv2vi vDF6r | s=</ si gnat ure></snartLi cen
seAut hori zati on>"

2022-08-18 21:11:41.552 UTC SAEVT_TAG _EXPORT export Al | owed="Fal se" count="0"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"
2022-08-18 21:11:41.576 UTC SAEVT_TAG _EXPORT export Al | owed="True" count="0"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"
2022-08-18 21:11:41.576 UTC SAEVT_STATE_RESERVE_ AUTHORI ZED

2022-08-18 21:11:41. 641 UTC SAEVT_TAG AUTHORI ZED count="1" entitl enent Tag="r egi d. 2019-

03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"

2022-08-18 21:11:41.641 UTC SAEVT_TAG EXPORT export Al | owed="True" count="1"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"
2022-08-18 21:12:06. 119 UTC SAEVT_RESERVE_ | NSTALL_START udi ="PI D: C1111- 8PWE, SN: FGL2149XXXX"

aut hori zati onCode="<smart Li censeAut hori zat i on><udi >P: C1111-

8PV, S: FAL2149XXXX</ udi ><aut hori zat i onCode><cust oner | nf o><snart Account >Ci sco Syst ens,

TAC</ smar t Account ><vi rt ual Account >sdwan- | ab</ vi rt ual Account ></ cust orer | nf o><pi i d>d216f 143- 7e2c-
48df - aa71- 652b15ealc7e</ pi i d><st at us><success>f al se</ success><nessage>| ast update al ready
confirned</ nessage><code>| ast update al ready

confirned</ code><correl ati onl D>62f eac7c4be974f 92eef c15a640f 938b-

f08787827763ca37</ correl ati onl D></ st at us></ aut hori zat i onCode><si gnat ur e>MEUCI QDhl 8x+Rzf 7wyi bdohv
YY6q9/ 8puukf 8SuJ4ok48d4y5Q gdl 5/ z/ 7r Lu+LEd5gK9kgOxA2Vb+vnJUc TOVPo3/ ROpc=</ si gnat ur e></ snartLi cen
seAut hori zati on>"

S ME AR 2h

BEGSHTRIIFMENAERS AR EBRBIE,

show license tech support | begin License Usage
show license authorization

show license summary

show license usage

-

cEdge# show license tech support | begin License Usage



Li cense Usage

Handl e: 1

Li cense: hseck9

Entitl enent Tag: regid.2019-03. com ci sco. DNA HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844
Description: hseck9

Count: 1
Version: 1.0
Status: IN USE(15) <<

Status tine: Aug 18 21:11:41 2022 UTC
Request Tine: Aug 18 21:11:41 2022 UTC
Export status: RESTRI CTED - ALLOWED
Feature Name: hseck9

Feature Description: hseck9

Enf or cenent type: EXPORT RESTRI CTED
Li cense type: Perpetual

Measur enent s:

ENTI TLEMENT:

Interval: 00:15: 00

Current Value: 1

cEdge# show license authorization

Overal | status:

Active: PID: Cl111-8PWE, SN: FGL2149XXXX

Status: SMART AUTHORIZATION INSTALLED on Aug 18 21:11:41 2022 UTC <K<K
Last Confirmation code: 0Ocde51ch

Aut hori zati ons:

Rout er US Export Lic. for DNA ( DNA_HSEC):

Description: U 'S. Export Restriction Conpliance |license for DNA based Routers
Total available count: 1

Enf or cenent type: EXPORT RESTRI CTED

Term i nformati on:

Active: PID: Cl111-8PWE, SN: FGL2149XXXX

Authorization type: SMART AUTHORIZATION INSTALLED <<<<<<<<<<<<<

Li cense type: PERPETUAL

Term Count: 1

Pur chased Licenses:
No Purchase I nformation Avail abl e

Edge# show license summary
Li cense Usage:
Li cense Entitlement Tag Count Status

hseck9 (DNA_HSEC) 1 IN USE <<<<<<<<<<

CSSMHBEHLE &

NF R AT FEInternetfy SFRM L, ATLUEE FECSSM LA #h 7l B SLACK $ 1T DR HIF AIiE R

SER : R TR R WA R B RS — AR B (URL).

4R b TR E

T:i_:"ﬁﬂlIEFﬁ'T:EEI‘J El —TE?MKF ':F' , E’rﬂﬁ:zé Product Instances > Authorize License-Enforced Features.



Cizea Software Central > Smart Software Licensing il Cisco Systems, TAC w

Smart Software Licensing Support Help
Inventory Convert to Sman Licensing Repaorts Prefarences In-Prem Accounts
Virtual Account: sdwan-lab + /
Genera Licenses Praduct Instances Event Log
Authorize License-Enforced Fealures... G—’ Search by Device or by Produc! Type Q,
MName Product Type Last Contact Alerts Actions

Mo Recerds Found

3XHcEdge UDIE &

ARt A ER B R EM —RFARIRF(UDI)F |, 1IZ1T show license udi in B IREU= mID(PID)F 5|5
(SN)o

cEdge# show license udi
UDI : PID: Cl111- 8PWVE, SN: FGL2149XXXX

ET & ¥ iR FEcEdge UDI

1% $E single Device FIEEECEdgeISNFIPID, R i Next.

Authorize License-Enforced Features

STEP ‘] STEP 2 STEP 3 STEP 4

Enter Request Code

device to enable the features. Learn More

Generating an authorization code here is only required for devices that do not connect to the Smart Software Manager directly. or through the Cisco Licensing Manager, to report the features they need
Single Device w

Enter the identifiers for the device 1o be licensed

Display Name;

JuiD
Serial Number FGL2149X00K]
LS C1111-8PWE

Host ID

MAC Address
Virtual ID(SUVI)

You can use the ‘show license udi’ command 1o see the identifiers for a device

Cancel m
ERERENFTIERR

HTEREMRE , ALEREBNFITIER , FEEFRART., BAREFZTEITREF.



Authorize License-Enforced Features

STEP | . STEP 2

Enter Request Code Select Licenses

UDI Serial Numbser FGL214991A9

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License

Router US Export Lic. for DMA

LULS. Export Restriction Compliance Ncense for DNA based Routers

BRI R ERE

Purchased

1

Available

1

Reserve

1

RERBATURATHFMELI(DNA)SEDNAL |, XEUR T AR AT IERY R AL,




oelect a Device Type
Some devices could not be identified based on the identifiers provided
Please select a device type

Device Type: DNA On Prem

Unidentified Devices:

Device
SEarch
SM: F 2 149
PID; C1111-8PWE
Selected:
0 Al enable features on different types of devices, you must
fore 3
4R BENG

EBERE , ARG ¥ T Generate Authorization Code.

Continue Cancel



Authorize License-Enforced Features

Enter Request Code Select Licenses

Product Instance Details

uDI PID C1M11-8PWE
UDI Senal Number FGL214991A9
Device Type DNA On Prem

Licenses to Reserve
License

Router US Export Lic. for DNA

R 156 for DNA based Routors

T#SLAC

SLACH T84 X4 e & I EI B NEHR

FSLACE #IEICEdge

/=T A BUSSLACS 4 & #1FIcEdge.

. EFHUSBIXZNES :

cEdge# show file systems | include usb|Size
Si ze(b) Free(b) Type Flags Prefixes
15598043136 15596658688 disk rw

cEdge# dir usbo0:
Directory of ushO:/

3 4

Review and Confirm

Total Quantity to Reserve

Cancel

Back Generate Authorization Code

5 -rwx 1557 Aug 19 2022 00: 43: 30 +00: 00 AuthorizationCode_SN_FGL2149XXXX.txt

15598043136 bytes total (15596658688 bhytes free)

cEdge# copy usb0:AuthorizationCode_SN_FGL2149XXXX.txt bootflash:
Destination filenane [Authorizati onCode_SN FG.2149XXXX. txt]?

Copy in progress...C

1557 bytes copied in 0.020 secs (77850 bytes/sec)
. £ AvManagei&id Control Connections , §finE|Transfer Files between a cEdge and

vManageld T B FHE R,
. RS wHSCP/FTP/TFTP,

RHESLAC

£ &85 AfEbootflashF RESLAC 4,



https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html

cEdge# license smart import bootflash:AuthorizationCode_ SN FGL2149XXXX.txt
I mport Data Successf ul

Last Confirmati on code UDI: PID: Cl111-8PWE, SN: FAL2149XXXX

Confirmati on code: aaa6b57e

B&.

cEdge# show logging | include SMART

*Aug 19 05:42:45.309: %SMART_LI C 6- AUTHORI ZATI ON_I NSTALL_SUCCESS: A new |icensing authorization
code was successfully installed on PID Cl111-8PWE, SN. FGL2149XXXX

*Aug 19 05:42:45.362: %SMART_LI C- 6- EXPORT_CONTROLLED: Usage of export controlled features is

al l oned for feature hseck9

cEdge# show license eventlog 0
* k k% Event Log * k k%

2022- 08-19 05:42:45.293 UTC SAEVT_RESERVE_ | NSTALL_START udi ="PI D: C1111- 8PWE, SN: FGL2149XXXX"

aut hori zat i onCode="<smart Li censeAut hori zat i on><udi >P: C1111-

8PV, S: FAL2149XXXX</ udi ><aut hori zat i onCode><cust oner | nf o><snart Account >Ci sco Syst ens,

TAC</ smart Account ><vi rt ual Account >sdwan-

| ab</ vi rt ual Account ></ cust oner | nf o><f | ag>A</ f | ag><ver si on>C</ ver si on><pi i d>0ceadf Oa- 3145- 4779-
8cbb- 743c5a234a05</ pi i d><dat eSt anp>2022- 08-

19T05: 43: 11</ dat eSt anp><enti t| ement s><enti t| ement ><t ag>r egi d. 2019-

03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e-

ec28086e8844</t ag><count >1</ count ><st ar t Dat e></ st ar t Dat e><endDat e></ endDat e><| i censeType>PERPETU
AL</I|i censeType><di spl ayNane>Rout er US Export Lic. for DNA</di spl ayNane><t agDescri pti on>U. S.
Export Restriction Conpliance |icense for DNA based

Rout er s</ t agDescri pti on><t agType>PERPETUAL</t agType><st at us><success>t rue</ success></ st at us></ en
titlement></entitl ements><status><success>true</success><correl ationl D>62ff22ec38ab5858bdel12581a
2589b39-

bdel12581a2589b39</ correl ati onl D></ st at us></ aut hori zat i onCode><si gnat ur e>MEUCI QDr Ue11CPAsnj onKRmJ
ed0ar qPi Y/ g/ Uf TGSJ 1l dnkkr Al gF8G&2zoHI xz041 VO2J7ZHALMG 1+QW Lz UGy Zsf vwK5t k=</ si gnat ur e></ smart Li cen
seAut hori zati on>"

2022- 08-19 05:42:45. 308 UTC SAEVT_TAG EXPORT export Al | owed="Fal se" count="0"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"

2022- 08-19 05:42:45. 333 UTC SAEVT_TAG _EXPORT export Al | owed="True" count="0"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"
2022-08-19 05:42:45. 334 UTC SAEVT_STATE_RESERVE_AUTHORI ZED

2022-08-19 05:42:45.362 UTC SAEVT_TAG AUTHORI ZED count="1" entitl enent Tag="r egi d. 2019-

03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"

2022-08-19 05:42:45.362 UTC SAEVT_TAG _EXPORT export Al | owed="True" count="1"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"

WiFRFRE R

ERAEELF EZFHENGTUARIETFAEIREEBTR,

show license authorization
show license summary
show license tech support | begin License Usage

MRREIEH , KE oLk P o B9 AT UER BaNEE nuse THEIHFIE R Available to use TTEIER.



Virtual Account; sdwan-lab «

Eneral Licenses Product Instances
By Name By Tag
Manage License Tags License Reservalion... G—' Show License Transactions Search by Licens Q,
Advanced Search
D License BII[Ing Available 1o Use In Use Substitution Balance Alerts Actions
= Router U'S Export Lic. for DNA Prepaid 1 1 . 1] Actions -

Manual Entry
MIA CH000-HSEC 1

DMNA On Prem - maver -

Showing 1 Record

7E Product Instances I+ , £ /RcEdgefIUDMEE. , B &K B URIAXF IS TETNESER

o
oo Software Central > Smart Software Licensing By Cisco Systems, TAC
Smart Software Licensing Support Help
Inventory Convert 1o Smart Licensing Reports Preferences On-Prem Accounts

Virtual Account: sdwan-lab =

Product Instances Event Log
Authorize License-Enforced Features... |‘:> Search by Dev r by Product Typ Q,
Name Product Type Last Contact Alerts Aclions
upi_pin:ci11-spwe; UDL_snFGL2 1} DNA On Prem 2022-Aug-19 05:43:12 (Reserved Actions

Shawing 1 Record

IR B HSECK9F ATiE
R

B, ZFREERNFRARUMAEL AL R E Y AlHE,

CEdge# license smart authorization return local online
Qper ation cannot be conpl eted because license is in use

CEdge# license smart authorization return local offline
Qper ation cannot be conpl eted because license is in use

ERRRTFITIERE , FEFREAREINBEERK.

cEdge# controller-mode disable

Di sabling controller node erases the nvramfil esystem renove all configuration files, and
rel oad the box!

Ensure the BOOT variable points to a valid inmge

Conti nue? [confirni



AR WEXERSMBRLBTASD-WANE E , BB ERENUERNEE, XBBTH
cEdge® mizH3R E B R X i ERIZHIEE,

—BRBAH[LTEEER | XIATR—LEARE E S 8815 Bl Internet M5 & R 45 (DNS) FE4T

1. BLiEWANEE OBy IPith ik F #55
2. FTFFWANE OB BIR

3. B ERRINIPERH

4. 3 DNS

5. Bl EDNSHRSS 27

Eﬁ B8 £ A configure terminal@s S ABLE#E R , M7 Zconfiguration-transactiondi

T-'o

AR BFEATFERREN , MRNAEEANEERFESTEEXHF,

£ Fi5k BEHSECKOmDNAS H 12 & AlE AT E E UK PRI T 1, MBRBEBI TR, BER—MHF

T hEo

BB EcEdgeh RS TREMSCSSME YW E1E,

Rout er# configure terminal

Rout er (confi g)# license smart transport smart

Rout er (confi g)# license smart url default

Rout er (confi g)# end

Rout er# license smart trust idtoken TOKEN local force

Rout er# license smart authorization request add hseck9 local

AR EANENENARGTRIEIREER T ERNERRENERERSEURL , FREFE
BYEMMTRK.

BEZKE , R AR E E LUK & AR E 6 U

Rout er# license smart authorization return local online

Aut hori zation already returned with this code:

UDI: PID: C1111- 8PWE, SN: FGL2149XXXX

Return code: CmJHgn- 5CFUkd- ef f kCh- 4XqCpQ SgK5Sz- f QFf MB- 6qH7MA- 33hDbX- sXT

BE.

Rout er# show logging | include SMART
*Aug 18 22:00: 22.998: %SMART_LI C 6- AUTHORI ZATI ON_REMOVED: A |icensing authorization code has
been renoved from PI D: C1111- 8PWE, SN: FGL2149XXXX.

Rout er #show | i cense eventlog O

* k k% EVent Log * %k k%

2022-08-18 22:08:53.275 UTC SAEVT_RESERVE_RETURN_START udi ="PI D: C1111- 8PVE, SN: FAL2149XXXX"

aut hori zati onCode="<snart Li censeAut hori zat i on><udi >P: C1111-

8PV, S: FAL2149XXXX</ udi ><aut hori zat i onCode><cust oner | nf o><smart Account >Ci sco Syst ens,

TAC</ smar t Account ><vi rt ual Account >sdwan-

| ab</ vi rtual Account ></ cust oner | nf o><f | ag>A</f | ag><ver si on>C</ ver si on><pi i d>519e0f 72- 85d6- 4a57-



8805-5999e7b712be</ pi i d><dat eSt anp>2022- 08-

18T22: 08: 17</ dat eSt anp><enti t | ement s><enti t| enent ><t ag>r egi d. 2019-

03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e-

ec28086e8844</t ag><count >1</ count ><st art Dat e></ st ar t Dat e><endDat e></ endDat e><| i censeType>PERPETU
AL</|icenseType><di spl ayName>Rout er US Export Lic. for DNA</di spl ayName><t agDescri pti on>U. S.
Export Restriction Conpliance |license for DNA based

Rout er s</ t agDescri pti on><t agType>PERPETUAL</t agType><st at us><success>t r ue</ success></ st at us></ en
titlement></entitl ement s><st at us><success>true</success><correl ati onl D>62f eb851b0b3a2264144901ch
3491c22-

ff31e87ded74f f de</ correl ati onl D></ st at us></ aut hori zat i onCode><si gnat ur e>MEUCI QCTL9Y/ Hr hJXgR3+0oxC
WH npLxezThnvoAMFRI O7BHzJgl gBNDnvAD4ulei QZ3Q g8uGc4l 6r LkbR/ pn3f Dv67eGbc=</ si gnat ur e></ smart Li cen
seAut hori zati on>"

Eﬁ . 4?%&%@@??%“%%@@5% , Hif% controller-mode enable 'l:ﬁi’%o

BRI E
HTEREERSD , BHELALTHERR, RRELHEEWE.,
ERBHRE

£ A BRI AR PRV Aty RANIL UECSSM A R E RV T AIHEFE BR BT,

Rout er# license smart authorization return local offline

Enter this return code in Csco Smart Software Manager portal:

UDl : PID: C1l111- 8PWE, SN: FGL2149XXXX

Return code: CCKRUTQ-Qg2Ytw-ZhSLg5-bDFw7e-VvWgf2-QwwBed-3MaRcT-fFfGcn-X6e <<<< Copy the string

i B T R

E’rﬂﬁ.f: Product Instances > Actions > Remove. *ED!EN'JM%EI%%E%UE’J\@EH‘EEQ , %Eifﬁ Remove

Reservation.
Remove Reservation

To remove a Product Instance that has reserved licenses and make those licenses once again

available to other Product Instances, enter in the Reservation Return Code generated by the

r ]

Product Instance. If yvou cannot generate a Reservation Return Code, contact Cisco Support

= Reservation Return Code: CCKUTq-Qg2Ytw-ZhSLq5-bDFwTe-VvWaf2-
CwwBed-3MaRc T-fFfGen-X6e

Remove Reservation Cancel

The License reservation removed successfully notification shown when after. ( 5 Zh il Bx &9 i BJiE



ﬁ%ﬁﬂo ) BIXE M ZE Actions > Remove > Remove Instance.

g

ERAAES THIAREREERET.
RRANGT
RELEHBL A EZNSNMNERAPER T RIEIE,

show license tech support
show license status

show license authorization
show license summary

show license history message
show license eventlog

license smart clear event log
license smart sync local
license smart factory reset

TP HEBR
A5 REHE BT TR R B TR,
{5 A SR 9 B BE VT AT B T cEdge MICSSM 2 (A& &
¥ A ERERI B ARIE F .

BH

E A&

RZRAAWERE ZBEEBIBER.

DNSH# T T /EH

E i Rlsmartreceiver.com,cEdge % AE

hHEREEEZHELEERETR.

*Aug 18 20:45:10. 345:
Li cense Wility (CSLU) :

BRBIPIEE S Internet,

ping 8.8.8.8

B@AEE /N,

FinternetfI Z £ XN EEFE , MER R FFMA

URLA A TBEHIP , BIEXMK

YSVART_LI G- 3- COW_FAI LED: Conmuni cations failure with the G sco Smart
Unabl e to resol ve server host name/ domai n nanme

R‘IURL#HTpIng? ELLRIEDNSREBEE M , IR/ TB IR AtelnetiA M URLPE LE T InternetiZ &5

B (CMP),



ping cisco.com
telnet cisco.com 80

MR AKXY , BEEDNSHRS 25 7 /5 FIDNS# T,

ip domain lookup
ip name-server 8.8.8.8

WMRTEE B/ EBDNSIRSS 27 | B RS 2R P ELE A DNSHEE AT

cEdge# config-transaction
cEdge(config)# ip host smartreceiver.com A.B.C.D
cEdge(config)# commit

R WA EE HEWFLEIPIE R smartreceiver.com , EIZE 1T nslookup A8 o

AEE  FEUCEAREDNSHEN , RAWEA S IPA R EEY , mMESTLBALEL,

BT AISLEHBSHFHIAELEIRES.

cEdge# show license eventlog 0
* % % % EVent Log * % k%

2022- 08-18 20: 45: 10. 345 UTC SAEVT_COW FAIL error="Unable to resolve server hostnane/ donain
name"
2022- 08-18 20: 45:57.804 UTC SAEVT_COW FAIL error="Unable to resolve server hostnane/ donain
name"

cEdge# show logging | include SMART
*Aug 18 20:59:44.914: %SMART_LI G- 3- COW _FAI LED: Conmuni cations failure with the G sco Smart
Sof tware Manager (CSSM) : No detailed information given

SD-WANE#;EPH IEDNS

IRSD-WANRZE Y B2 ACLBE LE 2 ADNSHI R |, bR ALY [RIE,

cEdge# show license eventlog 0

* % k% EVent Log * %k k%

2022- 08-18 20: 45: 10. 345 UTC SAEVT_COWMM FAIL error="Unable to resol ve server hostnane/ domnain
name"

2022- 08-18 20: 45:57. 804 UTC SAEVT_COMM FAIL error="Unable to resolve server hostnane/ donain
name"

cEdge# show logging | include SMART
*Aug 18 20:59:44.914: %SMART_LI G- 3- COW _FAI LED: Communi cations failure with the C sco Smart
Sof tware Manager (CSSM : No detailed information given

BRTEIEM AT L FDNSBRSS o

cEdge# show sdwan running-config sdwan
sdwan

interface G gabitEthernet0/0/0

tunnel -interface

encapsul ation gre

encapsul ation i psec weight 1

no border



col or public-internet
no last-resort-circuit
no | ow bandwi dt h-1i nk
no vbond- as-stun-server
vimanage- connecti on-preference 5
port-hop

carrier default
nat-refresh-interval 5
hel | o-interval 1000

no all owservice all

no al |l ow service bgp

al | ow servi ce dhcp
allow-service dns <<<<<<<<<<<<<<<<<< MUST be allowed
al | owservice icnp

al | ow service sshd

al | ow servi ce netconf
no allow service ntp

no all ow servi ce ospf
no all ow service stun
no all owservice https
no all ow service snnp
no all owservice bfd
exit

EWMURLFER

NTFEMEE (FEE) , BAMERRENBRERIFIXARF(CSLU).

cEdge# show license tech support | include Smart Licensing Status
Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing i s ENABLED

Li cense Conver si on:
Aut omati ¢ Conversi on Enabl ed: True
Status: Not started

Export Authorization Key:
Feat ures Aut hori zed:
<none>

Uility:
St at us: DI SABLED

Smart Licensing Using Policy:
St at us: ENABLED

Data Privacy:

Sendi ng Host name: yes

Cal I hone host nanme privacy: DI SABLED

Smart Licensing hostnanme privacy: DI SABLED
Version privacy: DI SABLED

Transport:

Type: cslu <<
Csl u address: <empty>

Pr oxy:

Addr ess: <enpty>
Port: <enpty>



User nane: <enpty>
Password: <enpty>
Server ldentity Check: False

AERHERER.

cEdge# show license eventlog 0

* k k% Event Log * k% k%

2022- 08-18 20: 45: 10. 345 UTC SAEVT_COW FAIL error="Unabl e to resol ve server hostnane/ donain
nane"

2022- 08-18 20: 45:57.804 UTC SAEVT_COW FAIL error="Unable to resolve server hostnane/ donain
nane"

cEdge# show logging | include SMART
*Aug 18 20:59:44.914: %SMART_LI G- 3- COW _FAI LED: Conmuni cations failure with the C sco Smart
Sof tware Manager (CSSM : No detailed info

X : BRSD-WAN(Cisco vManage) T X #CSLU , CSLUAR8EA Tk & B Cisco vManage®
BT mEFNFEERER. ﬁ?ﬁliéﬂﬁ.:.“ , IS fnZECisco Smart License
Utility(CSLU).

FHRESRAENKANURLNZRRE  ABRSHEATEREILNERE.

CcEdge# configure terminal

cEdge(confi g)# license smart transport smart
cEdge(confi g)# license smart url default
cEdge(confi g)# commit

SD-WANBREPFE LEHTTPS

%"ﬁEi‘FﬁIiEEEﬂ:ﬁBUM%Eﬁl‘fbiﬁ(i‘ti(HTTPS) 0443 , @t , IR SD-WANRZERE 1E& A
HTTPSWa R |, SEfft. RAGERFRUMIR & 38 &0 2k M,

BEMEH BEFHNERHIR,

*Aug 18 20:59:44.914: %SMART_LI G- 3- COW _FAI LED: Communi cations failure with the C sco Smart
Sof tware Manager (CSSM : No detailed information given

WRIEEMETESD-WANBEE F R FHTTPSERSS . BN , FATZTEABRZRAERATHELRE
.

cEdge# show sdwan runnning-config sdwan
sdwan

interface G gabitEthernet0/0/0
tunnel -interface

encapsul ation gre

encapsul ation i psec weight 1

no border

col or public-internet

no last-resort-circuit

no | ow bandwi dt h-1i nk

no vbhond- as-stun-server
vhmanage- connecti on-preference 5
port-hop

carrier default
nat-refresh-interval 5

hel | o-i nterval 1000


/content/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
/content/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

no al |l ow service al
no al |l ow service bgp
al | ow servi ce dhcp

al | ow service dns

al | owservice icnp

al | ow service sshd

al | ow servi ce net conf
no allow service ntp
no all ow servi ce ospf
no all ow service stun
allow-service https <<<<<<<<<<<<<<<<<< MUST be allowed
no all ow service snnp
no all owservice bfd
exit

S\ERBA X 4k BH 1IECSSM URL., IPERi% 443

R L AN E A AIEEERE | B FR i O443F]smartreceiver.cisco.comAx#E 1, ESEH
B K 1% B BA SR Internet R S5 1R £ 5 (ISP) Bx 3R SA T — S 1IE

MEEERBR.

cEdge# telnet smartreceiver.com 443
Trying smartreceiver.com (X X. X. X, 443)...0Open

MBRSVRFE,

ericgar @i sco$ telnet smartreceiver.cisco.com 443
Trying X. X X. X ..

Connected to smartreceiver.cisco.com.

Escape character is '""]".

ZAMNEBEREO

AREEORLE-INRERT , ECSSMEBE KR ; httpiFiE O 7] LA S0 ¥ B 28 P R AT A
0,

cEdge# config-transaction
cEdge(config)# ip http client source-interface INTERFACE
cEdge(config)# commit

HXRfER

- FAERB BT & KRS E BEVTF A
. BRI EE T v] F & B ik /& WL (R #

. {5 F3 % B SDWAN & I 5 B2 3F ] iF ATEE
- BARFEFEF XA - Cisco Systems



/content/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
/content/en/us/products/collateral/software/smart-accounts/q-and-a-c67-741561.html
/content/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/license-management.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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)



