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3o Administration
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Add Unified Security Policy

EEMBE %P EdAllow URLs Lists , /G 21ZNew Allow URLs List.



Security > DefinelLists

Select a list type on the left and start creating your groups of interest

Applicaticn
New Allow URL List ]
Data Prefix
Demain
Hamea Entries Refarence Count Updats
Signatures
Allow URL Lists No data availa

Block URL Lists
Zones

Port

Pretecol

Rule Set

Geo Location
Object Group

|dentity
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Select a list Type on the left and start craating your groups of interast

Application
Mew Allow URL List
Duama Prefis

Domain Allow URL List Name®

GuestAlow

Add Allow URL * -

| wwwg ooglel.com, waw,yahool.com
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Add Cancel




AR AUERNAVMELENRPHEEERENREXER

EAENBEHR P EEBlock URLs Lists , A5 8IZNew Block URLSs List.



Security > Definelists

Select a list type on the left and start creating your groups of interest

Application
New Block URL List
Data Prefix
Demain
Mame Entrias Refarance Couwl
Signatures
Allow URL Lists

Block URL Lists
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Pt
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Rule Set
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Object Group

Identity
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Add Security Policy

Choose a scenaria that fits your use-case, Click Proceed to continue building your desired policies.

m[cll Compliance
Og Application Firewall | Intrusion Prevemion | TLS/SSL Decrypton

Guest Access

Application Firewall | URL Filtering | TLS/SSL Decryplion

Direct Cloud Access

Application Firawall | Intrusion Prevention | Advanced Malware Protection | DNE Security | TLS/SSL Decryplion

@ Direct Internet Access
Application Firewall | Intrusion Prevention | URL Filtering | Advanced Malware Protection | DNS Security | TLS/SSL Decryplio

=1 Application Quality of Experience
= TLSfSSL Decryption

Custom

Build your ala carte policy by combining a variety of security policy Blocks

Proceed Cancel

EE  EORINE £ KL (Add Security Policy)# , BT FURLYIEN AR (HEFHE., B
BEEBEMBRIZEEN ) .

ERAMZELEBBES P , 2ENext , EEERURL FilteringB A, IAEFEFHFIURL Filtering > Add
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Security 3 Add Security Policy
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Add URL Filtaring Policy -~
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Import Existing
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Add Target VPNs

« TEPolicy Name = Bt # %l A K BE & #o
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Policy Behavior

Target
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- FEputation: Risk = Actien:  Block Page - wntakt:  Disabled
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Blckist UALs: - Block Page Server
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Web Filter
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Advanced «

Whitelist URL List

Blacklist URL List

Block Page Server

O Block Page Content

Default Content Header

o e e Dom s s

Blacklist URL List

Block Page Server

O Block Page Content

Cefault Content Header

Content Body

(O Redirect URL (O

Select a whitelist url list

Search

Guest_Allow

Mew Allow URL List

Guest_Allow
wwwl.googlel.com

wiwwl.yahool.com

Select a blacklist url list

Search

IGuest_Block |

Mew Block URL List

Guest_Block
www' . youtubel.com
wwwl. facebookl.com

instagram.com

MRFEE | HFFEXBlock Page Content TR IEX , HAREERMEER.
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URL Filtaring - Policy Rule Configuration (0

Advanced
Whitelist URL List Guest_Allow x 7
Blacklist URL List TR M

Block Page Server

O Block Page Contert

Default Content Header Access to the requested page has been denied

Content Body | Please contact your Metwork Administrator |

O Redirect URL () | |

Alerts and Logs ()

Alerts Blacklist @@ Whitelist ReputationfCategory

Save URL Filtering Policy Cancel

& FNext , EZIE RPolicy Summary .

HHANFERTAARZEREBHNEZ SR,

@ Firewa @ Inlrusion Pravention @ URL Filtering @ Advanced Maiware Protection @ DS Security @ TLS/S5L Decryption @ Policy Sumn
Provide a name and description for your sacurity mastar palicy and configure additional securily settings. Click Sava Policy to save the sacurity master policy configuration.

Security Policy Name Guest URL_Policy

Security Policy Description

[ Gusst URL Policy]

Additional Policy Settings

Intrusion Prevention and/or URL Filtering andfor Advanced Malware Pratection

External Sysiog Server WPH | Erter a VEH ) ServeriP | Example 30.0.01
Failure Mode Open =
Back

Cancel
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ENZLRBNATIRE , HRITUTRE

MCisco SD-WAN Manager3#H | i%$# Configuration > Templates,



53

Monitor

oy

Configuration

2

o

Tools

Maintenance

Administration

Workflows

Reports

Analytics

Explore

Canfirauratinn

Conhguration Groups

Policy Groups

Service Insertion

Topology

Cloud OnRamp for Saas
Cloud OnRamp for Multicloud
Devices

Metwork Hierarchy
Certificates

Certificate Authority

Templates v

Policies

Security

Unified Communications
Metwork Design

Cloud onRamp for laaS

Application Catalog

re Templates

.ontrollers

Sited00-cE1 with Site 1D: ...

Site200-cE1 with Site 1D: ...
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Configuration

Device Templates |  Feature Templates

[ Search

Sreate Template -

Tomplote Type  Nens=Dafault -

Total Rows: 1 of & 0 8
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Update.

Policy [ VIPO7_DPI_Visibility v]
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Tenant [ Choose... v]
Security Policy I[ Guest_URL_Policy v]
Container Profile * [ Factory_Defaul_UTD_Template

Switch Port  (#) Switch Port
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Push Feature Template Configuration | @ Validation success

Total Task: 1| Success: 1

Device Group (1)

Q Search Table

Sistus Wiessags

View Logs

Host: Site300-cE1{1.1.30.1)
Site 10t 300

Device CHOO0v

Model:

&R URLEE
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[26-Jul- 2024 13:55:56 POT] Chesking and creating device in Manager
[26-Jud- 2024 13:55:57 POT) Generating configuration from templse

[26-Jul- 2024 13:56:06 POT) Device ks online

[26-J1d-2024 13:56:06 POT] Updating Sevice comfigiration in Mansger
[26=)ul-2024 13:56:06 POT] Sending configuration to device

[26-Jul- 2024 13:56-12 POT] Successfully notified device to pull configerstion
[26-Jd-2024 13:56-14 PDT] Device has pulled the corfigurstion
[26-)ul-2024 13:56:21 PDT] Devics: Configured 10

[26-Jud- 2024 13:56:35 POT] Device: Stasted 10X

[26+Jul- 3034 13:56:56 POT) Device: Successfuly downioaded package fos appid wd
[26-u0-3024 13:57:40 POT] Device: Successhuly instalied appid ud
[26=Jud-2024 13:58-07 POT] Device: Verified appid uad in running state
[26-Jud- 2024 13:56:07 FOT] Device: Successtully verified appids: ued
[26-Jud-Z024 13:58-08 POT) Device: Corfig applied successfully

[26-Jul- 2024 13:56:06 POT) Tempiate successfully suached to device

[26-Jud- 2024 13:55:55 POT] Corfigaring device with featune template: foff Zead -e5Te-4616-B0cT -BBI2dZOTE0SH
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Solect @ ligt type on the left and stan creating your policies andlor proliies

Add URL Filtaring Palicy

Aeberance Count

Target
Block Calegories: 5§
1 Wt Moderate
Reputation: Risk
VPHs5 - o
B Guest_All...
-Tm 8t VPMs P
. IRt Guest_Blo...
Web Filter
URL Filtering - Policy Rule Configuration
Folicy Mode Security ©
Policy Name [ Guestaceess
Social-network x
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—eee

B3R EE , ARG 2 EESave URL Filtering Policy,
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Policy Behavior

action:  Block Page

Block Page Server

Save URL Filtering Policy
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Edit
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@ The natwork s ot of complanca dus 1o fcensing, pleasa click here for more actions.

) Seeurity

T3 Monitor Lists
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S\ configuratisn |
Umbrella Registration

2 Tools | Threat Grid AP Kay

Q
_f‘_ Maintenance
o Add Security Policy Add Unitied Security Policy
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N T EMBRAEE , FRESNK(..) , REXRIEMER.
B HOK.
Securlty » URL Filtering

Solect a Bt 1ype on the left and stan creating your policies and/or profiles

Firgw s
[ Q Search A J

Intrugicn Prevention

| Add URL Filtering Poliey ~  [Add a URL Filtering configuration)

Advanced Malwan Prolection

Tional Rows: 2 n cﬁ}

DG Securiy
TLE/SEL Decryption Hame Mode Reference Count Updated By Last Updated
TLE/SEL Profile GUESLACCOSS sicunity [+] admin 24 Jul B024 11:03:40 PM GMT

Advanzed Inspaction Profie

URLF sacurity 1 adnin 24 Jul 04 BAA:2) P GMT Graphical Previaw

Are you sure you want to delete the
policy?

This policy will be deleted immediately. You cannot undo the action.
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U =B &% T Cisco UTDRR A,

<ttroot>

Site300-cEl#show utd engine standard version
UTD Virtual-service Name: utd
I0S-XE Recommended UTD Version: 1.0.2_SV3.1.67.0_XE17.14



I0S-XE Supported UTD Regex: AI\.O\.([0-9]+)_SV(.*)_XE17.14%
UTD Installed Version:

1.0.2_SV3.1.67.0_XE17. 14

ENUTHEVPNLHEF®PCL , INREZH T FFgoogle.comFlyahoo.com , M| /o 1FiX L5 [A],

Google - Chromium

G Google x
| € = C @& google.com
About  Store Gmail Images  iii
o
$ @
Google Search I'm Feeling Lucky
<#root>

Site300-cEl#show utd engine standard Togging events | in google
2024/07/24-13:22:38.900508 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Pass
[**]

UTD WebFilter Allowi st
[**1 [

URL: www. googl e. com

] [VRF: 12] {TCP} 10.32.1.10:55310 -> 142.250.189.196:443
2024/07/24-13:24:03.429964 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Pass
[**]
UTD WebFilter Allowi st

[**1 [



URL: www. googl e. com

] [VRF: 12] {TCP} 10.32.1.10:55350 -> 142.250.189.196:443

Yahoo | Mail, Weather, Search, Politics, News, Finance, Sports & Videos - Chromium

B vahoo | Mail, Weather, 5S¢ x

“ C a yahco.comb 4

News Finance yahoo.l Sports More v Signin
Bearch the web °

<tfroot>

Site300-cEl#show utd engine standard Togging events | in yahoo
2024/07/24-13:20:45.238251 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Pass |

**]

UTD WebFilter Allowi st
[**1 [

URL: www. yahoo. com

1 [VRF: 127 {TCP} 10.32.1.10:48714 -> 69.147.88.8:443
2024/07/24-13:20:45.245446 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Pass
[**]

UTD WebFilter Allowi st
[**1 [

URL: www. yahoo. com

] [VRF: 12] {TCP} 10.32.1.10:48716 -> 69.147.88.8:443



EMNTFHEVPNEHEFRPCLE  MREBZHITHEES I REMWM AR E H P —NEFE LI
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& —> € A Dangerous | malware.wicar.org/data/firefox_proto_crmfrequest.html

A

The site ahead contains malware

Attackers currently on malware.wicar.org might attempt to install dangerous programs
on your computer that steal or delete your information (For example, photos,
passwords, messages, and credit cards). Learn more

<#root>

Site300-cEl#show utd engine standard Togging events | in mal
2024/07/24-13:32:18.475318 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op
[**]
UTD WebFil ter Category/ Reputation
[**1 [
URL: rmal ware. wi car.org/data/firefox_proto_crnfrequest. htm

] ** [Category: Malware Sites] ** [Reputation: 10] [VRF: 12] {TCP} 10.32.1.10:40154 -> 208.94.116.246:8

R B 2R 4T Frfacebook, instagram#youtube , MY FIHEVPN LM EFFiRPC E &R LR,



@ www.facebook.com

“ C () Facebook.com

-]

This site can’t be reached

The connection was reset.

Try:
= Checking the connection
« Checking the proxy and the firewall

ERR_CONNECTION_RESET

<tfroot>

Site300-cEl#show utd engine standard Togging events | in face
2024/07/24-13:05:25.622746 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op
[**]

UTD WebFilter bl ockli st
[**1 [

URL: www. f acebook. com

] [VRF: 12] {TCP} 10.32.1.10:55872 -> 157.240.22.35:443
2024/07/24-13:05:25.638612 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op
[**]

UTD WebFilter bl ockli st
[**1 [

URL: www. f acebook. com

] [VRF: 12] {TCP} 10.32.1.10:55876 -> 157.240.22.35:443



&« C (@ instagram.com

B

This site can’t be reached

The connection was reset.

Try:
» Checking the connection
« Checking the proxy and the firewall

ERR_CONNECTION_RESET

<ffroot>

Site300-cEl#show utd engine standard logging events | in insta

2024/07/24-13:09:07.027559 PDT [**] [Hostname: site300-cel] [**] [System_IP:

Dr op

[**]
UTD WebFilter bl ockli st
*1 [
URL: www. i nstagram com

] [VRF: 12] {TCP} 10.32.1.10:58496 -> 157.240.22.174:443

2024/07/24-13:09:07.030067 PDT [**] [Hostname: site300-cel] [**] [System_IP:

Dr op
[**]

UTD WebFilter bl ockli st
*1 [

URL: www. i nstagram com

] [VRF: 12] {TCP} 10.32.1.10:58498 -> 157.240.22.174:443

2024/07/24-13:09:07.037384 PDT [**] [Hostname: site300-cel] [**] [System_IP:

X.X.X.X] [**] [Instance_ID

X.X.X.X] [**] [Instance_ID

X.X.X.X] [**] [Instance_ID



Dr op

[**]
UTD WebFil ter bl ockli st
*1 [
URL: www. i nstagram com

] [VRF: 12] {TCP} 10.32.1.10:58500 -> 157.240.22.174:443

— c © youtube.mﬂn

B

This site can’t be reached

The connection was reset.

Try:
« Checking the connection
» Checking the proxy and the firewall

ERR_CONNECTION_RESET

<{froot>

Site300-cEl#show utd engine standard Togging events | in youtube
2024/07/24-13:10:01.712501 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op
[**]

UTD WebFilter bl ockli st
**1 [

URL: www. yout ube. com

1 [VRF: 1271 {TCP} 10.32.1.10:54292 -> 142.250.72.206:443
2024/07/24-13:10:01.790521 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op

[**]



UTD WebFilter bl ockli st
[**] [
URL: www. yout ube. com

] [VRF: 10] {TCP} 10.30.1.10:37988 -> 142.250.72.206:443
2024/07/24-13:11:11.400417 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Drop

[**]
UTD WebFilter bl ockli st

[**] [
URL: www. yout ube. com

] [VRF: 12] {TCP} 10.32.1.10:54352 -> 142.250.72.206:443

MvManage GUI¥ 2 URLIIIE

B LAERXLSR | RMEE ISR E i EE MR HURLEIR.
E7£Cisco 10S XE Catalyst SD-WANi& & L ¥ #FE 1E =R AR FHIURL |, BHRITATIRE -

1. 7£Cisco SD-WAN Manager3 8 & , #%&#Monitor > Devices >Select Device
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K Tools
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45 Administration
-{-j Workflows
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dil  Analytics

@ Explore

2. EEMERPHN R KT , BHURLIEIE" . URLEEGFEEREREAERY,

« B #HBlocked, RGN ERZHEURLEMNSFITE,
- BHAllowed, REFNERAFHURLEMEFITE
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Devices v

Tunnels Tunnels Applications Security Logs Multic

Applications

Security
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VPN

Logs
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S0-AVC Cloud Connector

Compliance
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<#froot>

Site300-cEl#show utd engine standard version

UTD Virtual-service Name: utd

I0S-XE Recommended UTD Version: 1.0.2_SV3.1.67.0_XE17.14
I0S-XE Supported UTD Regex: AI\.O\.([0-9]+)_SV(.*)_XE17.14%
UTD Installed Version:

1.0.2_SV3.1.67.0_XE17. 14 <<LKLLLLLLLLLLL LKL
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Site300-cEl#show app-hosting list
App 1id State

utd RUNNING

BIFUTDZE TR T4 &,

<#froot>

Site300-cEl#show utd engine standard status
Engine version : 1.0.2_SVv3.1.67.0_XE17.14
Profile : Cloud-Low



System memory :
Usage : 11.70 %
Status : Green

Number of engines i1

Engine Running Health Reason
Engine(#1):

Yes G een None

Overall system status: Green
Signature update status:

Current signature package version: 29.0.c
Last update status: None

Last successful update time: None

Last failed update time: None

Last failed update reason: None

Next update scheduled at: None

Current status: Idle

RIEREAERAURLEIEIEE,

<#froot>

Site300-cEl#show platform hardware qfp active feature utd config
Global configuration

NAT64: disabled

Drop pkts: disabled

MuTlti-tenancy: enabled

Data plane initialized: yes

TLS Decryption Policy: disabled

Divert controller mode: enabled

Unified Policy mode: disabled

SN threads: 12

CFT 1inst_id 0 feat id 4 fo id 4 chunk id 19

Max flows: 165000
SN Health: channel: Threat Defense : Green
SN Health: channel: Service : Down

Flow-Togging Information:

State : disabled

Context Id: 3, Name: 3 : 12

Ctx Flags: (0xc50001)
Engine: Standard
State : Enabled
SN Redirect Mode : Fail-open, Divert
Threat-inspection: Not Enabled



Domain Filtering : Not Enabled

URL Filtering . Enabl ed

File Inspection : Not Enabled
A1l Interfaces : Enabled

EE RURLIEIE R , i#&iz1Tshow utd engine standard logging events url-filtering@i o

Site300-cEl#show utd engine standard Togging events url-filtering

2024/07/24-20:36:58.833237 PDT [**] [Hostname: site300-cel] [**] [System_IP:
2024/07/24-20:37:59.000400 PDT [**] [Hostname: site300-cel] [**] [System_IP:
2024/07/24-20:37:59.030787 PDT [**] [Hostname: site300-cel] [**] [System_IP:
2024/07/24-20:38:59.311304 PDT [**] [Hostname: site300-cel] [**] [System_IP:
2024/07/24-20:38:59.343273 PDT [**] [Hostname: site300-cel] [**] [System_IP:

[Instance_ID
[Instance_ID
[Instance_ID
[Instance_ID
[Instance_ID
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Site300-cEl#show utd engine standard statistics url-filtering vrf name 12 internal

UTM Preprocessor URLF Statistics

URL Filter Requests Sent: 50
URL Filter Response Received: 50
blocklist Hit Count: 27
AlTowTlist Hit Count: 0
Reputation Lookup Count: 50
Reputation Action Block: 0
Reputation Action Pass: 50
Reputation Action Default Pass: 0
Reputation Action Default Block: 0
Reputation Score None: 0
Reputation Score Out of Range: 0

Category Lookup Count: 50



Category None:

Action Block:
Action Pass:

EESEYS

Category Action Block: 15
Category Action Pass: 35
Category Action Default Pass: 0
Category Action Default Block: 0
0
Category Out of Range: 0
UTM Preprocessor URLF Internal Statistics
Total Packets Received: 1335
SSL Packet Count: 56
HTTP Header Count: 22
Action Drop Flow: 69
Action Reset Session: 0
42
503
Action Offload Session: 0
Invalid Action: 0
No UTM Tenant Persona: 0
No UTM Tenant Config: 0
URL Lookup Response Late: 150
URL Lookup Response Very Late: 21
URL Lookup Response Extremely Late: 0
URL Lookup Response Status Invalid: 0
Response Does Not Match Session: 0
No Response When Freeing Session: 0
First Packet Not From Initiator: 0
No HTTP Header: 0
Invalid Action: 0
Send Error Fail Open Count: 0
Send Error Fail Close Count: 0
Lookup Error Fail Open Count: 0
Lookup Error Fail Close Count: 0
Lookup Timeout Fail Open Count: 0
Lookup Timeout Fail Close Count: 0
« Cisco Catalyst SD-WANZ £ i B 55
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-url-filtering.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-url-filtering.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/218063-install-utd-security-virtual-image-on-ce.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/218063-install-utd-security-virtual-image-on-ce.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/218063-install-utd-security-virtual-image-on-ce.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/218063-install-utd-security-virtual-image-on-ce.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/218063-install-utd-security-virtual-image-on-ce.html
https://www.cisco.com/c/en/us/support/docs/routers/xe-sd-wan-routers/215107-troubleshoot-datapath-handling-by-utd-an.html
https://www.cisco.com/c/en/us/support/docs/routers/xe-sd-wan-routers/215107-troubleshoot-datapath-handling-by-utd-an.html
https://www.cisco.com/c/en/us/support/docs/routers/xe-sd-wan-routers/215107-troubleshoot-datapath-handling-by-utd-an.html
https://www.cisco.com/c/en/us/support/docs/routers/xe-sd-wan-routers/215107-troubleshoot-datapath-handling-by-utd-an.html
https://www.cisco.com/c/en/us/support/docs/routers/xe-sd-wan-routers/215107-troubleshoot-datapath-handling-by-utd-an.html
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