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Internet

2001:DB8:0:A::1/64 2001:DB8:0:B::1/64

Local Router Remote Router
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ipv6 unicast-routing

SRR BB ARRED,

interface GigabitEthernetl
ipv6 address 2001:DB8:0:A::1/64
no shutdown

interface GigabitEthernet2
ipv6 address FC00::1/64
no shutdown

HER3IREIPVEER AR H .

ipv6 route ::/0 GigabitEthernetl
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crypto isakmp policy 10
encryption aes
authentication pre-share
group 14

SRS ERATHERHE B R AR,

crypto keyring IPV6_KEY
pre-shared-key address ipv6 2001:DB8:0:B::1/128 key ciscol23

S IR6.ELEISAKMPEL & X 4,

crypto isakmp profile ISAKMP_PROFILE_LAB
keyring IPV6_KEY
match identity address ipv6 2001:DB8:0:B::1/128

SBR7 BB E2M R KRE,

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
mode tunnel

SR8 BB IPsecHt & 4.

crypto ipsec profile Profl
set transform-set ESP-AES-SHA

SRR BLERRIERED,

interface Tunnel0

no ip address

ipv6 address 2012::1/64

ipv6 enable

tunnel source GigabitEthernetl
tunnel mode ipsec ipvb6



tunnel destination 2001:DB8:0:B::1
tunnel protection ipsec profile Profl
end

SER10.BEEMRFREAIEH.

ipv6 route FC00::/64 2012::1

23 % FH AR B L ECIE

ipv6 unicast-routing
!

interface GigabitEthernetl
ipv6 address 2001:DB8:0:A::1/64
no shutdown

interface GigabitEthernet2
ipv6 address FC00::1/64
no shutdown

ipv6 route ::/0 GigabitEthernetl

crypto isakmp policy 10
encryption aes
authentication pre-share
group 14

crypto keyring IPV6_KEY
pre-shared-key address ipv6 2001:DB8:0:B::1/128 key ciscol23

|
crypto isakmp profile ISAKMP_PROFILE_LAB

keyring IPV6_KEY
match identity address ipv6 2001:DB8:0:B::1/128

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
mode tunnel

crypto ipsec profile Profl



set transform-set ESP-AES-SHA

interface TunnelO

no ip address

ipv6 address 2012::1/64

ipv6 enable

tunnel source GigabitEthernetl

tunnel mode ipsec ipv6

tunnel destination 2001:DB8:0:B::1
tunnel protection ipsec profile Profl
end

ipv6 route FC00::/64 2012::1

IR HaR R LB E

ipv6 unicast-routing
|

interface GigabitEthernetl

ipv6 address 2001:DB8:0:B::1/64
no shutdown

interface GigabitEthernet2
ipv6 address FCO01l::1/64
no shutdown

ipv6 route ::/0 GigabitEthernetl

crypto isakmp policy 10
encryption aes
authentication pre-share
group 14

crypto keyring IPV6_KEY
pre-shared-key address ipv6 2001:DB8:0:A::1/128 key ciscol23

!
crypto isakmp profile ISAKMP_PROFILE_LAB

keyring IPV6_KEY
match identity address ipv6 2001:DB8:0:A::1/128

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac



mode tunnel

crypto ipsec profile Profl
set transform-set ESP-AES-SHA

interface TunnelO

no ip address

ipv6 address 2012::2/64

ipv6 enable

tunnel source GigabitEthernetl

tunnel mode ipsec ipv6

tunnel destination 2001:DB8:0:A::1
tunnel protection ipsec profile Profl
end

ipv6 route FC00::/64 2012::1
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* debug crypto isakmp

» debug crypto isakmp error
« debug crypto ipsec

» debug crypto ipsec error
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