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% (Bik) BE. DRENRELTEDRS , HREET WG S SHBERN,

[T
B TFUCSME 93U I FreeRADIUSEL B

XEELSBERE HfreeRADIUSIR S B8RV AR 15 B A PR o
SE1FUCSMIBIELE N EF iR,

SfinFl/etc/freeradius/3.0 B FHHclients.confXX# , HERAEE XA RERFREIZXE. NTILR
5l , EEAVImwESS , HEIETEFKUCS-POD,

<#root>
root@ubuntu:/etc/freeradius/3.0#

vimclients. conf
*Inside clients.conf file*

client UCS-POD {

ipaddr = 10.0.0.100/29
secret = PODsecret
}

ipaddrF R R BE ERRIEHEFBRWIP, FEARRAFIF | IP 10.0.0.100/29 IPATEZERNFIHVIP
+ mgmt0 IP,

secretFZ R @& EUCSM RADIUSE & i FH 1Y 218 (5 52)o
$B2 BB AT EUCSME{TEHRIEN AP X,

£ & — B F/etc/freeradius/3.0F , FTIFAFPXHHBERAF ., EARAF |, £ AP “alerosa” M
B password” A EE R & 17 & FEUCSMF,

<#root>
root@ubuntu:/etc/freeradius/3.0#

vi musers
*| nside users file*

alerosa Cleartext-Password := "password"
Reply-Message := "Hello, %{User-Name}",
cisco-avpair = "shell:roles=admin"

cisco-avpairB = A FER , HIUERBHERINIEE,



B2 R AT LLIFEAdmIn > User Management > RolesH HUCSMA BB E M A@#TER. £
HREEREDR , XEHABEFE

Thre W=

MRAFEEEEZMNAG , WTNEXEAGZEERES |, H BB EXI KL Fcisco-avpair =
"shell:roles=aaa , facility-manager , read-only". MIRAFAREXN T REUCSMHBIENAE , T
UCSMAR Y & 13 10 UE ¥ 2k Ko

$R3. ;5 A/E3FreeRADIUSTE AR,

ERZEBEE S AFreeRADIUSKH BB B3,

systemct]l enable freeradius

BZIFreeRADIUSEETEF :

systemct] restart freeradius
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UCS Managerfii EEfFA PRV 1B —
https://www.cisco.com/en/US/docs/unified computing/ucs/sw/qui/config/quide/141/UCSM GUI Configura

HER1.ARADIUSRER FE ERINE 1%,

E B Admin > User Management > RADIUS # £ FA BRIA B


https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter7.html#topic_5827616698166149965

L.

HIR2 BIERADIUSIRHEF,

F£Admin > User Management/ , i£3FRADIUS , /5 & & Create RADIUS Provider,
FEH%/FQDN(SIP 1) 2 BR 55 88/ SAHLAY IPERFQDN.
Key=7E“clients.conf X #H FIRADIUS R 5588 R E X KV % 4A/%3 48 ( FreeRADIUSELERE1F )
SIR3. B ERADIUSRHEEFA,

F£Admin > User Managementd , i£#FRADIUS , /5 % & Create RADIUS Provider Group,

BREEE-NEH , EEFIREH T “FreeRADIUS”, RESESER2FGIZMNRADIUSEEMREREF
7 iZElIncluded Providers¥ & .

SRA QIR S BRI ( Wik ),

T—SF2@EHMEN, B2 , WITHRERN TESHRIEESFEAAEAF NS ARIEETE
, EUCS Managerfl 8 & ZFHEF TN 5 HRIEE,

MESEHEINN F AR , UCS ManagerfI B ZREM TR
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UCS ManagerZxREEFRMWN F 0 RIEE
MR EFRADIUSHMARIESUCSHAEANEMEARIIRE ST , XBER.
S EIAdmin > User Management > Authentication > Create a Domain,

TR AEN S HNRIENER , RS EZERADIUSE &R, EProvider Group™ | &R E LI 2
# S ER3H Bl Z K Provider Group,

oAl

FreeRADIUSE — LR PELEBR T E |, AR -

1. journalctl -u freeradius@r F IRt — G K freeRADIUSFASTHREFNEEE L |, HlNEE PV
XM IRV R BHR. £ TENTRED , BN TEUE Blusers B R IR. (mods-

config/files/authorize is users file symlink):

Sep 14 12:18:50 ubuntu freeradius[340627]: /etc/freeradius/3.0/mods-config/files/authorize[90]: Entry d



Sep 14 12:18:50 ubuntu freeradius[340627]: Failed reading /etc/freeradius/3.0/mods-config/files/authori

2. lvar/log/freeradius B R B E — X AE Y , XEXHTENRADIUSIRS FICEHFTE A XM 5
ﬁo T:I_:ZMﬁ'J EF .

Tue Sep 24 05:48:58 2024 : Error: Ignoring request to auth address * port 1812 bound to server default

3. systemcitl status freeradius@p 12t B < freeRADIUSERSHIE R

root@ubuntu:/# systemctl status freeradius

e freeradius.service - FreeRADIUS multi-protocol policy server

Loaded: Toaded (/1ib/systemd/system/freeradius.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2024-09-16 11:43:38 UTC; 1 week 4 days ago
Docs: man:radiusd(8)

man:radiusd.conf(5)

http://wiki.freeradius.org/

http://networkradius.com/doc/

Main PID: 357166 (freeradius)

Status: "Processing requests"

Tasks: 6 (limit: 11786)

Memory: 79.1IM (limit: 2.0G)

CPU: 7.966s

CGroup: /system.slice/freeradius.service

L357166 /usr/sbin/freeradius -f

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Auth-Type PAP for attr Auth-Type

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Auth-Type CHAP for attr Auth-Type

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Auth-Type MS-CHAP for attr Auth-Type

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Autz-Type New-TLS-Connection for attr Autz-Type
Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Post-Auth-Type REJECT for attr Post-Auth-Type

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Post-Auth-Type Challenge for attr Post-Auth-Type
Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Post-Auth-Type Client-Lost for attr Post-Auth-Type
Sep 16 11:43:38 ubuntu freeradius[357163]: radiusd: #### Skipping IP addresses and Ports ####

Sep 16 11:43:38 ubuntu freeradius[357163]: Configuration appears to be OK

Sep 16 11:43:38 ubuntu systemd[1]: Started FreeRADIUS multi-protocol policy server.

B XFreeRADIUSHEHIR/RENFAESR | FSRAR —

https://documentation.suse.com/smart/deploy-upgrade/pdf/freeradius-setup-server en.pdf,

FUCSM , ATLAERA TS EEFIRREMSARADIUSAF R I M AR E X :

* connect nxos
+ show logging logfile

BRI B F BT TR

2024 Sep 16 09:56:19 UCS-POD %UCSM-6-AUDIT: [session][internal][creation][internal][2677332][sys/user-e


https://documentation.suse.com/smart/deploy-upgrade/pdf/freeradius-setup-server_en.pdf

_8291_A, name:ucs-RADIUS\alerosa, policyOwner:Tocal][] Web A: remote user ucs-RADIUS\alerosa Togged 1in

TR EFUM TR

2024 Sep 16 09:51:49 UCS-POD %AUTHPRIV-3-SYSTEM_MSG: pam_aaa:Authentication failed from X.X.X.X - svc_s

He | XXXXZHTEYSSHERESIHRAEM BB ITTENNIP,
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https://documentation.suse.com/smart/deploy-upgrade/pdf/freeradius-setup-server_en.pdf
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https://wiki.freeradius.org/Home

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



